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Witness Rachel LoganLaw and Human Rights Programme Director, Amnesty International,
gave evidence

Q197 The Chairman A very warm welcome to all three of you. Thank you so much for
coming along so clesto Christmas. We are very grateful. As you probably know, the way the
Committee operates is that we will ask you a number questions, which we hope will give you
the opportunity to make whatever points you want. | will open by asking you a very general
question and in each of your replies please feel free to make anything you like by way of an
opening statement. What do you think of the draft Bill? Do you think it strikes the right balance
between safeguarding our civil liberties and crime prevention? &eshve can start with you,

Ms Griffin.

Rachel Griffin| should start by saying that | am from the Suzy Lamplugh Trust. We run the
National Stalking Helpline. A large proportion of the people who we help each year are
affected by digitallyassisted stalkip of some kind or another. The first thing to say about
the draft Bill is that it is definitely necessary, from our point of view, for the police to have
access to communications data to investigate many cases of stalking and cyberstalking. It
is certainlynecessary for the police to be able to access communications data to investigate
and detect crimes. However, the point we want to make is that legislation should be only
one part of a strategic plan to address digital offending. On atoaay basis we re
finding that the police often do not make very good use of the legislation that they already
have available to them. Our question would be whether a change in legislation would have
an impact on the experience of victims on a dayday basis. On whethmehe Bill strikes

the right balance between safeguarding and civil liberties, | defer to other organisations to
answer that question. Our point of view is very much on the experience of victims of
stalking.

The ChairmanThat is what we would expecttid be.

Rachel LoganAmnesty very much welcomes the opportunity to be here. We very much
welcome having a draft Bill of some kind, because we are one of those organisations that
has been saying for a long time that the existing statutory framework iratieia is not up

to scratch. Unfortunately, we are very disappointed by what we see in the Bill that has been



put forward. To touch on a very small number of areas, given the time available, first, we
see in the Bill not one, not two, but five sections degiwith bulk, indiscriminate collection

of or interference with individual privacy. From our perspective, that simply does not strike
the balance or draw the line in the right place. We even see some targeted powers shading
into what we would see as bupowers in the case of thematic warrants.

| move on to intelligence sharing, which we have been litigating on for more than 18
months in the Investigatory Powers Tribunal. It has been the subject of at least two rulings.
We were very surprised to see in vilzare terms it is dealt with in the Bill, given how big

the subject area is. We would have liked to have seen a clear, accessible framework, dealing
with how material is received and sent overseas outside the MLATs. We would have liked
to have seen thatiinit and not include the product of bulk interception either wagoing

from the UK or coming into the UK.

On oversight and judicial authorisation, unfortunately, we are disappointed by the judicial
authorisation, or judicial review process, as it is puthia draft Bill. It does not amount to
proper, independent judicial authorisation as is required for human rights compliance. It is
simply not there. On the oversight provisions, similarly, having been through thel IPT
hope that | will get the opportunityo expand on this we are very disappointed to see
only one real substantive change to the way the Investigatory Powers Tribunal does its job.
We would have liked to have seen a much more thorough look at how that works and
whether it is properly independ# and effective.

Finally, to touch on special protections in the Bill, again, this is an area that Amnesty has
been litigating on in terms of legal professional privilege in the Investigatory Powers
Tribunal, where we saw a concession by the Governmesit ttheir entire regime in this

area had not been human rights compliant. We saw a further finding that one of eur co
Of FAYLFyGaQ tS3artfe LINRPFTSaaAz2ylffe LINANGAL SIS
disappointing to see nothing on the facetbg Bill to deal with that properly, to deal with
journalists, or even to consider giving further protections to human rights NGOs, such as
ourselves, who we now know have, disappointingly, been specifically targeted for
surveillance by the state. With alf that in mind, and there are many other areas that we
simply do not have time to get into at this stage with the time allowed for the Bill process,
we are very disappointed with what we have been presented with.

The ChairmanThank you very much. Obarse, every organisation, including yours, is very
much entitled and welcomed by us to submit written evidence in detail.

Rachel LoganWe have done, this morning, for which we are grateful.

Alan Wardle Good afternoon. Another fact that is relevant tbis is that the NSPCC runs
ChildLine, which you will all be aware of. It is now in its 30th year. Increasingly, children, as
the Committee will know, are leading their lives online. More than thyearters of 12 to

15 yearolds have access to a smartpl@nThat also means that many of the crimes
committed against children increasingly have an online element. In particular, some of the
ones | want to focus on are what you might call the hareled cases, such as the
possession, distribution and manufactugi of child abuse images, -salled child
pornography, which is growing, and also cases of grooming of children, much of which is



done online. More than 500 children contacted ChildLine last year about grooming and
more than 80% of those cases had an anlgement to it.

From our perspective on the Bill, the most important thing for us is to ensure that the police
have the powers that they need to track, investigate and prosecute these offenders. We
are coming from a different place from Amnesty, whicm@e about bulk surveillance; we

are more focused on specific criminal investigations that the police need to undertake. We
KFE@S | LI NIOAOdz I NJ O2y OSNY GKFG /€FdzasS n
to investigate in what can be quite cotep investigations.

Another point | want to make is that ChildLine has a very high level of confidentiality, but
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children are actively suicidal. Most children cartt@€hildLine online these days, so we need
to ensure police can get those IP addresses quickly and actively intervene to protect those
children. The two aspects that | would like to talk about are criminal investigations and

ensuring police have powers,&n 'y SYSNBSy Oé TFdzyOliA2y (2 LINEP

in immediate danger.

The ChairmanThank you, all three of you, very much indeed for those opening remarks.

Q198 MrDavidHanson¢ KS L322t A0SQa Ol 4S= LJdzi G2 dza
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further and adds new powers for the police?
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Rachel Griffin | smiled because | can see why that statement was made in theory, and it
might well apply to cases of, for example, child sexual exploitation, where the focus is on
intervention and stopping crimal activity escalating. From a stalking point of view, the key

use of communications data in cases that we deal with is on investigation and detection in
individual cases where the activity has already happened. We tend to find that it is not so
much a cae of whether the police have the powers; they already have a number of powers
but we find that they simply are not being used in practice. For example, we often hear
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from victims of stalking who have been told to turn off their computér L ¥ & 2 dz R2y Qi
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investigate digitally, or that there is no point as the service providers will not be compliant,
et cetera. For example, recently the helpline report was told thalige access phone
records only in cases of murder. There is a huge gap between what is going on in practice
with regard to making use of existing powers and what may be envisaged in terms of the
potential of the Bill. That is why we would like to see fudice using their current powers

to full capacity, as is reasonable and proportionate, but also to focus on not just legislation
but the capability and capacity of police forces to make use of that legislation.

Rachel Loganl will leave this to my collgaies at this stage.

Alan WardleY ¢ KS L2t A0SQa GASg 2y LIR6SNR A& |jdAd

understand from the NCA that there has been a gradual erosion of the amount of data that
they have been able to gather over the years. The Bill isimgportant to put that in place
and to ensure that it is adaptable. Who knows what technologies there will be in five to 10

8SINBQ GAYSIT odzi GKS . Aff KlFa (2 KI @S adzFfTa



On Clause 47(4), which has additional resitths on granting authorisation, we have had
initial conversations with the police and they have expressed concern about it. It would
seem to us perverse if the data providers were able to hold all the information but the
police were unable to access My understanding is that if people were conspiring over
the telephone the police would be able to have all that information, but not if it was done
online. That subsection talks about where the activity is mainly or wholly acquiring material
the possessiomf which is a crime. Something such as possessing child abuse images is
clearly a crime, but we know that for grooming cases where a lot of people are involved
and it takes a long period of time, where, for example, a person books a hire car in place A
and drives to place B or they book a flight, those factual issues, while not a crime in
themselves, can help the police to investigate. It would be worrying to us if anything
NBEaAaGNAOGSR (GKS LIRtAOSQa FoAfAGe (rAndshoff @S & G A
investigations. We would want to ensure that there is parity across the board and that the
data the providers hold can be accessed by the police force for specific investigations.

Mr David HansonThe question to all of you is: are the policeyers under existing legislation
proportionate and effective? Will they be more proportionate and effective under the
proposed Bill, or will they be neutral or less effective? What is your view as to the-police
central cases: do we need the Bill to updateat we currently do? Is that right?

Alan Wardle Yes it is, but my understanding is that this clause in particular would place a
restriction on them that is not currently there. That would need to be worked through to
seewhy ithas beenputinthereagdK SGKSNJ Al Attt | OGADBSE & KAY
of the kind of complex cases that | am talking about: the production of child abuse images,
which, again, are quite often done by conspiracies, and online grooming. Yes, the need to

have these aditional powers is quite clear.

Rachel Loganl am afraid that the question of police powers is not something that Amnesty
can assist the Committee with at this point. It is not a part of the Bill that we have assessed
or been involved with to date.

Mr David HansonWith due respect | think that that is copping out of an answer. If the Bill
goes forward, is Amnesty satisfied that the current proposals by the police are modernising
their view based on the Bill? Ultimately it is about police powers ahéther they are
effective and proportionate. Surely Amnesty has a view on that.

Rachel LoganWith respect, it may be seen as copping out, but we are talking about a Bill
of many hundreds of pages and many parts. Amnesty is a worldwide movement that
focuses on many different aspects. We simply have not assessed those parts of the Bill yet.

Mr David Hanson:So you do not have a view on whether these current proposals are
proportionate and effective.

Rachel LoganAt this point | do not have a view thatdn assist the Committee with on the
police powers in those parts of the Bill. | can help you, as much as Amnesty can, with
questions of necessity and proportionality around bulk interception warrants, the
structures around targeted warrants, and whatinsthe Bill on intelligence sharing, but |

am afraid that the question of police powers and dealing with crime simply is not something
| can help you with.



Mr David HansonUltimately those are police powers. The question is whether they are
proportionate and effective in relation to what the Bill proposes.

Rachel Loganl am afraid that this simply is not something that we can assist you with.
Those parts of the Bill go into Parts 3, 4 and 5. There are multiple parts of the Bill. We have
not had a sigricant amount of time and they are not core areas of focus for us at this
point.

Mr David HansonMay | respectfully suggest that, when the Bill comes before both Houses of
Parliament we would want a view on those issues? They are central to the Bill.

Rachel LoganlIt may well be that, when we have had considerably more time and when
the Bill goes through the proper processes, we will turn to that. | simply cannot say at this
ai0F3S gKSHKSNI GKFG Attt 6S 'YySadeqQa F20dzad

Rachel Griffin Our view is that its unlikely or that we are yet to be convincedthat the

Bill will have an impact on the majority of cases of stalking as we experience them. That is
not because data communications are not needed, but because the expertise in digital
investigation and reagnising risk is not as widespread in dayday policing as it needs to

be.

Q199 Suella FernandesThis is a question to Rachel Griffin and Alan. Can you walk us
through a typical harassment cas# there is such a thingor a child sexual exploitation or a
grooming case, and how communications data would be helpful in identifying perpetrators
and securing a conviction?

Rachel Griffin From a stalking point of view, around 70% of people who call the National
Stalking Helpline report experiencing at least ooenf of stalking behaviour that may
require police to access some kind of communications data. Some 39% have received
phone calls; 30% have received emails; 36% have received texts; and 37% have experienced
stalking via some kind of social networking sltes right that you made the point that

there may not be a typical case of stalking because each one would be quite different. They
are incredibly diverse in how long the stalking goes on for; some will be stalked for about
six months, but, sadly, we haaesmall proportion of people who have been stalked for a
number of years.

What tends to happen is that somebody will be stalked through a blend of different means.
CKFG YIFIe AyOfdzRS LKeaAOrffte GdzNYyAYy3I dzLd G 2
serding them letters, but also saying things about them via social media. Some will know

that they are being stalked and that the activity is taking place online, but they do not
necessarily know who it is, or there is a suspect but it is very difficulhEmtto prove.

¢tKSe gAff 3I2 (G2 GKS LREAOS FYyR &alé&X G¢KAA K
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have been a number of text messages or emails, the poligermaad to identify that it was

in fact a perpetrator an identified individual who sent them. That is where
communications data may come in. Unfortunately, that is where we have too many
examples of victims saying that they have gone to the police and fthatgdin some cases,

the police do not even understand what an IP address is. The level of understanding is
NEBflFiA@Ste 260 ¢KIFEG Aa f2y3aARS GK2asS Ol
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cyberstalking it is not real stalking.

Alan Wardle It varies in grooming. Sometimes it can be one person grooming one child,
or, as we have seen in some higiofile cases, it can be gangs of people communicating
with several childen. The process of grooming takes time, by its very nature. It lures
children in, makes them feel good about themselves, offers them enticements, et cetera.
We know from the National Crime Agency that the vast majority of cases involving
grooming are onfie. That could be through social media, by various apps, by text message,
by phone et cetera. Quite often, one of the challenging things around this is that children
do not even recognise that they are being groometey think that it is their boyfriend,

for example. The child will not necessarily keep the evidence themselves; they will not hold
on to it. The police need to be able to identify from all those different sources what
happened, to try to get a picture of who said what to who, where they weltg they
communicated with, when they did it, et cetera, to build up a picture of what is going on,
which obviously would go alongside personal testimony. That is why the point that Rachel

Kl
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of local forces to investigate and understand these offences properly. The cornerstone to
that is having the information available to them so that they can identify what has
happened, build up a picture of what is going on andestigate and prosecute these
crimes.

Q200 Baroness BrowningAre the three purposes for which law enforcement can seek
internet communication records the right ones? Should they also be able to use them for other
purposes for instance to locate missing peopleven when no crime is suspected? We have
received evidence from the police that much of their time is taken up with trying to identify
vulnerable people, not necessarily because they have fallen foul of serious crime, but speed is
of the essence becauskay are vulnerable.

Alan Wardle On the first part of your question, as | mentioned, certainly on Clause 47(4)(c),

GKAOK A& (GUKS fAYAGFEGA2Y G6KSNB || LISNEZ2ZY Aa
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are concerned that that might be too limiting. Using grooming as an example again, hiring
a car to transport a child from one part of the country to another is not a crime in and of
itself, but it is evidence & crime having taken place. It would be worrying to us if that data
was held by internet service providers but the police could not access it because it was not
illegal material. More needs to be teased out throughout the process about what that
means andvhat limitations that will place on the police.

On the emergency bit, as | said, ChildLine has to do this about 10 times a day. We work with
CEOP very closely. The ability of the police to identify and rescue actively suicidal children
who may not want tdoe contacted by the police is a very important function. We certainly
would want to ensure that that capability is not eroded in any way.

Baroness BrowningNot eroded, but as drafted, will it not add anything to resolve the
problem of your 10 children day?

Alan Wardle | spoke to a barrister about this last week. Her initial view was that Clause

Y
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useful for the Home Office to clarify whether, in its view, that would cover it.

Q201 Lord StrasburgerMs Logan, you mentioned in your opening remarks that one of the

five areas you are concerned about is intelligence sharing. Theery little in the Bill about

it and so far the Committee has heard very little about it. Would you care to expand on what
lYySaieQa O2yOSNya INB IyR ¢gKIFd I ROAOS &2dz ¢

Rachel LoganYes, thank you very much. Amnesty has beegaged, together with

Liberty, Privacy International and several other NGOs, in litigation in the Investigatory
Powers Tribunal it will now be off in the European Court of Human Rights in Strasbourg

on this subjeat to look at the way the UK both senddarmation, intelligence product,

overseas and receives it from overseas powers. In the Bill we have very little at all on what

I NS OFftftSR a20SNAESIFa FNNYy3aSySyhGtaés¢aod /€I dzas
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international agreement by the competent authorities of a country or territory outside the
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the coin, when we think about what the UK is requesting others to perhaps not

requesting, but what inforration it might receive from other powersall we have in the
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definitions of what any of this might be and no expansion on what any of this might mean.
Thereis then further provision for arrangements to be in place around receipt or sending

of such information, with no explanation of whether such arrangements will be public,

what they might contain or what they might be.

We were talking about the product olkk interception, such as, in the US, the product of
Prism or the upstream programmes where material has been collected in bulk. We are
considering a situation where we have a ruling in the Investigatory Powers Tribunal case
that recognises that, until tkilitigation, any such intelligence sharing was unlawful because
there was no policy whatsoever in the public eye in this area. All we got during the litigation
was a small summary, which was corrected on many occasions, of what the arrangements
in place night be. It was very bare bones. There was lots of talk about signposting to what
was under the waterline. When we were in that situation we had very much expected the
Bill, in the spirit of transparency, to provide a clear legal framework. Those simple
references simply do not do that. How can Parliament and the oversight bodies provide
proper scrutiny? How can the public understand where their information might end up or
what might be being looked at overseas if there is simply nothing there? That is very
disappointing.

The Chairmant think we will touch on that in further questions as well.

Q202 Dr Andrew Murrison: Amnesty obviously has an international perspective. | am
interested in your view on whether this legislation is compatible with the direction of travel



taken by countries with which we can reasonably be compared, in particular the other four
membersoftls G CAOPS 9&S&aé¢ O2YYdzyAideod

Rachel Loganl want to be very careful about what | say on that topic at this point because
GKSNBE Aa | OSNIIFAYy adGdlrasS 2F FtdzE Ay GKS NBf
to come back to the Committee with a moretd#ed analysis. | will say that in the US, for
example, we have recently seen, as | am sure you are aware, changes around the Patriot

Act and the Freedom Act and a certain amount of rolling back, but | would not want to give

the Committee any precise ansvs without being able to go back to that in more detail. |

would be happy to do so.

Dr Andrew Murrison:It would be quite valuable if you could as part of written evidence. As

S KIS o06SSy 3JA2Ay3a (GKNRBdAZAK (GKA& GKSHBe KI FS
community, with whom, of course, we share data. It would be useful from your perspective

as an international organisation to provide some insights if you could.

Rachel Loganl will certainly see whether we can do that in the time available.

Dr AndrewMurrison: Thank you very much. May | ask you about communications data? A lot
of what we have been dealing with over the past few weeks has to do with the times permitted
by the Bilt for example, five days for judicial review warrants issued by the Hoeweetary

and 12 months for the retention of communications data. | would be interested in your
thoughts on whether 12 months is righin particular, to nuance that slightly, whether that

12 months might be amended upwards or downwards depending on that®n, on the
crime that we think has been committed and on the circumstances, thinking of missing people,
for example.

Rachel Griffin We would resist offering an arbitrary time limit, which | dare say is not
terribly helpful. From the National Staldn | St LJX Ay SQ&a LISNERLISOGA GBS
at the very beginning of their journey through the criminal justice system. They may not
even have reported the crime when they talk to us. | would advise getting evidence from
people such as the CPS ahe police on how long it takes for a prosecution to come to

court from that point of first report. That will have an impact. It will not be terribly helpful

to have a time limit that may have expired when the evidence is finally gathered and a
prosecutionis pursued.

Also, it is worth bearing in mind how long people have been stalked for. Some 48% of the
people who talked to us have been stalked for longer than one year. That suggests that
there might be a need, by the time a victim goes to the policgabdack some time to find
some of the essential data. It is also really important to understand why people do not
come forward, whether it is to do with cyberstalking, or, in the context of stalking, things
such as revenge porn. Often people will not cofoevard because they do not feel that
they will believed and they do not have the confidence to talk about their experiences.

Also, it is vital to point out that, in preparation for this session, we contacted the Home

Office to ask how many investigatioase impacted by lack of communications datae

do not know what we do not know. The feedback was that it is impossible to know how
many criminal investigations are impacted by a lack of available communications data.
Again, | come back to the point that wiefinitely recognise the need for communications



data, but we do not know the size of the problem that we are trying to solve with the Bill.
Therefore, it is difficult to determine whether the existence of the data would be helpful
and for how long that dta would need to be kept because we do not know how many
prosecutions are not going forward without that data. It feels very circular.

Dr Andrew Murrison:Where do you think the Home Office got the figure of 12 months from,
then?

Rachel Griffin | am rot sure. You would have to ask the Home Office.

Alan Wardle My understanding of the 12 months was that the last time this was legislated
for Parliament took the view that that was the appropriate time. Any flexibility around that
ought to be evidencéed. Certainly, we know that some of the more complex caseseso

of which | have alluded to, take a long time to build up the case. We hear from the police
of cases where, because it is a rigid 12 months, as the case proceeds bits of evidence fall
off the end after a year. We need to know whether there is any flixilsround that once

a case has started. On disclosure, again, similar to the point that Rachel made, not all
children disclose immediately whether they have been abused. They can take time. It is a
judgment for Parliament to make. It ought to be eviderded and take a view on whether
there are more serious and complex crimes where data need to be held for longer and how
that would work.

Dr Andrew Murrisoni can see why organisations such as Suzy Lamplugh Trust and the NSPCC
should want the police todve these powers since you are faced, on atdaglay basis, with

very vulnerable people. However, do you have any concerns more broadly about the
acquisition and storage of communications data and potential misuse of that material?

Alan Wardle Yes. It kearly needs to be kept safe. Another thing to remember is that
children are users of data as well and they will want to have their rights and privileges
protected. Clearly, there have to be very strong safeguards around that. | am not a technical
expert © | would not be able to tell you how that is done, but the data needs to be kept
securely. It needs to be accessed in very strict conditions to give people confidence and
assurance that the data is being used properly.

Rachel Griffinl echo that. There iV be a number of cases where someone who has been
stalked will have their security, whether physical or online, compromised in some way. It is
critical that they have confidence that their data will be treated appropriately.

Dr Andrew Murrison:In situations such as that of TalkTalk, are you confident that there are
fA1Ste G2 0SS aeadsSvya Ay LIXIOS (G2 3AdzZ NrydGSSs

Rachel Griffin Guaranteeing safety and security is very difficult. It is particularly difficult
when someone is motated by the kind of obsession and fixation that stalkers commonly
display. It would be completely wrong for me to say that | would have confidence that that
can be guaranteed, but victims should have a reasonable expectation that their data will
be keptas securely as possible.

Q203 Lord Hart of Chilton1 must disclose to the record that 50 years ago at university |
joined Amnesty International.



The ChairmanYou have disclosed your age as well.

Lord Hart of Chiltoni knowt how youthful I still look. W have been supplied with the open
determination of the Investigatory Powers Tribunal on 22 June 2015, from which we see that
GCHQ retained material for longer than permitted under the policies. Therefore, there was a
breach. My first question is whethan the light of that decision, you are confident that there
are sufficient safeguards in place governing the activities of the intelligence and security
agencies. | rather think from what you said at the opening that you are not.

Rachel LoganNo, indeedFirst, it is important to think about what that finding tells us and

then look at whether we feel that the safeguards are sufficient in the light of that. It is
important to understand that Amnesty found very little out from that determination. | can
comeback to the question of how we got it, which sheds rather a lot of light on our views

on the Investigatory Powers Tribunal, but it tells us very little at all. We do not know why

our communications were intercepted and selected for examination. We demaw what

was looked at and when. We do not know what policy was breached or in what way. We

do not know whether this was a oraf and just confined to us, or whether it is systemic

among other NGOs that were not involved in the litigation. We have hadbhility
whatsoever to input into the conclusions of the tribunal because we were excluded from

the hearing that resulted in that determination. That begs the much more important
guestion, as far as we are concerned, which is why human rights NGOs wegedrgeted

for surveillance in the first place, quite aside from whether our material was retained for
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or whether they were intercepted but the tribunal considered it to be lawful, et cetera.

It is a very sparse determination, but what that tells us about the safeguards and the
oversight system is that something has gone very badly wibagpears that this has been
considered an acceptable activity by the Secretary of State and all those others involved in
oversight during the process, because we know that we were picked up under a general
warrant. It appears that this is something thaas carrying on which either nobody raised
any objection to because they all thought it was fine and dandy to be spying on human
rights NGOs and did not know about the specific policy breach, or they knew about the
breach and did not consider it to be impant. We do not know why this was not picked

up until we got into a tribunal process. It is very worrying that we had to get to that stage
to get this finding.

The same applies to the other litigation we have been involvedhe legal professional

privilege one | alluded to earlierwhere one of our celaimants found that his legally
privileged communications had been picked up. That is a really frightening proposition for
those of us who have been involved in the legal system for a long time. Agaimsheotv

able to contribute to the hearing where the finding was made that this was not very
important. From our perspective, something needed to change with that in mind. We have

not seen that something in the draft Bill, particularly if you look at them&bn provisions
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it. That is stunningly broad. It is very worrying for us, having been in the position of having

had our data retained and having been spiad that we do not have more safeguards in



this. | can come on to look at the IPT and the judicial relation if you would find it helpful,
but basically, against that background, there does not seem to be enough.

Lord Hart of ChiltonWhat further safeguats do you think are necessary?

Rachel Loganlt comes back to the question of definitions. There are incredibly broad
definitions around purposes in the various warrants. There is no definition of national
security. Just recently, a decision by the Gr&ihmber in Strasbourg, | think last week,

alAR GKFG AG A& AYLRNIFyd G2 KFE@S GAIKGSNI |
when we talk about warrants of this kind. You have these very broad definitions and
general purposes permitted as a Im®f interception. Then you again have a complete
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not amount to a humasights-compatible process. The decision is still being taken by the
Secretary of State. Is merely being reviewed on judicial review principles by a judicial
commissioner. If Clause 19(2), which states that this must be done to a judicial review
standard, was not intended in any way to limit the scope of the review undertaken by the
judicialcommissioner, then it is unnecessary or unnecessarily complicating the situation.

Our viewr like, I am sure, many of the other NGOs you have heard or will hear frem

that that is simply unnecessary if the intent is to have a full, médised review by ra
independent judicial authority before a warrant can be issued. We would like to see that
happen. We would like to see strong post facto oversight done by different people than
those involved in the authorisation process. This melding of the oversigldwhdrisation

functions with the judicial commissioner is something that worries us. Down the line,
looking at the Investigatory Powers Tribunal itself, | have spent nearly two years now
litigating in this tribunal alongside some very wallown QCs fronmy old chambers and
elsewhere who are wellersed in SIAC and other places where there are secret processes

and unusual court systems. This court and these processes are the most frustrating and
obfuscating that | have ever encountered in the UK systemai&/'¢alking about situations

where, whether for intent or nat | am sure not, because everyone wishes this to be

opert the bias is towards secrecy and not letting the claimant in to what is ultimately a
determination of their rights and freedoms. That negdschange. All we have here is an
additional right of appeal. There has been no further look at the procedures of the IPT,
which allowed the Government to argue this year that, even if the tribunal made a
determination to favour individuatsthat they saidd SKA YR Of 234SR R22NAX
NAIKGE KI JSt thep Should Gok iateltaitel Bré claimant. They could lie and
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rules. That simply has no place in a rigbdésnpliant oversight and authorisation system.

Lord Hart of ChiltonDo you think, then, that there should be a blanket exemption for legally
privilegedcommunications?

Rachel LoganThat is the basis in English law. This is not a question merely of human rights
law, this is about the common law.

Lord Hart of ChiltonNo, but in respect of this Act.



Rachel LoganYes, we do. All there is here is aysion for codes to be available. We have

to look at the safety of the justice system, as well as rights and freedoms. This is the most
sensitive and the most basic principle. If | cannot, as a lawyer, say to my client that what
they are telling me is enely confidential, how can | know that they will feel free and safe
and able to give me full information? There is a significant chilling effect from the mere fact
of interception of legally privileged communications that really needs to be taken into
consideration.

Lord Hart of ChiltonYou mentioned a moment ago the Investigatory Powers Tribunal. Do you
think that the provisions there are satisfactory? Again, | rather gather that you do not and that
you do not think that the Investigatory Powers Trilalirprovides a satisfactory route for
appeal and remedy.

Rachel Loganindeed. The judgment we received from the Investigatory Powers Tribunal

on 22 June was not in fact the final judgment in that hearing. The judgment on 22 June said,

G ¢ KSNB K I efermin&tiSnyin fagdur oRAmnesty International; that is, you have not

been unlawfully intercepted. There has, however, been a determination in favour of the

Legal Resource Centre in South Afrieavery welrespected NGO and the Egyptian
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clarifications to the draft judgment, none of which were put into effect by the Government,

we received an email out of the blue from the Investigatory Powers Tribunal informing us

that there had been a mistake and where the judgment said EIPR, it meant Amnesty
International. That was following a hearing that supposedly was looking in the most
detailed consideration at our rights and at particular communications that had been
interceptedandd KSGKSNJ GKFG o+ a €FéFdzf | yR LINRLIR2NIA
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kind had been made. We received a very unsatisfactory response from the tribunal. Indeed,
Parlamentary Questions have been asked about this by quite a few Members of the
Housa both Houses, in fattseeking a Statement from the Secretary of State, asking
whether other human rights organisations have been in the same position, and nothing has
been fathcoming. That casts light on quite how problematic the IPT currently is. It needs

to be sorted out.

When it comes to the Investigatory Powers Commissioner, we set out in our written
submission that it is mostly things around the edges, around indeperelesnd
effectiveness. We would like to see the oversight and authorisation functions separated.
This is a small group of people and they will be looking at the full process to see if it has
been gone through appropriately, and reviewing that. In our vigwyould be safer to
separate out the functions of overseeing the process and undertaking the process, even if
it is just a part of it.

Q204 Matt Warman: | would like to ask a supplementary question. Were you saying that
there would be a chilling effect if gally privileged communications were intercepted? As |
understand it, that power has already been avowed and therefore theoretically it is already
happening and lawyers and their clients might reasonably worry about it. Has there been a
chilling effect, gien that this is something that could theoretically happen already?

Rachel Loganl cannot speak for the entirety of the legal profession, | am afraid, | am simply
one representative of it and from Amnesty, obviously. It has certainly caused enormous



concen to us in how we deal with our clients. Amnesty does worldwide research and
litigation on a range of human rights issues, often right at the edge of the issues that
Governments are uncomfortable with; for example, looking at the involvement of our own
Government in rendition and abuses during the war on terror. But we are also very much
concerned with Governments overseas. It is very difficult for someone intercepting our
material under a broad warrant to distinguish between what might be country research
material and what might be professionally privileged because it concerns witness
statements, instruction, et cetera. We are very concerned about the impact of knowing
that material which is legally and professionally privileged is being picked up im#teir

Matt Warman: So has it had a chilling effect on your own communications?

Rachel Loganl am not quite sure what you mean by that. Are we extremely concerned
and worried about what we say? Yes, we are.

Matt Warman: Has that changed since the pomeas avowed in this country?

Rachel LoganThere is always a difference between when you worry that something is
happening and when you are told that it actually is happening so, to that extent, yes.

Matt Warman: Moving on to communications servicesopiders, from an NSPCC perspective,
are you worried that communications service providersoperate sufficiently at the
moment, when information could help the kind of work that you do?

Alan Wardle Generally, things are pretty good. Looking at issuesqodarly of child abuse
images and how those are disseminated across the internet, Google and Micrasdifte
instigation of the Prime Minister did some really good work a couple of years ago which
means that it is much more difficult to find those ingsgthrough an open search on the
web. Now, with some 100,000 search terms, you get only what are called clean searches;
that is, they do not give those images. So that has been good. Most of the big companies
are involved with the Internet Watch Foundatio@ertainly in this country we are pretty
proactive so if an image is found, it is generally down within two hours, so that is pretty
good.

On the content, because the majority of the big companies are American, you would have
to ask the police. | am not sure how the investigation of the content of communications is
working. We have an issue with some of the internet hosting companies, sumhliag
storage functions where people are uploading and storing a whole host of images. We think
that that issue needs to be looked at in more detail and we are looking at it at the moment.
Most of the companies recognise that this is a very serious iaadethey are generally

very ceoperative. It is a global issue so, while the UK is very seized of this issue, we are
seeing some alarming developments in other parts of the wioddch as livestreaming of

child abuse, which is crowdfundedvhich is why thes sorts of powers are essential.

Matt Warman: Will the Bill improve that situation or not make that much of a difference?

Alan Wardle Internet connection records are very important, as | have already indicated.
When it comes to the information that iseeded, the current process is often very
convoluted, when you have to go through the MLAT process. Anything that could be done



to simplify and expedite that would be good. We know from the police that they do not
even bother to apply for evidence in soroases because they know it will take too long.

Rachel Griffin We have had feedback from police officers we have worked with on the
National Stalking Helpline that communications service providers are not always helpful in
cases where the police need thassistance. But we do not really know whether this
unhelpfulness is to do with reluctance to help, misunderstanding of what help is needed,

or because the legislation needs to change. What is clear is that CSPs, as well as improving
co-operation with lawenforcement agencies, need to provide more assistance to the
victims, who are often seeking help, advice and protection after being targeted when using
their services. Again, it is very difficult to say whether the proposals in the draft Bill will
improvethat co-operation without having a better understanding of what the barriers are
perceived to be by the CSPs themselves.

Q205 Suella Fernanded: have a followup question for Amnesty. You talked a lot about

privacy rights. Obviously, we have to strike thght balance but | heard very little about

national security. We have heard a lot of evidence and we have on the public record that the
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the moment. We have heardrdm witnesses about very serious crimes that are being
perpetrated online. You obviously do not feel that the draft Bill is satisfactory but where do

you think the balance should be struck in meeting this very important need to safeguard the
public?

RachelLogan There is of course a critically important need to safeguard the public. That is
part of human rights protection and we all have the right to life and security and all those
sorts of things. That is part of what we are looking for as an organis&iatras you say, it

is a question of proportionality and where you draw the line. For example, | am sure that it
would be useful for crime prevention and national security purposes if we all had to go
round with a body camera on, videoing where we weralatimes, and had to hand that
tape over at the end of the day, or if we had to keep a list of everywhere we went and
everyone we spoke to, and handed that over. That might well assist in preventing more
crimes, but for most people that would be an irechble level of intrusion into their private
lives. For us, the Bill simply does not draw that line in the right place. Targeted, suspicion
based surveillance is a very different world from what is being proposed here.

Suella Fernandes/Vhen it is necessary and proportionate.

RachelLoga¥ ¢ KA a A& GKS [[dzSadAazyd® abSOSaal NE |y
intrusive measure that can be used to achieve a legitimate aim. That is precisely the
question that we are all here to debmtind we do not think that the Bill has that line in the

right place.

Suella Fernandedly question to you, Rachel and Alan, is this. The Anderson review described

Tor as a facility that enabled the digital abuse of anonymous activism and dissideity activ
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your work?

Rachel Griffin | would certainly refer you to those with greater expertise than me on the
digital side of things, but my observation about grtion is that stalkers and cyberstalkers



are fixated individuals who will use any means available to them. We have had a number
of cases where victims of cyberstalking have had their devices hacked by stalkers, and in
those cases we have advised thenus®e encrypted services in future. We have experience

of encryption being used for both good and bad reasons. Obviously a balance needs to be
found, but | do not have the expertise in encryption to answer that question in an informed
way.

Alan Wardle Tor & a place where quite a lot of the most dedicateiflyou can call them

thatt people who perpetrate these crimes go, particularly in the production and
dissemination of child abuse images. Essentially it is a challenge for law enforcement. Being
able to idertify the perpetrators is very timeonsuming, and | do not think that anything

in the Bill will necessarily affect that. It is one of those things, given the way the internet is
designed. A third of internet users across the world are children, but tieeriat was never
designed asachi@ NA Sy Rf & LI I OS> FyR S N’ FfY2ad
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know that we would, but we are where we are, and certainbrfrour perspective the key

thing, as well as power, is law enforcement dedicating the necessary resourcing and skills
to get officers to do the quite painstaking work of cracking these rings of people, which are
global and are perpetrating some of the glecrimes against children. We need to ask
encryption experts about that, but it is certainly challenging for law enforcement and we
need to make that it has the resouraethe powers, the skills, the expertisdo be able

to deal with these policing challges in the 21st century.

Suella Fernanded: have one last question on a point that both of you raised earlier. You
mentioned suicidal children getting in touch with you as well as tracking and trying to pinpoint
people who are involved in stalking. Caou give us an idea of the need for timeliness in
securing warrants in those situations? When you are in the process of an investigation or
trying to track someone down, do you operate in a series of days and months, or is it hours
and minutes that you andhe law enforcement services need in order to exercise your
powers?

AlanWardley C2NJ / KAf R[AYS Al Aa K2dz2NBE | yR YAydz
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police literally cutting down children who are found hanging and saving their lives. | was in

a meeting with one of my directors not so long ago. They had to authorise something; the

police intervened to protect a child who was about to jump off Toweddgi In those cases,

it is a matter of hours and minutes, which is why there is a need for the systems that we

have in place in CEOP, which are very fast and rapid. If a ChildLine counsellor and their
supervisor think that the child is in immediate dangsometimes that speed is of the

essence.

Rachel Griffin This is an excellent question, because it really helps me to draw out the
distinction, as | see it, between our perspective and an organisation that is working on child
exploitation. Very rarely willve deal with a victim of stalking where there is not enough
risk information for the police to put protection around that victim based on a fairly-well
established stalking risk assessment protocol. It is verytrareannot think of an
exampla that the information to put that protection around that victim was dependent

on accessing communications data. The communications data concerns on the part of the



victims we deal with come about when evidence is being gathered to support an
investigation and prosecign retrospectively. Given where stalking tends to sit in the list
of priorities in a number of police forces, particularly digital stalking, which is perceived as
difficult to investigate, that is where victims of stalking will end up, Itfezften at the
bottom of the list of priorities.

Q206 Lord Butler of BrockwellMy final question is to Ms Logan, if | may, following up Ms
CSNYyIlIyRSaQa ljdzSatdAz2yd La !YySaibte LYGSNylraazy

Rachel Loganlt depends on how you think abouhdt question. Do we think that bulk
interception draws the right line in the sand? Do we think it is a proportionate way of
dealing with the threat? No, we do not.

Lord Butler of BrockwellSo as things are, you do not agree with bulk interception at all

Rachel LoganAs currently laid out in the Bill, we do not consider that bulk interception
indiscriminate, suspicionless surveillands proportionate interference into an
AYVRAGARdzZ f Q&F NRARIKGaP

Lord Butler of BrockwellWhat needs to be done to the Bib make it acceptable to you?

Rachel Loganl am afraid that | can only talk to the parts of the Bill that we have assessed
so far. We would like to see the provisions on bulk interception warrants stripped out. We
would also like to see a change to thection dealing with scalled targeted warrants,
which provides for incredibly broad thematic warrants, changed and provided with much
tighter definitions. We would like to see a return to suspic@sed interference, the
suspicionrbased surveillance oindividuals who are properly identified and properly
targeted, as we would do normally in normal, dayday reaiworld life.

The ChairmanThank you, all three of you, very much indeed. It has been a fascinating
session. Thanks for coming along, anggaChristmas to you.
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Q61 The ChairmanWelcome to you both. We very much look forward to what you have to
say to us on what is obviously a very important Bill. | was going to ask a question that could
be rolled into one, in a sense, if ytiave a statement that you would like to make. The
question | was going to ask is: what do you think of the Bill? Perhaps you could answer that
guestion and make any introductory comments to the Committee that you might like. You are
most welcome.

David Ancerson | welcome this Bill, Lord Chairman. The law in this area has, until now,
provided for extensive but vague powers, used in a way that the citizen could not predict
and safeguarded by people who, for all their very considerable merits, have not been
particularly visible to Parliament or the public. | would single out two major improvements
that have already been happening over the 18 months since | started doing my réview,
Question of Trustthough there is no causal relationship there, of course.

The first is the disclosure of significant and sometimes controversial powers that are
already used but that people did not really know about before. You are looking there at
bulk collection, the use of bulk personal datasets, the practice of equipmentenéace

or hacking by the Government, and very recently, indeed on the morning the Bill was
launched, a very significant data retention power that was previously almost entirely
unknown. Many of those disclosures were prompted by proceedings in the lgatsty
Powers Tribunal.

The second change is more proactive and visible oversight, in particular by the Interception
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subject matter of the Bill, but also becauseperates so transparently. This Bill, as it seems

to me, cements those improvements and builds on them. | believe that there is now a
complete avowal of significant capabilities, at least in outline. If | am wrong about that
somebody was concealing thefrom me, and, although that is always possible, | do not
believe that is the case. What | applaud about the Bill is that, for the first time, Parliament
will have the opportunity, as it should in a democracy, to debate the capabilities that are
used or thait is desired to use and decide whether it considers them acceptable or not.
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reports you have produced recently, both of which will be immensely importanthisrBill,
but also for the public understanding of what you just described.

Professor Clarkel convened a panel at the Royal United Services Institute, which we call

the Independent Surveillance Review, consisting of 12 people who represented a pretty

wide crosssection of interests, from egecurity chiefs through to people representing civil

liberties arguments, practitioners, industry and so on. It was a veryhagdinced group,

but it was very wide. | am glad to say that our report was unanimousstiggled with a

lot of the issues and tried to take a publicly orientated view. We tried to start with big
principles and then go down to the legislation, rather than starting with the legislation,
because we thought that would be the most useful thingx@ Y LJX SYSy G 5F GAR |y
review and the review of the ISC.

Our review was generally favourably disposed to the present situation, but we felt, as other
reviews had felt, that the legislation was not clear enough as it was. This legislation certainly
helps to clear that. The oversight regime, we thought, was critical both in warrantry and in
the oversight, and it was not that it was incapable of being amended with relatively small
changes. The most important thing was that we felt there needed to béhrgugater public
confidence in it; it was not that the public were not confident in it, but they did not know
enough about it. We felt that an oversight regime and a warrantry regime that could
command more public confidence, which is partly where we bhbtite element of judicial
oversight into the warrantry, would be very important.

The aspect of this Bill that is different from the expectations we had is the scope of what it
says about equipment interference and internet connection records. That isox@nsial

but is allowable for within the principles that we articulated. The differences between the
Bill and our recommendations are comparatively small. | would be happy to go through
them later on, but they are comparatively small. The approach of Biikis pretty
consistent with the review that we arrived at.

Q62 The ChairmanThank you very much. Before | ask Lord Butler to come in, | will take

advantage of being in this seat by asking my other question, which was to come later but
touches on what yo just described. It is the issue of trust and confidence, which appears to

be at the root of all this, but particularly the issue of whether the new system will also produce
improved confidence and trust in the agencies and the law enforcement boditbsit llkely

to be the case?

Professor Clarkdt certainly could be the case, because there is generally high public trust
in the work of the agencies. They are fairly popular. There is more ambiguity over the work
of law enforcement. It is bigger, moreroplex and covers a wider range of things. There is

a degree of cynicism over some of that. There is a degree of increasing cynicism over the
role of the state in general to intervene or interfere in the communications of its citizens.
It must be a clean ahclear oversight regime, with clarity and lines of responsibility that
the public can follow. We recommend specifically that whatever arrangement is made for
the commissioners should be very outwdating, should try to publish more material and
enter into a dialogue with the interested public that is wider than the dialogue that has
been evident until now. That could be a big element in increasing confidence, not so much
in the agencies, which do not need it, but in the police and in the role of Govaertritself.



On a final point, we began from the principle that this is not a series of technical issues.
This represents something pretty fundamental in the bargain that the public make with the
Government. In the digital age, this is the tip of a big derabc iceberg, and we have an
opportunity now to get it right in a way that will be pretty important to the future of the
political bargains we strike. This is one really important bargain that needs to be struck very
explicitly and cleanly, as far as wen.

David Andersonlt struck me during my review that the people who need and deserve to
be able to trust the systemnot just the public, although public trust is very important

and who spoke to me most strongly about human rights, safeguards and thietodse
trusted were the service providers, the telecoms companies that give assistance to
Governments but are very nervous about being perceived to assist with things that are
below board, and the intelligence agencies.

| had a message from somebody &€IBQ, which is probably too secret to disclose, but |
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commissioners really make us work hard to prove that what we are doing is necessary and
LINE LJ2 NI A 2 re tiyigteirectuiFpedpl2 oa the pavements of Shoreditch to come

and use their technical skills to work for GCHQ, you do not want to be seen to be working

in some shadowy grey area where you are dodging in and out of the law; you want to be

able to asare them that there is an absolutely coppleottomed system in place. It is
something that everybody wants.

People who are sceptical will be sceptical about safeguards as well. That is the way that
people are. Commissioners will be portrayed, initially,ggieyhaired old people out of
touch. Judges will be portrayed as rubber stamps. That is why it is so important that what
they do is transparent and they publicise their work, so far as possible. | would like to see
judicial commissioners, for example,trjast making wise decisions but issuing guidance,

so far as possible public guidance, so that people can see how carefully they are thinking
about it. | could go on.

The Chairmantt is hugely important.

Q63 Lord Butler of Brockwellt would like to talk about the drafting of the Bill, if | may. Your
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and capabilities in as accessible and foreseeable a way as you had hoped?

Professor ClarkeYesfrom my personal point of view. | thought the explanatory notes that
came with the Bill were pretty good, but the Bill itself is necessarily difficult because it
combines a series of other legislative frameworks, which are very complex. We thought
that one of the key elements of this sense of clarity would rest in the codes of practice. We
said very specifically that the codes of practice should be written clearly in ways that
ordinary people could understand. The Bill cannot be written in those wayaubedt is a
piece of statute legislation, but the codes of practice should be clearly written for the more
general public. That, to us, would be a very important element of this whole package.



David AndersonWe set parliamentary counsel a probably impbte task, because we
asked for a Bill that was comprehensive, and we asked for a Bill that was
technologyneutral. It is quite difficult to be technologyeutral and at the same time
explain exactly what it is that people are being authorised to do.tiredp agree with
Professor Clarke that the code of practice, and not just that but other disclosure, is
necessary.

If you are looking at accessible and foreseeable, it seems to me that it is not just about the
Bill; it is about getting more material intihe public domain as to the utility of some of
these powers, in particular bulk, which sits there like an elephant in the room. We have
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whether that is collateral intrsion and so on, but if you are tapping a cable that potentially
gives you access to the conversations of thousands or hundreds of thousands of people,
you are looking at some very major issues.

Nobody should expect the Government to give away operatisealets or information

that is damaging to national security, but it seems to me that we need more in the way of
information if this is to be truly accessible and foreseeable. A modest start was made by
GCHQ; they allowed me to publish six case studi@ésaex 9 to my report. | pressed them
unsuccessfully to release more detail, and | was introduced to other case studies they were
not prepared to publish. It was a very good start, and | hope more will come.

There are other grey areas that one would nobknabout from the Bill. This is not a
criticism of the Bill, but, for example, can the intelligence agencies use related
communications data, which is a “pyoduct of bulk interception, to construct the
web-browsing records of an individual? There have rbesome publications recently
suggesting that they might be able to do that. One might think there is nothing particularly
wrong with that, but it seems to me it is a relevant thing to know about, particularly if one
is discussing internet connection recerdf this new, highly regulated power should be
introduced for the police to make use of, what about the agencies? Do they already have
similar powers in this area?

As to retention, what exactly are the types of data for which the retention powers us€la

71 could be used? There are all sorts of technical questions about that. One does not expect
to see in the answer in the Bill, but Parliament will need to see some answers on those
sorts of questions if it is to be able to debate this on a fully infmrbasis.

Q64 Lord Butler of Brockwell: If I may ask one supplementary question on
comprehensiveness, there remains some other legislation with powers of intrusion, such as
the Police Act and the Regulation of Investigatory Powers Act. They are not allrbiéag

into this Bill. God forbid that the Bill should be made even bigger, but do you think that is
regrettable?

David AndersonIn a way, we have all stuck to our remit, and perhaps we were too
obedient about that. The Intelligence and Security Comraitiedo not need to tell you,

was looking at the intelligence agencies. You said there should be a new law for the
intelligence agencies and the rest could keep what they had. | was asked to look at
interception and communications data, but | was not askeldok at intrusive surveillance,
directed surveillance, all the stuff that happens later on in RIPA, so | did not make any
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other contexts that he thinks that wasmissed opportunity and it would have been nice

to build some of those powers in as well. One could have built in all the Intelligence Services

Act powers.

| suspect there are limits to what human beings can do in a short timescale. | do not often
publicly praise the Home Office, whose work | review, but | must say they have worked
extremely hard on this. There are people in the Home Office who | know for a fact did not
get a summer holiday this year because they were working on this Bill. If one hadexkpect
them to do something twice as long, that might have been too ambitious.

Professor ClarkeThe ISC, although it dealt only with the agencies, talked about reviewing
the whole raft of legislation. We thought that would make the Bill impossible, and obrtai
impossible to get through in time to meet the requirements of the sunset clause. We stuck
to the areas of RIPA and DRIPA and some of the other legislation that we thought was
capable of being brought under a single legislative framework.

Mr David Hansa: You have touched on it there. We are talking about the legal framework,
but | am interested, before we move on to the legal framework, about the assessment of
either of you as to the deliverability of the 4@onth holding of records, with both the pvaler

and the Home Office being able to access those records. | wondered whether or not you had
a view on that, as well as the legal framework.

Professor ClarkeMy own view is that the Home Office, the agencies and the police can
certainly have those poers, but they cannot exercise them entirely because of the
international nature of the companies they are dealing with. One aspect of these proposals
is that they will make it easier for companies who claim that they fall between different
jurisdictions tocomply with requests that they get from UK authorities, but they will not
guarantee it by any stretch of the imagination. This legal framework will help, but in general
the power of UK agencies to access as much as they have in the past is declinyjngasean

Mr David HansonThere is also the question of the funding. In the Bill, as we have already
touched on, a large sum of money is allocated for support to the providers to deliver the
service that the Government are expecting you or subsequentialfi to regulate. Have you

any assessment of whether those figures are realistic? We will return to that, as a Committee,
in due course.

Professor ClarkeWe have not made any assessment of that. The Bill came out after we
finished our work, so | do nétave anything to offer on those particular figures.

David AndersonYou asked about the deliverability of internet connection records. The
first thing | would say about that is that the Bill has been a lot less ambitious, as it seems to
me, than the old Gmmunications Data Bill 2012, which | know some of the Committee
knows very well. In particular, easily the most extensive and expensive feature of that Bill
would have been the obligation on UK network providers to retain copies of aliphnty

data ruming over their networks. | think the very modest estimate for that was £1.8 billion,
but it was accepted that it would probably be a lot more.



There is an estimate of about a tenth of that cost over 10 years for internet connection
records. They have denwhat | recommended and made out an operational case as to the
respects in which the police would find that useful. Does that mean they are deliverable?
Not necessarily. | am not seeking to express a view on this, because | do not have one and
| am not conpetent to have one, but there are some serious questions there. Another
Committee, | know, is taking evidence on some of these questions. Would it be technically
feasible to assemble precisely the types of data that they say are wanted? Would it be
operatonally worthwhile?

My understanding is that, although no other western country currently seeks to deliver
internet connection records, there was an attempt to do something very similar in
Denmark. This happened until June 2014, when the law was repdateziof the stated

reasons for that is that the police had not found it as useful as they had hoped. No doubt
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are thinking of reviving the idea. But it demonstratesitione cannot just run into these

things without a deep technical understanding of how easy it is going to be to isolate and

store precisely the types of data that the Government say they need.

Q65 Matt Warman:Going back briefly, | wonder if you could chaeaise to what extent the
Bill, as it is, is a grand but not comprehensive tidying up exercise, versus the introduction of
new powers.

David AndersonFor me, the headlines would be, first, transparency, as | said in my opening
statement. It is key for deocracy that the powers are out there. The second is enhanced
safeguards at the authorisation level where intercept is concerned, and not so advanced
when you are looking at communications data, and that would be one reservation | have.
Thirdly, on powersit preserves and makes explicit all the powers that are currently used
and seeks to introduce one new one, the generation and retention of internet connection
records by service providers.

Matt Warman: That makes it sound like you think the bulk ofsitan aggregation exercise,
with a small number of new powers.

David AndersonYes. It is a much more modest exercise in terms of new powers than the
Communications Data Bill 2012. The reason it is so much bigger is because they bring into
the Bill all trese things that nobody had even heard of two or three years ago, but which
are now set out.

Q66 Lord StrasburgerOne of the powers you have already mentioned is bulk acquisition,

which was only avowed on the day the Bill was published. You will be awarehtha
equivalent of that in the United States is Section 215 of the USA Patriot Act. You will also
probably be aware that President Obama commissioned two reviews, in the wake of the
Snowden revelations, and they both found that Section 215 powers wefieatee and do
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a few days ago, | believe. My question is: would this Bill take the UK into stronger and more
intrusive powers when the United States has startedravel in the opposite direction?

David Andersonlt is dangerous and difficult to make international comparisons, although
| am not discouraging it, partly becaasand this is not a comment on the United States



it is difficult to know exactly what igoing on in other countries. | cannot put my hand on
my heart and say that | understand the relationship between the Government and the
former national telecoms provider in every European country or in the United States. |
certainly would not have had anglea five years ago that the NSA had probes in the nine
chief US internet companies, as was reported, under the PRISM programme.

There is, as you say, a parallel between a Section 215 power, where communications data
internal to the US was gathered in one place, and the power that was avowed early in
November, when the Bill was introduced to Parliament. We have seen the suspefision o
that Section 215 power. | think | am right in saying, although | might be out of date, that
there had been rulings to the effect that the power is untenable because it was not
sufficiently authorised by Congress. | do not believe that power has beesdtagainst the
constitutional guarantees of privacy, so | am not sure that one is necessarily saying that the
American courts have gone further in relation to privacy, and indeed there are some
respects in which they have not.

Lord Strasburgerts it posible to answer my question in terms of avowed powers? Would it
be true to say that avowed powers in the States are moving in a different direction to the one
we are asked to move in with this Bill?

David Andersonlt is difficult to say, even in the Uad States. They have an executive
order, 12333, pursuant to which all sorts of data are collected. It has not yet been reviewed.
There is, | think, a proposal to review it, but very little is known about it. | could not tell you
what the parameters of thapower are, or what exactly it is used to do. You can give the
Americans credit for a great deal, certainly in terms of judicial authorisation of intelligence
warrants. They lead the world with the FISA court, and there are very few other countries
that have attempted anything like that.

In terms of how useful 215 was, | hope that the utility and the proportionality of the newly
avowed power will be tested before Parliament. | hope there will be a way of doing that. It
may have to be done before the Intgknce and Security Committee. Of course, we already
had a power, which everybody has known about for years, under the old data retention
directive and now under DRIPA, whereby this sort of data can be retained by service
providers. There may be a questias to the added value of retaining possibly similar
categories of data in a single place. Is that all about speed of access, or are there other
advantages that the intelligence agencies glean from it? It is a very intrusive power, and, if
it is going to e justified, it is right that Parliament or Committees of Parliament should be
given the opportunity to test its utility.

Professor ClarkéWe spent in our panel, given the makp of the panel, quite a long time
thinking about bulk access as a matter ahpiple. Views differed across the panel. We all
eventually came to the conclusion that it was necessary for the purposes of national
security and law enforcement, and for all manner of intelligence purposes.

One of the problems in talking about bulk aes in this context is that there is a sense out
there that only Governments do it, but of course everybody does it. It is part of our digital
society. The old phrase is that unless you are one of a very small group of people indeed,
Tesco already knowsgreat deal more about you than MI5 ever will. Data analytics are
used by everybody: by retailers, by charities like my own. Everybody uses data analytics.



Bulk exploitation of data is part of our society. When the Government do it, of course they
should beheld to a much higher standard because of what can follow from their
conclusions, but bulk data is a fact of life. Our discussion is not whether we have or do not
have it; it is how it is used and under what framework and what circumstances.

Q67 Suella Fernades:In relation to bulk data, could you briefly give an example of how its
possession has helped in intelligence and counterterrorism? | know there are many.

David Andersonl can do it briefly by referring you to Annex 9 of my report. | only wish |
could put names to the terrorists referred to in Annex 9, but | am told that | cannot. A few
journalists have guessed, but that is as far as | can take it.

Suella Fernandeshe concern is that individuals who do not fall into the category of criminals

or terrorists will have their browsing habits under surveillance and captured under bulk data,
so my penchant for very expensive shoes and online shopping will be captured. Can you just
describe the interest and the capacity among our law enforcement, igégite and security
services for that kind of information?

Professor ClarkeThe safeguards in those cases rely on necessity, proportionality and
legality, and the warrant that will now be required for bulk access will be much more
specific. It comes dowto the ethics of the agencies and the police, and how they operate
the powers that they have. We on our panel were very impressed at the high ethical
standards in general that apply.

The other great safeguard is the sheer physical capacity. One walstbaished at how

little they can do, because it takes so much human energy to go down one track. The idea
that the state somehow has a huge control centre where it is watching what we do is a
complete fantasy. The state and GCHQ have astonishingly gdigsbbut it is as if they

can shine a rather narrow beam into many areas of cyberspace and absorb what is revealed
in that little, narrow beam. If they shine it there, they cannot shine it elsewhere. The human
limitation on how many cases they can laatkat once is probably the biggest safeguard.

Lord StrasburgerYou mentioned codes of practice. Governments have a habit of holding back
codes of practice until long after Parliament has considered the legislation. Would you advise
the Committee to uge the Government to publish draft codes of practice so that Parliament
can see them while it is considering the Bill?

Professor Clarkel would strongly advise that. That was a very clear conclusion from our
work.

David AndersonThat is right. Of coursenany of these codes of practice exist already. For
example, an equipment interference code of practice was issued in February. You might
notice, when you read it, it does not say much about bulk equipment interference, which
is one of the aspects in respt of which some interesting questions are going to have to
be asked. | would agree with that.

Q68 Lord Hart of ChiltonWe have been asking witnesses about the judicial review principles
that underpin judicial authorisation, and whether or not they constt a true double lock
system. Could you give us your comments on that?



David Andersonl find it, as a rule, very foolish to disagree with David Pannick about judicial
review. | think he knows more about it than anybody else in the world. | read hieatid

| agree with it, despite the fact it is not precisely what | recommended. It is much closer to
what the RUSI panel recommended.

| would make one point in respect of which | think the double lock, in a sense, is unduly
cumbersome. There may have lvean echo of that from a previous witness. It is in relation

to police warrants, which, in nearly all countries | know about, are perfectly
straightforward: the police go to a judge and the judge gives them the warrant. It is not
seen as an area where thetervention of a government Minister is necessary. | can see
that, in national security matters, different criteria apply. Indeed, | recommended a double
lock myself in relation to foreign policy and defence warrants. But in relation to police
warrants, wiich are 70% of the whole and therefore represent 70% of those 2,300 warrants
that the Home Secretary authorises every year, it seems to me that one could do without
the politician or the Minister and go straight to the judicial commissioner.

Professor G@rke: We thought that the double lock, as the Bill came through, in principle is
workable. It is undoubtedly more cumbersome than the present system, but that is
probably a reasonable compromise in terms of bringing greater public confidence into the
process and aligning us more with our international partners, which will have other
advantages in persuading internet service providers togerate with requests they could
argue they do not need to eoperate with.

Q69 Bishop of Chester:l was struck by Préfa 82 NJ / f F N] $Q& SELINB&aaAzy
process of judicial oversight. Bishops, of course, are appointed in some sense by the Prime
Minister, so | have to tread carefully here, but | am glad it does not have to be renewed every

three years in my ca&s | wonder whether it feels right to have thrgearly renewal and the

Prime Minister making the appointment, if you want to have a clean and clear process. | would

be grateful for your comments.

Professor ClarkeThis is a very powerful position and iflwequire the evident exercise of

very high integrity that is unimpeachable. It is not difficult to find people who will do that,

but they have to enjoy the confidence of the Prime Minister and the political establishment,
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National Audit Office, a big organisation that has important technicians and specialists in

it, but also has a big effect at the policy stages and in-fgggslative scrutiny. Something
approachinghat is not unreasonable. The present system has been fairly ad hoc. It works
reasonably well, but it could work in a much better way. It would be expensive.

We thought of fouryearly renewals, renewable for a foyear term, but threeyearly is not
a badcompromise. | personally would prefer it to be longer, so that somebody could build
a greater profile in the work that they do, which the public would get used to.

Bishop of Chesterfive years?

Professor ClarkeYes, that would be workable as wéne of the important aspects of this
role is the outwarefacing nature of it. That is not an afterthought. It is important that the
work of the commissioner should be outwafacing, seen and understood, in the same



gl & a |1 SN al 2853 iseng.at is la yeallyJgpbitahtNdlelasd tr Public NA
should understand what that person does.

David Anderson| see the advantages of a fiyear term, and | see the advantages of
making it a single term so that there would be no question of people beirgfudaaround

the renewal period. | should say that | am appointed as Independent Reviewer of Terrorism
Legislation for a renewable thrgesar term. Did that affect the timing of any fights | might
have wanted to pick with the Home Secretary? | do not kneevhaps subconsciously it

did.

Another thing to bear in mind is that it depends slightly who you want to do this top
panjandrum job. It has to be a senior judge or a retired judge. If you want a serving judge

| am not suggesting that retired judges a@ fully vigorous and capable of working-dixy

weeks, but that is the sort of person you probably waiaind if you want to take someone

out of regular judging for a few years and then put them back in the system, you might be
pushing it to try to go beyud three years. They are familiar with the idea of the Law
Commission: you leave the judiciary for three years to do the Law Commission and then
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Bishop of ChesterAnd the Prime Minister making the appointment?

David Andersonl ought to oppose that, | feel, because | understand the argument that it
might be perceived as political, but | cannot help echoing what the mtigee said to you.
These are people who have been independent all their lives. They have been
selfemployed. They then took a judicial oath to show neither fear nor favour, and they do
not. Yes, one could introduce consultation with the Lord Chief Jysiicby agreement

with the Lord Chief Justice, perhaps bringing in the Judicial Appointments Commission and
possibly some sort of parliamentary hearing. For the purposes of public perception, that
may be a good idea. | suspect you would be better judgéisadithan | would.

Q70 Stuart C McDonaldFirst of all, | have a supplementary on a couple of things you said
earlier. You both referred to a degree of public scepticism and cynicism, which largely arises
because we are aware of all sorts of capabilitied practices being used that we had never
heard about. How do these provisions prevent that from happening again? How can we ensure
that things are not going on that we should know about but do not?

Professor ClarkePartly because this Bill will tightep & lot of powers and they will all be

in one place. One of the reasons for some cynicism among those who took an interest in
this is that they thought, as there were so many different legislative frameworks that the
agencies or the police could use, itsvamost as if there were loopholes that would allow
them to do what they wanted. That was part of the basis of the cynicism. That would not
exist to anything like the same degree under this legislation, so the tidying up and the clarity
with which it coutl be presented, with the oversight, would provide a much greater
reassurance.

As David said earlier on, those who will not be convinced will not be convinced by it. In a
way, the battleground in terms of public confidence is the more average person,egle f
that at least they know there is a process. They may not know the details of it, but they did



not even know there was a process until last year. At least if they know there is a process,
they can take some interest in it and feel confident that th@ple operating that process
are operating it independently.

David Andersonin recent months, it has been the Investigatory Powers Tribunal that has
been the main battering ram in securing avowal of programmes. That may conceivably be
something of a on®ff. | regret to say this, because | do not condone what Mr Snowden
did, but it was information allegedly disclosed by Snowden that prompted some of those
cases and eventually prompted avowal by the Government. | do not think that is a good
model on which tgroceed for the future.

The key has to be the commissioners. | have very high regard for what the commissioners
have done, but | remarked in my report that it was not the courts, commissions or
committees of London that disclosed to the British peopleatwvas going on; it was the
revelations that originally came from Mr Snowden. That is not the way it should be. | hope
one advantage of this big new commission, with the technical expertise, with the weight to
get inside the agencies and work out what @ng on there, is that these things will not
come as surprises, and, if these commissioners feel there is something important going on
that ought to be disclosed, they will write to the Prime Minister, as | wrote to the Prime
Minister about the power thatvas disclosed on the morning of the Bill. | suspect they will
find, as | found, that there is no resistance whatsoever to doing what is clearly right.

Q71 Stuart C McDonaldThat is helpful, thank you. You have suggested that international
comparisons mighnot be all that helpful. Nevertheless, | was planning to ask you about
international comparisons, so | will do so. Are there ways in which this Bill, perhaps in its
provisions relating to oversight, data retention, bulk collection, goes further than viiméts
countries have put in their legislation?

David Andersonlf one were taking a very general look at it, this is a very extensive set of
powers, certainly by western standards. We are a major SIGINT power. That is reflected in
the powers and that is sy we need such strong safeguards to go with them. Moving away
from those glamorous agendype powers, one is also looking at things like the retention

of quite basic call data by service providers, largely for the use of the police and other users
of data.

Possibly reflecting the public mood in this country, although there are safeguards, they are
not as tight as they are in some countries. For example, in Germany they have just
reintroduced their own dataetention law. They require the data to be kdpt four weeks,
whereas the idea here is it would be held for 12 months. The Germans are going to require
judicial authorisation for anybody who wants to look at it, which people are saying over
there is going to be very cumbersome. Jo Cavan told youth®ae were half a million
applications to look at communications data last year. Plainly, one could not ask people to
go before a judge on each of those occasions.

As a nation, we seem to be less concerned about our own privacy, at leasvigishe
Gowernment, than some of our neighbours in Europe and indeed across the Atlantic. That
is probably reflected in what is a pretty strong suite of powers. That is why we need a strong
suite of safeguards to go with them.



Professor ClarkeThe only thing | woulddd is that there is an idea around this legislation
that our country that has a high reputation in intelligence matters. We have a global
intelligence capacity that not many other countries have, and that plays to our advantage
most of the time. This repsents a modern piece of legislation and, if the oversight capacity
and the confidence that can be built into it are there, and if we put enough resources into
it, it can be a world leader in legislative provision. One of the aspirations behind this
thinking is that it would act as a very good example of how to get the balance right for a
power that wants to retain high intelligence capabilities.

Q72 Stuart C McDonald1l have one final question. Correct me if | am wrong, Mr Anderson,
but | think you saidearlier that you some reservation about provisions relating to
communications data. Could you expand a little on that?

David AndersonOne of the submissions | heard from a lot of people is that you can tell
more and more these days from communicationsaddt is not any longer just the writing

on the envelope; it can be the location data showing where someone was. Quite a lot of
personal information can be detected, particularly when bulk personal datasets are
combined. My reaction to that was not to sggu have to bring in a judge every time. You
cannot require a judge to authorise a simple reverse lookup when you are looking for a lost
child in an emergency. But | said that there are categories of communications data requests
that ought to be independetty authorised, so why not by the commissioners?

| gave some examplegeople looking for sensitive information about whom a lawyer
might have been talking to and other novel or contentious cases, which is a concept that
the commissioners would have to tdiup over tima that, it seemed to me, ought to be
authorised by the commissioners. The commissioners ought to be able to put out guidance
so that people would know the principles on which they were acting and you would have a
principled framework governg these things, instead of the opinions of lots of different
designated persons in different places.

Behind that idea was the way the law seems to be moving in Europe. There was a case,
Digital Rights Ireland, last April, saying that you needed a pripiendent authorisation

even for quite simple communications data requests. The High Court this year decided that
DRIPA was invalid because of a failure to give effect to that requirement. The Court of
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by indicating that it was going to ask the European Court of Justice what it really meant. It

will probably be 18 months or so before we find out the answer.

There is quite a lot of pressure from a number of angleser&hwere not many
disappointments, to be honest, and | think they gave effect to the great majority of my
recommendations and those of RUSI, but one reservation is that they did not do much to
improve the authorisation of communications data, not just lojige but by others as well.

Lord Butler of BrockwellTo follow up on that, how confident can you be that this Bill is going
to pass the requirements of European law?

David Andersonlt is a very sensitive question, because the Court of Appeal hateddti
is going to ask the questions of the European Court. | do not believe the questions have yet
been finalised or sent off. If one restricts oneself to what has happened in other countries,



my understanding is that around five constitutional courts asame other courts, in
countries such as the Netherlands, Belgium, Slovenia and Austria, have already decided
that national laws based on the data retention directive, as ours was, are not valid. The
High Court here said the same thing. The Swedes wereerobdterner stuff; they asked
Luxembourg the question, and so did our Court of Appeal. Trying to predict the results of
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Q73 Matt Warman: You both implicitly mentioned the idea th#tis is the UK leading the
world on the kind of legislation that we are going for in this area. The other side of that
argument is that, if it is taken by regimes that do not share our judicial oversight and our
values, it could essentially be misusedt &s/er reasonable to draft our legislation in the light

of what another country might do with it for good or evil?

Professor Clarkd would say no, because our legislation is for us. In a way, this will provide
a model of legislation, because of the osight provisions and independence that is meant
to be built into that. If other countries that did not share the same democratic values
imitated this but in a way that was a facade, that would be fairly clear.

One thing that we say in the RUSI reporthiat a start can be made by bringing together
countries in the OECD and some of the-likaded liberal democracies. We need to create

a much bigger consensus on the way in which legislation should handle this increasingly
complex relationship between cns and government in the digital age. This legislation
could provide a basis for discussions with a lot of our partners. There will, of course, be
quite big differences, because there are big cultural differences between the way Germany,
the United Stats and Britain, let alone France, see these issues. There is a case for saying
that a piece of model legislation would be a good example, and we should not try to
secondguess what less democratic countries would do in response to it.

David Anderson We ae not at the privacyninded end of that spectrum, but it is very
important that we reach out and make our law understandable to people who are in a
slightly different place. That is because this law has a huge extraterritorial reach. We assert
the power © do a lot of things beyond our own frontiers. It is also because, as Professor
Clarke was saying, to the extent that our law enforcement and intelligence agencies are
seeing the world going dark, that is, in part at least, because there are interneteervi
providers in other parts of the world, particularly the United States, that are wary of
accommodating foreign Governments in their requests for information, particularly if those
Governments do not respect what they see as the safeguards availabkelimited States,

one of which is judicial authorisation.

| do not put it on the basis that we should set a good example for the rest of the world,
although it would be an admirable thing if we could. | put it on the basis oirgelfest,
producing a lawthat is acceptable to the rest of the world, whether you are looking at
courts in Luxembourg or tech companies in California, because that is the way to advance
our own interests and to make sure that the people who need it can get the information
they need.

Q74 Matt Warman: Finally, one of the crucial extra powers is the retention of internet
connection records. Do you feel that that case has been adequately made publicly? Do you
feel that the public have got behind that yet?



David Anderson The Governmentave produced a 2page operational case, as |
recommended they should. | did not recommend 24 pages, but they have produced an
operational case. They made out their case for three reasons why the police and others
might want that information. That is nofree for committees to interrogate, and no doubt

you have started that process already. As | said earlier, the question marks that still remain
in my mind relate to feasibility, cost, security of storage and all these other matters.

One always imagines ehpolice will ask for all the powers they possibly can, but they are
very conscious, particularly at a time of financial stringency, that they have to train people
to use these new powers. They need to devote budgets to doing do. If it turns out to be a
bit of a damp squib, as may have been the case in Denmark, they will feel they have wasted
their money, so it needs a cool, hard look. | applaud the Government for doing that in
relation to third-party data retention, which was said to be essential bacRiP2and which

IS now not essential anymore because it does not feature anywhere in the Bill. That has
saved the country a very great deal of money.

| am not saying that internet connection records are in the same basket. | can certainly see
how useful thg could be, particularly in IP resolution and in tracing the fact that people
have been using communication sites. How easy is that going to be to achieve technically,
when nobody else in the world yet really does it? | do not know.

Professor ClarkeThee is a principle behind that, which we talked about quite a lot in our
panel. Is it the case that, in principle, law enforcement should have a right to try to go
wherever the criminals are, or are there some areas in which we say, even if criminals
inhabitthem, the Government do not have a right to go? There is no easy resolution to that
issue, other than to take a view, either yes or no. That, in a sense, is what we are talking
about. Whether the adequacy of internet connection records as an investigttoldas
correct, we do not know. We just do not know how useful it will be, but it does raise exactly
that principle. Do the Government have a right to go anywhere where the criminals might
be?

Q75 The Chairmant have one final question, which relates twetfirst one | asked. You are
satisfied with the draft Bill, by which | understand that you are satisfied that the major
recommendations of both your reports have been taken on board.

David Andersonl have not totted them up. | can say that around 90%nare of mine

have been wholly or substantially taken on board. Although my report, | am afraid, is very
long, most of it is descriptive and the recommendations themselves fit into about 20 or 25
pages, whereas this Bill is closer to 200. For me, the cigales going down a level into the
detail and seeing whether those who have applied themselves to that detail have made all
the right decisions.

Professor ClarkeAs Chair of the RUSI panel, | can say that the Bill met most of our
expectations in terms ofhe recommendations that we made. Also, at the end of our
report, we elucidated 10 principles and said any future legislation must meet those 10 tests.
I would recommend you have a look at those tests. | think the legislation meets most of
them.



The Chairman: It has been a fascinating session. Thank you both very much for coming
along. | am sure you will be interested in the recommendations we eventually give the
Government. Thank you very much indeed.
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Q76 The ChairmanWe extend a very warm welcome to our four guests this afternoon. We
are very grateful to all of you for coming along on what is a hugely significant Bill that is going
through Parliament the Prime Minister called the most important of this Session. Thank
you very much indeed. As you probably know, the procedure is that | will kick off with a
question or two, and then my colleagues will in turn ask you various questions on different
aspects of the Bill that | thk you find very interesting. If, when | ask a question of an
individual, he wants to preface his remarks with a short statement, that is entirely up to him.

| turn first to Dr Bernal. After you have answered, colleagues will be able to come in. What are
your views on the draft Bill? Does it deliver the transparency on investigatory powers that you
have particularly called for?

Dr Paul BernalPerhaps the best way to put it is that it goes part of the way. As far as | am
concerned, it is good to see evemjitg in one place, or almost everythingome bits are
clearly missing but for proper transparency we do not need just the Bill; we need the
process to work properly as well. | would have said in my introductory remarks, had | made
any, that the timetable rakes it very difficult to get as much scrutiny as we would like; we
have been called here very rapidly, and you have only a few weeks to do this. For
transparency to work properly we have to have the chance and time to put our analysis
into action. It is ait difficult to do that.

One other thing | would say about transparency is that certain terms are used and
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Internet connection records, it has taken some time, and we are still only part of the way
there, to tease out what it really means. From that perspective, it is good to have it all in

one place, but the process needs to steonger. We need to make sure there is enough

time to do it, and | am not sure you have as much of it in this Committee as you would

liket perhaps later on there will be tinmtleand we have to tease out some of the terms

more accurately.



There is one otherspect. Some of the things in the Bill will become dependent on codes of
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Is going on, those codes of practice need to be put in a form that we can all se¢optter

final passage of the Bill.

Q77 The ChairmanYou have touched on the second question | was going to ask, so | will
raise it now. You mentioned the codes of practice, which are hugely important in all this. What
do you think the legal status of thosedes might be?

Dr Paul BernalThe legal status of the codes depends a little on how the final Bill turns out.
From our perspective as legal academics, the key thing about codes of practice is not so
much their legal status, which, depending on how it is set out, will be clear, bxtieat

to which they are also subject to the level of scrutiny and attention that the Bill itself is. It
is easier to pass a code of practice through a small statutory instrument than to pass a
whole Bill with fullscale scrutiny. We want to make sure tltlae codes of practice, which

can be the critical part, get the same degree of scrutiny and attention both from people
like us and from people like you.

The ChairmanWith regard to the timetable, of course the issue that affects both this
Committee and Parliament is, as you know, the sunset clause in the current legislation.
Parliament has now laid down the amount of time we have. We certainly ensured that we
gave ouselves extra and longer sessions, including in and around Christmas, and | am quite
convinced that both Houses of Parliament will give it very thorough investigation, as indeed
they should, but the point has been made. Does anybody else wish to speaksmitisues?

Professor Sir David Omant: may make two remarks, the first is to stress the importance,

in my opinion, of the Bill as the culmination of 500 years of history. It has taken 500 years
to put the secret surveillance activities of the stateder the rule of law. For centuries we

had the royal prerogative being used in secret. Parliament passed the device of the secret
vote but asked no questions. We had executive regulation in the last century, and for the
past couple of decades we have hagachwork of provisions in legislation, so all that
secret activity was lawful but not understood. This Bill now places it under the rule of law;
it will be comprehensible to the citizen. | cannot overestimate the importance of the Bill.

The second poinis to agree strongly that it is in the codes of practice that the public will
find it easiest to understand what is going on, rather than in the technicality of the Bill itself,
so the codes are very important. Schedule 6 to the Bill sets out very oidaatythe status

of those codes will be. They will have to be presented to Parliament, along with the
enabling statutory instrument.

The ChairmanProfessor Anderson or Professor Ryan, are there any comments you would like
to make at this stage before waove to other questions?

Professor Ross Andersohbelieve you will be asking me in due course about Internet
connection records.

The ChairmanwWe will.



Professor Ross Andersolt:.would be great if, in addition to having codes of practice, we
had vey much greater clarity on definitions. | will discuss Internet connection records, but
there are other things that are not really defined at all, from the great concept of national
security down to some rather technical things. | hope that clarificationeout during
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The ChairmanYou think such definitions should be on the face of the Bill.

Professor Ross Andersoyies.

The ChairmanProfessor Ryan, are there any initial comments you would like to make to the
Committee?

Profeser Mark Ryan:Just on questions 1 and 2?

The ChairmanAt this stage, yes, because there will be other more detailed questions, some
of which will probably be directed to you personally as well, but at the beginning of the session
would you like to makany general comments?

Professor Mark RyanThe comment | would like to make about transparency is that this
seems to be such an important area that the kind of oversight proposed is not enough. One
would need more quantification of the sort of surveill@bhat takes place. Of course, | am
aware that surveillance has to be done in secret, but | believe that the quantities of
surveillance and the nature of surveillance can be disclosed to people without
compromising the secrets of the surveillance activifhat seems to go more towards
transparency and is much stronger than mere oversight, so | believe there should be more
of that.

Q78 Dr Andrew Murrison:You have covered a huge amount of ground in about seven
minutes. You hit the nail on the head in termglefinitions and the need to ensure that codes

of practice and statutory instruments are sufficiently transparent and that scrutiny is of the
utmost. | am interested to know how you think scrutiny and transparency can be improved
other than through the namal process of laying statutory instruments before the House,
because | sense from what you said that you feel that the Bill, which talks about Sls and codes
of practice, is not sufficient in that respect.

Dr Paul Bernall would not say exactly that it isot sufficient. What | am interested in is
getting as much scrutiny as we can. In order that we can understand the Bill we need to
have the codes of practice at the same time, at least in draft form, so that they can be
examined; frankly, to understand se of the powers in the Bill without a code of practice

is very difficult, particularly on things like bulk powers and Internet connection records. We
will talk a lot about Internet connection records later, but they are defined in such a way
that it is urclear on the face of the Bill exactly what they will mean in practice.

Historically, not as much attention is paid to statutory instruments by the House. You do
not spend as much time passing them as you do Bills; you do not have Committees
scrutinising eah of the statutory instruments at the same level of detail.



Dr Andrew Murrison:But it is worse than that, is it not? This is a very rapidly moving field, so
you cannot reasonably lay all the codes of practice and anticipate all the Slis at thisncee, si
12 months down the line there may be yet more to come.

Dr Paul BernalYes, and that is a fundamental problem with any kind of Bill in this area. |
do not know whether there would be a mechanism to produce better scrutiny of the codes
of practice, butattention should be drawn to the fact that this will be important as it
continues. It needs constant attention, not just at the moment we pass the Bill.

The problem with the Regulation of Investigatory Powers Act was that, although it got a lot
of attention at the time, the things that gradually built up to create the confusichaos

is not quite fair for people about the overall regime, and which stimulated the need for
this Bill, were not sufficiently attended to over the years as things happéiedneed to
make sure that does not happen this time around.

Dr Andrew Murrison:Do you think a sunset clause would help? We are replacing one sunset
clause with another. Is that inevitably where we are going to be led?

Dr Paul BernalFrankly, in this area you need sunset clauses in almost everything, because
the technology moves and the behaviour of people changes. The overall situation changes.
You need to be able to review these things on a regular basis, and a sunset clausefis one
the best ways to ensure that happens.

Professor Ross Andersadoast time around how we dealt with this was that, in the-um

to the passage of the Regulation of Investigatory Powers Bill through Parliament, a number

of NGOs organised a series of copfeces called Scrambling for Safety, and afterwards

various statutory instruments were laid before the House. We are proposing to do the same
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7 January from 1 pm to pm, and all members are of course very cordially invited. We
anticipate that it will be the first of a series that will enable engineers, lawyers,
policymakers and others to dig into the meat of what is going on, exchange views and push

the thing forward.

Q79 Suella FernandesBased on your expertise, would you set out briefly the nature and
extent of the problem or threat we are facing when it comes to the use of this technology?

Professor Ross Andersohhe problem with the use of surveillance technologyhiat, if it

is used in ways that do not have public support, it undermines the relationship of trust
between citizens and the police, which has been the basis of policing in Britain for many
years. Sudden revelations like Snowden are extraordinarily damgebecause they show
that the Government have been up to no good. Even though the Government may come
up with complicated arguments about why bulk equipment interference was all right under
Section5 of ISA and so on, it is not the way to do things. @he&as a hearing in the
Investigatory Powers Tribunal last week on that very issue.

There are other issues. The first is national leadership. If we go down the same route as
China, Russia, Kazakhstan and Turkmenistan, rather than the route countries such as
America and Germany have gone down, there is a risk that waverers, such as Brazil and
India, will be tempted to follow in our wake. That could lead to a fragmented linternet, with



extraordinarily severe damage for jobs, prosperity, international stalalig, ultimately,

the capability of GCHQ to do its mission, because if you end up with the linternet being
partitioned into a number of walled gardens, like the Chinese or Iranian ones, they will be
very much less accessible to the intelligence agencies.

In addition, if the powers are abused, or seen as capable of being abused, there could be
exceptionally serious damage to British industry. If people overseas come to the conclusion
that, if they buy a security product from a British firm, it may have a@@Endated back

door, they will not buy it; they will buy from a German firm instead. This is where the rubber
hits the road when it comes to overreach in demanding surveillance powers.

Professor Sir David Oman@n the other hand, my advice to the Comraétwould be that

this Bill contains the basis of the gold standard for Europe. This is how you get both security
and privacy in respect of freedom of speech. The interplay of checks and balances and
oversight regimes means that none of what Professor Asalethas described needs to
happen. Of course, with a malign Government and agencies that flouted the law it would
be possible to have abuses. | do not believe that either is likely, and certainly the provisions
in the Bill allow this House to maintain vestyict control of the Executive in its use of these
powers.

Professor Ross Andersawith the greatest respect, the reaction of America and Britain to
the Snowden revelations has been somewhat different. In America people have rowed back
in all branches bgovernment. For example, President Obama has, simply by executive
order, commanded the NSA to minimise the personal information of unaffected foreign
nationals, like us. The legal branch has seen to it that, for example, national security letters,
whichused to be secret for ever, are now disclosed after three years, and Congress failed
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branches of government have pushed back and sent a solid signal to the world that&mer
cares about privacy and the proper regulation of its law enforcement and intelligence
services. If the reaction from Britain is different, even if powers are not abused, it still sends
a signal to the Brazils, Indias and, may | say it, the Kazakhétardo not really want that.

Q80 Bishop of ChesterA sunset clause is the nuclear option of legislation, but reading the
Bill  am wondering how there is a process of inbuilt review, because the scene is changing so
fast. There is a technical supervisoryabbbringing together stakeholders and so forth. Should
there be an inbuilt power to renew the provision? That has been in some previous terrorist
legislation. There has not been a formal sunset clause, but there has been a renewal motion.
That would forceParliament to review what is happening, because for the legislation to
continue there would have to be a renewal notice.

Professor Sir David Omantt ¥ O2 dzNE S Al A& tINXIAFYSyYyGQa
provision. My experience in the public sectorthat it should be done very sparingly,

because it may turn out that at precisely the moment you have to legislate afresh, as with
DRIPA, Parliament may not actually want to legislate afresh. One concern | had was
whether the definitions in the Bill wereufficiently robust to deal with technical change.

Having studied them, | am as confident as | can be that they avoid hostages to fortune, so
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the technology hasnoved on, but that will need to be examined by detailed scrutiny.



Q81 Shabana MahmoodMy first question is to Professor Anderson and then his colleagues.
We have two competing narratives of the Bill: one that these are significant new powers and
major changs, and the other that it is just codifying current provisions and bringing them
more obviously and explicitly within the rule of law, as Sir David suggested. Professor
Anderson, what is your view as to which of those narratives is more accurate?

ProfessorRoss Andersorifhe Bill has been marketed as bringing in only one new power,

namely Internet connection records, but it does many other things as well. For example,

when the Regulation of Investigatory Powers Bill passed through this House and became

an Act, one of the things we lobbied for and secured was the provision that if the agencies
wished to command somebody to decrypt something, or hand over a cryptographic key,

there should be special safeguards. The City of London did not want a rogue
superintendent, perhaps in the pay of a criminal gang, to approach a 24gldassistant
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production of a cryptographic key had to be demanded by a Chief Constable in writing and

the letter had to be presented to a main board director of the bank. There are many
provisions like that which appear to be swept away by this new legislation. Parlianusht m

realise that the arguments are just as strong today as they were then; otherwise, how are

you going to persuade international banks that London is a good place to do business?
Some banks already had issues last time around.

My second comment is that mumber of things that were previously done secretly were
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hearing and the Ing arguments therein about whether an ISA Section 5 warrant could be

used for bulk interception or only targeted interception. There are many technical aspects

like that.

Thirdly, although the Internet connection record is ostensibly the new thing in ithatB

actually gives very much greater powers than have been advertised; rather than just
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two bad people. Show us all the websites they both visited last month,telhdis the
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is an extraordinarily powerful capability. It is the sort of thing that Internet service
companies use to fight spammers, phishermen, click fraudstersaia. Those of us who

have worked in that field know how powerful it is and tend to be of the view that it should

be classified along with intercept. If we are to have a special higher burden for intercept
warrants, that higher burden should apply aleocomplex queries that are made on traffic

data.

Shabana MahmoodHave you done any analysis of powers advertised one way but which, as
you suggest, lead to, say, five extra things? Have you made some sort of qualitative analysis
to back up the examplegou are helpfully giving us?

Professor Ross Andersofhe qualitative analysis basically comes from experience working
at Google on sabbatical four years ago with the click fraud team. Knowing that such
inquiries are extremely powerful, and talking tolealgues at Yahoo and Facebook recently,
there is general concern that, if you allow people to make complex queries like that, it is up



at the level of a box of fancy tricks; it is not the sort of stuff you want to let an ordinary
policeman do without supetision, because it can be used to do some very bad things.

Professor Sir David Omandhe Bill does not provide for ordinary policemen just to request
that. There is a mechanism for a single point of contact and independent agreement before
data can be aagjred. | do not recognise either of the extreme cases Professor Anderson
puts forward, but no doubt the Committee will need to investigate that further.

Dr Paul Bernalif | may add something in response to that, there is something missing in
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fundamentally. The Internet, which was a medium used for communicatiamshe old

style idea of communicationsis now used for almost everything else: shopping, dating,
research ad that kind of thing. The same power applied in a different situation gives a
significantly higher level of intrusion than we have ever seen before. It is not like listening

to phone calls, reading emails or things like that; it is like following people dioe street

while they shop, looking at the books they take out of the library and things like that.
Without even changing the law, you are significantly changing and increasing the level of
intrusion. It has lots of different implications, not just erins of the balance of privacy and

things like that but all the other rights we normally think of. Our expectations of privacy

are different from those we had in the past. In a way, it comes down to the idea of how the

law is going to change and how we e take things into account. We need to take into
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relation to that technology; for me, in effect, that is the biggest increase in power. It is not

that there is a new pwer built into the Bill, but because we use communications so much

more extensively it is a much more intrusive thing to do any kind of Internet surveillance.

Professor Sir David Omandhat is why the Bill defines event data, Clause 193, in a
conservatie way, not taking modern metadata but imposing on the rather fuzzy reality
some precise definitions, to minimisat cannot be avoided completatythe kind of case

Dr Bernal referred to. Inevitably, if you impose strict definitions on fuzzy reality, you will
occasionally get hard cases. Those will exist in this world. As we know, the difference
between dangerous driving and driving without due care and attention means that
sometimes cases fall on the wrong side of the line, but the old adage that you doaket m
law by hard cases still applies. | commend to the Committee the way that the Bill has not
expanded the definitions of communication data in defining event data.

Q82 Shabana MahmoodThat is helpful. You touched briefly in your previous answers on
my final question, which is about futwgroofing the Bill to take account of the pace of
behavioural and technological change. We had evidence from officials from the OSCT. They
were very hillish and confident that the changes in relation to Internet connection records in
particular meant that it was sufficiently futugeroofed. Could we have your comments on
that?

Professor Ross Andersdrhave two main comments. The first is from the p@int of the
long ternt 20 years out. We are simply asking the wrong question. The right question is:
what does the police service look like in a modern technological society? Is it completely
centralised? Does it go like Google? Do Ministers take the thewva chap sitting in
Cheltenham can learn more about citizens in Leicester than a bobby on the beat in



Leicester? What sort of society does that become? This is a much broader conversation
than just about who gets access to whose mobile phone locatexcetwhen.

The mediumterm issue, which | think will become acute over a period of five to 10 years,

is that the real problem is a diplomatic one. The real problem is about jurisdiction and how

we get access to information in other countries, specificatheAca. America is where the
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usually they are still controlled by a US company. There are some excepKlonsa, Japan

et cetera but this is largely about how wesgjaccess to American data.

That means, like it or notand many people are beginning to come to this conclusion

that the real fix for this is a cyb@vidence convention, like the cybercrime convention.
That will involve diplomatic heavy lifting and an egment, perhaps initially between
America and the European Union, with other willing countries joining later as they wish,
that provides a very much faster service for getting at stuff than the current mutual legal
assistance treaties. For that to work,etle are three things we almost certainly have to
have. The first is warrants signed by judges, because that is what America expects. The
second is transparency, which means that if somebody gets wiretapped you eventually tell
themt when they get charged aafter three years or whatever. The third is jurisdiction,
because the real bugbear for companies like Google at the moment is that a family court in
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never been tdndia. How do you simultaneously employ engineers in India and give privacy
assurances to your users in Canada? That is why at present all this stuff gets referred to
lawyers in Mountain View. That is the real problem, and it is time the Government faced
up to it.

The ChairmanProfessor Ryan, do you want to say something regarding an earlier point?

Professor Mark Ryan:want to go back to the question of whether these are new powers

or existing ones. Following what Dr Bernal said, one of the very huge powers that exists in

the Bill is bulk equipment interferentell K & GKS adldS Oly AyaS|
computers on @&ulk scale which means that people who are not guilty of any crime, nor

even suspected of any crime, may have malware put on their computers by intelligence
services to collect vast amounts of data on innocent people in a kind of funnel, so that
eventually criminals can be caught, but the people who are being subjected to that are not
criminal at all. That seems to me to be an extremely dangerous thing in a free society. | do

not think that the kind of oversight proposed in the Bill goes anywhere neagladie to

control that type of activity.

Professor Sir David Omandhe bulk equipment interference warrant can be sought only
by the intelligence agencies in order to acquire intelligence relating to individuals outside
the UK for the purpose of nationaécurity. For the sake of clarity, the Bill already restricts
that.

Q83 Lord StrasburgerSir David, your career was spent in senior positions in the Civil Service
deep inside the security establishment, which probably makes you, of the panel, specially
gualfied to answer my question. It seems that over the past 15 years decisions were made
behind closed doors to introduce several of the most intrusive and least overseen powers in
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a democracy to bypass Parliament and introduce lacge and highly controversial }
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Professor Sir David Omantl:.can only hazard an answer, which is that the legal regime
under which previous Governments operated for the past 20 years, since the 1980s, was
what | would describe as legal compliance; in other words, if it could be done lawfully under
existing powers that Parliament had passed, Ministers would authorise such actftety,

due legal advice, regardless of partthis is not a party political matterin the interests

of national security, the prevention and detection of serious crime, and economie well
being arising from causes outside the United Kingdom. That was tiraeeg

It was really when the Investigatory Powers Tribunal took the case and reported that the
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statutes but failed the rule of law test because it was not cleayoas question implies, to

the publia

Lord StrasburgerOr to Parliament.

Professor Sir David Oman@r to Parliament. This Government have taken that to heart,
and the Bill is in part the result. We have moved into a new era and | am personally very
glad of that. A lot of trouble would have been saved if, say, even five years ago the codes
of practica it would not necessarily have taken new legislatiam equipment
interference, investigative powers and so on had all been updated to the modern digital
world. For one reason or another that was not done. The shock of discovering what was
happening, for very good reasorio defend the public and our securitywas all the
greater. | think the lesson has been learnt.

Q84 Victoria Atkins:l have a question for Bfessor Anderson and Dr Bernal. You talked a lot

about privacy and, in particular, the debate in America about privacy. One thing that strikes

me about the whole discussion is that very often we are focusing, if | may say so, on the worst
casescenarioa$2 ¢ KI G (GKS AyuaStftAaSyOS ASNBAOSa I YR
information. What are your views in relation to the computer companies that hold all this data

about us? If we google a dating agency, Google will have that information. What @are yo

views on those bodies, because to me they are very much part of the debate about privacy?

Professor Ross Andersoyies. | tend to take different views of different companies because
of their different internal cultures. Having worked at Google, | uni@derd and to some
extent trust the culture there.

Victoria Atkins:You worked at Google.

Professor Ross AndersoiYees, four years ago on sabbatical, so | understand it. My
colleagues have worked for other companies. Fundamentally, whether you are a company

that tries to be good or a company that is a bit less scrupulous, the underlying fact is that

the modern economylepends on people trusting large service companies with their data,
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it is for everybody to be backing up their own hard drive at home and losing their photos



andeverything. That trust has to be maintained. If it is lost, the consequences could be dire
for economic growth and the companies concerned.

People talk about worstase privacy scenarios, but that is how people talk; that is how the
media and politics opatet they operate by stories. The human brain is optimised for
stories; it is how people remember stuff. If you get the perception out there that in the UK
people who offer services have to leave a government back door, or remove the encryption
if ordered,or whatever, it could be extraordinarily damaging for British business.

Victoria Atkins5 2 Sa aStfAy3a LIS2L) SQa RFEGlF O02YS Ayd?2
position on that, having worked for it?

Professor Ross AndersaRersonally, | do notlick on ads. If you want to go to a company
that does not sell data, you can go to Apple or you can go to the trouble of having
everything private. For example, | take the view that, if | am sending an email that | do not
mind the FBI reading, | use Gmdil;am sending an email that | do mind the FBI reading, |
use something else. That is also the conclusion to which | think more and more users
generally, and young people in particular, are coming to.

Q85 Matt Warman: | have a question for Dr Bernal prinig. As an example of new powers

in this Bill, you said it was like following someone down the street and seeing which shops
they go into. It strikes me that we have long had the power under certain circumstances for
people to be placed under surveillanaed followed down the street to see which shops they
might go into. Could you give the Committee an example perhaps when we get back?

The ChairmanOrder. There is a Division in the Commons, so we will adjourn for 10 minutes.
| am sorry about that.

TheCommittee suspended for a Division in the House of Commons.

Matt Warman: To recap briefly, you cited the example of following a person down the digital
street under authorised surveillance, which strikes me as a digital updating of analogue
powers we have already. Could you offer the Committee an example that is not sinigitah d
updating of existing analogue powers and is genuinely novel because it is digital?

Dr Paul Bernalit is a very important question, and there are lots of issues related to it.
There are some things that we do in the real world, or the offline wahdt we feel
comfortable being observed doing. We have CCTV cameras in the streets, we have them in
shops, and so on. We do not have them in our bedrooms, we do not have them staring at
our diaries all the time and we do not have them monitoring exastigre we walk. We

get the choice: do we want to go to this place where we know there is CCTV, or that place
where we know there is not CCTV? That is one of the important differences.

The thing about the Internet as it is now, particularly for younger peoisl that they do
literally everything on it; there is no aspect of their lives that does not have an online
element. If you have a system as is proposed with Internet connection records, for example,
where there is some gathering of their entire browshmgpit, not beyond a certain level

| hope we will get on to Internet connection records lateat least you have knowledge
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about what they are doing in every aspect of their lives. When you go to the doctor, you
expect confidentiality from your relationshyith the doctor when you discuss your health
issues. If you visit a website to research a particular health condition, that may reveal just
as much about you as you would reveal to your doctor fact, many times more than you
might reveal, because peophave a sense that they can get more intimacy by doing things
on the Internet than they might even be prepared to admit to a doctor.

There is another element. We talked a little about Google and others. Given the way
profiling works for almost all commeadilnternet companies, and the way big data analysis
works, you can draw inferences from relatively small amounts of browsing data that can
then be used to infer stuff that you would otherwise keep private. An example is your
sexuality. You might not warib reveal your sexuality, but big data can make a probable
analysis of it with a relatively small number of places you visit on the Internet.

It goes back to the question about whether we are looking at extreme cases. We are looking
at extreme cases in samways, but we are also looking at very ordinary cases. What we all

do on the Internet has an impact on credit ratings, insurance premiums and things like that.
They can be based on very basic information that can be gathered about how we behave.

| am sureDavid will say that safeguards are built into the Bill so that it can be used to do
only certain things, but that is not really the whole story for two reasons. One is that data,
wherever they are and in whatever form, are vulnerable in many differentswaye
example that comes most readily to mind, because it is so recent, is TalkTalk having been
hacked, and holding exactly the kinds of records that we are talking about. That information
is ideal for ID theft, credit card fraud, scamming and thingsttike

If we gather those Internet connection records, we are basically creating a very targeted
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Government are going to do. Like David, | trust to a great extent our security services and
police, but we are creating something that can be misused by other people, not just by
them. There are many ways in which that can happen.

Q86 Suella Ferandes:In terms of legality, the issuing of warrants is subject to the test of it
being necessary and proportionate. In light of that, what is your view on its compatibility with
proportionality as required under the ECHR?

Professor Sir David Oman@roportionality and necessity are in the Bill. They are written
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digital mass surveillance is a thoroughly bad idea. Thankfully, it does not happen now, and

under the povisions of this Bill it could not happen in the future either. The question that
| suggest the Committee really needs to address is how proportionality is assessed
precisely your questionnot just in relation to the granting of a warrant but the whole
process through which the selection of material for examination by human beitigs

analysts takes place. The IPT, the independent court, has examined this; senior judges

who oversee interception have examined it, and they are satisfied that the current
procedures are consistent with the Human Rights Act, Article 8 and thus respect privacy.

Equally, there is no reason why the provisions cannot be applied in practice in ways that

remain consistent.



The decision on proportionality and necessity rests with thespe signing the warrant.

The Home Secretary has made her view clear in the Bill. | am disappointed that she decided
that she had to sign police warrants and that they would not go direct just to the senior
judge for approval, which was our recommendation the independent review
commissioned by the former Deputy Prime Minister, and that would be more consistent
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Secretary, as appropriate, should sign the warrants negpto national security and the
work of the national intelligence agencies, for which they are statutorily responsible to this
House. The police service is in a different constitutional position, and | would have thought
that purely police matters could gstraight to the judge. It is no harm that the Home
Secretary signs as well; it is just additional work.

Dr Paul BernalCan | go back to the question of proportionality? One of the key things is
not just about the warrant to access the information. One tbé key elements of
proportionality is the gathering and holding of the information itself. The CJEU has
consistently even more so recenttyheld that the holding and gathering of the data
engages Article 8, and that indiscriminate generalised holdinggathkering of data is
contrary to fundamental rights. That was held in Digital Rights Ireland; in the Schrems case
it was part of the key reason why the safe harbour decision was invalidated. This is not
because they have some perverse view that does notchavith reality but that the
European Court has started to understand the impact of holding all this personal data. It is
not just the warrants to a degree, | agree with David about the warranting process; it is
the gathering of the data that | disagredatky particularly the way Internet connection
records are set out. All this data seems to me to be gathered on the assumption that that
is all okay and it is just the accessing we need to deal with. | cannot see how this law would
survive a challenge in ¢hCJEU on that basis.

Professor Sir David Omandtyvery strongly disagree. | am not a lawyer, but it seems very
clear to me that the Schrems and the Digital Rights Ireland judgments do not bear on the
point that has just been made. Those judgments did not consider the question of
proportionality of colection and selection, which is not indiscriminate collection of data
willy-nilly. You might want to take advice on that.

Professor Mark Ryan:want to comment on the bulk provisions of the Bill, because they
allow for the collection and automatic procesgi of data about people who are not
suspected of any crime. Therefore, | do not think it is correct to say that this is not a recipe
for mass surveillance. It is the processing of data about everybody, and in my opinion that
is mass surveillance.

ProfessorSir David OmandBut it is not processing data about everybody.

Q87 Baroness BrowningWe have covered quite a bit of my question about definitions.
Clearly, we have differing views on the panel. Sir David, in your evidence to the Science and
Technology Comittee | believe you suggested that somehow you would never get a perfect
definition, and in the absence of that a pragmatic approach should be taken. Do you want to
identify the balance between being safe and being practical?

Professor Sir David Omandihe starting point has to be the value of communication data
both to the police and to the intelligence agencies. The police evidence is very clear. It has
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huge importance in ordinary crime as well as in countering terrorism and cybercrime. From
that starting point, we have to have an authorisation process that can cope with the
number of requests, which is over 500,000 a year, so talking about requiring warrants to
be signed by Secretaries of State or senior judges is not appropriate. The justification for
that was that it is less intrusive to look at communication data than to look at content, and
that principle is reflected in the Bill.

The point | was making to the Science and Technology Committee is that there will be some
hard cases, and Professor Anderggave some examples of precisely that. If you move the
cursor too far over to be so restrictive, you create a real problem about the authorisation
of data communication requests. If you move it too far the other way, you get the equal
and opposite problm of not sufficient authority being applied. The cursor is more or less
in the right position, because it has taken the RIPA 2000 definition of who called whom,
where and what, and transferred it to the computerised age of which device contacted
which serer up to the first slash of the address, but there will be hard cases. | was
suggesting to the Committee that you have to be pragmatic and ask whether the overall
public interest in the authorities and police having this information, which is vital for
upholding the law and bringing people to justice, balances the fact that you may
occasionally have a hard case. In my view it certainly does.

Baroness Brownindf we get the definition right and if we get the clarity that the panel seems
to feel is lackingat the moment, do you think that will serve us for now, or will we have to
keep revisiting this?

Professor Sir David Omanéfor the sake of clarity, | think the definitions are clear; it is
reality that is fuzzy. The parliamentary draftsman has donernageod job trying to clarify
this. I am not sure you can make it any clearer.

Baroness BrowningThat is very clear. Thank you.

Dr Paul BernalThis is a really important element. Sir David said that communications data
was less intrusive than conteritdo not think that is true. They are differently intrusive.
There are several reasons communications data can be more intrusive. One is that it is by
its very nature more suitable for analysis and aggregation. You can do more processes to it
than you carto content. That means that it is subjected to what we loosely called big data
analysis. It is also less hard to disguise in some ways. You can talk about a coded, not
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it could mean a million different things depending on the context. You cannot do that so
easily with communications data. That means that sometimes you can get more
information out of communications data than you can from content. | do not think you
shoud be under any illusions that somehow it is okay to have as much communications
data gathered as possible but not okay to get content. They are different things. For
individuals, sometimes content matters more; en masse, communications data matters
more.

The Chairman:Before you came in we were discussing the differences between
communications data and content, but the drafters of the Bill and the Government who
alLl2yaz2NBR Ald aSSYSR (2 AYRAOFGS GKFG G§KSNB



privacy with regard to what is written by them and to them, as opposed to the hows, the
wheres and the whens, but you are contesting that.

Dr Paul Bernall am contesting that. | would say that it can be worse. You have at least
some control over what you write, whereas for communications data largely you have very
little control over it at all. It is a different sort of intrusion.

Q88 Baroness BrowningFromthe point of view of the speed at which things change, could
you indicate whether you think that even if we had an imperfect definition, in your terms, we
are going to have to keep coming back to legislation more quickly to update it? Is that a
danger?

Dr Paul BernalFrankly, yes.

Baroness BrowningDo you think we will keep coming back to this?

Dr Paul Bernall think you will be coming back to this and you should be, because things
change in so many different ways. This is not the sort of law thatgo set down and say

it will last for 15 or 20 years without amendment, because the technology is moving too
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somehing that we should compromise with pragmatism.

Dr Paul BernalYou should, but you should compromise it by adding extra oversight rather

than by accepting a loose definition, by making sure you can monitor what the intelligence

and security services arttie police are doing so that pattern of behaviour matches the
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how powers have grown without parliamentary approval. It is very easy and we have seen

it historically again and again. People have not been watching what is going on and you

need to continue to monitor things. | am not yet convinced that the oversight arrangements

here are strong enough to do that. The idea of, if not a sunset clause, a revisiisg df

some kind might be worthwhile, and also monitoring the monitors: how are the oversight
arrangements working?

Q89 Stuart C McDonaldTurning to communication service providers and the requirement
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Internet connection records, how feasible is it for providers to do that?

Professor Ross Andersol:could be extraordinarily difficult and expensive if they are to

do what they are advertised to do. We are told that Internet connection records will enable

the agencies and police to get past what is called cagiade NAT, which is a technique

whereby the IP address of your mobile phone might be shared with 1,000 other mobile
phones, the idea being that, if someone does a bad thing online on Monday, you ask O2

and they say that it could be any one of 1,000 phone numbers, and, if the person does
another bad thing on Wednesday, you have another list of 1,000 phone numbers and you
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well, first because you will find hundreds of common numbers on the list; and, secdndly

you want to relate that to things people have done on other service providers, you have to



relate it to an ID on Google, a handle on Twitter or a logon for Facebook. For that, you
would have to require the communication service providers to store margh more data

than they do at present. You would have to get them to store precise time stamps,
addresses and so forth, which they will not do.

ICRs will not work as advertised. What they will do is create an extraordinary capability
power for investigs® NA (2 aleésx a{K2g dza Fff GKS $6Soaa
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you want that capability, which appears to be what is intended, you end up requiring lots

of peqle to store lots of stuff. There is, first, the issue of cost if you are to remunerate
communication service providers in Britain; and, secondly, there is the likelihood that
service providers overseas will refuse outright because it would be too muatt efid

energy to redevelop their systems, and Britain is only 4% of the market anyway.

Dr Paul BernalThe Danes are the people who have got closest to doing this, and | would
recommend, if you can, to get one of the witnesses from the Danish abandotesd it

They ran it for nearly seven years and got almost no useful information out of it, but there
was a huge cost, even though they were warned beforehand by the ISPs, as | believe they
will be here, that this is not a practical proposition and is ri@lji to be an effective one.

Professor Sir David Omandhe Committee will discover, if they do that researdthope

they willt that the model the Danes chose is not the model | strongly suspect the Home
Office would choose. The Danes themselves are rangsit at this very minute because
they may find posParis that it is necessary to go back and look at it.

Q90 Matt Warman: | want to talk a little about encryption or decryption. Do you think it is
reasonable for Government even to ask communications gergi to provide unencrypted
material for something that is currently encrypted?

Professor Ross Andersonhere is a power in Section 3 of the RIP Act which allows them

to do that. As | remarked earlier, Parliament saw fit to hedge it with very stringent
sdeguards. Nowadays, it would be much more difficult, because many service providers
encrypt stuff by default. They do so not out of any particular malice towards agencies but
simply to stop other people stealing their ads and customers. It has just betoene
commercial default; it is what everybody expects. With messaging services, everybody
increasingly expects stuff to be encrypted end to end. The Government of Kazakhstan have
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machine from 1 January. | predict that if you have an iPhone in Kazakhstan you will suddenly

find that none of the services works. That will be worth watching.

Matt Warman: Sir David, do you have any thoughts on whether we are likely to gehiaig
meaningful out of demanding unencrypted data from people who currently encrypt it

anyway?

Professor Sir David Oman@f course, you will be distinguishing between content data and
communications data, which clearly has to be delivered in a forwhich the authorities

can use it. If we are looking at content data, as far as | can see there is nodmck
encryption provision in the Bill. The Government have said that they are not seeking it. |
know the agencies are not seeking it, so as-endndencryption spreads it will get harder



and harder for the authorities to be able to access unencrypted content, even for their
highest priority suspects. That is a fact of life.

Does that mean that the authorities should have no power to seek such infmmatnd

to do their best in cases where it might be available? That is the approach | would commend
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insist that all encryption can be bypassed, nor would it berg sensible thing to ask for in

terms of the national economy and the need for the Internet to be secure. There will be
specific cases where it will make sense and information could be made available, and the

Bill should provide for that.

Matt Warman: To be clear, in general you do not see the Bill as providing the back door that
people have spoken about.

Professor Sir David Omantlo, | do not.
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is one of the reasonghy some of them are distinctly disturbed by news of the Bill. One

other thing that we need to be very clear abouProfessor Anderson has already referred

to itt is that we do not want to put British companies at a disadvantage, because they are

more likel to be subject to the force of British law than a company in California or Korea.

If we put the power in place to allow them to do it, they are disadvantaged, and that is not

good for anybody.

Matt Warman: Which only emphasises the need for clarity, does it not?
Dr Paul BernalClarity is what is needed.

Q91 Matt Warman:To move on to equipment interference, what does the panel understand
that to be?

Professor Ross Andersoihis basically hacking or thestallation of malware, or what the

NSA calls implants and what we call remote administration tools in a machine. If | am a bad
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microphone or room bug, or look at me through the camera, collect my location history

and all the rest of it. What is more, as we get digital stuff in more and more devices they
could do the same to my granddaugts N & . F NDAS R2ftfT (KSe& O2dz
or your electricity meter. It is open season on the Internet of things. It goes without saying

that the controls around that need to be very carefully drawn; otherwise, it undermines
trust. If UK produers of stuff can have their arms twisted to provide a capability to put
implants into stuff, why should people buy stuff from Britain?

Professor Sir David Omanti:agree with the point Professor Anderson makes about the
need for careful oversight of thiput the power already exists; it is already in use under
existing statutes, including the 1994 Act. It is of inestimable value to the intelligence
agencies, particularly on national security addressed to targets overseas where there are
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of technique. There is nothing very new about it.

Dr Paul BernalThere is nothing new about it, but there is something new about our
behaviour and the technology we all use. Twenty yeays | was not using anything that
was encrypted at all; now half the stuff | have on my phone is encrypted by default, and
another batch is encrypted by choice by me, so for normal people this now becomes
relevant when it was not relevant before.

ProfessorRoss AndersonWhat is new is that we found out about it thanks to Edward
Snowden, and GCHQ admitted that it was doing it just in the last month or two, thanks to
the case currently before the Investigatory Powers Tribunal. People are beginning to get
worried about it, and with due cause.

Q92 Lord StrasburgerGentlemen, can you help me out with bulk personal datasets? The
Bill and the Explanatory Notes are very vague about that. The ISC report was rather vague
about itt it was hugely redacted. The Home Géfiwill not tell the Committee the identity of

the databases it is scooping up, so it is very difficult for this Committee to assess the
proportionality, risks and intrusiveness of the collection of bulk personal datasets. Does
anybody know what they conta? Do they contain medical records? Do they contain bank
records? What do they contain?

Professor Ross Andersoor starters, we know that the police have access to things like
credit reference and DVLA records. That is public knowledge. Secondly, they have access to
medical stuff. They have had that since 1996. At the time, | happened to be advising the
BMA on safty and privacy and that sort of thing came through. Thirdly, in any case,
hospital medical records were sold on a wide scale in the care.data scandal last year, and
it would have been rather negligent if GCHQ had not grabbed a copy on its way past.
Fourthly, it is well known that some kinds of bank records, in particular all international
financial transactions, are harvested on their way through the SWIFT system.

Professor Sir David Omandot true.

Professor Ross Andersohhis has been a matter of enoous contention in the EU and
elsewhere. It is only to be expected. If | were, for example, an investigator for the FCA, |
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Professor Sir David Oman@hairman, it is important not to allow fantasy to intrude aisth
point. The central bank governors responsible for the SWIFT system agreed that that
system could be searched for specific transactions of known criminals and terrorists. That
is public knowledge. All SWIFT data is not scooped up.

Lord StrasburgerPerhaps we could impress on the Home Office the need for the identity of
these databases to be revealed.

The ChairmanThat is something that we would have to do in private session, but | take the
point that there is a serious difference of view betwedte twitnesses on what is a hugely
important subject.



Q93 Dr Andrew Murrisoni1 am going to be fairly brief, because | think we have covered quite
a lot of this already. | refer to the international dimension. We sit here thinking we can make
various laws andegulations, but we are talking about a global industry. Referring to some of
your previous comments, could you reiterate the likely reaction of the international
community to the Bill, in particular the feasibility of gathering ICRs, given that itirelgnn

the gift of companies whose headquarters are not in the UK?

Professor Sir David OmandVe took evidence on this as part of the independent
surveillance and privacy review run by RUSI and we got a variety of answers from
international and British @ampanies. Some of the companies said that as a matter of
corporate social responsibility they wanted to be in a position to provide this kind of
information for the purpose of preventing serious crime and terrorism, but they felt
extremely nervous about dog it without a firm legal basis on which warrants or
authorisations would be made. Other companies said that as a matter of company policy
they did not believe their data should be made available to any state or law enforcement
authority. You have a vaty of views. The provisions of the Bill, which include the provision
that the Home Secretary can make judgments about what it is reasonable to expect, will
be partially successful; but they will not be completely successful, because some companies
will smply refuse, and | cannot see the British Government attempting to launch civil
actions against major players.

Dr Andrew MurrisonPresumably that means that the disinclined would note those who were
complying and those who were not and go for those wieye not.

Professor Sir David Omandhe intention is not to make public the companies that comply
and those that do not.

Professor Ross Andersowe all know the companies that will comply. They are the ones
that get large amounts of their revenue fro@overnments, or that rely on Governments

for capture regulators companies such as IBM, BT and those set up several generations
ago. Companies that have been set up in the past 20 years think differently because they
have a different culture the Silicon Vé¢y culture. Their money comes either from their
users directly or from advertisimgfrom their users buying stuff or being advertised to

and they take a completely different view. It is not much good getting BT on board if all BT

is doing is providing aiOS 2 F O2LIISNI 6ANBE FNRBY LIS2LX SQa

starts, so it is the view of the big American service companies that matters more than most.
They are going to drag their heels.

There is the issue of foreign Governments. There is alsissioe of what happens to small
start-ups in the UK, which is absolutely crucial. For example, about five years ago one of my
postdocs set up a security starp. Because of the antwisting that the agencies have
always indulged in, he decided to set upaaling shop in Brno in the Czech Republic. More
and more people will be doing that, simply as a matter of default. You cannot run a tech
start-up nowadays unless you have a marketing operation in North America, because that
is where you make your first ®ahnd most of your initial sales. If we create a regulatory
regime where it is only common sense for people to put their coding shop, their



engineering, in North America, Seoul, Mumbai or wherever, the cost to us directly or
indirectly down the stream ofitne will be huge.

Dr Paul BernalWe have to be aware of where things are moving. There may be a number

that are ceoperating willingly now, but that will shrink. More and more companies are
fA1Ste G2 aresxs ab23z 6S | NB beeibiggarandyidre G 2 3 A
successful ones. You make yourself a hostage to fortune by assuming that this will end up
functioning.

The ChairmanThank you very much indeed. | thought the whole session was absolutely
riveting. You have given us an enormouscamt to think about. Obviously, you have very
different and varying views on the issues before us, but you highlighted issues that very much
need highlighting. | know that members of the Committee are grateful to all four of you for
giving us your very ralst and significant views on this important Bill. If you would like to add
any written evidence to supplement what you have said, we would be more than happy
indeed delighted to receive it. Thank you very much indeed.
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Q116 The ChairmanWelcome and thank you for coming along to give evidence to us on a
Bill which is extremely important for the country and for organisations and companies like
yours. | am going to ask you a fairly straightforward question to begin with, but if in answering
it you want to make a general statement, please feel free to do so. How extensively has the
Home Office engaged with you with respect to the provisions contained in the Bill?

Adrian Kennard Not at all really. As a small ISP, the only involvement we haVéstihat
ISPA the Internet Service Providers Associationas invited to a briefing after the Bill
was published to try to explain it to us. That is the only involvement we have had.

James BlessingAs ISPA we tried to engage beforehand. We made repretsemsa There

was not a long dialogue until after the Bill was presented. It has been a bit difficult on that
side of things. As a service providdr do botht there has been no conversation
whatsoever.

The Chairmanlt is perhaps important to explain to ¢hCommittee that Mr Blessing acts in
two capacities, with his own company but also as chair of ISPA.

Q117 Lord Butler of Brockwellin the absence of discussions with the Home Office, to the
extent that you have been able to think about what is proposed by way of separating
communications data from content, have you any view about whether it is practicable?

James Blessindt is pracicable as in it can be done. It is not practicable in many senses
because it is not clear what is required to be done. Because the Bill does not on the face of
it say exactly what is required to happemvhat information is required to be captured,
what format it is to be stored in and how it is to be made availabileis very difficult to
design a solution that works and does all the things it needs to do, which is secure, safe and
retains the data needed by law enforcement to continue its investigationrs oPthe issue

is that the Internet connection records do not exist. They are not a thing. They are not
generated in normal business. We do not have them. They are a new thing that has been
created, and because they are not defined it is difficult to Isayw you would go about
creating them.



Adrian Kennard | have concerns about the definitions as well. The communications data
depend hugely on the context of the communication. The definitions make something like
a phone number communications data, but trenould only make sense in the context of

a telephone call. If it is buried inside an emaill, is it still communications data? It seems that
the Bill could consider it that, and could give the Home Secretary power to have a snoop
on the content of informaibn to pull out anything that is an identifier, like an email address,

a phone number or someone arranging a meeting. It is quite important that the definitions
relate to the context of the individual communication.

Lord Butler of BrockwellWhere do yolexpect that definition to be made? Are you expecting
it to be made in the code of practiceclearly there will be further work and how long do
you think it will take?

James Blessingn an ideal world we would like it in the Bill itself. Having wha¢dglired

clear and transparent in the Bill makes it easy for everyone to understand what is being
collected. The Internet industry is slightly different from many other industries in the fact
that we depend on each other to be able to do what we do. Tleeefwe tend to discuss

in open forums solutions to problems that we commonly have. If collecting Internet
connection records became a thing and it was clearly definedt KA a A& aiKl G (KS
would be something we would sit down in rooms and discussanahich we could come

up with solutions that worked for us. Our networks are all very different. They are all
designed, grow organically over time, and change and adapt depending on the types of
customers we have, so there is no single solution thdtwaerk for everybody. Even with

two networks that look very similar, their solutions will not work, because they will have
some exceptions that cause a problem. Unless that is clearly codified in the Bill itself, it
makes trying to work out what is going happen very difficult. The code of practice has
not been published. Even a draft version of the code of practice has not been published,
which again leads to the problem that there has been no scrutiny, no review of it. From my
understanding, the Internteconnection records are going to be defined in individual orders
from the Home Secretary, which leads to another problem in that we cannot discuss them
with each other. There may be operational reasonge do not know but the problem is

that we have no vibility and no way of talking about them because we are prevented from
discussing them with any other party.

Adrian Kennard It is worth pointing out that the previous regulations provided a very
specific, clear menu on the face of the regulation as totvdoalld be retained telephone
numbers for telephone calls, text messages and email addresses. It would be massively
helpful if the Bill spelt out exactly what data need to be recorded; what there is currently
an operational justification for retaining shisube spelt out in the Bill. That would help
massively with these discussions, because we would be able to understand what we might
be asked to record.

Lord Butler of BrockwellWould it not be a little inflexible to put it in the Bill, because as
techndogy changes and the world goes on, you would need amendments? Would it be
sensible for it to be in a statutory instrument so that it is there in public and everybody can
see it?



James Blessindt would, as long as it is some form of document that islighbd so that
we can all see it and discuss it. Statutory instruments would work as well, as long as they
can be discussed in public.

Adrian Kennard If that is to be the case, it is important that what the initial SI will be is
available when the Billsi considered by Parliament, because what data needs to be
recorded has a massive impact on costs. | know technology changes over time, but | am not
sure that granting the Secretary of State such wide powers with those very vague terms is
justified simplym the name of futureproofing. It does not usually work.

Lord Butler of BrockwellDirections from the Home Secretary are unsatisfactory because they
are confidential. Is that the point you are making?

Adrian Kennard That is important.
James Blessingt is important.

Q118 Dr Andrew Murrison:l do not have much more to ask on this particular bit, Chairman,
except to say that the definitions are rather refined in this piece of legislation compared with
its predecessor legislations, which in part this is mda replace. | am getting from you that

we have a long way to go yet for this to be in any way a workable document, and that you
would prefer to see the codes of practice or statutory instruments published at pretty much
the same time as the Bill, sinegthout those the Bill is pretty pointless, is it not?

James Blessingres.

Dr Andrew Murrison:ls that it, in a nutshell?

Adrian Kennard Yes, | think so. You say they are more refined. The previous regulations
were very clear telephone numbers, emaslddresses. This is about identifiers that could
refer to equipment somewhere in very vague terms.

Dr Andrew Murrison:Forgive me, | was thinking more about electronic data than about
telecommunications telephoner data, which | accept are much easier taccoed and are
recordable in any event for billing purposes. This is in a different space entirely, is it not?

Adrian KennardYes. | am sure ISPA and telecommunications operators would be happy to
work on coming up with some clear definitions to help ymuspecify in clear terms what

an Internet protocol address is and what an email address is, to give you an idea of what
those data are and how they could be written down.

Dr Andrew Murrison:l am slightly disappointed that the Home Office has not alyeddne

so, because we are presented with this whopping great draft Bill, yet we are pretty unclear
about the definitions; indeed, when questioning your predecessors on the panel and asking
them to put it on a Likert scale of zero to 10, where zero is sibbhnd 10 is extremely good,
they said it was zero, which is a cause for concern.

Adrian Kennard That sounds a bit negative.



James Blessingrhere are some nice bits in the Bill that clarify a few things in a nice way. They
are a rare beast within thBill as a whole.

Adrian Kennard| get the impression that the Home Office has spoken to the larger ISPs. It
said as much in the meeting we had. In order to come up with the cost estimates it must
have a clear idea what information it is asking for. Whiéewould love to help specify the
data that can be collected so that that can be put in the Bill, the Home Office has just left
it out. | do not think it is that it does not know. It must have an idea to get the costing.

Dr Andrew Murrison:lt is simply relying on putting it in a supplementary piece of legislation.

James BlessingOr not putting it in any legislation whatsoever and just doing it as part of
the notice from the Home Office.

Adrian Kennard | think that is what it wants to do.

Q119 Suella Fernandedhen it comes to the issuing of retention notices, you understand
that there will be an assessment whereby the Home Office is not going to issue them on all
service providers. It takes into account the costs, the feasibility and ahene, and that is

going to be informed by the Technical Advisory Board. There is a heavy element of discretion
and consideration as to the practical implications. You appreciate that, do you not?

James Blessing/Ne appreciate that very much and it is tberrect approach. The problem

is that operational needs change, and the requirement for an ISP suddenly to get a notice
because its particular group of customers is of interest to law enforcement means that we
all, as service providers, have vaguely totskeout how we would do that. When it is a
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Suella Fernande®ut it is clear there is the dyito consult. It is very much a twweay process.

James Blessingres.

Suella Fernandesiastly, there is also a power for you to appeal, whereby if it is
disproportionate, whether on a practical or cost basis, the decision can be reviewed.

James Blessg: Again, that is absolutely fine. It is built into the system. We appreciate that,
but, as someone who runs an ISP, the problem is that | have continually to assess threats
to my business and threats to the operation of my network; and, at the momkatome
hFFAOS GdzNYyAyYy3A dzLJ F' YR &l @Ay3AS &, 2dz NB I2AYy
as a threat. It is not that it might destroy our business, but it is going to take a lot of focus
from my projects to provide service in rural areas eplbying the network in London. It is
going to stop me concentrating on doing that part of the day job. There is absolutely no
method in the Bill for recovering any of those lost opportunity costs, so | have to put
together a pot of resources on the sidast in case. If the Bill specified exactly what | had
to do, | could probably get to the point where | could put it into a background level, have a
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plan and know exactly what | am going to do and how I get from there to there; and, when
the Home Office ttned up with a retention notice, the actual process of getting from the
request to its being enabled would be a lot shorter as well, which, from an operational
point of view, is beneficial.

Adrian Kennard The key thing is that we do not have certaintpur business because we

have this potential hanging over us. It is worth pointing out that the definitions in this Bill
are very vague on who can be subject to these notices. It could cover schools, coffee shops
providing wifi and it could cover businesseThey are all providing communications, albeit

not as a business and not to the public, so for any business with any sort of IT department
there is suddenly potential huge uncertainty over them with this Bill. 1t would be a lot
clearer if the Home Officelentified the operational requirements it has at the moment,
which it has said are large ISPs, and the Bill pinned that down and said it has to be large
communications providers.

Q120 Mr David Hanson¥You will have heard the question | asked other colleageslier,
which is, effectively, what your understanding of an Internet connection record is.

Adrian Kennard The Home Office tried to explain it to us. Essentially, it was whatever you

are ordered to collect, with huge scope for what that could be. We tiacussions this

morning when we were talking about event data, which seem to be about an event that

does not have to have a place but has to have a time and at least one person and involve a
communications service. If | have a conversation on the ptiohel K | FNASY R | yR
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relates to a communications service. It is so \@athat, no, we do not know what it is.

James Blessingrhe Bill itself does not make it clear. It is part of the concern we have raised
repeatedly that, because it is not in the Bill, the code of practice has not been published
and there is nothing else #re, it is very much

Mr David HansonGiven that it is within a certain scopeve all roughly know, because the
definitions on page 25 are what the Government think it should be, even if it is not nailed
down yett how easy do you think it is to do? If vgaid to you today that the Bill had gone
through both Houses of Parliament and there was an implementation date of six months after
it had gone through both Houses of Parliament, could you do it?

James Blessingf you said that every telecommunicationsopidert it would cover an

awful lot of people you did not realise it covemreavas to be mandated that it must be able

to record Internet connection records, it would be expensive. My network is not set up or
designed in any shape or form to record this mfiation, because | have as a business no
need to do it; therefore, | would spend a lot of money on hardware. Six months is doable,
but the other side of the coin is getting the data to law enforcement when it requests it in

a format that makes sense for ithat is probably more work than installing new hardware
across my network. | am going to have to send engineers to Cornwall and Aberdeen, but
that could be done. It is about the actual amount of other things where we collate all that
information and therpresent it in a format that works.

Mr David HansonAdrian, you are a smaller provider. How does that impact on you?



Adrian Kennard You said the definition is in the Bill.

Mr David Hansonltt is on page 25 in paragraph 44, where they say what they think an Internet
connection record is.

Adrian Kennard That does not really define it, | am sorry.

Mr David HansonThat is the general broad scope.

James Blessingrhat is the problem. Tsomebody who does not run a network, it is too
vague a definition of what is wanted. When do you connect to the Internet? Where does
the Internet start, for example? Is connecting to your home network connecting to the
Internet or is it only when you leavbat that it becomes an Internet connection record? Is
your phone auteupdating its software with no intervention an Internet connection record?
By definition, yes, it is. There are an awful lot of things that would have to be recorded that
you do not redise happen in the background.

Adrian Kennard | think you are referring to 47(6).

Mr David Hansonl am referring to the background notes, the Explanatory Notes in broad
terms, on page 25, saying what they are after. It is not the actual legislatish,the
background notes.

Adrian KennardThat is even worse.

James Blessing ¢ KIF G A& (GKS LINRoftSYZ 06SOIdzasS AdG A
explanation. Part of the reason that Internet connection records could be a problem is that,

as the Bills currently written, a Home Secretary in the future may decide to issue a notice
saying that you must capture communications that happen over Skype, so you need to be
able to identify which endiser talked to which endser. It is not just that a Skype
communication occurred, which we can do relatively straightforwardly, but which twe end

users or multiple users were involved in that conversation. That goes into the dodgy
territory of capturing thirdparty data because, as a service provider, | do not kwbight

O\

Q121 Mr David HansonOkay. We get the general idea. Given that the Government have
established £17@dd million for this purpose, and it appears today that Virgin and BT are
already planning to spend that amount, how much do you think it would castymeet the
broad objectives that the Government are setting down?

Adrian KennardWe are still stuck on the fact that it is a very broad objective, | am afraid.
There are about three different levels of what we could be asked to do. If we already have
asystem that is logging some data for operational reasons, an email server that is logging
emails that go through it, and we are keeping those for a few days to diagnose problems
with the network, asking us to keep them for a year has some problems, blhitally it

is relatively straightforward and does not cost a fortune. There is a second level where we
might have equipment that can be convinced to create some logs but does not at the
moment, and that is a bit more work. The third level, looking irite tlata as they pass
through our network where we are not the service provider for an email; where
something is just passing through our networis massively more expensive. It would



double or triple our operational costs to have equipment that can loaktime data as they
pass through our network and extracts new information and logs it. The Bill has the scope
to ask for that.

Mr David Hansont understand that you are a small provider. | do not know what that means
in general terms, what your turnoveils or how many contracts you have, but if the
Government demanded that of you, how would you be able to deliver it, in terms of finance
ort

James BlessingHaving vaguely sketched ibecause | am a network engineer and it is
sometimes an interesting exe@ser in my bit of the business, which is the fixed line, not
our parent company, our turnover is about £7 million. We have 40,000 or 50,0004,

so we are small in the grand scheme of things. You are looking in the order of £20 million
to £30 millionif |1 have to replace so much hardware on my netkwbecause it is not
designed tado that; it does not have logging capability.

Mr David HansonPresumably if the Government do not facilitate your service doing it but do
for BT, if | wished to be a cthibuser, a criminal or a bank robber, | would use, with due
respect, a smaller provider.

Adrian Kennard That is a very specious argument, | am afraid. There are so many ways
that anybody who is up to no good can bypass all this. They have no reagorafter a

small provider. You cannot really trust that a small provider is not being monitored. It is
possible that BT would be ordered to do some monitoring in the backhaul network that we,
as a small provider, use. You cannot trust that monitoring tsgaing on somewhere in

our service; it is just that we are not being asked to do it. Anyway, there is no need to. You
just use any of the means to bypass this, such as Tor. At the moment even with things like
iMessage you will not be able to see what &g communicated. Why would they bother
trusting what a small provider says?

Q122 Mr David HansonThe final point from me is in relation to access by the police. You
will have heard other larger providers raise some points about access. How do you feel that
would work in practice? Is what is suggested feasible? Do you have concerns about that or are
you happy with the proposals?

Adrian Kennard All this is about providing useful information to the police. The access is
mostly a normal RIPA request, althougbre is the filtering facility and we still do not quite
know what that will do. | am very concerned. We have experienced RIPA requests as an ISP,
mostly about telephone numbers and some about Internet addresses. We have also
experienced it as a victim afime, when the police have been making requests of other
providers to try to find our stolen equipment. Generally, we find that they struggle, even
with modern communications. We had a case when one of our staff had to be an expert
witness in a court casjust to explain how phone numbers work, because they do not work
in a simple way any more. My Bracknell phone number rings my mobile, my desk phone
and my office phone. | seriously doubt, with that level of understanding, even with expert
help, that thepolice will be able to make use of any sort of Internet connection records.
Even experts in the industry can have trouble keeping pace with the innovation and
changing trends in usage. | do not think it is going to work well.



Mr David Hansonls the singge point of contact officer

Adrian Kennard They are still not going to understand it enough.

James BlessingHaving dealt with a lot of single point of contact officers, they all have the
right motives at heart and they are all trying to do their jdlne problem is that they are
policemen first, or other types of investigator. They do not necessarily understand the
results. They also do not necessarily understand the implication of providing slightly wrong
information. We have had a number of cases weh¢he time zone was missing on a
request; we get a request for a particular IP address asking who was using this IP address
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had recorded it in was in the US, and that was missing. It is little things like that. Until they
do it for the first time, there are going to be a lot of mistakes. The filter may exacerbate
that in the shortterm. Long term, it should make it better, but there is a massive
requirement for training and support for the police and the single points of contact to be
able to use it. There is an awful lot more work than has been put in and | do not see any
funds inthe Bill for that.

Adrian Kennard | am also a bit concerned about how useless this information is going to

be even when it is correct. One of the examples that has been touted by the National Crime
Agency and the Home Office is about the possibilitymissing child and them wanting to

get data about who the child was communicating with. They did not seem to realise that a
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Mr David Hansonlit might do.

Adrian Kennard No, it is going to tell you that Facebook has been connected 24 hours a

day. hat is how it works. Social media and messaging applications maintain a constant
O2yySOuAz2zy (2 (GKS &ASNIBAOS LINPJARSNY ¢KSe& R?2
You will find far more information about the missing child by asking their frieretguse

they tell everyone on social media. The ISP will not be able to tell that they chose to speak

G2 az2vysSz2yS a4 (g2 2Q0t2010

James BlessingOn the comment | made before about when someone connects to the
Internet, if you look at your phone now you whkhd it has updated your Facebook feed
automatically in the background every few seconds. It is constantly doing it. You can tell
that someone has a Facebook account, probably

Adrian Kennard But that is about it.

James Blessingrou do not know whickRacebook account they are using, and you do not
know whether they are actively using it or whether it is just that the software is installed
and running. That is the best you are going to do in that situation.

Suella Fernanded:o follow up that point, gu are aware that there have been very laigmle
police operations that have been successful in large part because the law enforcement



services had access to communications data or interception evidence. The Internet connection

records can really help tprovide a basis for further investigation, which can be critical.

James BlessingYes. | spent a couple of hours on Thursday morning helping a SPOC do
some more research because they were not quite sure of what they had and they needed

more evidence. | nderstand that completely. The problem with this is making sure we

capture what is needed by law enforcement in a way that makes sense, so that it can

interpret the information we provide securely and safely. It is not about not doing it at all.
It is abou asking what you actually need at the end of the day. The other problem you
potentially are going to create is that, if you record all the records of every single
connection that you are doing, stuff will be lost in the noise. You will start relying tan da
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bedroom turned on while they were somewhere the other side of town.

Q123 Suella Fernanded: just wanted to make that point. A second question is about the

security measures you use with the data that you have. Can you give us a bit of an idea of

which mechanisms are effective for you?

James BlessingAs a company, we take credit cards, and there is a standard that we have
to follow for that, which basically means thgarmation is stored in an encrypted database
with multiple levels of firewall protection. As far as we are concerned, if we were to do this,

I would put the same level in place. | would do some checking. Part of the reason the filter

is a concern is thayou have to give thirgbarty access to it, and it might need some
engineering work to make sure that only trusted parties can access it, but that is a different
issue.

Suella Fernandesrou say that firewalls and personal vetting systems are sufficient.

Matt Warman: Very briefly, it seems that a lot of what you have been saying is that there is a
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historically to communications data derived from telecommunications rather than from the
Internet. What you are sayingthe view you are expressing, if | am hearing you corredy
that the efficacy of the Internet communications data that are going to derive from Internet
connection records is doubtful, as opposed to telephone communications data.

Adrian Kennard Telephone communication is very cleart; it is the building block ohe
telephone network that telephone calls are made and everyone understands the concept

and it is very clear. The Internet is not like that. Devices are constantly talking, constantly

communicating with lots of different services all the time. Connectegamsstay running for

days, months or years, and that is one connection. The usefulness of this is much more

limited, with a lot more noise. It could be misused easily. It is very easy for someone to
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appear to be accessing services they have never hearddad a blog post today, and
anyone who reads it will find they have accessed Pornhub because there is a tipixehe
image in the corner. They do not know that, but it will appear on the Internet connection
record if they access my blog. That was d=libe, but there could be lots of things on
websites, advertising networks and so on, that will create all sorts of misleading and
confusing data even without someone trying to be misleading. As | understand it, in
Denmark they had nearly a decade of tgyito capture sessions on the Internet and
abandoned it because they found it not to be very useful for law enforcement.

The ChairmanMs Fernandes, did you want to come back on that other one?

Suella Fernandes\o. | meant how people are sending ersaivhat they are sending on the
Internet.

The Chairmant meant on the Information Commissioner.
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what | meant in my question. | lost my train of thought. Thesfion | wanted to ask initially

was whether you think that firewalls and personal vetting services are sufficient for
maintaining security.

James Blessing_et us get this right. If operated according to design by the right people in
the right way, yesThe difficulty is that operational procedures can drift away from perfect.
It would not surprise me if there was a breach of the data stored in an Internet connection
record at some point. It is not a question of if; it is a question of when. There wél be
breach.

Adrian Kennard Bear in mind that even the NSA, which has huge resources, had Snowden.
It does not matter how well we do this, somehow someone will lose data; they will be
breached and it will potentially be sensitive personal information.

JamesBlessing As an example, the Home Secretary has possibly made herself a target for
people who want to show that this is a bad thing to do; they may well try to go after her
home service provider because they think that is a good thing to do.

Q124 Stuart C McDoald: You referred a couple of times in passing to filter requests. What
is your understanding about how these are going to work, and what concerns would you have
about their operation?

James Blessingln theory, the filter is being described as a wayreétricting the

information recovered. That means that an automated system must be doing the
requesting of the data capture from the service provider and then presenting them to an
individual. That means we have to allow thjpdrty access to our systemghich is a

potential risk. In theory, it would mean that the data was less open to fishing because you

are only getting back specific results, but potentially there is a whole new construction of
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people to go and do something else with. In some ways it is a good thing and in some ways

it is a concern, because, again, the detarks very limited.



Stuart C McDonaldtt is the Home Office that would build the filter; is that right?

Adrian Kennard| do not think it is specified.

James BlessingAgain, part of the problem is that it is not clear who operates which bit of
the filter and how the filter would work. As far as | can tell from the information provided
so far, it seems to be implying some sort of APl access.

Adrian Kennard Automated.

James Blessindt is an automated access. Basically, a request comes in and it rétatns
information. How that happens in real life is not clear.

Q125 Lord HenleyCan | turn to Clause 189 and the ability of the Home Secretary to impose
certain conditions on relevant operators and that these would come in the form of technical
capability ndices? | would like to hear what your views are on the ability of the Home
Secretary to impose such a notice. How do you think your customers are going to react?

Adrian Kennard My biggest concern is the removal of protection on communications. This
comesdown to the whole issue with iMessage, to some extent, in that it isterehd
encryption at the moment. If providers are required, even secretly, to remove that
protection, it removes all trust in those providers if they are offering a secure
communicatons service but at any time they could be subject to an order that makes it not
secure. That is a reason for companies to avoid being based in the UK and for customers to
avoid UK companies. Encryption is a good thing; it is what keeps us safe fromythealer
threat of cybercriminals. If you got every communications provider in the UK, and even
every foreign communications provider, to have this capability and to remove the
protection they have provided, that still does not stop people, including crigina
communicating secretly. There are applications that do the encryption for you on your own
machine when you send messages so that the provider cannot remove it. It is even possible
to send messages that are completely secr&CHQ could not get the infoation from

those messages eveljust using pen, paper and dice. You could ban all computers and it
would still be possible for people to communicate secretly. It is undermining trust and not
solving any problems to tell operators they have to remove pries.

James BlessingMost of the stuff is covered. The issue again is that it is not the Home
Secretary who would be requesting that. It would be law enforcement because it needed
to do something, which always comes down to this: most service provider&/iding to

help law enforcement because, at the end of the day, we are part of a wider society. Forcing
someone to go and break something tends to mean there has been a disagreement about
doing something in the first place, and that is not a good placto be.

Adrian Kennard | have one other concern to do with the definition of communications
provider. | have another hat today. | am a manufacturer, a UK business, making equipment
that we sell round the world a firewall router that would go in a smaiffice. | am very
concerned that there is the possibility that we could be asked to put in back doors or
remove encryption as part of this. | think we would have to move the business out of the
UK if the Bill goes through as it is at the moment.



Q126 Lord Henlg: Now we turn to oversight and the proposed Investigatory Powers
Commissioner. How do you see your relationship with him or her, and what changes would
be appropriate when that office is created?

James Blessingdt is good that additional oversight iging created and put in place. That

is always a useful thing to have. It is not clear from the Bill how independent a voice that
person would have considering they are going to be appointed by the Home Office, pretty
much, and they would be a judge. | anbiasceptical that they would be as independent

as their job title would lead you to believe.

Adrian Kennard Yes. | have similar concerns.

Lord HenleyFinally, my Lord Chairman, | have one other question for clarity. | think it was Mr
Blessing who imed that the costs imposed by the BiIll, if enacted, could be such that his
business would have to spend something of the order of four times your annual turnover.

James Blessingres. Basically, the reason for that is that we have grown over time from a
small organisation. We build the network small and then grow it, so there are no logical
places within our network to do all the stuff that is required. We would have to go through
replacing lots of pieces of hardware and upgrading them and their capedailit

Lord HenleyWould that same figure, a factor of four, be as true both for small providers such
as yourself and your membership as for some of the larger ones?

Adrian Kennard It is difficult.

James Blessindt is difficult. There are certain sece providers where, because of their
business model and the way they have built their network, it would be easy to do and it
would not cost that much, but there are others in our situation where it would cost that.
There are probably others where the mplier is even higher. It will be variable because
every network is different.

Lord HenleyThe figure you were giving was one from your own experience with your own
business.

James Blessingres.

Lord Henleyilt would not necessarily be true of albyr members, but it might be higher or
lower.

Adrian Kennard Our business is different yet again. As James was saying, every ISP does
things differently; it has different networks and will have different costs in doing things. In
our business we makitnose FireBrick products and sell them to ISPs and use them in our
network. It is entirely our own R&D in the UK and we have spent millions developing it. If
we now have to change that to do different things, it could cost millions, or we scrap all our
own work and buy in thireparty kit, which would also cost millions. We would have to
make major changes to do that.

Matt Warman: You talked about your fear that the Bill might ask companies to stoptend
end encryption or that it might ask for back dodosbe inserted. We have had the Home



Office in front of the Committee saying that is not the case. The Home Secretary has said that
on the Floor of the House. Are you saying that you do not believe them when they say that

Adrian Kennard No. But put itm the Bill if that is the case. It is as simple as that.

Matt Warman: The end of my question is whether you would simply like more clarity.

James Blessinglhe issue is not the current Home Secretary or Home Office. That is the
problem. It is that you &ve put it in the Bill; it is there. There are two things. It is in the Bill
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importantly, someone outside the UK who trades with the UK will look at the Bill and say,
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James Blessingd have two choices: this company in the UK and this other one outside, and
| am a bit worried about that, so | will use the other comparstead.

Adrian KennardWe have already seen how putting too much scope in a Bill can be abused,

with councils using RIPA to spot people going to a school outside their catchment area. |
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happen. It is worrying.

The ChairmanOn that very interesting note, thank ydaoth very much. It was a very useful
session, very informative. Thanks very much for coming along.
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Q76 The ChairmanWe extend a very warm welcome to our four guests this afternoon. We
are very grateful to all of you for coming along on what is a hugely significant Bill that is going
through Parliament the Prime Minister called it the most important of this Session.nkha

you very much indeed. As you probably know, the procedure is that | will kick off with a
question or two, and then my colleagues will in turn ask you various questions on different
aspects of the Bill that | think you find very interesting. If, whersk a question of an
individual, he wants to preface his remarks with a short statement, that is entirely up to him.

| turn first to Dr Bernal. After you have answered, colleagues will be able to come in. What are
your views on the draft Bill? Does it delinthe transparency on investigatory powers that you
have particularly called for?

Dr Paul BernalPerhaps the best way to put it is that it goes part of the way. As far as | am
concerned, it is good to see everything in one place, or almost everyttsoge bits are
clearly missing but for proper transparency we do not need just the Bill; we need the
process to work properly as well. | would have said in my introductory remarks, had | made
any, that the timetable makes it very difficult to get as much soguas we would like; we
have been called here very rapidly, and you have only a few weeks to do this. For
transparency to work properly we have to have the chance and time to put our analysis
into action. It is a bit difficult to do that.

One other thingl would say about transparency is that certain terms are used and
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Internet canection records, it has taken some time, and we are still only part of the way

there, to tease out what it really means. From that perspective, it is good to have it all in

one place, but the process needs to be stronger. We need to make sure thereugheno

time to do it, and | am not sure you have as much of it in this Committee as you would

liket perhaps later on there will be tinmtleand we have to tease out some of the terms

more accurately.



There is one other aspect. Some of the things in the Bilbedbme dependent on codes of
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is going on, those codes of practice need to be put in a form that we can all see prior to the

final passage of the Bill.

Q77 The Chaman: You have touched on the second question | was going to ask, so | will
raise it now. You mentioned the codes of practice, which are hugely important in all this. What
do you think the legal status of those codes might be?

Dr Paul BernalThe legastatus of the codes depends a little on how the final Bill turns out.
From our perspective as legal academics, the key thing about codes of practice is not so
much their legal status, which, depending on how it is set out, will be clear, but the extent
to which they are also subject to the level of scrutiny and attention that the Bill itself is. It
is easier to pass a code of practice through a small statutory instrument than to pass a
whole Bill with fullscale scrutiny. We want to make sure that the codépractice, which

can be the critical part, get the same degree of scrutiny and attention both from people
like us and from people like you.

The ChairmanWith regard to the timetable, of course the issue that affects both this
Committee and Parliament, as you know, the sunset clause in the current legislation.
Parliament has now laid down the amount of time we have. We certainly ensured that we
gave ourselves extra and longer sessions, including in and around Christmas, and | am quite
convinced thatboth Houses of Parliament will give it very thorough investigation, as indeed
they should, but the point has been made. Does anybody else wish to speak on those issues?

Professor Sir David Omantd:l may make two remarks, the first is to stress the imgoce,

in my opinion, of the Bill as the culmination of 500 years of history. It has taken 500 years
to put the secret surveillance activities of the state under the rule of law. For centuries we
had the royal prerogative being used in secret. Parlianpasised the device of the secret
vote but asked no questions. We had executive regulation in the last century, and for the
past couple of decades we have had a patchwork of provisions in legislation, so all that
secret activity was lawful but not understoodhis Bill now places it under the rule of law;

it will be comprehensible to the citizen. | cannot overestimate the importance of the Bill.

The second point is to agree strongly that it is in the codes of practice that the public will
find it easiest to nderstand what is going on, rather than in the technicality of the Bill itself,
so the codes are very important. Schedule 6 to the Bill sets out very clearly what the status
of those codes will be. They will have to be presented to Parliament, along keath t
enabling statutory instrument.

The ChairmanProfessor Anderson or Professor Ryan, are there any comments you would like
to make at this stage before we move to other questions?

Professor Ross Andersohbelieve you will be asking me in due couré®wt Internet
connection records.

The ChairmanwWe will.



Professor Ross Andersolt:.would be great if, in addition to having codes of practice, we
had very much greater clarity on definitions. | will discuss Internet connection records, but
there are other things that are not really defined at all, from the great concept of national
security down to some rather technical things. | hope that clarification comes out during
iKS . AfftQa LI aal3asSo

The ChairmanYou think such definitions should be on the face of the Bill.

Professor Ross Andersoyies.

The ChairmanProfessor Ryan, areéhe any initial comments you would like to make to the
Committee?

Professor Mark Ryanlust on questions 1 and 2?

The ChairmanAt this stage, yes, because there will be other more detailed questions, some
of which will probably be directed to you persally as well, but at the beginning of the session
would you like to make any general comments?

Professor Mark RyanThe comment | would like to make about transparency is that this
seems to be such an important area that the kind of oversight proposeat snough. One
would need more quantification of the sort of surveillance that takes place. Of course, | am
aware that surveillance has to be done in secret, but | believe that the quantities of
surveillance and the nature of surveillance can be disdose people without
compromising the secrets of the surveillance activity. That seems to go more towards
transparency and is much stronger than mere oversight, so | believe there should be more
of that.

Q78 Dr Andrew Murrison:You have covered a huge amounit ground in about seven
minutes. You hit the nail on the head in terms of definitions and the need to ensure that codes
of practice and statutory instruments are sufficiently transparent and that scrutiny is of the
utmost. | am interested to know how ydhink scrutiny and transparency can be improved
other than through the normal process of laying statutory instruments before the House,
because | sense from what you said that you feel that the Bill, which talks about Sls and codes
of practice, is not suiient in that respect.

Dr Paul Bernall would not say exactly that it is not sufficient. What | am interested in is
getting as much scrutiny as we can. In order that we can understand the Bill we need to
have the codes of practice at the same time, at least in draft form, so that they can be
examined; frankly, to understand some of the powers in the Bill without a code of practice
is very difficult, particularly on things like bulk powers and Internet connection records. We
will talk a lot about Internet connection records later, but they dedined in such a way

that it is unclear on the face of the Bill exactly what they will mean in practice.

Historically, not as much attention is paid to statutory instruments by the House. You do
not spend as much time passing them as you do Bills; yonaichave Committees
scrutinising each of the statutory instruments at the same level of detail.



Dr Andrew Murrison:But it is worse than that, is it not? This is a very rapidly moving field, so
you cannot reasonably lay all the codes of practice anctigatie all the Sis at this time, since
12 months down the line there may be yet more to come.

Dr Paul BernalYes, and that is a fundamental problem with any kind of Bill in this area. |
do not know whether there would be a mechanism to produce betteutsty of the codes

of practice, but attention should be drawn to the fact that this will be important as it
continues. It needs constant attention, not just at the moment we pass the Bill.

The problem with the Regulation of Investigatory Powers Act was dlitaough it got a lot

of attention at the time, the things that gradually built up to create the confusichaos

is not quite fair for people about the overall regime, and which stimulated the need for
this Bill, were not sufficiently attended to ovdre years as things happened. We need to
make sure that does not happen this time around.

Dr Andrew Murrison:Do you think a sunset clause would help? We are replacing one sunset
clause with another. Is that inevitably where we are going to be led?

Dr Paul Bernal:Frankly, in this area you need sunset clauses in almost everything, because
the technology moves and the behaviour of people changes. The overall situation changes.
You need to be able to review these things on a regular basis, and a sunsetislane of

the best ways to ensure that happens.

Professor Ross Andersadoast time around how we dealt with this was that, in the-um

to the passage of the Regulation of Investigatory Powers Bill through Parliament, a number

of NGOs organised a sesief conferences called Scrambling for Safety, and afterwards
various statutory instruments were laid before the House. We are proposing to do the same
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7 January fromlL pm to 5 pm, and all members are of course very cordially invited. We
anticipate that it will be the first of a series that will enable engineers, lawyers,
policymakers and others to dig into the meat of what is going on, exchange views and push

the thing forward.

Q79 Suella FernandesBased on your expertise, would you set out briefly the nature and
extent of the problem or threat we are facing when it comes to the use of this technology?

Professor Ross Andersohhe problem with the use of surveillancecteology is that, if it

is used in ways that do not have public support, it undermines the relationship of trust
between citizens and the police, which has been the basis of policing in Britain for many
years. Sudden revelations like Snowden are extraarilindamaging because they show
that the Government have been up to no good. Even though the Government may come
up with complicated arguments about why bulk equipment interference was all right under
Section5 of ISA and so on, it is not the way to dantfs. There was a hearing in the
Investigatory Powers Tribunal last week on that very issue.

There are other issues. The first is national leadership. If we go down the same route as
China, Russia, Kazakhstan and Turkmenistan, rather than the route esustrch as
America and Germany have gone down, there is a risk that waverers, such as Brazil and
India, will be tempted to follow in our wake. That could lead to a fragmented linternet, with



extraordinarily severe damage for jobs, prosperity, internaticstability and, ultimately,

the capability of GCHQ to do its mission, because if you end up with the linternet being
partitioned into a number of walled gardens, like the Chinese or Iranian ones, they will be
very much less accessible to the intelligengereies.

In addition, if the powers are abused, or seen as capable of being abused, there could be
exceptionally serious damage to British industry. If people overseas come to the conclusion
that, if they buy a security product from a British firm, it niewe a GCH@andated back

door, they will not buy it; they will buy from a German firm instead. This is where the rubber
hits the road when it comes to overreach in demanding surveillance powers.

Professor Sir David Oman@n the other hand, my advice theé Committee would be that

this Bill contains the basis of the gold standard for Europe. This is how you get both security
and privacy in respect of freedom of speech. The interplay of checks and balances and
oversight regimes means that none of what Pasfer Anderson has described needs to
happen. Of course, with a malign Government and agencies that flouted the law it would
be possible to have abuses. | do not believe that either is likely, and certainly the provisions
in the Bill allow this House to nrdain very strict control of the Executive in its use of these
powers.

Professor Ross Andersawith the greatest respect, the reaction of America and Britain to

the Snowden revelations has been somewhat different. In America people have rowed back
in all branches of government. For example, President Obama has, simply by executive
order, commandedhe NSA to minimise the personal information of unaffected foreign
nationals, like us. The legal branch has seen to it that, for example, national security letters,
which used to be secret for ever, are now disclosed after three years, and Congress failed
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branches of government have pushed back and sent a solid signal to the world that America
cares about privacy and the proper regulation of its law enforcement and irget
services. If the reaction from Britain is different, even if powers are not abused, it still sends
a signal to the Brazils, Indias and, may | say it, the Kazakhstans. We do not really want that.

Q80 Bishop of ChesterA sunset clause is the nuclear amti of legislation, but reading the

Bill  am wondering how there is a process of inbuilt review, because the scene is changing so
fast. There is a technical supervisory board bringing together stakeholders and so forth. Should
there be an inbuilt power t@enew the provision? That has been in some previous terrorist
legislation. There has not been a formal sunset clause, but there has been a renewal motion.
That would force Parliament to review what is happening, because for the legislation to
continue thee would have to be a renewal notice.

Professor Sir David Omantt ¥ O2 dzNE S Al A& tINXIAFYSyYyGQa
provision. My experience in the public sector is that it should be done very sparingly,
because it may turn out that at precisely theoment you have to legislate afresh, as with

DRIPA, Parliament may not actually want to legislate afresh. One concern | had was
whether the definitions in the Bill were sufficiently robust to deal with technical change.
Having studied them, | am as cordid as | can be that they avoid hostages to fortune, so
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the technology has moved on, but that will need to be examined by detailed scrutiny.



Q81 Shabana MahmoodMy first question is to Professor Anderson and then his colleagues.
We have two competing narratives of the Bill: one that these are significant new powers and
major changes, and the other that it is just codifying current provisions and bringing them
more obviously and explicitly within the rule of law, as Sir David suggested. Professor
Anderson, what is your view as to which of those narratives is more accurate?

Professor Ross Andersorihe Bill has been marketed as bringing in only one new power,
namelylInternet connection records, but it does many other things as well. For example,
when the Regulation of Investigatory Powers Bill passed through this House and became
an Act, one of the things we lobbied for and secured was the provision that if the agenci
wished to command somebody to decrypt something, or hand over a cryptographic key,
there should be special safeguards. The City of London did not want a rogue
superintendent, perhaps in the pay of a criminal gang, to approach a 24iegassistant
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KFYR 2@0SNJ GKS o0ly1Qa YIFaAGSN) aA3dyAy3a (1Seo
production of a cryptographic key had to be demanded by a Chief Constable in writing and
the letter had to be presented to a main board director of the bank. There are many
provisions like that which appear to be swept away by this new legislation. Parliament must
realise that the arguments are just as strong today as they were then; otherageare

you going to persuade international banks that London is a good place to do business?
Some banks already had issues last time around.

My second comment is that a number of things that were previously done secretly were
made publiconly intherudzLd 2 (GKA& . AffX gKAOK SylofSa
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hearing and the long arguments therein about whether an ISA Section 5 warrant could be
used for bulk iterception or only targeted interception. There are many technical aspects
like that.

Thirdly, although the Internet connection record is ostensibly the new thing in the Bill, it
actually gives very much greater powers than have been advertised; rathar jtish
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two bad people. Show us all the websites they both visited last month, and tell us the
names and addresses of everybody else in the world who visited thelsdfnB NS &4 & S & ¢ @
is an extraordinarily powerful capability. It is the sort of thing that Internet service
companies use to fight spammers, phishermen, click fraudsters and so on. Those of us who
have worked in that field know how powerful it is and tendo® of the view that it should

be classified along with intercept. If we are to have a special higher burden for intercept
warrants, that higher burden should apply also to complex queries that are made on traffic
data.

Shabana MahmoodHave you done angnalysis of powers advertised one way but which, as
you suggest, lead to, say, five extra things? Have you made some sort of qualitative analysis
to back up the examples you are helpfully giving us?

Professor Ross Andersofhe qualitative analysis baalty comes from experience working

at Google on sabbatical four years ago with the click fraud team. Knowing that such
inquiries are extremely powerful, and talking to colleagues at Yahoo and Facebook recently,
there is general concern that, if you allowgple to make complex queries like that, it is up



at the level of a box of fancy tricks; it is not the sort of stuff you want to let an ordinary
policeman do without supervision, because it can be used to do some very bad things.

Professor Sir David Omandhe Bill does not provide for ordinary policemen just to request
that. There is a mechanism for a single point of contact and independent agreement before
data can be acquired. | do not recognise either of the extreme cases Professor Anderson
puts forward but no doubt the Committee will need to investigate that further.

Dr Paul Bernalif | may add something in response to that, there is something missing in
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fundamentdly. The Internet, which was a medium used for communicatiansthe old

style idea of communicationsis now used for almost everything else: shopping, dating,
research and that kind of thing. The same power applied in a different situation gives a
signifcantly higher level of intrusion than we have ever seen before. It is not like listening

to phone calls, reading emails or things like that; it is like following people down the street

while they shop, looking at the books they take out of the library #ndgs like that.

Without even changing the law, you are significantly changing and increasing the level of
intrusion. It has lots of different implications, not just in terms of the balance of privacy and

things like that but all the other rights we norhathink of. Our expectations of privacy

are different from those we had in the past. In a way, it comes down to the idea of how the

law is going to change and how we need to take things into account. We need to take into
account not only developments inS OKy 2 f 2 3@ odzi GKS gl & LIS2LX
relation to that technology; for me, in effect, that is the biggest increase in power. It is not

that there is a new power built into the Bill, but because we use communications so much

more extensivelyt is a much more intrusive thing to do any kind of Internet surveillance.

Professor Sir David Omandhat is why the Bill defines event data, Clause 193, in a
conservative way, not taking modern metadata but imposing on the rather fuzzy reality
some precise definitions, to minimisat cannot be avoided completatythe kind of case

Dr Bernal referred to.nlevitably, if you impose strict definitions on fuzzy reality, you will
occasionally get hard cases. Those will exist in this world. As we know, the difference
between dangerous driving and driving without due care and attention means that
sometimes casesfl on the wrong side of the line, but the old adage that you do not make
law by hard cases still applies. | commend to the Committee the way that the Bill has not
expanded the definitions of communication data in defining event data.

Q82 Shabana MahmoodThat is helpful. You touched briefly in your previous answers on
my final question, which is about futwgroofing the Bill to take account of the pace of
behavioural and technological change. We had evidence from officials from the OSCT. They
were very buish and confident that the changes in relation to Internet connection records in
particular meant that it was sufficiently futugeroofed. Could we have your comments on
that?

Professor Ross Andersdrhave two main comments. The first is from the viewpaif the
long ternt 20 years out. We are simply asking the wrong question. The right question is:
what does the police service look like in a modern technological society? Is it completely
centralised? Does it go like Google? Do Ministers take the viewvathzhap sitting in
Cheltenham can learn more about citizens in Leicester than a bobby on the beat in



Leicester? What sort of society does that become? This is a much broader conversation
than just about who gets access to whose mobile phone location tréoes.

The mediumterm issue, which | think will become acute over a period of five to 10 years,

is that the real problem is a diplomatic one. The real problem is about jurisdiction and how

we get access to information in other countries, specifically AcaeAmerica is where the
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usually they are still controlled by a US company. There are some excepKlonsa, Japan

et cetera but this is largely about how we gatcess to American data.

That means, like it or notand many people are beginning to come to this conclusion

that the real fix for this is a cyb@vidence convention, like the cybercrime convention.
That will involve diplomatic heavy lifting and an agresm perhaps initially between
America and the European Union, with other willing countries joining later as they wish,
that provides a very much faster service for getting at stuff than the current mutual legal
assistance treaties. For that to work, thesee three things we almost certainly have to
have. The first is warrants signed by judges, because that is what America expects. The
second is transparency, which means that if somebody gets wiretapped you eventually tell
themt when they get charged or &t three years or whatever. The third is jurisdiction,
because the real bugbear for companies like Google at the moment is that a family court in
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never been to Idia. How do you simultaneously employ engineers in India and give privacy
assurances to your users in Canada? That is why at present all this stuff gets referred to
lawyers in Mountain View. That is the real problem, and it is time the Government faced
upto it.

The ChairmanProfessor Ryan, do you want to say something regarding an earlier point?

Professor Mark Ryan:want to go back to the question of whether these are new powers

or existing ones. Following what Dr Bernal said, one of the very huge powers that exists in

the Bill is bulk equipment interferentell K & GKS adldS Oly AyaS|
computers on @&ulk scale which means that people who are not guilty of any crime, nor

even suspected of any crime, may have malware put on their computers by intelligence
services to collect vast amounts of data on innocent people in a kind of funnel, so that
eventually criminals can be caught, but the people who are being subjected to that are not
criminal at all. That seems to me to be an extremely dangerous thing in a free society. | do

not think that the kind of oversight proposed in the Bill goes anywhere neagladie to

control that type of activity.

Professor Sir David Omandhe bulk equipment interference warrant can be sought only
by the intelligence agencies in order to acquire intelligence relating to individuals outside
the UK for the purpose of nationaécurity. For the sake of clarity, the Bill already restricts
that.

Q83 Lord StrasburgerSir David, your career was spent in senior positions in the Civil Service
deep inside the security establishment, which probably makes you, of the panel, specially
gualfied to answer my question. It seems that over the past 15 years decisions were made
behind closed doors to introduce several of the most intrusive and least overseen powers in
GKA&a . Aff GAGK2dz0 020KSNAYy3A G2 Zbd&deptableiNI A YS



a democracy to bypass Parliament and introduce lacge and highly controversial }
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Professor Sir David Omantl:.can only hazard an answer, which is that the legal regime
under which previous Governments operated for the past 20 years, since the 1980s, was
what | would describe as legal compliance; in other words, if it could be done lawfully under
existing powers that Parliament had passed, Ministers would authorise such actftety,

due legal advice, regardless of partthis is not a party political matterin the interests

of national security, the prevention and detection of serious crime, and economie well
being arising from causes outside the United Kingdom. That was tiraeeg

It was really when the Investigatory Powers Tribunal took the case and reported that the
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statutes but failed the rule of law test because it was not cleayoas question implies, to

the publia

Lord StrasburgerOr to Parliament.

Professor Sir David Oman@r to Parliament. This Government have taken that to heart,
and the Bill is in part the result. We have moved into a new era and | am personally very
glad of that. A lot of trouble would have been saved if, say, even five years ago the codes
of practica it would not necessarily have taken new legislatiam equipment
interference, investigative powers and so on had all been updated to the modern digital
world. For one reason or another that was not done. The shock of discovering what was
happening, for very good reasorio defend the public and our securitywas all the
greater. | think the lesson has been learnt.

Q84 Victoria Atkins:l have a question for Bfessor Anderson and Dr Bernal. You talked a lot

about privacy and, in particular, the debate in America about privacy. One thing that strikes

me about the whole discussion is that very often we are focusing, if | may say so, on the worst
casescenarioa$2 ¢ KI G (GKS AyuaStftAaSyOS ASNBAOSa I YR
information. What are your views in relation to the computer companies that hold all this data

about us? If we google a dating agency, Google will have that information. What @are yo

views on those bodies, because to me they are very much part of the debate about privacy?

Professor Ross Andersoyies. | tend to take different views of different companies because
of their different internal cultures. Having worked at Google, | uni@derd and to some
extent trust the culture there.

Victoria Atkins:You worked at Google.

Professor Ross AndersoiYees, four years ago on sabbatical, so | understand it. My
colleagues have worked for other companies. Fundamentally, whether you are a spmpa

that tries to be good or a company that is a bit less scrupulous, the underlying fact is that

the modern economy depends on people trusting large service companies with their data,
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it is for everybody to be backing up their own hard drive at home and losing their photos



and everything. That trust has to be maintained. If it is lost, the consequences could be dire
for economic growth and the companies concerned.

People talk about worstase privacy scenarios, but that is how people talk; that is how the
media and politics operatethey operate by stories. The human brain is optimised for
stories; it is how people remember stuff. If you get the perception out theet in the UK
people who offer services have to leave a government back door, or remove the encryption
if ordered, or whatever, it could be extraordinarily damaging for British business.
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position on that, having worked for it?

Professor Ross AndersadRersonally, | do not click on ads. If you want to go to a company
that does not sell data, you can go to Apple or you can go to the trouble of having
everything pivate. For example, | take the view that, if | am sending an email that | do not
mind the FBI reading, | use Gmail; if | am sending an email that | do mind the FBI reading, |
use something else. That is also the conclusion to which | think more and merg us
generally, and young people in particular, are coming to.

Q85 Matt Warman: | have a question for Dr Bernal primarily. As an example of new powers
in this Bill, you said it was like following someone down the street and seeing which shops
they go into. It strikes me that we have long had the power under certain circumstances for
people to be placed under surveillance and followed down the street to see which shops they
might go into. Could you give the Committee an example perhaps when we get back?

The ChairmanOrder. There is a Division in the Commons, so we will adjourrOfamitiutes.
| am sorry about that.

The Committee suspended for a Division in the House of Commons.

Matt Warman: To recap briefly, you cited the example of following a person down the digital
street under authorised surveillance, which strikes me asgitadliupdating of analogue
powers we have already. Could you offer the Committee an example that is not simply a digital
updating of existing analogue powers and is genuinely novel because it is digital?

Dr Paul Bernalit is a very important question, and there are lots of issues related to it.
There are some things that we do in the real world, or the offline world, that we feel
comfortable being observed doing. We have CCTV cameras in the streets, we have them in
shops, and so on. We do not have them in our bedrooms, we do not have them staring at
our diaries all the time and we do not have them monitoring exactly where we walk. We
get the choice: do we want to go to this place where we know there is CCTV, or that plac
where we know there is not CCTV? That is one of the important differences.

The thing about the Internet as it is now, particularly for younger people, is that they do
literally everything on it; there is no aspect of their lives that does not have aneonl
element. If you have a system as is proposed with Internet connection records, for example,
where there is some gathering of their entire browsing habit, not beyond a certairtlevel

| hope we will get on to Internet connection records lateat least youhave knowledge



about what they are doing in every aspect of their lives. When you go to the doctor, you
expect confidentiality from your relationship with the doctor when you discuss your health
issues. If you visit a website to research a particulartheadndition, that may reveal just

as much about you as you would reveal to your doctor fact, many times more than you
might reveal, because people have a sense that they can get more intimacy by doing things
on the Internet than they might even be praped to admit to a doctor.

There is another element. We talked a little about Google and others. Given the way
profiling works for almost all commercial Internet companies, and the way big data analysis
works, you can draw inferences from relatively snaafiounts of browsing data that can
then be used to infer stuff that you would otherwise keep private. An example is your
sexuality. You might not want to reveal your sexuality, but big data can make a probable
analysis of it with a relatively small numbdrpdaces you visit on the Internet.

It goes back to the question about whether we are looking at extreme cases. We are looking
at extreme cases in some ways, but we are also looking at very ordinary cases. What we all
do on the Internet has an impact orettit ratings, insurance premiums and things like that.
They can be based on very basic information that can be gathered about how we behave.

| am sure David will say that safeguards are built into the Bill so that it can be used to do
only certain thingsbut that is not really the whole story for two reasons. One is that data,
wherever they are and in whatever form, are vulnerable in many different ways. The
example that comes most readily to mind, because it is so recent, is TalkTalk having been
hacked, ad holding exactly the kinds of records that we are talking about. That information

is ideal for ID theft, credit card fraud, scamming and things like that.

If we gather those Internet connection records, we are basically creating a very targeted
databaseg KA OK al&a 2y (KS FTNRBydxz allO1 YS= LXS
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Government are going to do. Like David, | trust to a great extent our security services and
police, but we are creating something that can be misused by other people, not just by
them. There are many ways in which that can happen.

Q86 Suella Fernandesn terms of legality, the issuing of warrants is subject to the test of it
being necessary and gportionate. In light of that, what is your view on its compatibility with
proportionality as required under the ECHR?

Professor Sir David Oman&roportionality and necessity are in the Bill. They are written

in, as they are in the current legislaton. DS Ny | £ Q& SEI YLX S48 6SNB @S
digital mass surveillance is a thoroughly bad idea. Thankfully, it does not happen now, and
under the provisions of this Bill it could not happen in the future either. The question that

| suggest the Committeeeally needs to address is how proportionality is assessed
precisely your questionnot just in relation to the granting of a warrant but the whole
process through which the selection of material for examination by human beitings
analysts takes place. Thé&PT, the independent court, has examined this; senior judges
who oversee interception have examined it, and they are satisfied that the current
procedures are consistent with the Human Rights Act, Article 8 and thus respect privacy.
Equally, there is noeason why the provisions cannot be applied in practice in ways that
remain consistent.



The decision on proportionality and necessity rests with the person signing the warrant.
The Home Secretary has made her view clear in the Bill. | am disappointet¢tdgcded

that she had to sign police warrants and that they would not go direct just to the senior
judge for approval, which was our recommendation in the independent review
commissioned by the former Deputy Prime Minister, and that would be more censist
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Secretary, as appropriate, should sign the warrants relating to national security and the
work of the national intelligence agencies, for which they are statutoesponsible to this
House. The police service is in a different constitutional position, and | would have thought
that purely police matters could go straight to the judge. It is no harm that the Home
Secretary signs as well; it is just additional work.

Dr Paul BernalCan | go back to the question of proportionality? One of the key things is
not just about the warrant to access the information. One of the key elements of
proportionality is the gathering and holding of the information itself. The CJEU has
consistently even more so recenttyheld that the holding and gathering of the data
engages Atrticle 8, and that indiscriminate generalised holding and gathering of data is
contrary to fundamental rights. That was held in Digital Rights Ireland; in therBglugse

it was part of the key reason why the safe harbour decision was invalidated. This is not
because they have some perverse view that does not match with reality but that the
European Court has started to understand the impact of holding all thimpatsglata. It is

not just the warrants to a degree, | agree with David about the warranting process; it is
the gathering of the data that | disagree with, particularly the way Internet connection
records are set out. All this data seems to me to be gatthenme the assumption that that

is all okay and it is just the accessing we need to deal with. | cannot see how this law would
survive a challenge in the CJEU on that basis.

Professor Sir David Omantyvery strongly disagree. | am not a lawyer, but it segery

clear to me that the Schrems and the Digital Rights Ireland judgments do not bear on the
point that has just been made. Those judgments did not consider the question of
proportionality of collection and selection, which is not indiscriminate cotbectf data
willy-nilly. You might want to take advice on that.

Professor Mark Ryan:want to comment on the bulk provisions of the Bill, because they
allow for the collection and automatic processing of data about people who are not
suspected of any crimd& herefore, | do not think it is correct to say that this is not a recipe
for mass surveillance. It is the processing of data about everybody, and in my opinion that
is mass surveillance.

Professor Sir David OmanBut it is not processing data about eybody.

Q87 Baroness BrowningWe have covered quite a bit of my question about definitions.
Clearly, we have differing views on the panel. Sir David, in your evidence to the Science and
Technology Committee | believe you suggested that somehow you would getva perfect
definition, and in the absence of that a pragmatic approach should be taken. Do you want to
identify the balance between being safe and being practical?

Professor Sir David Omandihe starting point has to be the value of communication data
both to the police and to the intelligence agencies. The police evidence is very clear. It has

(@]



huge importance in ordinary crime as well as in countering terrorism and cybercrime. From
that starting point, we have to have an authorisation process that cgpe with the
number of requests, which is over 500,000 a year, so talking about requiring warrants to
be signed by Secretaries of State or senior judges is not appropriate. The justification for
that was that it is less intrusive to look at communicatitaiia than to look at content, and

that principle is reflected in the Bill.

The point | was making to the Science and Technology Committee is that there will be some
hard cases, and Professor Anderson gave some examples of precisely that. If you move the
cursor too far over to be so restrictive, you create a real problem about the authorisation
of data communication requests. If you move it too far the other way, you get the equal
and opposite problem of not sufficient authority being applied. The cursmoi® or less

in the right position, because it has taken the RIPA 2000 definition of who called whom,
where and what, and transferred it to the computerised age of which device contacted
which server up to the first slash of the address, but there willhbed cases. | was
suggesting to the Committee that you have to be pragmatic and ask whether the overall
public interest in the authorities and police having this information, which is vital for
upholding the law and bringing people to justice, balances thct that you may
occasionally have a hard case. In my view it certainly does.

Baroness Brownindf we get the definition right and if we get the clarity that the panel seems
to feel is lacking at the moment, do you think that will serve us for nawyith we have to
keep revisiting this?

Professor Sir David Omanéfor the sake of clarity, | think the definitions are clear; it is
reality that is fuzzy. The parliamentary draftsman has done a very good job trying to clarify
this. I am not sure you canake it any clearer.

Baroness BrowningThat is very clear. Thank you.

Dr Paul BernalThis is a really important element. Sir David said that communications data
was less intrusive than content. | do not think that is true. They are differently intrusive.
There are several reasons communications data can be more intrusive. One isshat it i

its very nature more suitable for analysis and aggregation. You can do more processes to it
than you can to content. That means that it is subjected to what we loosely called big data
analysis. It is also less hard to disguise in some ways. You lkasbtaut a coded, not
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it could mean a million different things depending on the context. You cannot do that so
easily with communications data. That means that somesmyou can get more
information out of communications data than you can from content. | do not think you
should be under any illusions that somehow it is okay to have as much communications
data gathered as possible but not okay to get content. They dferelnt things. For
individuals, sometimes content matters more; en masse, communications data matters
more.

The Chairman:Before you came in we were discussing the differences between
communications data and content, but the drafters of the Bill and @®vernment who
alLl2yaz2NBR Ald aSSYSR (2 AYRAOFGS GKFG G§KSNB



privacy with regard to what is written by them and to them, as opposed to the hows, the
wheres and the whens, but you are contesting that.

Dr PaulBernal:| am contesting that. | would say that it can be worse. You have at least
some control over what you write, whereas for communications data largely you have very
little control over it at all. It is a different sort of intrusion.

Q88 Baroness BrowningErom the point of view of the speed at which things change, could
you indicate whether you think that even if we had an imperfect definition, in your terms, we
are going to have to keep coming back to legislation more quickly to update it? Is that a
danger?

Dr Paul BernalFrankly, yes.

Baroness BrowningDo you think we will keep coming back to this?

Dr Paul Bernall think you will be coming back to this and you should be, because things
change in so many different ways. This is not the sort ottetvyou can set down and say

it will last for 15 or 20 years without amendment, because the technology is moving too
FILAGT LIS2L) SQ&a o0SKI@A2dzNJ Aa OKIFy3IAy3ad (22 7Tl

Baroness Browninga @ L ONRARYy3I &2dz 6F 01 G2 {AN P$ OARQaA
something that we should compromise with pragmatism.

Dr Paul BernalYou should, but you should compromise it by adding extra oversight rather

than by accepting a loose definition, by making sure you can monitor what the intelligence

and security serges and the police are doing so that pattern of behaviour matches the
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how powers have grown without parliamentary approval. It is very easy and we have seen

it historically again and again. People have not been watching what is going on and you

need to continue to monitor things. | am not yet convinced that the oversight arrangements

here are strong enough to do that. The idea of, if not a sunset clause, dingvidause of

some kind might be worthwhile, and also monitoring the monitors: how are the oversight
arrangements working?

Q89 Stuart C McDonaldTurning to communication service providers and the requirement
that could be placed onthemto storeupto 12y 1 Ka Q ¢g2NI K 2F 02YYdzy A
Internet connection records, how feasible is it for providers to do that?

Professor Ross Andersol:could be extraordinarily difficult and expensive if they are to

do what they are advertised to do. We are told thaternet connection records will enable

the agencies and police to get past what is called cagiade NAT, which is a technique
whereby the IP address of your mobile phone might be shared with 1,000 other mobile
phones, the idea being that, if someodees a bad thing online on Monday, you ask O2

and they say that it could be any one of 1,000 phone numbers, and, if the person does
another bad thing on Wednesday, you have another list of 1,000 phone numbers and you
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well, first because you will find hundreds of common numbers on the list; and, secondly, if

you want to relate that to things people have done on other service providers, you have to



relate it to an ID orGoogle, a handle on Twitter or a logon for Facebook. For that, you
would have to require the communication service providers to store very much more data
than they do at present. You would have to get them to store precise time stamps,
addresses and so fitr, which they will not do.

ICRs will not work as advertised. What they will do is create an extraordinary capability
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you want that capability, which appears to be what is intended, you end up requiring lots

of people to store lots of stuff. There is, first, the issue of cost if you are to remunerate
communication service providerin Britain; and, secondly, there is the likelihood that

service providers overseas will refuse outright because it would be too much effort and
energy to redevelop their systems, and Britain is only 4% of the market anyway.

Dr Paul BernalThe Danes arthe people who have got closest to doing this, and | would
recommend, if you can, to get one of the witnesses from the Danish abandoned attempt.
They ran it for nearly seven years and got almost no useful information out of it, but there
was a huge cost,ven though they were warned beforehand by the ISPs, as | believe they
will be here, that this is not a practical proposition and is not likely to be an effective one.

Professor Sir David Omandhe Committee will discover, if they do that researdthope

they willt that the model the Danes chose is not the model | strongly suspect the Home
Office would choose. The Danes themselves are revisiting it at this very minute because
they may find posParis that it is necessary to go back and look at it.

Q90 Matt Warman: | want to talk a little about encryption or decryption. Do you think it is
reasonable for Government even to ask communications providers to provide unencrypted
material for something that is currently encrypted?

Professor Ross Andersonhere is a paer in Section 3 of the RIP Act which allows them

to do that. As | remarked earlier, Parliament saw fit to hedge it with very stringent
safeguards. Nowadays, it would be much more difficult, because many service providers
encrypt stuff by default. They d&o not out of any particular malice towards agencies but

simply to stop other people stealing their ads and customers. It has just become the
commercial default; it is what everybody expects. With messaging services, everybody
increasingly expects stuff te encrypted end to end. The Government of Kazakhstan have
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machine from 1 January. | predict that if you have an iPhone in Kazakhstan you will suddenly

find that noneof the services works. That will be worth watching.

Matt Warman: Sir David, do you have any thoughts on whether we are likely to get anything
meaningful out of demanding unencrypted data from people who currently encrypt it

anyway?

Professor Sir Davi@mand:Of course, you will be distinguishing between content data and
communications data, which clearly has to be delivered in a form in which the authorities
can use it. If we are looking at content data, as far as | can see there is nodmck
encrypion provision in the Bill. The Government have said that they are not seeking it. |
know the agencies are not seeking it, so as-tndnd encryption spreads it will get harder



and harder for the authorities to be able to access unencrypted content, emethéir
highest priority suspects. That is a fact of life.

Does that mean that the authorities should have no power to seek such information, and

to do their best in cases where it might be available? That is the approach | would commend

to the CommitteeL 0 A a | LI2GgSNI G2 &aSS1z odzi L R2 y2
insist that all encryption can be bypassed, nor would it be a very sensible thing to ask for in
terms of the national economy and the need for the Internet to be secure. Thereewill b
specific cases where it will make sense and information could be made available, and the

Bill should provide for that.

Matt Warman: To be clear, in general you do not see the Bill as providing the back door that
people have spoken about.

ProfessorSir David OmandNo, | do not.
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is one of the reasons why some of them are distinctly disturbed by news of the Bill. One

other thing that we need to be very clear abouProfessor Anderson has already referred

to itt is that we do not want to put British companies at a disadvantage, because they are

more likely to be subject to the force of British law than a company in California or Korea.

If we put the power in place tollaw them to do it, they are disadvantaged, and that is not

good for anybody.

Matt Warman: Which only emphasises the need for clarity, does it not?
Dr Paul BernalClarity is what is needed.

Q91 Matt Warman:To move on to equipment interference, what does the panel understand
that to be?

Professor Ross Andersoihis basically hacking or the installation of malware, or what the

NSA calls implants and what we call remote administration tools in a machiizen la bad
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microphone or room bug, or look at me through the camera, collect mytitotistory

and all the rest of it. What is more, as we get digital stuff in more and more devices they
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or your electricity meter. It is open season on the Internetharigs. It goes without saying

that the controls around that need to be very carefully drawn; otherwise, it undermines

trust. If UK producers of stuff can have their arms twisted to provide a capability to put
implants into stuff, why should people buystfrom Britain?

Professor Sir David Omanti:agree with the point Professor Anderson makes about the
need for careful oversight of this, but the power already exists; it is already in use under
existing statutes, including the 1994 Act. It is of inesbieavalue to the intelligence
agencies, particularly on national security addressed to targets overseas where there are
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of technique. There is nothing very new about it.

Dr Paul BernalThere is nothing new about it, but there is something new about our
behaviour and the technology we all use. Twenty years ago | was not using anything that
was encrypted at all; now half the stuff | have on my phone is encrypted by dedaualt
another batch is encrypted by choice by me, so for normal people this now becomes
relevant when it was not relevant before.

Professor Ross Andersowhat is new is that we found out about it thanks to Edward
Snowden, and GCHQ admitted that it wasngpit just in the last month or two, thanks to

the case currently before the Investigatory Powers Tribunal. People are beginning to get
worried about it, and with due cause.

Q92 Lord StrasburgerGentlemen, can you help me out with bulk personal datasets? Th

Bill and the Explanatory Notes are very vague about that. The ISC report was rather vague

about itt it was hugely redacted. The Home Office will not tell the Committee the identity of
the databases it is scooping up, so it is very difficult for this Ctteento assess the
proportionality, risks and intrusiveness of the collection of bulk personal datasets. Does
anybody know what they contain? Do they contain medical records? Do they contain bank
records? What do they contain?

Professor Ross Andersofor starters, we know that the police have access to things like

credit reference and DVLA records. That is public knowledge. Secondly, they have access to

medical stuff. They have had that since 1996. At the time, | happened to be advising the
BMA on safety md privacy and that sort of thing came through. Thirdly, in any case,

hospital medical records were sold on a wide scale in the care.data scandal last year, and

it would have been rather negligent if GCHQ had not grabbed a copy on its way past.
Fourthly, t is well known that some kinds of bank records, in particular all international
financial transactions, are harvested on their way through the SWIFT system.

Professor Sir David Omandot true.

Professor Ross Andersonhis has been a matter of enormousntention in the EU and
elsewhere. It is only to be expected. If | were, for example, an investigator for the FCA, |

F
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Professor Sir David Oman@hairman, it is important not to allow fantasy to intrude at this
point. The central bank governors responsible for the SWIFT system agreed that that
system could be searched for specific transactions of known criminals and terrorists. That
is public knowledge. All SWIFT data is not scooped up.

Lord StrasburgerPerhapsve could impress on the Home Office the need for the identity of
these databases to be revealed.

The ChairmanThat is something that we would have to do in private session, but | take the
point that there is a serious difference of view between thénesses on what is a hugely
important subject.



Q93 Dr Andrew Murrisoni1 am going to be fairly brief, because | think we have covered quite
a lot of this already. | refer to the international dimension. We sit here thinking we can make
various laws and redations, but we are talking about a global industry. Referring to some of
your previous comments, could you reiterate the likely reaction of the international
community to the Bill, in particular the feasibility of gathering ICRs, given that it is emtirely
the gift of companies whose headquarters are not in the UK?

Professor Sir David OmandVe took evidence on this as part of the independent
surveillance and privacy review run by RUSI and we got a variety of answers from
international and British compaes. Some of the companies said that as a matter of
corporate social responsibility they wanted to be in a position to provide this kind of
information for the purpose of preventing serious crime and terrorism, but they felt
extremely nervous about doing without a firm legal basis on which warrants or
authorisations would be made. Other companies said that as a matter of company policy
they did not believe their data should be made available to any state or law enforcement
authority. You have a variety wiews. The provisions of the Bill, which include the provision
that the Home Secretary can make judgments about what it is reasonable to expect, will
be partially successful; but they will not be completely successful, because some companies
will simplyrefuse, and | cannot see the British Government attempting to launch civil
actions against major players.

Dr Andrew MurrisonPresumably that means that the disinclined would note those who were
complying and those who were not and go for those who wese

Professor Sir David Omandhe intention is not to make public the companies that comply
and those that do not.

Professor Ross Andersowe all know the companies that will comply. They are the ones

that get large amounts of their revenue from Governments, or that rely on Governments

for capture regulators companies such as IBM, BT and those set up several generations

ago. Companies thatdve been set up in the past 20 years think differently because they

have a different culture the Silicon Valley culture. Their money comes either from their

users directly or from advertisimgfrom their users buying stuff or being advertised to

and they t&e a completely different view. It is not much good getting BT on board if all BT
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starts, so it is the view of the big American service companies that matters mamentost.

They are going to drag their heels.

There is the issue of foreign Governments. There is also the issue of what happens to small
start-ups in the UK, which is absolutely crucial. For example, about five years ago one of my
postdocs set up a sedty start-up. Because of the antwisting that the agencies have
always indulged in, he decided to set up a coding shop in Brno in the Czech Republic. More
and more people will be doing that, simply as a matter of default. You cannot run a tech
start-up novadays unless you have a marketing operation in North America, because that
is where you make your first sale and most of your initial sales. If we create a regulatory
regime where it is only common sense for people to put their coding shop, their



engineemg, in North America, Seoul, Mumbai or wherever, the cost to us directly or
indirectly down the stream of time will be huge.

Dr Paul BernalWe have to be aware of where things are moving. There may be a number

that are ceoperating willingly now, but thawill shrink. More and more companies are
fA1Ste G2 aresxs ab2z ¢S IINB y2G 3I2Ay3 G2 3A
successful ones. You make yourself a hostage to fortune by assuming that this will end up
functioning.

The ChairmanThank you very much indeed. | thought the whole session was absolutely
riveting. You have given us an enormous amount to think about. Obviously, you have very
different and varying views on the issues before us, but you highlighted issues that very
much reed highlighting. | know that members of the Committee are grateful to all four of
you for giving us your very robust and significant views on this important Bill. If you would
like to add any written evidence to supplement what you have said, we woulddre than
happyt indeed delighted to receive it. Thank you very much indeed.
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Witness Renate SamsanChief Executive, Big Brother Watghye evidence.

Q127 The ChairmanA very good afternoon to yauor evening, now. | am sorry that we are

a little later there was a vote in the Commons earlier. You are very welcome. | will make tw

points before | ask the first couple of questions. My colleagues will come in after that. Each of

you has given your response to the Bill very publicly over the last number of weeks. The
Committee has all the statements that you have made. In additiboparse, | am sure that

you will give us written evidence. This is a very big Bill. It is very lengthy and very technical.

Has subsequent analysis of the draft Bill led any of you to alter any of your positions from
those that were taken in your initiabrd LJI2yaS G2 GKS . Aff Q& Lzt AOl

Shami Chakrabartil would simply say that | am possibly more alarmed by the Bill than |
was at first glance. The Committee will appreciate that it is a long Bill.

The ChairmanVery long.

Shami Chakrabartilt is verycomplex. Like all legislation, it requires an understanding of
what its clauses actually provide, as opposed to how its clauses have bebngdea or

spun in the press. It also requires a level of understanding of the relevant technology. Those
two things have to come together. My own organisation is a human rights organisation
with, traditionally, considerable expertise in legislation, but recent weeks have given us the
opportunity to work with partner organisations that have a considerable level pértise

in the technical sphere. That experience makes me more alarmed now about the personal
and cybersecurity implications of the provisions, however laudable andmedhing they

may be in their motivation.

The Chairmanbo your colleagues share that view? Are you more alarmed now, as the weeks
go by?

Renate Samsaninitially | was very clear that there was a lot to read. | have now read
through it. The implication was that there was a lot of transparency. At firgeingd that

that was the case, but, as you read more and more, you find that there are a lot of vague
terms in the Bill that require a lot of heagtratching to try to understand exactly what may

be meant. Trying to engage the public in understanding what Bill says and what its



implications for them will be has been a challenge. There probably need to be many more
readings of the Bill before you can get to the bottom of even a tip of what might have been
meant.

Caroline Wilson Palow agree. We did ando welcome the opportunity to engage in this
process. As we have started to get into the Bill, which is long and complex, we have started
to notice a few things. For instance, Part 6 is about bulk powers, but when you look into
some of the other particuldy targeted provisions, you start to see that aspects of those
look quite a lot like bulk powers in and of themselves. The service provider provisions that
are sprinkled throughout the Bill put a lot of obligations on service providers, which | know
you have often heard about, and which seem like they could undermine both security and
trust. Those were not things that were necessarily apparent when we first took a look at
the Bill. Another particular provision that concerns us a bit is Clause 188, on adation
security notices, and how that will play out in conjunction with the other provisions of the
Bill.

Jim Killock We have been particularly alarmed by the reintroduction of thealted filter,

which complements the collection of very widely defined tntt connection records. The

filter seems to us to be essentially a federated database and search system, very much like
LINS@A2dza AYOFNYylIGA2ya 2F GKS [/ 2YYdzyAOF GAz2y
intercept modernisation programme. It has been pospd a number of times and stopped
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sense, that deserves an entire debate on its own, as does the recent admission of collection

and use of bulk datasets.

What is abulk dataset? Which of them have been accessed and grabbed by GCHQ so far?

To whom might that apply? Just about every business in the country operates a database

with personal information in it. It could be Tesco Clubcard information. It could be
Experia@a RIFGF Fo2dzi LIS2L) SQa FAYFYOALFf (NI yal
certainly be any government database that you care to mention. From that perspective, it

is hard to see where surveillance ends as a result of bulk datasets. Traditiovelhave

thought of surveillance as being about communications data and as being targeted. In this

Bill, we have various measures for blanket colleatidulk collection, as it is referred to

and we extend that to any private or public institution that Ip@ms to have data. From

that perspective, it is pretty worrying. It is hard to see the start and end of it.

One good thing that we did not necessarily expect is that there is a thorough or, at least, a
large document spelling out the apparent operationase for Internet connection records.

The fact that that has been produced is a welcome step. A very important thing to do when
asking for a new power is to produce documentation explaining why it might be needed.
That said, it again requires examination imown behalf, as do the GCHQ powers. They
need an operational case. Parliament has not debated why GCHQ has those powers; it has
merely been presented as something that is happening and that we should now legitimise.
In the USA, those kinds of powers nwe=xamined bulk data collection and use under
Section 215 of the Patriot Act. An operational case was made and was reviewed by bodies
GKFG 6SNB (GUNMzAGSR o0& (KS t NSaARSBHePritagyR 068
and Civil Liberties Oversight Bdand the NSA review board. Both came back and said that
there was no operational case for the bulk collection and use of data; nothing the NSA had
done showed that that data had prevented anything significant. That kind of review needs



to happen here. Téfact that it has happened in the USA and they have come up with the
conclusion that these programmes need rolling back ought to be something that you
consider carefully. Parliament really needs to examine those operational cases.

Q128 The Chairmant thinkthat | have got the message. | am assuming that you do not think
that the Bill strikes the right balance between security and privacy. Without going intodetalil
my colleagues will ask questions on different parts of the legislatmther than dumping it
altogether, do you think that it could be improved?

Shami Chakrabartilt could certainly be improved. One thing we would all agree on, and
would agree with the Government on, is that there needed to be a new Bill, in the light of
aNJ { Y28 RSY Qa evelMidhs. $VKdiher|yduyc@hsiddd him a hero or a traitor,
there is no doubt that he revealed practices and capabilities where we, the people of great
democracies on both sides of the Atlantic and all over the wotldvould include
parliamentarians in thadlefinition of the people had little or no idea of the sheer scale of
mass surveillance that was being conducted against populations. There is a debate to be
had, of course, about how much of that should or should not happen, on what basis and
with what saéguards, but in the light of that there had to be new legislation, because
whatever was happening was happening, at best, on very creative interpretations of
outmoded laws. Some of us would suggest that it was happening outside the law and
without sufficient parliamentary scrutiny, public discourse and legal authority.

We certainly agree that there must be a new Bill; there must be something like this Bill. My
fundamental objection is that too much of it is about sanctioning mass surveillance of entire
populations and departing from traditional democratic norms of targeted, suspibased
surveillance, for limited purposes. There are insufficient safeguards against abuse. For
example, there is the argument that | know you have had extensively about thefrtiie
judiciary. Our position is clear. This is not a system of judicial warrantry. This is Secretary of
State warrantry, save in one of the most chilling provisions of the Bill, which is about
hacking and the new concept in public understanding of whatauthorities propose to

do. We think that is one of the gravest powers, because potentially it leavestéomg
damage to systems, individuals, devices and security, after a perhaps justifiable
investigation. That has the lowest safeguard of all, beeaunscertain circumstances it
involves not even the Secretary of State but, for example, a chief constable. There is too
much surveillance, there are too many people, it is not to a tight enough threshold or a
high enough standard and there is insufficianthorisation by the independent judiciary.

Caroline Wilson PalowFollowing on from that and your introduction to the question,
security and privacy are not necessarily mutually exclusive. The hacking provision, in
particular, shows that there is a loff potential to undermine security by allowing that
power, including the fact that the use of malwaréhe type of software that allows access

to computers through hackingis not necessarily well controlled. It is like breaking a lock
on a door and leavindne lock broken, so that other people can potentially get in and access
the same device or equipment that was targeted in the first place. That is an example,
within equipment interference, of some of the security problems. There are also greater,
overarchng concerns about undermining things like encryption standards and whether or
not that would be permissible, both under the hacking provision and under some of the
provisions, like Clause 189, which say specifically that the removal of electronic pnotectio
could be required of service providers that are subject to compliance with warrants and



authorisations under the Bill. Finally, data retention in and of itself has certain security
concerns. Of course, as we have recently seen with TalkTalk here othevéffice of
Personnel Management in the US, there are breaches. When you are mandating companies
or even Governments to keep more information, it makes the breach even worse when it
happens.

Renate Samsan support the points that have been made aboahcerns with regard to
safeguards. Caroline made the point that privacy and security are two sides of the same
coin. We also have to look at the idea of protection. Part of this Bill is about protecting the
public, yet, as has been pointed out, there atber elements that will potentially make

the public vulnerable, whether that is through equipment interference or through
weakening of encryption, for example. We have to step back and have a think about what
protections the public require with regard tdvé¢ proposals in the Bill. The idea of full
independent judicial authorisation is something that | know you have been discussing at
length. | would support the view that it needs to be explored in a lot of detail. We are on
the cusp of being complete digltaitizens. We do not have a choice any longer about our
engagement online. Proposals that suggest that online engagement can be surveilled at
any time, potentially, and retained for a number of months are a worry to us all. It is not
the case that the Bilshould be scrapped, but there are certainly areas that need to be
strengthened greatly.

Suella Fernande®n the flipside of those comments, do you equally accept that the scale and
nature of the threat that we currently face is unprecedented and sever

Shami Chakrabartil do not doubt that the world faces enormous threats from crime,
terrorism and so on. | do not think that any of us doubts that. The question is how best to
counter those threats. | will repeat the previous remarks, which are reajhprtant. It is

not about a tradeoff between privacy and security. A lot of what we are concerned about
is actually security. What is national security if not the personal and, increasingly, the
personal cybersecurity in relation to where | mmwhether sonebody is in my house,
engaging online, and whether | am away and, therefore, open to an attack or a burglary?
My financial records and so on are part of my personal security and cybersecurity. National
security is to some extent the combined personal agbersecurity of millions of people.

We think that up to 50 billion emails are intercepted every day by UK authorities. There are
only 7 billion people in the world, and only 3 billion of them currently have access to this
kind of technology. To me, that itself is a threat to personal securityiot because the
authorities are malign, but because when you collect data and create vulnerabilities, that
data can be attacked by negpvernmental sources and the vulnerabilities that have been
created can be atteked similarly.

Suella FernandesOn the vulnerabilities you talk about, you point out the scale of, for
example, communications data and equipment interference and interception, but those
powers have been absolutely essential and critical to successfwlictions for largescale

child sexual exploitation, human trafficking and serious and organised fraud and crime. Those
are powers that are currently exercisable by our law enforcement services. The Bill represents
a drawing together and consolidation existing powers.



Jim Killock We are talking about several different things here. There are policing powers,
there are data retention powers and there is extension of those for the police in the ICRs
and the filter, so you have that body. Then you hawe ¢ther area around GCHQvhat it

does and how it gathers information. You have to look at both of those quite separately.

You are really asking about the operational case. As | said, my problem with the operational
case is that it has not been presentedanybody for GCHQ. When the equivalent was done

in the USA, the President of the USA and its democratic institutions decided that there was
not really a case for a lot of it and decided to roll it back, because it was essentially
purposeless. Here we hawm operational case for the police with regard to ICRs, but we
do not have the mechanisms, because we do not have a civil liberties board in the UK. It
has not been constituted, despite potentially being put into law. That has not been
examined.

On data etention in general, we have had a ratcheting back of data retention in a lot of
Europe. These apparently essential tools have not been operational for a long time in
Germany, the Czech Republic, Slovakia and a number of other places. There are about six
or seven countries where these sorts of programmes have essentially been cancelled.
There has not been a concomitant outcry from the police that they are no longer able to
solve crimes and that there is spiralling dysfunction in the police. That has natedc
Something to bear in mind is that there are often several routes to solving crimes. Data,
through data retention or collection, is only one. That data probably resides on laptops and
mobile phones. It will reside at service providers. That is tgliimly about the data side of

it; there will be other kinds of factors in the equation. It would be interesting to hear from
Caroline about data preservation and the standards elsewhere.

Caroline Wilson PalowThe US, for instance, does not have a datarrgbn provision, yet

it is still able to solve crimes. In fact, it uses mechanisms like data preservation orders,
which are much more targeted, are not across the board and can be quite effective. You
also have instances, which have been mentioned, otqdalike Germany, the Czech
Republic and other countries in Europe where data retention is either much more
circumscribed or nomxistent. Again, we have not seen a collapse due to the fact that it is
not there.

To pick up another point you asked abouthe existing powers, particularly in the context

of equipment interference it is true that it was revealed earlier this year that the
intelligence services were engaging in hacking and, when this Bill was introduced, that law
enforcement, too, was engaged racking. Until that point, that had not been revealed
publicly. The reliance on the Intelligence Services Act and the Police Act, which are
incredibly broad powers, to say that that was already in statute is inappropriate, because
they are so broad. Themgas no indication that it was actually happening. Since those Acts
are from 1994 and 1997, if there was an indication in the Acts that hacking was possible,
why was there concern not to reveal it sooner? Why was the position of the Government
until earlierthis year neither to confirm nor to deny that those powers were being used?
While they may have been in use, they have not actually been in law up to this point. That
is why we talk about them as new powers in this Bill.

Shami Chakrabartil have one futter small point on comparative practice around the
world and the importance of law enforcement. There is still no provision for intercept



evidence to be admissible in criminal proceedings. There has been and is to be all this

interception, for laudable cminal justice purposaspublic protection and law
enforcement but there is still not the provision, for which some of us have asked for many
years, for interception, when it is proportionately and lawfully gained, to be used in criminal
prosecutions, as e case all over the democratic world and among our allies.

The ChairmanThank you. | move to Dr Murrison.

Q129 Dr Andrew Murrison:l am getting the sense that you are not convinced that the
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much store has been put by those who have been involved in bringing the Bill to the position
it is currently at, is really much cop. However, | believe that it is likely to remain a feature.

Given that it is likely, what do you ttkrcould be done to improve the double lock? Would you

see virtue, for example, in distinguishing national security from serious crime, having the
double lock apply to national security and having judicial authorisation only for serious crime?

Would you seevirtue in, for example, a different means of appointing the information
commissioners who will be involved in this process?

Shami ChakrabartiSome of my colleagues are the great technologists and experts. | am
just a humble lawyer in recoveryor inremissiort so | find it easier to make the analogy
with the real world when | am dealing with the virtual one. We are digital citizens, but we
are still people and citizens. If | want to search your house or your office for laudable
reasons, | go to a magiate for a warrant. | can understand the argument coming from the
Government that when we are doing this national security stuff and, perhaps, spying on
foreign Governments, we cannot just go to any old magistrate. There has to be a double

085
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communications. That is such a political decision that there ought to be some Executive
involvement. The double lock is simple: have a provision across the board for judicial
warrantry, butas an internal administrative matter, make sure that those warrants are not
sought by the authorities unless they have been to the Home Secretary first. In the non
crime cases the international relations/national security cagess a matter of good
publicadministration, go to a Secretary of State first, but always have theoffda protect
LIS2 L SQ&d NAIKGA YR FNBSR2Ya>X gKSHIKSWI Ay
by a judge, as you would for your home, your flat or your office. Againjshae practice
across the democratic world.

Renate Samsan second that. A large part of what we find ourselves doing when it comes
to the digital world is incomprehensible to most of us, because it is invisible, yet we all
understand what happens whesomebody knocks at our door and asks to have a look
around because they suspect us of something, and that element of being suspected of
something is important. The real world understands a judge signing off on something. The
general public have confidendbkat there is independence to it. While we may currently
have a benign Government, we do not know what the future holds. This piece of legislation
should hold up for many years. We do not know what the future will bring, so
independence is hugely importanthat will also mean how the judges are appointed. To
feel genuinely that surveillance conducted upon us is being assessed independently and
with no interference from anywhere else will reassure the general public that, should the

G



rest of the provisionsni the Bill become law, they will be secure and thoroughly thought
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The Chairmanilt is said that a Secretary of State is ultimately accountable to Parliament for
his or her actions, whereasjadge is not. What is your view on that?

Renate SamsanYou took evidence at the beginning of this week from Mr Paterson and
Lord Blunkett. | think that they answered that question for you, in that neither of them has
ever stood up in Parliament and tatkabout a warrant they have been involved in signing
off.

Jim Killocklt is also worth reminding ourselves how we got here, in a sense. The Regulation
of Investigatory Powers Act had powers for the collection of material from persons
overseas. The meanirgf that warrantry system was extended through practice to mean
every communication passing between the UK and the USA. That is how the Tempora
system of bulk collection was createdhrough those warrants, which were politically
authorised. There was a ptital decision, alone, to extend the meaning of those RIPA
warrants, which meant that essentially Parliament was cut out of the decision, right or
wrong, to engage in the programmes of bulk collection of data that we are now authorising
in this Bill. It eems to me that if one is to restrain the Executive from creative
interpretations of the statutes, as Shami said, you need that judicial authorisation. They
aK2dzZ R 0SS &adleéAy3ds daAyAadSNE L R2 y20 GKAY
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Caroline Wison Palow In conjunction with that point, it means that the judicial
commissioners need the full ability to assess the warrants when they come to them. It
should not be just a judicial review standard. They need to assess fully the substance of the
warrant and, among other things, whether there are other less obtrusive means by which
this information could be obtained. That is an easy edit to the Bill. Every time the judicial
review provisions appearit is at subsection (2) of most of those clausg®u ust delete

it. You take it out.

Suella FernandesAre you saying that the double lock and the judicial involvement strike the
right balance in having judicial review as an element of the decisiaking process, or are
you saying that it should not be ¢he?

Shami Chakrabarti Judicial review does not help at all in this context. When you are
deciding whether it is proportionate to issue a warrant for intrusive surveillance of an
individual, let alone of a whole group of people, that is a judgment madhe evidence.

A judicial review test only secorgliesses the Secretary of State, in very limited
circumstances. Did they make a bonkers decision that no reasonable Secretary of State
could take? That is not judicial warrantry. In the statute there shbwlé onestage test:

the judge signs the warrant. However, because people are concerned about cases of
interception on foreign powers, for example, which is classically a matter for the Executive
rather than for independent judges, police officers or wdar, interception and so on of
foreign statesmen and powers should go to the Home Secretary first, as a matter of good



public administration. You would not even need that in the statute, or you could put it in
the statute for that category of case.

RenateSamson Your question is interesting. | have listened to a number of the sessions of
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judicial review means. There is lack of clarity.

Suella Fernandeshat is exactly what | was going to raise in my question. You will agree that,
with judicial review, the judge would have access to the same information as the Secretary of
Stae or the Minister.

Shami Chakrabartil do not think that is suggested in the Bill. There is nothing to suggest
that.

Suella Fernandesthat is what judicial review involves, does it not?

Shami ChakrabartiNo, it does not. This is a term of art. Aligial review test, as a matter

of our law, is a very limited opportunity for a judge to secaness a decision that has
been made by a public authority, whether it is a Secretary of State, local government or
whatever. It is not a double lock.
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Shami ChakrabartiYes. Did you make a decision that was within the realms of a reasonable
decision? Could any reasonable Secretary of State possibly have made that decision? It is
not appropiate for warrantry.

Suella FernandeswWhat about the proportionality test, which involves balancing the right
infringed and the objective met? That goes further than what you are suggesting, does it not?

Shami ChakrabartiBut that has not been allowdd the judge, under the provisions of the
Bill. They are not secordzSaaAy3d (GKS 1 2YS {SONBilI NEQa
proportionality, under the Bill.

Caroline Wilson PalowThat is exactly our concern. When you talk about judicial review,

all you ae doing is looking to see whether proportionality has been assessed by the
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different typesof warrantry there, a normal warrant would go directly to the judge. There

is a political consideration that is made ahead of time. For instance, the US attorneys, who

are the federal attorneys who often start the process, are politically appointed atd wi

make a decision about whether or not to seek a warrant in the first place. Once that is

done, it goes directly to the judge.

Suella Fernande®Before we finish this line of questionind know that other people want to
get it | need to put on the recal that the statute states explicitly that it must be
GLINRLIR2NIAZ2Y I GSé FYR aySOSaalNRéd ¢KFEG A& GKS

Shami ChakrabartiYou have to look at Clause 19(2).



Caroline Wilson PalowThe concern is the way in which the two play together. That is why

| said that we think you should just delete subsection (2). We totally agree that necessity
and proportionality need to be assessed, but, once subsection (2) is in there, it reduces the
ability of the judicial commissioners to make that assessment. Tonc@nthe parallel that

| was trying to draw, in the US there has been a lot of talk about the FIS Court, which acts
on foreign intelligence. This is PRISMe types of authorisations for collecting intelligence

on people around the world. Its powers areet equivalent of what judicial review would

be here. Essentially, when a request comes to it, it has to check the box to say that
everything has been considered as necessary, but it does not necessarily get to question
the conclusions that were reached te person who was seeking the warrant in the first
place.
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made a completely insane decision that no Secretary of State could make. That is achieved
by Clause 19(2), otherwise there would be no purpose to it.

Matt Warman: We have had an awful lot of witnesses tell us that their expectation and
understanding of what the Bill says regarding judicial review would, as Suella Fernandes has
said, in fact mean a test that looked at the evidence. It would have to be proporti@mate

go through all those things. You are saying simply that that is not your understanding of judicial
review. It therefore seems to me that we are talking simply about definitions; we are not
actually talking about a principle, because what we have bekhis what you are saying you

are asking for.

Shami Chakrabartilt just does not stand up in law. These are wedted terms. If you

want to create a full merits appeal in statute, there are many precedents for doing that.

You do not put in a clausédi 19(2); you can do it much more simply. | believe that you will

hear from the Secretary of State inthe ob-RA & G F y i FdzidzNE® | 2dz OF y
your view that you will make an initial decision and there will be a full merits review? The

judge can just seconduess your decision and make a different one. Is that your
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but there are far clearer ways to deal with it, like just deleting Clause 19(2).

The ChairmanThank you. Can | move to Mr McDonald?

Q130 Stuart C McDonald:I have another milliordollar question. What is your
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gathering and analysis be more intrusivan for other forms of communications data?

Shami ChakrabartiThis has been quite a journey for me. | have had lots of younger and
more technologically savvy colleagues explain the sheer scale of what we might be looking
at as regards Internet connectiorecords. If you take your favourite devicgour
smartphone, your tablet or just the sites you go to from your laptop or desktwp are
looking at things like the websites you visit. We are looking at the communications software
that you might use to speak your mothenr Skype, WhatsApp and so on. We are looking

at all the icons on your menu, such as your Twitter and your diary. Recently a health one
popped up on my phone uninvited, telling me how many steps | took yesterday. Taxis,



maps; the list goes onhiBtos, my Internet shopping, banking appkunderstand that all
those things are potentially within the broad concept of Internet connection records. As
we look just a little way into the future, in the discussion that people describe of the
Internet of things, more and more of our real lives will be managed online. Now we will be
talking more and more about the little icons on our devices that connect to our fridges, our
cars, our burglar alarms, our gaming devices and so on, so the separation betweealmy r
world security and privacy and my cybersecurity and privacy is almost completely
collapsed. This is very intrusive on millions and millions of, for the most part, completely
innocent people.

Renate Samsant comes back to the point that | made that w&ee all now digital citizens.

It is thatt it is life. It may feel at the moment that it is just a mobile phone and a laptop,
but, as Shami explained, with the Internet of things it will be everything. That will create a
huge amount of data that will be cstantly ticking over. We have been informed that the
Internet connection records are just the URL, before the first slash, of a website and no
content, but from the technical evidence | have been listening to and you have been
receiving, and from all theifflerent things that | have read, which Jim will probably be able
to explain better, | am not entirely sure that it is quite as clear as has been implied. |
would certainly like to hear from the Home Offic&com government with regard to this

Bill a vey clear definition that it knows exactly how this can be done, because | am not sure
that | do.

Jim Killock It seems to me that essentially the Internet connection record starts from the
point of view that the Home Office wants the power to have retditiee fact of somebody

using the Internet, with some other service, and to record that. It has decided that the best
way to do that, given how much the Internet is used, the purposes it might be put to in the
future and the services that might appear,dgg & G2 al ez a[ SiQa KI @S
of anything that connects to anything, whether it is a person or a machine. That will allow

us to compel Internet service providers to collect information about anything we deem
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I donot think that is really a good way to legislate. It is incredibly broad, it is open to abuse
and the cost implications are impossible to put a number on. If you have power to collect
and retain any information, no matter how difficult that is and how imuwf it there is,
essentially you have just written a blank cheque to scale up surveillance indefinitely. Of
course, once you have an initial investment and the thing has started to roll out, that poses
the problem of how you restrain it in the future whérturns out to be not quite as useful

as you hoped. Do you pour in another few tens of millions of pounds to extend the amount
of information that you are collecting under this very broad power? Given that the
companies will probably tell the Governmethiat it will be more effective if they spend
that extra bit of money, this seems to be a financially haphazard way of working, as well as
haphazard in terms of human rights and the proportionality of the surveillance we are
authorising.

Caroline Wilson Palw: This is quite a confusing definition, because essentially you have
two different definitions in the Bill. You have Part 3, where Internet connection records are
explicitly mentioned, but in Part 4, under data retention, you have a clause that, uneler th
commentary, is supposed also to encompass Internet connection records. The definitions



do not completely align, and for that reason we are somewhat confused about what
Internet connection records really are.

Let us take an example from the commentaryttR&nate has already mentionedhe idea

of taking the domain name of a website, which is the information before the first slash.
Potentially, that could be quite intrusive and could reveal a whole lot of information. It is
not as innocuous as just bbc.ck,which is the example that they gave. For instance, that
domain name could be saveyourmarriagelikeme.net or domesticviolenceservices.com.
Maybe one of the most interesting ones is crimestoppekrg. This is where you can
make anonymous tips to help smlve crimes. Of course, if you had the Internet connection
record that said that someone had gone to crimestoppaksorg and you also knew the
time when the tip had come mif you were the police, for instanteyou could very easily
figure out who had ptin that tip. That is a real problem, because if you are destroying that
anonymity you can undermine the ability to solve crime.

Q131 Mr David HansonThis is the central question many of us will have to wrestle with.
Surely the police, the security serviasvhoever accesses that, under authority, with judicial
review, is doing so only because there is some potential link to a potential investigation. The
vast majority of people will never have that link checked or looked at. | am wrestling with that
mysef. | want to get your assessment of whether the proportionality is there. If we do not
collect the information, none of those leads can be followed up.

Shami ChakrabartiYou are collecting huge amounts of sensitive information that is not
currently colleted and, therefore, you are creating the vulnerability | am so concerned
about. | am not even talking at the moment about potential abuses by the authorities. | am
talking about the vulnerability to hacking by other people that you create when you create
aYlr aaA@S aSyairdAiogsS RIEGFIOoFAS FyYyR Llzi GKS Syl
in this way.

Renate SamsanMy understanding is that this would help to support requests that are
already made for communications data. At the end of November, IQ€G{Bhed as a
starting point to a further publication a breakdown of 100,000 communications data
requests by 29 police authorities, including the National Crime Agency; 46% of those
requests related to burglary, robbery, theft and drug offences. If hi® support that,
people may see it very much as an intrusion. On that sort of issue of crime, why do you
need to know what website somebody has looked at with regard to burglary? We have to
GKAY1l Fo2dzi GKS Ay NYzaA 2 Yigital gitizehs, hd®e Wi s d A €
to discuss the retention and use of Internet connection records. Their retention is an issue
I know you have looked at, but off the back of the TalkTalk hack, for example, we need a
lot more clarity on how companies will lasked to store that data to ensure that they are
safe.

JmKillock , 2dz I fta2 KI@S G2 O2yaARSNI GKS gARSNJI
you go home, can you note when you got home and which newspaper you read, although

do not worry which artite it was? If you ring your family this evening, make a note of that
YR GKSY (2Y2NNRg> KFEYyR AG Ayd2 (GKS LRt AOSE



Shami ChakrabartiAnd every hotelier, every restaurant owner, every pub, every cinema
and every theate that you enter will be required to keep a record of when and where you
entered. That is the equivalent of what is being proposed.

Jim KillockThe question then is, is that a proportionate thing? What are we trying to solve?
Is it quite as desperate atgation as is being claimed? As | said, these powers do not exist
in other democratic countries. Russia has just been given a bit of a rap for similar sorts of
activity. A number of European countries have rolled back on traditional data retention,
never mnd this kind of extension.

The Chairmantord Strasburger?
Lord StrasburgerMy point has just been covered.

Q132 Stuart C McDonaldAre there other ways to go about IP resolution that are less
troubling? The Home Office and law enforcement agencidissay that retention of these
connection records is essential for that to be successful.

Jim Killock One thing that you have to ask is whether the technology wilexative this.

Will IPv6 catch up with some of the problems that it is currently seetff@mPalso have to

ask how the Internet might work in the future and whether any of this will work. Some of
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know whether somebody has used Twitter or Facebook? We nekddw in emergencies
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couple of minutes. If they are constantly connecting to all these services, you will just have

a huge glut of information that is not a fat lot of useanybody.

Q133 Matt Warman: One of my frustrations with this conversation is that it is always said
that the Government are being asked to hold this stuff. Actually, we are asking ISPs to hold it.
That is a very important distinction that we need to continue to make. Law enforcement
agencies tell us that they want access to the information and are happy for it to be held
externally. You seem to be saying that you are not happy with that. | wonder what alternative
you would propose.

Jim Killock It may not be a governmetiteld databas, but it is a series of data centres that
are all accessible by a single mechanism that can then be queried in parallel from an
2TFAOSNNRAE RSal o

Matt Warman: With appropriate oversight.

Jim Killock There are some interesting things there. It seems thatway it will work is

that you can get an officer to ask the computer whether it has any useful information in a

case. It will tell you the things that it might have, and then you can go off and get some
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Renate SamsanYou say that there will be appropriate oversight. Currently the Bill will
retain the processl KI i ¢S KI @S y26® CNRBY . A3 . NRGKSNJ



appropriate oversight. We would like to see a further layer of independent judicial approval
and authorisation of an internally signexdf warrant.

Matt Warman: The point | was makinig that it is not a free bucket any policeman can look

at.

Renate SamsanWe also have to acknowledge the recent case with regard to Police
Scotland and on which I0CCO reported, where warrants were being signed off and
misused.

Matt Warman: Misused beig the operative point.

Renate Samsanyes.

Shami Chakrabarti Sometimes that will happen. To go back to the «watld analogy,
when | said that this is the online equivalent of requiring all those businedseteliers,
restaurants, cinemas and soomo keep a detailed record that they do not currently keep
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particular hotel, restaurant, gym or whatever under surveillance. | just think that you take

a targeted approach. Yen you get suspicion that conspiracies are being conducted in a
particular room above a particular pub, at that point you put that site under surveillance.
Then you put the people who have been to that site under surveillance. That is the kind of
approachwe should continue with in our democracy, in the virtual world as well as the real
one. If you have concerns about particular activity and sites, you can go to ISPs and CSPs
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those people or organisations have now come under suspicion. You can target suspicion
not just around individual people but around organisations and, indeed, websites.

Renate Samsan want to clarify your point about misuse. IOCCO is very diaajudicial
approval was not obtained to acquire the communications data. My point, and the point of
Big Brother Watch, is that independent oversight and authorisation of an internally signed
off warrant for communications data would, | hope, potentiahsure that misuse did not
occur. That is just for clarity.

Jim Killock The important thing is why we have the idea that necessary and proportionate
surveillance is essentially targeted, rather than blanket. Why do we have that rule? Why
has that been pused forward? It is easy to imagine that in the UK we will never have any
problems with our democratic institutions, the police will never overstep the mark and we
can solve all this through authorisation regimes. However, if you look over the sea in
France you have the potential of a Front National Government, with parallel powers. You
have powers similar to these in China and Russia. Is it the role of the UK to say that blanket
surveillance, easy profiling and access to everything that everyone doediihivbs is the

right international standard to set and is absolutely, 100%, guaranteed never to turn into a
problem in this country, or should we restrain surveillance to somewhere we can trust, for
ourselves, for other people and for the long term?

TheChairman:Can | move to Lord Butler?

)



Q134 Lord Butler of Brockwelll want to ask you about equipment interference. You have
made reference to that. As | understand it, you are not claiming that equipment interference
in the past has been nestatutory. Yo are claiming that, although there are statutory
powers, they are very general, they have been widely interpreted and the public have not
been aware of what is going on. Do | have your argument right?

Shami Chakrabarti You do have my argument right. | dot believe that equipment
interference was necessarily in the mind of the legislators when the provisions that are now
being relied on were passed. Those provisions were more about traditional breaking and
entering, bugging and so on. | certainly do tionhk that the public understood in that way

the activity that was being justified ex post facto. That creates a problem for Article 8 of
the convention, which requires a certain level of public understanding for something to be
law for the purposes of th&CHR. Those powers were there and they were used for more
traditional interferences, but hacking is a very, very serious business. It is more than just
surveillance, because you are potentially changing data and causingelongiamage to

data securityl am not saying that it should never be allowed, because that would be like
saying that you should never break and enter in order to find the hostage, the terrorists
and so on; | just think that there should be much tighter safeguards for hacking inlthe Bi
Again, in principle, it should be a targeted approach, not a blanket one.

Jim Killock It is worth remembering that the hacking power has already caused some very
significant problems. You probably remember that Belgacom, the telecoms provider in
Belgum, was hacked by GCHQ, allegedly. In the first month of the -cleathat cost it
around £15 million. A series of telecoms providers, including Deutsche Telekom, were also
hacked by GCHQ. Those are -ading companies. They are not terrorists. Theyehav
information and are a conduit to further information, perhaps, but they are also people
who can be compelled to eoperate with their own national authorities. However, GCHQ,
under this warrantry and hacking regime, has instead taken the view that fgreig
legitimate companies with international stature, within the bounds of Europe where we
have common laws and systems, are a legitimate target for hacking, and that theuglean
operations are, frankly, not our concern.

Lord Butler of BrockwellCould westay within the UK for the moment?

Jim Killock But this is a UK operation.

Lord Butler of Brockwelll know that it is a UK operation. | am just talking about the targets

at the moment. The point that you have made is about overseas targets. Thakmesate
consideration. Within the UK, you must agree that it is an advance that this proposed Bill gives
specific authority for and introduces transparency into that power.

Shami Chakrabartil agree with that. | wald just like it to be more tightlyegulated, given
the consequences.

Lord Butler of BrockwellSure. You are not arguing, are you, that such a power, properly
warrantedt we have had discussions about what proper warranting ngy not be a
legitimate weapon?



Shami Chakrabartiln extremis The intrusion is graver, because it is not just surveillance

but actual damage not least, potentially, damage to fair trials, if now every criminal
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thresholds possibly need to be even higher than for other powers in the Bill.

The Chairmant will now move to Lady Browning and Lord Henley. | am conscious that there
IS a vote in theCommons at 7 pm, but | would very much like the Commons members to be
here for the questioning.

Q135 Baroness BrowningYou have all expressed concern about Clause 189. | wonder
whether you could share with us what you believe the effects will be on bathcgeproviders
and customers. Ms Wilson Palow, your submission stated very clearly your concern about this.

Caroline Wilson Palowlt is a very broad power, to begin with. Essentially, it says that
obligations can be placed on service providers to fatditinterception, hacking or any
other power in the Bill, and they would need to take those steps ahead of time, before an
authorisation or warrant was placed. Within that broad power, there are some examples
of what might be done. A particular concernaafrs is the removal of electronic protection.
We interpret that as the potential to undermine encryption. Encryption is crucial to so
much of what we do all the time, including all our financial transactions. It gives us the
security to operate online. Themoval of encryption has the potential to undermine all of
that. We think that the balance there has not been struck appropriately.

Shami ChakrabartiTaking my realorld analogy again, because of my poor understanding

of these things, | do not think #t it would be proportionate to give government the

authority to demand that every locksmith in the country makes a spare key every time he

is setting a lock for a home, a property or whatever. It is proportionate in certain
circumstances, under warrantrfor the authorities the police to break into a targeted

property because we believe that there are explosives, contraband or evidence there. To

ban privacy, to ban private conversations and to require people who live onttrust
companies that are all abowreating a space of trust, so that we can have trust in our

banking system et ceterail 2 f S @S GK2aS 3L LA Ay GKS yI{
problematic.

Renate Samsanit is the point that we were making earlier. The Bill is about protecting
society. Encryption enables the protection of society. It enables people to use
Crimestoppers. It enables whistleblowers to lay clear things that are going on that benefit
society. It enables the vulnerable to communicate safely. Battered wives, for want of a
worse expression, can ensure that they communicate as necessary. People on witness
protection programmes can have an element of safety. It is much broader. It involves all of
business. When all the communications in our home and everything else we have talked
about on the Internet of things are connected online, we all want to know that our energy
can be supplied safely. Encryption, as our submission to you explains, is not just a concern
of privacy campaigners. It is a concern of Governments and business anithainwill
impact on us all, as all our lives are lived online.



The ChairmanThank you very much. | move now to Lord Henley, on the Wilson doctrine and
other matters.

Q136 Lord HenleyThere is protection in the draft Bill for legally protected commutaces
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of both Houses, enshrining the Wilson doctrine. Do you think that the Bill goes far enough?

Shami ChakrabartiNot at all. There is room for some serious royement. Let me be
positive: there is room for real improvement. As far as | can tell, the Wilson doctrine has
been completely reneged on. Recent statements by the Prime Minister suggest that,
effectively, there is no Wilson doctrine in practice any more.

Lord HenleyWhat particular comments of the Prime Minister are you referring to?

Shami ChakrabartiMy understanding of recent statements from the Prime Minister is that
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That was an absolute promise that came from Prime Minister Wilson and, indeed, was
repeated by subsequent Prime Ministers.

Lord Butler of BrockwellNo. | am sorry, but you are wrong about that.

Shami Chakrabartil have read the Wilson statemer#s regards what could be improved,

| accept that there could be certain very rare circumstances where it would be justifiable,
in a democracy, to interfere with even the communications of parliamentarians, lawyers
and journalists, but we want somethingpser to the provisions that you currently have in
place for production orders. You want something approaching reasonable grounds for
believing that a very serious criminal offence is happening or has happened, and that there
are no alternative ways of ginig to the evidence; otherwise there are real dangers. Think
of the political dangers. Perhaps it was just a rhetorical flourish, but we have had leaders
of parties suggest that opposition parties are a threat to national security. | do not think
that it is healthy for democracy for opposition political parties to believe that it is possible
that they can be intercepted just on the sag of a political opponent, even if that political
opponent is the Prime Minister.

When it comes to legal professional pkege, we now know, because of the Belhaj case,
that the security agencies were looking at legally privileged material that was relevant to a
case being brought against them in relation to torture. There need to be much graver
safeguards we are back to jdicial warrantry and a very strong presumption against
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The ChairmanThank you very much. | will give you just one or two more minutes, because |

want to wrap up with a couple of suggestions about how you can give us more evidence.

Jim Killock | want to say something very specific about this. It is very hard to tell where the
boundary between journalist and ngournalist lies. In this day and ageisinot somebody

who is working on a paper; it could be somebody writing a blog angbablfshing. Many
NGOs have a similar role to journalists in exposing, commenting and publishing. Particularly
with communications data, where the system sometimes t@ago to a magistrate or



whatever and sometimes has to be selithorised within the police, it breaks down when
you have this blurring, which is a very strong reason why all authorisation should be done
by an independent authority. That, in particulagshbeen spelt out in the data retention
judgment by the CJEU; when communications data are accessethat case, it was
talking about retained data there should be independent authorisation. This is one of the
reasons why.

The ChairmanThank you very much. It has been a fascinating session. It reatlyieag
revealing. If in the evidence that you present to us you want to go into some of the detail of
any amendments or drafting issues that you feel would improve the Bill, which you
mentioned earlier, please feel free to do so and send those suggestions to us. Thank you
very much for coming along today.
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Q234 The ChairmanA warm welcome to you both. Welcone the British Parliament. We

are dealing with a very important piece of legislation that we have been asked to look at by
the House of Lords and the House of Commons. We are very grateful to you both for travelling
to give your views on some parts ofghegislation, and | thank you both very much indeed
for coming along. | shall start the question session with a very general question to you both.
If you wish to make general points about the Bill it may be appropriate for you to do it at this
point. Do yu think that this Bill is necessary at all, and do the provisions of the Bill strike the
right balance between privacy on the one hand and security on the other, which is the eternal
guestion?

William E BinneyFirst, | thank the Committee for giving me the opportunity to come and
give testimony. | hope | can help you with some of the issues you are discussing in this
Committee. My big objection with how NSA, GCHQ and theel#arcement agencies
affiliated with them deal with data is fundamentally about the bulk acquisition of data of
any type. When | became the technical director of the world analysis and reporting group
at NSA, which had about 6,000 analysts and was responsible for reporting on every country
in the world, I had to look at the major problems that they were facing and try to figure out
ways of solving them. | took the position in 1997, when the big explosion of digital
communications was occurring, so the biggest issue | had to face was tHasierpand

how our NSA analysts were dealing with it. This was also true at GCHQ. GCHQ and NSA
basically do the same thing, so theyaperate very closely. If one has a problem, the other
does, and they have the same problems. The issue was that oustsayen back then in

the 1990s, could not see how to resolve issues around the world because there was too
much data for them even to look at. That was before we had the bulk acquisition of data
we have today. Back then, we were collecting the smaliasslof communication. We
could not deal with the fibre rates. We did not invent that. A little lab | had, the Signals
Intelligence Automation Research Center, invented the ability to pull back together and
recompile everything going at fibre rates in 1998 that point, we deployed that, creating
problems that were orders of magnitude greater for the same analysts because they were



still doing dictionary select routines that would look through data and pull out anything
that matched the dictionary. Thatasically pulled in everything, dumping all that data on
the analysts, so they could not see the forest for the trees.

That was the fundamental problem. The way | approached that was to ask what was the
fundamental issue that would solve the problem. lilbd down to looking at the metadata

that was used to transport the data around the networks, and there were only two
networks to deal with. One was the public switch telephone network, using cell phones,
landlines, satellite phones and so on, and the othwas the internet. In the case of cell
phones, they are run by the International Telecommunications Union and are organised
into nine zones around the world. The internet is run by ICANN and IANA. IPv4 and IPv6
basically tell how data is routed across thetwork, where the terminals are and who they
are. It is the same as a telephone number, except the internet is divided into five zones,
not nine, and the numbering is blocked and allocated in sections of blocks. | have
information on that that | would ke to share with the Committee so that members can
look at it at their leisure to help them understand the issues.

Using that data gave us the ability to build social networks for everybody and see how they
relate in the world and to use that as an upftdiiter to sort out the data as it is passing

the point of collection or of access. Our process allowed us to see into the massive amount
of data. Our initial objective was to run at the order of 10 terabytes a minute, which, to
give a scale, is severabtaries of Congress every minute. We were going to scale up from
that because that is the order of magnitude of what is going on in the world of
communications today. From that, we built this entire targeted approach. It gave us the
known targets which weentred on, and then we used the social networks, the defined
zones of suspicion around them, to give us a very finite number of targets to look at and
pull out data. We were getting ready to apply other rules, but did not do so at the time. For
examplejf you had a satellite phone that could be located in the mountains of Afghanistan
or the jungles of Peru, you fell into the zone of suspicion, so you were pulled in as a part of
that. All this was run by code, automatically. We had no people involvelismptocess.

That was what the Signal Intelligence Automation Research Center was all about. This was
all done for about $3.2 million. That was the entire cost of that operation. It showed that
you had to get away from dumping bulk acquisition on your gstalbecause that makes
them fail, and that is consistently what has happened.

That is what | objected to from the beginning of this process at NSA. That has made its
analysts fail, and they have failed consistently since 9/11 and even before then. iy thr

is against bulk acquisition of anything. Let us do collection, analysis and reporting smartly.
Let us do it in a directed way. That will give privacy to everybody in the world because you
do not take in their data. You can filter it upfront. You caaresessionise it and recognise

it at the packet level. You do not have to do it at the full reconstructive session. That is my
thrust. The Bill should really address bulk acquisition and terminating that. That is really
what I think.

Q235 The ChairmanThankyou so much. Mr Lund, would you like to give your views?

Jesper LundThank you, Lord Chairman. | am glad to be here and to give evidence before
the Committee. | will focus on internet connection records in my opening statements
because in this area | hagerious concerns about privacy and efficiency. This is probably



an area where the Bill does not strike the right balance between the two. It is tempting to
compare ICRs with phone bill or call detail records, as they were formally called. This was
also dame in Denmark when our ICR scheme was introduced about 10 years ago, but there
are a number of differences. The internet is simply not as structured as the telephone
system, where you have a line in use whenever two people are communicating with each
other, so you have a caller and a call party and a duration of the call that can easily be
registered, and is usually registered for billing. For the internet, it is not as straightforward
to do something similar and it is certainly not something that existeyo So, if you force
communications service providers to do this, internet connection records will have to be
formally defined, equipment will have to be purchased, and the data that you are going to
get will probably not be what you would expect fromasvlenforcement perspective if you
think about two people communicating via Skype or Facebook because the internet is a
stateless system. Every communication is broken into packages which are transmitted
independently. In principle, you can retain some mmfi@tion about these packages that

are transmitted across the internet but it is going to be a really large database and highly
unstructured. There is going to be a needle in a haystack problem every time you use this
data.

In terms of privacy, since so iiu goes on on the internet nowadays, you are essentially
going to store everything about the activity of British citizens, at least to the extent of their
activity on the internet. Even if only a small fraction of that data will ever be accessed,
citizenswill still have the impression that, when they do something on the internet,
information is retained about it, which was not the case before, so there is a substantial
proportionality issue here that | think should be addressed. In terms of necessitspénte
connection records may not be as useful as you would think in the first place. | am sure we
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same objectives as this Bill, ended up with the conclusion that itezonnection records

were really not useful for law enforcement work. They were barely used and after seven
years a similar system, which, | should point out, was perhaps less ambitious, was scrapped
in Denmark. However, it was less ambitious becausesif so doing something that could
potentially be better would also be more costly.

Q236 Suella Fernanded:want to look at the comparisons between the Danish experience
and what is proposed in this Bill. Mr Lund mentioned cost. Would you agree that ohe of t
big differences was that in Denmark the equipment cost of data retention was borne solely by
the communications service providers, whereas there is a very different approach under what
is proposed in this legislation?

Jesper LundYes, | understand youwjuestion. It is true that certain compromises were
made in Denmark because the cost of the equipment was borne by the communications
service providers. The limitations that have been pointed out by the Ministry of Justice in
its selfevaluation report aféct only about half of the customers that the internet
connection records are concerned with, so if there was a case for using this system it could
certainly have been proved. As regards the other half of the customers, where problems
turned up at a latesstage because of some compromises that were made early on, some
but not all the customers were affected, so if there was a case for using internet connection
records | think they should have been able to prove it with the Danish system, even given
the compomises that were made.



Suella Fernandes/Nould you agree that cost was a key factor in the options used, whereas in
the UK legislation that cost is not such an important factor?

Jesper LundPerhaps | should explain to the Committee what compromisea® weade.

The main compromise in Denmark was that communications service providers were
allowed to retain internet connection records at the boundary of their network, which is
normally not a problem. It was not seen as a problem in 2005 because at thathien
sharing of IP addresses was fairly limited. But since we have had more devices using the
internet, especially smart phones and tablets which need lots of IP addresses, we have
sharing of IP addresses and when the connection is done at the boundhmey étwork it

is sometimes impossible to distinguish between different customers. That was certainly a
limitation and was a factor in the limited effect of the Danish system. | should also point
out that it affects only roughly half of the customers wkeere subject to internet
connection record retention. | say again that if there was an operational case for using
internet connection records in police work, the Danish law enforcement authorities should
have been able to prove it for the other half of tleeistomers where these limitations
should not really be a problem.

Suella Fernandeslust lastly, on a point of comparing capabilities, would you agree that the
UK has extensive experience of delivering central systems and in training law enforcement
and technical capability, whereas the evidence has been that it has been more limited in
Denmark?

Jesper Lundl certainly agree about that. It is true that the evidence for using internet
connection records in Denmark is not so good. However, tharénés evidence on the use

of other types of data retention by the Danish police which shows that it is highly
professional and done quite well, especially call detail records and locating information
from mobile phones, so | would not say that the Danishqge lack technical skill in using
data retention for their work. My interpretation would be more inclined towards saying
that internet connection records are simply not as useful as was thought initially.

Suella FernandesMr Binney, how would you congpe the capabilities between what is
proposed in this Bill and US powers?

William E BinneyWell, the US has an awful lot of resources around the world. | mean it
has implants on switches and servers around the world; the latest publications stand at
over50,000. | believe that with the latest collection of SIM cards that GCHQ did, plus some
other stuff that NSA does, they probably have millions of other access points. That is really
intruding into the system in an active way on a massive scale. But digaiend result is

so much bulk data that analysts cannot figure out what they have. That is the real problem.
The problem of doing intentions and capabilities predictioisat is, the threats from
attacks and so onis an analytical problem, not a data fplem. It takes data to figure
things out but you have to be selective in it because the selective targeted way gives you a
rich environment of information to figure out what attacks are going to happen. If you put
all that bulk data in, it covers it up amople cannot see it. That is the problem they are
having today; that is the problem they have always had. That is why we did the programme
to try to solve that back in the 1990s, and that is when we did solve it.



Q237 Victoria Atkins:May | just clarify Mf dzy RQa S@ARSYOSK , 2dz KI @S
that certain compromises, to use your word, were made. Am | right in understanding your
evidence that those compromises meant that 50% of customers were essentially in thie dark

they were black to the security sevices through the collection of the ICRs you have
described?

Jesper LundYes, | am not sure that it was precisely 50%, but in all cases IP addresses were
shared, so it was basically everyone who accessed the internet from a mobile device.

Victoria Atkins:, 2 dz dzZa SR GKS 62NR GO2YLINRBYAASET [ y2iK:E
employed by Denmark, with the costs borne by CSPs, is in fact half as effective as the system
proposed in this Bill. Would that be a fair way of putting it?

Q238 Victoria Atkins You used the word compromise; another way of putting it

Jesper LundThat is one way of putting it, but it is still the case that for the other half of the
customers, these limitations and compromises should not really affect the potential for
using inernet connection records for investigative work, even in those cases where the
police are unable to come up with realistic cases of the use of such connection records.

Victoria Atkins:But if the system is so flawed in the first place that they canocate 50% of
their market, it is not very surprising that they rather lose faith in the system, is it?

Jesper LundMaybe not, but | would still say that for what we call fixed lines for internet
access in private homes, these problems, because of dolteet the boundary of the
network, should not really affect the potential usefulness of internet connection records.
Still, neither the police nor the Danish security and intelligence service, which is our version
of MI5, have been able to come up withnawete cases of using internet connection records

to determine what communication services people have accessed, for instance, which was
a deliberate goal. The Danish police have stated in evidence given to the Danish Parliament
that what they usually donstead is seize the laptop or smartphone of the suspect and
investigate that device, instead of getting access to internet connection records. They did
not give their reasons for doing that but presumably it is because of the extremely large
data set thatthey would get if they retrieved internet connection records from
communication service providers and they would be searching for a needle in a haystack,
GKSNBI & LINBadzylofe GKS AYF2NNIGA2Yy (GKFG Ol y
or smart phoneand searching that is of much better quality for the police investigation.

Victoria Atkins:That is two issues, if | may say so, and indeed law enforcement in this country
seizes devices where it is able to. However, the devices are not always avaitablee have
heard from other withnesses about that. | just want to pin you down on the point about the
differences between the Danish and British systems. If a terrorist or a paedophile happens to
be in the dark 50% in other words, the 50% that is not alable to Danish law enforcement

then they are not going to be detected under the system as deployed under the Danish
method. Is that right?

Jesper LundThat is true for the system of collecting internet connection records that is no
longer in place.



Vidoria Atkins: If | understand your evidence correctly, the reason why these compromises
happened in the Danish system was that the commercial service providers were bearing the
costs, and they wanted to get away with paying as little as they could. Woalde a fair
analysis?

Jesper Lundl would say yes, but in the end the Danish communication providers are of
course going to do what they are ordered to by law, so if Danish politicians had really
wanted a more extensive system they could have obtditteat. The cost of the Danish
system, if you take the cost of the system that is no longer in place and scale it up to the
UK, is something between £15 million and £20 million per year. Multiply that by 10 and you
have something like what is budgeted ftre British system under the Bill, with the
compromises that in the end will no doubt have some negative effects.

Victoria Atkins:So that | am not asking you questions that do not fall within your expertise,
do you have any knowledge of the businesatiehship between commercial providers in the
UK and law enforcement? Are you aware of how well they work together?

Jesper LundNo, | am not.

Victoria Atkins:No. Looking again at the Danish situation, then, is it fair to say that the
relationship betveen the commercial providers and law enforcement is not as strong as has
been indicated in the course of these evidence sessions? We have heard from Vodafone and
others about the interactions that they have with commercial providers here in the UK.

Jespe Lund Danish communications providers follow the law, of course. They also work
together with the Government on setting up systems that are manageable. So the history
of the Danish system for the collection of internet connection records was not jusattem

of cost; it was initially a matter of the Minister of Justice wanting something that was
technically unfeasible. | see signs of the same thing in this Bill. For instance, it is mentioned
that an internet connection record could be the destinatioratflress or the server name.

It is certainly possible to define internet connection records in terms of both IP addresses
and server names but, in terms of complexity, and hence of the cost of running these
systems, there is an order of magnitude in the fatiénce between requiring
communications service providers to retain the internet protocol address and doing the
same for the server name. The first is pretty simple, but asking them to retain the server
name is asking them to do deep packet inspectionapse the server name is not really
available to them. What they get is a packet and an IP address, and then they transmit that
packet to the IP address. To get the server name they will need to do some form of deep
packet inspection, which is a lot morestly than simply retaining the server name. There
was collaboration between the Danish telecommunication industry and the Ministry of
Justice, to the benefit of both parties.

Q239 Lord StrasburgerGood afternoon, gentlemen, and thank you for travelling asafa

you have. | think | have a pretty good idea how you are going to answer this question, Mr
Binney, but | will ask it anyway. Is there a good operational case for the provisions in the draft
Bill on bulk interception, bulk acquisition of the collectioh communications data and
equipment interference?



William E BinneyMy short answer to that is no. The reason for that, again, is that in each
of those cases, no matter what you do, you are capturing so much data. For example, GCHQ
alone wants to collect between 50 billion and 100 billion records per day on certainteaspec
of communication. That dumps 50 billion to 100 billion events or activities on all their
analysts, but they may produce 1,000 or 2,000 analyses at most. If they use the standard
approach of doing a word search, which is what the NSA does but is theg \wpproach,

what happens is that when they look at content from the internet, from transcribed phone
calls or indeed from anything by either machines or people, they get so many matches it is
like getting a Google retumevery time you submit a Google qyeyou could get 100,000,

1 million or more returns and that is just from the input for that day, and every day is the
same. That means that the analysts cannot get through the material, which means that
they fail to see the threats. The end result is dysfiionality among the analysts and no
prediction of intention or capabilities, no stopping of attacks, and people die. Then when
they die, you find out who did it, and then you focus on those people. That is when you do
the targeted approach, like the Frelm are doing now they are going after people and
raiding them because they went after the people who had done the attack and looked at
who they had relationships with from the bulk acquisitions that they had. They could have
gotten all that data upfront though a targeted approach, and could have had the
opportunity to stop the perpetrators before the attack. That has been true in all these
cases. We have even proved that it was true with regard to 9/11. The NSA could have done
that too.

Lord StrasburgerThe Home Office argues that it is essential in the modern world to give the
agency every means available to find needles in haystacks, in order to keep us safe. Is that
correct?

William E BinneyMy response to that would be that it is not helpful to neake haystack
orders of magnitude bigger, because it creates orders of magnitude of difficulty in finding
the needle. That is really the issue. Using a targeted approach would give you the needles,
and anything closely associated with them, right from ¢ltert. That is a rich environment

to do an analysis on, and it would help the analysts to succeed in predicting intentions and
capabilities.

Lord Strasburger:Would any alternative approaches to these bulk powers be more
proportionate and effective?

William E BinneyYes. Itis called the targeted collection approach, using the ability to look
into the data that we currently have with devices such as Narus and Verint and various
other commercial devices, and then giving it sets of targets to look atedsas defining
zones of suspicion around it. That would manage all the data input and selection or
collection out of the data flow. It means that you get that smart, rich environment for
analysts to look at and analyse, and it costs a minuscule amauiebably onehundredth

of what they are spending now.

Lord StrasburgerDoes the presentation that you have given us refer to what you call targeted
collections?

William E BinneyYes, and it shows how to do them.



Q240 Bishop of Chestert find the evidence this afternoon fascinating, because in a sense
you are attacking the engine room of the Bill. It is like an Exocet targeted on it.

William E Binneyl always do things in a targeted way.

Bishop of Chestert imagine this as an aisit carrier. It will be a very big one when all the
data comes in, and it is vulnerable. Let us assume that | am convinced you arel raght
certainly very interested in what you are saying. Why do you think that the British
Government, with all their GA@Hexperience, their relationship with the NSA et cetera, have
taken this approach, which is so diametrically opposed to what you advocate?

William E Binney| think | know exactly why. They took it because the NSA did. The NSA
did it because of contractgrand the interests of contractors in getting money and faed
There was an awful lot of money upfront, like $3.8 billion, to start the Trailblazer
programme, for example. If you want to look that up on the web, it was the one where they
started to do cature of data on the internet alone. There were other mldtilion dollar
programmes that followed it and were associated with it. So there is an awful lot of money
behind the scenes that the contractors wanted to feed on. They all lobbied for this
approach because it took so much more money to do. That gave them the opportunity to
get more contracts and feeuh. | called that relationship between NSA and the contractors
an incestuous relationship because people would retire from NSA and go work for the
contractors and use their influence to get contracts and things like that. That was the way
NSA took it. | publicly accused it of this, of trading the security of the people of the United
States and the free world for money. This is why it did that.

Q241 Mr DavidHanson:l am interested from both of you what the balance is. You indicated
that bulk collection and its analysis has some potential value but it is néetii@ystack value.
On the same side, we have the targeted approach, which would follow througlcydar
leads. Currently, what is the balance in terms of government activity on that?

William E Binney Currently, there is not too much of a balance unless there is an attack,
for example the recent attacks in Paris. Take those two attacks as thencpemi. After

the first attack, they went to bulk acquisition. How much good did that do them in helping
to prevent the second attack? It did not help, but they started getting and finding people
once they found out who did the attack and focusing in be tata they already had
accumulated on those people, which they could have got originally from a targeted
approach upfront instead of waiting. By doing that, now they find other people and are
potentially stopping future attacks.

Mr David HansonWe hawe had evidence from police and other agencies saying that the
targeted approach cannot work now because, effectively, a range of material is in Facebook,
Twitter, the dark net and other forms of media. The purpose of bulk collection is that we do
not knowwho is involved in that until there is a lead. The lead follows through to accessing
bulk collection material. Is that valid?

William E Binney| understand that, but with the dark web, when you put a tap on the
fibre line, you get the entire fibre limewhether it is the dark web or not. If it comes across
the fibre, you get that data.



Mr David HansonBut the justification that we are getting is that to have an effective targeted
approach to people involved in or accessing terrorist, criminal or pa@tom@ctivity, or
whatever it might be, the agencies need to have access to any record. Any record means
lyeo2Re Ay (GKAA NR2YQa NBO2NRZ o6dzi | Oldz t €@
of one person in this room because they were the persenvwere interested in.

William E Binneyl understand that that is the objective of intelligence, too, to be able to

do that. Again, the issue is doing automated approaches for analysis of the data upfront.

That really gives you the ability to sort thatrly out. For example, if you want to look at

terrorism, you want to look to networks that use the internet or phone to communicate.

You look for zones that connect certain parts of the world, such as certain countries. You

can automatically do that with $wvare, which is what we were doing, but they did not

particularly opt for. That was their option and they picked it because of the money involved.

You can automatically do that with software but when you reject the smart approach to

targeted analysis, paessing of data and analytic processing, you reject the opportunity to
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William E Binney| would say that thats false. They can currently access anything they
want. When you tap a fibre, you have access to everything. When you go to an ISP or the
telephone company, they have access to the entire network. You can tell them to give you
any number or any switch tlyehave got, or they can use the implants they already have in
place to do that. That is not an issue.

Q242 Victoria Atkins:Just to be clear, Mr Binney, it is 15 years since you worked for the NSA,
and your security clearance was removed before you resign@001.

William E Binneyl did not resign; | retired.

Victoria Atkins:On leaving the NSA, you-can a consulting company providing intelligent
security computer analytics. Is that correct?

William E Binneylt was called Entity Mapping, LLC, yes.
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contractors, it could be said that you profited from your role at the NSA after yoedetir

William E BinneyWe never attempted to get into contract with the NSA. We only did it
with NRO, CIA and Customs and Border Protection.

Victoria Atkins:What is this document?

William E Binney It is the way to do targeted analysis and reportingd ayain a rich
environment for an analysist to get data off the network.



Victoria Atkins:Is it a computer program?

William E Binneylt is in the form of a computer program, yes.

Victoria Atkins:And who owns it?

William E Binney The company name iTDC, the Technology Development Corporation,
which has the set of software to do the sessionising of the data. We had at one point the
software to do the analysis of it but we left that with the Government.

Victoria Atkins:Just so we are clear, do ybave any commercial interests still in this area?

William E BinneyNo, | am not in business now at all.
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from a number of law enforcement officers and securityvéges witnesses who are at the

rock face now, not 15 years ago. Their evidence has been that they need these powers. Are

you telling this Committee that each and every one of those witnesses is wrong, and indeed
possibly misleading the Committee?

William E Binney| guess | am.

Q243 Shabana Mahmoodt want to come back to internet connection records and you, Mr
Lund. Obviously, we have had quite a long discussion already about the Danish experience, its
usefulness and your opinion of that. First, | want ¢ai¢h back on this point about the 50%

data that were not available in the Danish system, which | think you defined as everybody who
accessed the internet on a smartphone.

Jesper LundYes

Shabana MahmoodSo the argument is that the Danish example is not helpful because there
was this whole bunch of data that could not be accessed and therefore it does not tell us
anything about what we are trying to do with internet connection records in this country. But
is it not the case that even if in the Danish experience they had been able to get that 50% of
smartphone data and had complete coverage, as our system attempts to do, that data would
have been potentially mostly useless because of the problem of consteimiection and the

fact that on smartphones the apps that police and other people would be most interested in
are on a background app refresh and therefore constantly connected to the internet, which
tells you nothing about when it has been activated? \ldogou agree with that?

Jesper LundYes, you would be able to see that a person, for instance, uses Facebook or
Facebook Messenger, but you would probably not be able to see when that person is
communicating with Facebook Messenger because there is@onhsbmmunication in the
background between your smartphone and the servers at Facebook.

Shabana MahmoodSo that additional 50% that could have been collected but was not is
probably not very useful anyway.

Jesper Lundt is always hard to malgatements about hypothetical situations, but | would
still say that if there was a rational case for using internet connection records, Danish law



enforcement should have been able to prove that using the other half of the customers,
where these limitatios were not a problem.

Shabana MahmoodWas there anything positive about the Danish experience? We have
heard a lot about its problems. Did anything come out of that experience that you or other
people in Demark have found useful?

Jesper LundNo. Lotsof data were retained for seven years, and Parliament was told
several times that they were extremely useful for the police, but in the end, a self
evaluation report by the Ministry of Justicenot by some critical NGO that makes up a
story about this wasnot able to come up with a single operational case where internet
connection records were used in investigating criminal activity. Even the Danish security
and intelligence service, which was asked only about the quality of evidence, not about
operationalcases in an anonymised form, said they were of limited use to it. Initially, the
Danish security and intelligence service, the Danish equivalent of MI5, was the mastermind
behind our internet connection records system.

Shabana MahmoodThank you, thats helpful. From your submission, there is a suggestion
that there are discussions about future proposals, possibly concerning internet connection
records, in Denmark mark 2. What is happening with those discussions and what might a mark
2 scenario look [&?

Jesper LundThe Danish police and the Ministry of Justice want to get away from the
simplified version of doing collection at the boundary of the network. They want to do it
closer to the customer so that the information can always be associatedangibecific
customer, even when you have sharing of public IP addresses. The Danish
telecommunications industry is highly critical of this because it will increase the cost
substantially. | do not know precisely by how much, but it is by so much that duestiry

is opposed to it. If you translate that to the British scale, that would be greater than the
budget that has been set aside for your internet connection records, the £170 million over
10 years. If they do that, it will be equally effective for fixiees, where you do not have
sharing of public IP addresses, and for mobile phones where you do. My suspicion is still
that it will not be useful at all in the end, and that they will just have spent more money on
the system. That is based on what | saatlier. If there was an operational case, Danish
law enforcement should have been able to prove it for the customers that were not
affected by the suspicions.

Shabana MahmoodHow would you say this potential second version in Denmark compares
to the proposal in our draft Bill? Is it a similar range of powers this time and similar coverage?
Will it be less or more, do you think?

Jesper Lundit will probably bring it closer to what is proposed in this Bill. | have been in
contact with the Danish telecomunications industry and it has had fairly limited
discussions with the Danish Ministry of Justice about this. There has been a single meeting
in 2015. | do not know whether the Ministry of Justice is going to propose this to
Parliament. It could happen ih year or next year. The Ministry usually consults the
telecommunications industry to a greater extent before it does something like this.



Q244 Matt Warman: Mr Binney, we have heard repeatedly from various different agencies
that they would always rather beargeted and spend the resources that you have described,
which are much smaller, doing one very targeted thing, but that they want to have the option
of having the haystack, as you put it, because that is the only way they can get to the people
they needto get to in order to keep us safe. Your argument seems to be that they should be
targeted, which they agree with you on, but that they should not have the option of the
haystack. Can you explain how that would help?

William E Binney The point is that tey are interested in doing what they call target
development, which is finding new people who are involved in that activity, whatever it is,
whether it is dope or any other criminal activigyerrorism or so on. The point of doing the
social networking reonstruction is that you can see those who are associated but not yet
known. You can use other rules and smart things to do with software to look at the data to
make assessments, such as the geolocation of positions and different things as they are
passindoy, and make a decision at that point about whether you want it. You can also put
in other things. For example, you could classify as a target set all the known sites advocating
jihad or any other kind of site you want, and look at who visits that siterew frequently

they visit. That could put them in the zone of suspicion. That is how you do target
development. That is really what they are after. You can do that in a targeted way with
those kinds of rules added to it.

Matt Warman: That seems to bprecisely what has been described to us. The ambition is not
to have an infinite army of analysts but to have access to the pipe in order to target more
effectively.

William E BinneyThat is exactly what | am advocating, but you can do that upfront. You
can make those decisions upfront, filter out all the other material, let it pass by and not
even take it in. That gives privacy to everybody in the world and gets you the target set you
want.

Matt Warman: Are you familiar with the request filter, as de#ed in the Bill?

William E BinneyYes, | think | am, but it is not the total Bill. You are still advocating bulk
acquisition, and | am advocating stopping bulk acquisition.

Matt Warman: But, very briefly, it seems to me that the request filterdit out the bulk data.

It does exactly what you are asking it to do. Are you saying that you do not understand that
that is what the request filter does, or that you are not familiar with the details of how the
request filter will work?

William E BinneyWhat | am getting at is that the bulk data is still stored and accessible.

Matt Warman: But not to the Government, thanks to the request filter.

William E Binney You mean at the ISPs? The Committee needs to understand that there
are many different tings going on here that add to this bulk acquisition. It is not just the
ISPs. If you look at some of the material that was exposed by Snowden, it shows clearly an
upstream programme the PRISM programmelooking at the ISPs contributing data upon
request uing a filter. The upstream programme captures everything directly off the fibres



as it passes by. That is the bulk data acquisition that is available to GCHQ through NSA and
all the other resources that contribute to that.

Matt Warman: But that is not vat is in this Bill and not what we are talking about today.
PRISM is fundamentally different. This is not a Bill that proposes PRISM.

William E BinneyNo, but PRISM is an analogy to filtering because it filters too.

Q245 Lord StrasburgerThe common factor between just about every successful terrorist
attack in Europe over the past 10 or 15 years has been that one or more of the perpetrators
was known in advance. Are you saying that attacks such as 9/11 and 7/7 could have been
stopped if he agencies had used smart collection instead of grabbing absolutely every bit of
data that went by?

William E BinneyYes. In fact, in the case of 9/11, Tom Drake, who took over the efforts
that | started with Ed Loomis to do a targeted approach, tookpttagram and ran it against

the entire NSA database in February 2002, very shortly after the attack, with the knowledge
that we had prior to 9/11 incorporated in it. That program pulled out all the data that was
in the database that NSA did not know it halthe terrorists prior to 9/11, so it gave them

all the alerts, all the phone calls to the Yemen facility, all the phone calls back to Hamburg
and to Afghanistan, even all the internal relationships, and showed all the data about who
was involved in thattack prior to the attack. That would have alerted them. The difference
was that we were putting in automated algorithms so that when they hit something of
interest and we knew it was of interest, the program automatically executed. There were
no people mvolved in that decision. So the program would alert everybody electronically
and pass reports to everybody who needed to know once something was detected. It was
done in an automated software way. We did not have the impediment of having people
look intodatabases to find what was important in the data and so on. That would have at
least alerted people and given them the opportunity to stop 9/11. The same is true with all
the other attacks because all these people were known and in knowledge bases alfeady.
the agencies had done a targeted approach from the beginning and kept the data finite,
their analysts could have found the threats. That is my point.

Q246 Stuart C McDonaldTurning again to internet connection records, we have heard Mr

[ dzy RQa @ h&rpractidalatditgzMr Binney, if this Bill is passed, can you see internet
connection records being of practical use to law enforcement and to security and intelligence
services?

William E BinneyNot in the bulk collection way, no, because aga fave the same
problem: if you take in hundreds of millions of records, you have to have people looking
through hundreds of millions of records to find what is important. That is why the White
House issued the Big Data Initiative in early 2012, solictorporations to come up with
algorithms that would find information in big data that was important to look at. They
issued that initiative because they have this problem, too.

Stuart C McDonald: can see that from a security intelligence point of viewt | turn to a law
enforcement point of view. One example that law enforcement gives us is missing persons.
They say that because telephone records are pretty hopeless, they would love to have access
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communicating with. There are cases where they could have tracked a missing person more
quickly if they had had the ability to do that. Do you recognise that as something that could
be helpful?

William E BinneyYes, and they carodhat in a warranted, targeted approach. ISPs keep
data for a short period of time afterwards, so it is still available.

Stuart C McDonaldWhat sorts of periods of time are we talking about?

William E Binneyl think that for most of them the figureitih regard to their records is up
to six months.

Stuart C McDonaldBut do they do that? Is it a matter of practice?
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keep data and for how long.

Stuart C McDonal: But at the end of the day you are accepting that there would be some
practical utility in requiring the retention of records for six months.

William E BinneyGoing after it in a targeted way, yes.

Stuart C McDonaldWhat do you mean by a targeted way, then?

William E Binney Because you have at least the device that the person was using to
connect with the internet, along with their phones and cell phones, so you have that data.
You can use that data to go after theand data that was related to them.

Stuart C McDonaldSure, but you would have to have retained en masse, because obviously
you never know who is going to go missing, and then you have to go back.

William E BinneyThe telephone companies keep thattddor a period of time also, so
you have that from them. You also have it from the ISPs for a period of time.

Stuart C McDonaldOkay. To both of you: what about the privacy implications of keeping
internet connection records in the way proposed by Bi#?

William E BinneyTo me, right upfront it destroys privacy. To return to the bulk issue, taking
so much of it in destroys your capacity and makes your analysts dysfunctional. It makes
your law enforcement people dysfunctional, too. They cannot fihd data that is
important.

Jesper Lundin terms of privacy, you would basically be storing the entire internet activity
of every British citizen, which is really intrusive. In the specific case of finding a missing
person, what would be most effective wial be if their mobile phone was still active; then

the mobile telephone company can triangulate that phone using its mobile phone towers.
If the phone is no longer active, presumably that is where a case could possibly be made
for accessing internet concéon records. However, those records may show you internet
communications but they are not able to distinguish between active communications and



the background communications that would happen on a smartphone at any time, even if
it was left alone in a €ferent part of the country.

The Chairmant remind the Committee that just before 4 pm | will have to call the Committee
to order because of the vote in the Commons.

Q247 Mr David Hansonlmagine for a moment that your objections are not listened to and
there is a scheme in place under the Bill that operates as the Bill currently proposes. The Bill
says that £247 million is available over ayHar period for the running costs of the BIih.

your professional judgments, is that a feasible resource to meet the costs of the Bill as
proposed?

Jesper Lundif you want an ambitious system for collecting internet connection records, it
will be more expensive than the Danish system. Extrapolditorg the cost of the Danish
system, taking into account the difference between the size of the UK and Denmark, the
limited version that we implemented in Denmark would take up what is set aside for
internet connection records, so | think it would be magensive than £247 million.

William E Binney!l think that that might be a good estimate for the retention and storage

of data. | am not sure that it would cover the cost of processing, interrogation and
development of software to do all this and of mayiag the data once you have it, having
analysts look at it, whether you need more analysts and so on. There are a whole set of
costs that go with data acquisition.

Mr David HansonThe costs are detailed in the Bill, but essentially the Government have
currently allocated around £180 million for the costs of establishing the collection of bulk data.
Is that reasonable for 70 million people over 10 years?

William E BinneyFrom my perspective, that should be reasonable.

Q248 Mr David HansonOne final questin. We have talked a lot about privacy. TripAdvisor,
Facebook, Twitter, Hotels.com, Tesco, theapaand Spotify probably know as much about
me as the Government do. Is that a problem, or is it just the Government you have a problem
with?

William E Binneyl would say that all those companies cannot come and arrest you, charge
you with crimes or retroactively do research on you. For example, if you take a position
that the Government are not in favour of, you can become a target, as numbers of people
have.

Mr David Hansonl suppose my question is: is the bulk collection of data by all those private
sector companies more or less objectionable than the bulk collection of data by the
Government to stop terrorism, paedophilia, criminal activity, drug abus# all the other
activities? That is a conjectural point.

Jesper Lund understand the question. It is also one that has occurred to me several times
in Denmark. The important difference is that you give consent to those companies to collect
your data. ¥u choose whether to use Facebook and you can refrain from using it if you do
not have faith in its data collection practices. You cannot get out of internet collection
records. They show your internet activity and they are going to be retained, whetler yo



want that or not. As | understand the British system, not all communication service
providers will sign up to this, but you will never know whether the information is retained

Mr David Hansoni suppose that that also presumes that | am bothered alibat. If | am
not committing a crime, am | bothered about the fact that they could access it if | did? | just
pose that as a question.

Jesper LundSure, but my take on this is that privacy is a fundamental right that applies to
the individual citizenyst like freedom of expression. Whether or not you want to use that
right is your choice, but the mandatory collection of something like internet connection
records infringes your right to privacy.

Q249 Dr Andrew Murrison:lt has been said that the UK intrusl@ipon the privacy of its
citizens in a way that practically no other western state does. | am concerned that the UK
should be an outlier, if that is true. Clearly the point of safety is being with the pack; indeed,
in a legal sense it is probably importahat it is. What is your assessment of where this Bill
would place us in terms of countries with which we can reasonably be compared in terms of
the acquisition of data and the surveillance and control of that acquisition by the state? Sorry,
that is a ¥ery broad and overarching question, and this is a very complicated Bill and there are
parts of it that will apply to a greater or lesser extent in other countries. As a Hryoagh
approach, though, where do you think it would place us?

William E Binney | think it would place you equally with the US, because this is exactly
what the US does. It does it under Executive Order 12333, which has no oversight
whatsoever in the US.

Dr Andrew Murrison:No oversight at all?

William E BinneyNone at all, by cats, Congress or anyone. It is all done by presidential
order. The Fairview programme is the primary programme for the collection of data against
US citizens, and it has 100 tap points right across the US, distributed with the population.
It is distributedin that way because it gives them the ability to capture all that data about
US citizens. That is a violation of our constitutional rights and we have been trying to
challenge it in court. They have been fighting like blazes to keep this out of the courts
because they know that what they are doing is unconstitutional.

Dr Andrew Murrison:Presumably, that is a work in progress.

Jesper Lundlt is always hard to do these comparisons, even within Europe because
sometimes the European Union has similardaiy understanding is that the UK is at the
forefront of data collection about its citizens in Europe. France is also stepping up the
surveillance of its citizens but is taking different routes in certain ardasinstance, by
forcing communication sersge providers to do some form of metadata analysis of the
communications that are going through their systems, not just the retention of those
communications. You see different approaches in Europe but my short answer would be
that the UK is at the forefrdrof data collection.

Dr Andrew Murrison:n terms of intrusiveness?



Jesper Lundin terms of intrusive data collection, yes.

Dr Andrew Murrison:And what about oversight?

Jesper Lundt is probably even more difficult to do cressuntry comparisos of oversight.
If | compare the UK and Denmark, | would say that you have more oversight in the UK but

also more data collection.

The Chairmanit has been a fascinating session for all of us. Thank you both so much for
coming along and answering a diverse range of questions, and a double thanks for travelling

from abroad.
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Q94 The ChairmanWe give a warm welcome to our colleagues, Lord Blunkett and Mr
Paterson. First, we apologise to ydusllargely the fault of the House of Commons; it decided

to have a vote and that put the whole business on by about 15 minutes. We are extremely
grateful to you both for coming along to talk to us about this very important Bill. Because of
your experiene in government, both of you know a great deal about the issues involved, so
we are very grateful indeed. | will take advantage of my position as Chairman by asking the
first question, which is for Lord Blunkett and for Mr Paterson. It is a very simpldsoties Bill
necessary, in your view?

Lord Blunkett I cannot promise to be anything like as riveting as the last session, Chairman.
Could | declare a nepecuniary interest? | have an interest in a company that is involved
in verification andauthentication in the payments business, so | have a bit of knowiedge
not as much as your previous contributors, obviousipout what will drive companies

out of Britain.

Yes, the Bill is necessary. It required updating, for the reasons that | speltraytvimitten

and oral evidence to the ISC, and if people have insomnia they are very welcome to read it.
I will not repeat all that, except to say that we have moved from an analogue to a digital
age. For some time, we have needed to update the former tetenunications procedures

and safeguards for the age we are in at the moment. My precept has always been that we
use the same principles. When | hear people suggest that somehow there is an issue with
holding telecommunications data long enough to be alletcess it when necessary, or
that it is the same as the content, | wonder whether they would have used the same
arguments if we were discussing this 20 years ago, in the telecommunications age that
existed then.

The ChairmanThank you very much. Mr Raison, is it necessary, in your view?

Mr Owen PatersonChairman, thank you very much for inviting me to your Committee.
Yes, | think that broadly it is, to bring the powers that our agencies have up to technological
speed with our opponents. Having wexk in Northern Ireland, as you did, | have no doubt



of the real dangers posed to our citizens on a daily basis. It is only right that we give the
incredibly brave people who work in our security agencies every necessary tool in order to
beat them. | totaly agree with Lord Blunkett. The original principles should always prevail
in how we oversee and manage this intrusion.

Q95 The ChairmanBefore | move on to colleagues so that they can ask about interception
and authorisation, which both of you are very krledgeable about, | have one more
question. A lot of the Bill covers bulk interception, bulk acquisition of collection of
communications data and bulk equipment interference. Do you think that an operational case
has been made for that?

Lord Blunkett The 6§ N ¢t dpeapld talk about metadata provides a fog around the
issue. Surely the fundamental issue is that what is taking place requires monitoring. If
monitoring involves collection of data, where should those data be held? Six years ago, the
Governmentbacked off the idea that there should be any attempt to hold centrally, so we
are asking the private sector to -@perate. We are doing so in a way that allows the
agencies to be able to do the job. We need to demystify this, if | may say so, because the
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session, is what in a practical sense can be undertaken, and what meaningful information
can be gleaned from it for acceptable purposes. If we drill down to that, we &b
demystify it and can then challenge the agencies as to whether what they are doing is
relevant to the objective that we have laid out for them.

Mr Owen Patersoni broadly agree. Once the principle of interference and capture of
private data is acqaed, | am not worried whether it is a small amount of data or whether

it is a bulk amount of datawhich, as Lord Blunkett said, has become a bit of a shibboleth.
The principle must be that this data are managed in a responsible manner. In my
experience, ar services have been punctilious in the manner they respect the constraints
and the protocols put on them.

Lord StrasburgerOn the subject of bulk, is it not true to say that the concern is not necessarily
about the quantity but about whose data areibg captured? There is a difference between
surveillance or interception of the data of suspected criminals or terrorists and surveillance or
interception of those of the rest of us. It is targeted against untargeted, rather than bulk
against small.

LordBlunkett: We have always collected them. They have been collected, have they not?
They have been held. The records have been there, under the old telecommunications
system. They were not accessible in the same fashion as they are now, at the speed they
are accessible. Collation is possible, with new technology addressing new technology, but
the process was the same, was it not? The data was held.

Lord Strasburgertt was not quite the same. In the case of telephone data, the data was held
by the telephonecompanies for their own billing purposes. In the case of Internet connection
records, we are asking the ISPs to create the data, which do not currently exist.

Lord Blunkett We need, perhaps, to ask the ISPs, as you are presumably doing, what they
do with the data, because the idea that they hold them now only for billing purposes is
mythical. The amount of data that is used by ISPs for all sorts of punpgseple seem



willing to provide and to collaborate with thmatis enormous. Just ask how much & $kx
provides, if we consider what is done with it afterwards.

Mr Owen PatersonWe are broadly in agreement again. Huge amounts of data are kept on
every one of us, every day. It is the manner in which those data arer uskdther they

are used responsip and whether we have the right protocols to control that use of data
that worries me. That is the main concern.

Q96 Mr David HansonYou have both exercised the authorisation of intercept warrants, in
Northern Ireland and in the Home Office. Could you ghes Committee a flavour of how
urgent those requests were, how often you turned them down and whether there were any
detailed issues without referring to cases that you think the Committee would wish to
reflect on in relation to the existing authorisatiqgorocedure? Perhaps you would like to
answer, Lord Blunkett. | can see Mr Paterson passing over to you.

Lord Blunkett | am happy to do so; | was just trying to share the burden a little. Let us try
not to exaggerate. Many of the warrants authorisethere are probably slightly more now
than there were in my day, but there were about 2,500 a yezame through on a process

of sensible authorisation, which gave time to look at the detail. They were often renewals
of authorisation previously given, on a thresonth basis, and then more frequently after
that.

There were occasions when it was absolutely vital for the services to have an answer in the
middle of the night. | am trying not to exaggerate it, because this is not about the#tre

is about reality. On me than one occasion when | had switched off my mobile phone and
was not at home, | was literally dragged out of bed by the protection team. When you get
one, you have to do it there and then, although in the middle of the night you are not as
compos mens as you might be and you question whether you should pause, drink a coffee
and make sense of it. As a whole, it was necessary to be able to turn them around speedily.
I know from the questions that Owen has raised in the Commons that both of us are
concened that on critical occasions an incident cannot occur because an authorisation has
been delayed.

You asked me a second question: how often did | turn down requests? Out of the numbers
we are talking about | have thought about this a lotl would say abou2% or 3%. Some

of those then came back with further information and clarification that helped me to see
that they were necessary.

Mr Owen PatersonWhen | arrived at the Northern Ireland Office, it was quite a delicate
period. Your Government had just gidgvolution of policing through. Sadly, there was an
element of the republican community that was completely determined not to accept the
settlement and wanted to continue physical violence and terrorist actions. They were
extremely dangerous. Sadly, wech&o ramp up our activity, to get quite a lot of extra
money from the Government and to+equip certain agencies.

| was very aware that we were fighting a-Bdur campaign. One of the first things that |

did on day one was to make it very clearto mylprivS 2 FFAOSZ Ga¢ KA & A& |
wake me and interfere with what | am doing at any time. Never, ever, put my private
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The vast majority were done in an @iy manner. We had diary slots once or twice a week;

| cannot remember how many. As David said, they were frequently repeats. Sadly, it was

the same old names coming round and round every three months. As David said,
occasionally | would be woken up a22NJ o 2 QOf 201 Ay GKS Y2NYAY
urgent decision. That is what has provoked me to make public comments that | am
extremely concerned about some of the proposals in the Bill that might interfere with swift
executive decisioimaking.

On the number that | turned down, | am with David. It was a very small number, but | did.
It was known that | was not a patsy. | turned down the ones | was not satisfied with, or |
sent them back for further information.

Mr David HansonThat leads to two quesins, which both of you can answer. First, how do
you now feel about judicial oversight of that process? Is it fair, proportionate and the right
thing to do? Secondly, given the concerns that Mr Paterson has raised publicly in the
Commons, is there a deftion for you of the turnaround time in an urgent case for any judicial
oversight commissioner who may be appointed under the Bill?

Lord Blunkett | am happy with the compromisel suppose you would describe it as the
sophistication if the processofreview & AY Gl YRSY 6A0GK GKS { SONE
making process. Historically, judicial review is exactly what it is: a legal and administrative
review of the way in which the Executive or their agencies use powers that have been
granted to them. In oupresent process of commissioners, it is down the line when the
process is reviewed and checked. This would mean that every decision would be subject to

that tandem process. | would be unhappy with it if it cut out the Secretary of State, and

those who ae vehemently against any kind of intercept and surveillance measures would

be horrified if there were not some sort of review now. We are trying to get that in tandem.

Mr David Hansonit is more approval than review.

Lord Blunkett That is the debategu are having to clarify what it is. If it is not a review,

are the commissioners being reviewed down the line? There is a presumption in our
present political environment that judges know better than anyone else and are better
than other people at all sés of processes. | think that they are very good at interrogating
and being able to make judgments in the critical judicial system that we have. | do not think
that they are any better or worse than senior politicians at making a judgment on whether
the evdence placed before them in these circumstances stands up. If | may be
controversial, Chairman, because you have been through it yourself, sometimes you weigh
the evidence and use instinct. Instinct is no less valid from those who have come through
yearsand years of the political process and have been publicly scrutinised themselves than
it is from judges.

Mr Owen Patersonl would go further than David. | am wholly in favour of strengthening
the review procedure after a decision has been made. Whenesenkd one of these
things, | was fully conscious that | was subject to quite a rigorous inspection in the cold light
of dawn, possibly some months later. | was fully conscious that | could be summoned to a
Committee like this and could be hauled up ore thloor of the House of Commons in
Questions. There was a real responsibility. However, | really believe that it is vital that the
decision is made rapidly by a Secretary of State with full executive powers of decision



making. It is up to the Secretary 8fate to make a decision, often under very imperfect
conditions and with imperfect information. As David has just said, often you may have to
trust instinct. Our current Home Secretary has done it for five years and is extraordinarily
well-placed to make ifficult decisions. | wholly fail to see the value of distinguished judges
coming in and taking part in the decision. | really oppose it. Go back to Montesquieu and
the separation of powers. Their skill is interpreting law or, here, interpreting the manner
which a law has been put into action by an Executive. | feel very strongly that these are
executive decisions. They are operational decisions and must be made by a democratically
elected Minister, accountable to Members of Parliament.

Mr David HansonThis is the final question from me. The key element will be the interface
between an urgent request to you as the Secretary of State for one or both departments
versus a judge reviewing that decision and taking a different view on an urgent case. Where
does responsibility lie in the event of that type of conflict?

Mr Owen PatersonThis is what worries me. | stressed in my opening comments that often

a swift decision needs to be made. The Secretary of State will be very conscious of his or
her responsibility and will make that decision. Here you have a second body party to the
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decision to issue a warrant under section 137, the Judicial Commissioner must give the
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the Secretary of State for Northern Ireland is in one place, the commissioners are in another
and there is information that may have come from our allies in the Garda Siochana that an
operation is under way?

The pass on this has partly been sold. Thethasequivalent of an emergency provision,
where the commissioners have five days to make a decision. Frankly, that could apply to
everything. | would be happy with that. | am perfectly happy to have more judicial scrutiny,
more frequent review and more gallar meetings with the relevant Secretary of State. They
came to see me probably once every six months; you could do that much more frequently.
I am very strongly opposed to a member of the judiciary makingdecasion. That is really
dangerous. What hapens if it goes wrong? Who is to blame? Who comes before
Parliament? Who do the relatives sue if a bomb has gone off and a Secretary of State had
made a valid decision, under difficult circumstances, with imperfect information, but it had
been skittled bya very welmeaning, very wellrained judge on a legal nicety? This has not
been thought through. Do they get together in the middle of the night and look at the
written review? Do they then together go back to the agency and ask for more information
in the middle of the night?

It has not been thought through. | see delay and muddle. There has to be a difficult decision,
made by an elected Minister, who is subject to intense scrutiny after the event. This
muddles the role of the commissioners. If they &pebe a serious body, reviewing and
scrutinising, they are compromised if they are active in this decision. It will go one of two
ways. Either they will become patsies, to use my earlier phrase, and will just go along with
the Secretary of State, so theyill be devalued, or they will become an extra body that is
not accountable to Parliament. Either of those results is very unsatisfactory. To make it
even worse to get you depressedit is much worse in Northern Ireland, where you have
divisions among judial bodies, as we saw with the Duffy case collapsing only last month.



Q97 Victoria Atkins:My question has been answered by both of you. The question is, who

judges the judges under this format? Please correct me if | am wrong, but there is no
accountabilityfor the judicial commissioners, whereas the Home Secretary is accountable to
the House of Commons and Select Committees in this place.

Mr Owen PatersonAs | said, | am very concerned that these judicial commissioners will
not be accountable. Then thers & third human being with the powers of Solomon,
according to the Bill, called the Investigatory Powers Commissioner. If you look at the same
clausa Clause 1383 dz0 4 SO0 A2y onv aidliSazx a2 KSNB || Wadz
Investigatory Powers Comssioner, refuses to approve a decision to issue a warrant, the
Secretary of State may ask the Investigatory Powers Commissioner to decide whether to
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muddle, more delay andhore lack of accountability. | go back to my comments to David
Hanson. What happens if it goes wrong? Who is to blame? Who is hauled up before this
Committee? Who is hauled up before the Northern Ireland Affairs Committee for letting an
operation that cold have been stopped go ahead, when the democratically elected
Secretary of State had made a clear decision? | am not at all relaxed about these proposals.
| really do not like them.

Lord Blunkety L aKIFNB hgSy tI G§SNRAR2Y QawitA&pdlitidaly S 02y
hat ort this is why your Committee has a massive challenge, but why it is sensible to have
scrutiny of the Bill in this waythat we need to find a way of ensuring that a tandem
process can work, simply because there is an atmosphere nawendby those who
suspect the state of all sorts of things, that makes it very difficult to resile from what has
been put forward. Sophisticating it will be the challenge. | would like to wish you luck with
that.

Dr Andrew Murrison: Answerability is an important concept, but what does it mean in
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under the Bill as it is currently drafted, is quite different. Do you think that there may be scope

for separating warrantry on criminal matters from warrantry ortioaal security matters,

removing the Home Secretary from the former?

Lord Blunkett The problem we have had with authorisation is that the more dangerous
the individual or individuals, the more likely it has been that the Secretary ofiStaten

the case of criminal behaviour, the Home Secretatyas been dealing with it. We have had
almost a perverse situation where the policebviously you will look at this separately,

but | said it in my evidence to the [SGave been able to get authorisation to doirilgs
without going to the Secretary of State. | think that we have it the wrong way round. The
Secretary of State should be responsible for the warrantry, for the reasons you are very
familiar with. You cannot separate serious crime and the danger ofriemonot least with
interconnection, money laundering and everything that you were debating before we came
in.

Dr Andrew Murrison:Would it be a little easier if we had a proper definition of national
security, which we do not have on the face of thi &ithe moment?



Lord Blunkett We have all sorts of articles in relation to exemptions, do we not, within the
European UnionL RINB y2i YSyidAz2y Al thay reqadsSy t |
definitions? Earlier Sir David Omand indicated that we have gotaisto it as possible, in

an imperfect world.

Mr Owen PatersonCould | add one or two comments? First, | do not entirely agree that
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When serious incidents happeaften there are quite major investigations and what went
wrong comes out. This will happen only when something goes horribly wrong, so the
process will be exposed.

On the issue of criminal or terrorist issues, | totally agree with David Blunkett. thexor
Ireland, where you cross the line between excessive fuel smuggling, racketeering and drug
smuggling feeding violence, which may be criminal or terrorist violence, it is a pretty grey,
woolly area. Both those came across my desk, and | did not diffate.

Q98 Suella Fernandes: have two small questions. You have talked about the notion of
instinct that Ministers may have when issuing warrants that the judiciary may not possess and
said that it is an important factor to preserve in the decisiakingprocess. Could you say a

bit more about what distinguishes the ministerial perspective on such decisions from a judicial
approach?

Lord Blunkett The judicial approach would obviously get there, because after time they
would be familiar with the proces3hat happens to Secretaries of State coming in, but on
the whole you do not get people who are inexperienced in the general areas who are Home
Secretaries, Foreign Secretaries and Secretaries of State for Northern Ireland. They are still
learning when theycome in and when they are doing it, as we all are when growing into
jobs. | am sure that, after a period of time, those who have been schooled and have
undertaken their process of promotion in an entirely different way would come to expect

to have to usanstinct, but it is not helpful to a judge to use instinct, is it? Judges are not
trained to use instinct. They are trained to resist using instinct, are they not, at least
theoretically? The facts have to be dealt with, even if the judge believes thanerablem.

All I am sayirmg | am trying to be honest aboutrtitis that you examine the material that

has been put before you and do everything that you can to stick to that, rather than what
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me that there is something entirely right about the application and entirely wrong about
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Suella Fernanded/Vould you say that it is a wider perspective, as opposed to a narrower legal
perspective?

Lord Blunkett Inevitably, yes. If it was only a legal matter, you would not have that process
at all.

Mr Owen PatersonThat is exactly right. If this was nice, rirckpky, clean and tidy, you
would not need politicians. You would have thesenderful judges who were all knowing

and all knowledgeable, who interpreted law that told them exactly what to do and who did
not move an inch off it. If you look at Clause 169(5) and (6), they are expected to make
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must not act in a way which is contrary to the public interest or prejudical(& national

security, (b) the prevention or detection of serious crime, or (c) the economieoeily of
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effectiveness of an intelligence service, a police force, a government department or Her
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been information from Dublin that someone is on the way up. Someone else isgam

from Donegal. You do not have perfect information. You have to trust the information you

have been given and you have to make a subjective judgment. You are fully conscious that

you might be up for very severe scrutnyn my case, some months afteandst in the

cold light of day, and you have to make a decision. There is nothing cleanrd gy nice

and tidy that can be delivered to make it easy for a judge. It is absolutely what judges are

not trained to do, as David said. It is exactly the ojitgos

| am very happy with the five days. | would be very happy withdase scrutiny and with

the Secretary of State being called in every month to meet the commissioner, who would
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be on instinct. In my case, | had been going to Northern Ireland every single week as the
Opposition spokesmanas the shadow Secretaryfor three years. | had met an awful lot

of people, | had been to every corner of Northern Irelardaces where, sadly, | could not

even dream of going nowand, in fairness, | learnt a little bit about it. | pulled on that
information and on some of the people | dhanet. David is absolutely right. There is an
element of this that is instinct. That is called political judgment. It is not right to put judges

in the same box. It is not fair to them.

Suella FernandesiWhere would you draw the line, in striking a batenbetween national
security and transparency in decisions on the issuing of warrants, between judicial and
ministerial decisionmaking power? Would you say that it should be solely for Ministers, with
no judicial decisiomrmaking power?

Mr Owen Paterson¥es. | am completely clear. Elected Secretaries of State, accountable
to the House of Commons, should make those difficult operational decisions. That will
guarantee operational agility and swift reaction. | am all for increasing, extending and
making moreintense the scrutiny process by distinguished judges, after the event. |
mentioned dear old Montesquieu and the separation of powers. It is not a bad thing to go
on. He made it absolutely clear that you do not have judges making executive decisions.

Q99 Bish@ of ChesterThe clauses to which you referred are in Part 5 of the Bill, | think, at
the end, on bulk interception warrants.

Mr Owen PatersonPaurt 8.

Bishop of ChesterEarlier warrants allow a fivéday period when urgent decisions can be
taken. Isthere a particular reason why you think there should be the facility for an urgent
decision, not requiring the judicial approval in the later part you have been referring to?



Mr Owen Paterson:l am very happy with the five days. That could be a sensible
compromise. The five days allow decisioaking by the elected Secretary of State, without
interference, without delay, without obfuscation and without muddle.

The ChairmanCan | stop you for a second to clear things up? The five days refer to urgent
cases, not ordinary cases. | think that Mr Paterson is saying that, even in ordinary cases, the
five days would become a review, rather than adezision.

Mr Owen PatersonCorrect. That is exactly right.

Bishop of ChesterThere is the practical question of an urgent request, under the later part
of the BIll, for the bulk warrants, but there is not provision for an urgent decision. There is in
the earlier part of the Bill. You are raising a more fundamental principle ashé&ther the
judges should not operate as they do now, revealing after the event. You are suggesting that
that is much better.

Mr Owen PatersonThe Chairman summarised very effectively what | think. The decision
should be made by a democratically electbtinister, accountable to the House of
Commons. The review should be conducted by distinguished lawyers, days, if necessary,
after the event, with the scrutiny process starting at five days. | would be very happy for
Secretaries of State to meet the reviemsanore regularly.

Bishop of Chesterl understand that that is how DRIPA, the present tiimgdted Act,
operates. There is judicial review after the event.

Mr Owen PatersonYes.

Bishop of ChesterThat is what you would prefer.

Mr Owen PatersonThere is no judicial cdecisionmaking. At the moment, judges do not
participate in the decision. Under these proposaisis called the double lock in all the
press releasasthey will be very actively involved.

Bishop of ChesterTo be quite clear, youra striking, in a sense, at the heart of the principle
of what is now proposed.

Mr Owen Paterson¥es. | strongly disapprove of the proposal that judges make executive
decisions.

Bishop of ChesterThat is what you are saying.

Mr Owen PatersonCorrect absolutely.

Lord StrasburgerCould you tell us how many times you were held to account by Parliament?
Could you also explain why your views, in particular, are the exact opposite of those of our
F2dzNJ aCAQPS 9@&Sa¢ LI NIYySNAERK

Mr Owen Patersoni do not emember ever being called up before any Committee or
having it raised in questions in Parliament. | suppose you could say that that is a tribute to
the fact that the system works, in that people were careful before putting requests before



me and, | hope, Was also careful in scrupulously reading every detail and not nodding
things through. As | said, | did, infrequently, turn them down.

Lord Blunkett Let us go back. The commissioners reviewed the process and whether we
had followed it, within the powersald down to us, which is what | understand review to

be anyway. We also had the annual debate, which, sadly, did not engage the media in the
way | had hoped it would. Parliament usually had a robust debate, concentrated mainly not
on Northern Ireland but o the Home Office and the Foreign Office, with some thoughtful
contributions, but it was not really holding to account in the sense of people understanding
and then asking us to explain what we had done in individual cases, for fairly obvious
reasons we were dealing with sensitive material, which we would not be able to explain.
That was one of the Cateé22s about reporting back to Parliament when we were debating
Bills, including the one that has a sunset clause next year. How can you report to Parliament
on detail that is itself subject to the necessary privacy that protects those who have been
AYy@2t SRK ¢KIFIG A& gKeé @2dzNJ 22063 FyR GKS | 2Y

L FLff atAaKite aK2NI 2F hgSyQa ImngfiomdziAay
but in the reality of the moment we have to deal with what has been put forward by the
Government and the difficulties that they face. | have to be careful here. My second son
works for a major company and years ago used to tell me off for kemgungho on all

this, so | have family problems. Can | be clear? Whatever the Government decide to do,
there are people who do not believe that it is either necessary or acceptable. At the
moment, they get a bigger hearing than the intelligence agencie

The ChairmanCould | clarify something Lord Strasburger said? He made an important point.
There is no real parliamentary mechanism currently available, is there, for obvious reasons,
that could in any way scrutinise the decisions either of you womad#te on agreeing intercept
warrantst even to the extent, | guess, that the ISC, meeting in private, would not be able to
deal with them?

Lord Blunkett | see no reason why we should not have a much more thoroughgoing report
on the number of decisions takexmd the nature of those decisions. When the then Foreign
Secretary, William Hague, reported to Parliament on the back of what happened with
Snowden, | said that we could be a lot less diffident and sheepish about all this, without
putting the intelligenceand security services and their operatives at risk. We should
examine how we might do it more openly. We could also examine areas that are outwith
what the Bill is able to deliver, namely where information is provided from other agencies
outside this coutry and there has been no warrant and no clearance. The information is
given to us, and we have still not come to terms with that.

Lord StrasburgerYou seem to be confirming the view that the concept of parliamentary
scrutiny of warrants is a myth.

Lod Blunkett | do not know anyone who has really believed that Parliament scrutinises
the warrants system.

Lord StrasburgerExactly.



Lord Blunkett The commissioners have. They produce their annual reports, which are
usually commented on in the mediait Parliament, other than in the annual debate, does
not and has not.

Lord StrasburgerBut both of you gentlemen, particularly Mr Paterson, have waxed lyrical
about the concept of parliamentary scrutiny. | am struggling to see where it is.

Lord Blunkett No. The politician is accountable. That is different from the way in which
Parliament chooses to scrutinise or not to scrutinise. Secretaries of State are accountable,
both publicly and to Parliament, and can be sacked. | wonder under what corlih
judiciary involvement would result in their being removed.

Mr Owen PatersonThat is the key point: we are accountable. There is a lot of information
about decisions made by Secretaries of State. Ultimately, those decisions can be taken up
by parlianentarians, should they choose to do so. As David said, at the moment there is
only a debate. Should things go wrong, Secretaries of State can absolutely be on the line
and accountable to Parliament.

Lord StrasburgerAs far as | know, it is not legarfa Secretary of State to discuss a warrant
in public.

Mr Owen PatersonBut a Secretary of State is accountable to Parliament for activities in
his or her sphere of influenceand can be fired.

Victoria Atkins:| can help Lord Strasburger. Sections @719 of RIPA make it a criminal
offence for Secretaries of State to answer questions on this, if they are so asked. That may
help to answer his question.

The ChairmanYou have been let off the hook today.

Lord Blunkett That never passed across my sausness when | was there.

The ChairmanL. Y2 @S y2¢ G2 [2NR | SytSeéesz o06SOldzaS
answered.

Q100 Lord Henley:1 want to come on to the various safeguards for privileged
communications. You will remember the statement that waslmay the Home Secretary on

4 November and the concerns raised by David Davis, in particular, about the lack of protection
that MPs have over the potential acquisition of their communications data. Does the

enshrining of the Wilson doctrine in statute ploRS | RSljdzl §S LINRGSOGA 2

communications and address the concerns put forward by David Davis, or should there be
additional safeguards over the use of communications data for parliamentarians, as there are
for journalists?

Lord Blunkett It may be worth crosseferencing briefly to the inquiry that took place after

the incursion into the Palace of Westminster in the Damian Green affair. That was old
fashioned taking away of materials, as opposed to intercepting them through new, modern
information, communications and Internet provisions, but the principles were the same.
That Committee, on which | served, was under the chairmanship of Ming Campbell, now



Lord Campbell. It is worth testing it out. If we are honest about it, the Wilson doctréise w

more in intention than it was in reality. How carefully can | put this? What you are doing in

this improved Bill is what we were trying to do. My predecessor, Jack Straw, brought in
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helpful, although people have interpreted it entirely differently since. On the Wilson
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electors my previous electors from the issue of protecting the pamentarian. Over to

you, Owen.

Mr Owen PatersonThat is a good way of putting it. The principle of privilege, not the
individual, is the key point. My main concerns with the Bill are to do with warrantry and
powers of decisiormaking. When it came out,read it and saw the statement that any

proposal involving an MP or any other elected bodlie Scottish Parliament, Welsh
Assembly et cete@mhas to go to the Prime Minister. There has to be an element of
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thinks of putting any marker down on an MP has to think really carefully in advance.
Common sense will probably be the best defence.

The ChairmanThat was another very interesting, riveting session. We aregratgful to you

both, because it has come from a totally different perspective from that of our earlier
witnesses and gives another interesting aspect to our deliberations. No one can say that both
of you have not put your views with great robustness.khgou very much for coming along.
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Witness Mark Hughes President, BT Securjtyave evidence.

Q101 The ChairmanA warm welcome to the three of you. Thank you so much for coming
along. You represent very significant companies with a lot of relevance for this particular Bill.
Apologies to you for starting a bit later, but there was #&via the House of Commons, which
delayed our procedure. | am going to kick off the questions by asking you all to answer the
one | am going to ask. If you want to say anything by way of a short general statement, perhaps
you would like the opportunity sto do when | have asked the question. Again, welcome to
you.

My question is a fairly simple one: how extensively is the Home Office engaged with you with
respect to the provisions in the Bill? Perhaps Mr Hughes would start.

Mark Hughes We have been con#ied. We welcome the consultation that we have had.
We have had a number of opportunities, and, overall, we are pleased with the level of
consultation. There are obviously circumstances where it could be better and we could
have done more, but, broadly spgking, it is very different from previous iterations we have
had with the Home Office so we are comfortable with the consultation that we have had.

The ChairmanThank you very much. Mr Kinsley.

Adam KinsleyIndeed. | would echo that. There has beeteasive consultation over the
last months and it has been a marked improvement on last time.

The ChairmanGood. Finally, Mr Woolford.

Hugh Woolford | would echo that. We have had engagement, and we have haddigh
engagement both on the legal amgerational sides. It is welcome that we are having that
engagement.

The ChairmanThat is a good start. Lord Butler.

Q102 Lord Butler of Brockwell:Following on from that, you are satisfied with the
consultation, but has it led to agreement about whapiacticable? Let me elaborate on that
while you are thinking about it. This is on the niggitty of how it is done. | am after whether



you think it is practicable to separate communications data from content, or at least the type
of communications datagu are being asked to retain, whether you are confident that you
have the equipment that would enable you to do that, and whether you can give us some idea
of what degree of extra costs that would impose on you. | hope that is not too much of a
question.

Hugh Woolford | will kick off and then pass across to my colleagues. | will take it in bits.
On how easy it is to separate communications data from content, in the dealings we have
had to date we feel that we need more work to get more clarity over whabisidered
content versus communications data. We need more workshops between the bodies to
flesh that out. At the moment there are very high level

Lord Butler of Brockwell9 EOQdza S YSs o6dzi R2S3a a062RASaé¢ YSt
providers?

HughWoolford: Absolutely, yes. At the moment there are very highel definitions. You

could, for example, say that a route URL for bbc.co.uk is considered communications data,
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way the Internet is constructed and usedhat mean that does not always hold true. There

are some general principles in place. We need to move forward and get some more detail

in place around some of those nuances and how to handle some of theahisTthe first

point.

Leading on from that, given that we have not got to the nub of how we would differentiate,
the answer is no, to be perfectly honest. We have early discussions going on with regard to
some of the equipment or angles that we could Koat, but there is a huge piece on
volumes, which | am sure we will come to later in the session, that has a massive bearing
on the equipment that we need and therefore also the cost.

Adam KinsleyAt this stage, we have to differentiate the conversatians the factsheets

we have seen and what we are looking at in the draft Bill. The draft Bill is obviously very
high level and it is not sufficient to be able to map across from that and understand exactly
what we are going to need to do. By definitionisigoing to have to come later in codes of
practice and in further discussions. Going back to your question, to be able to differentiate
and look at communications data within what are effectively packets of data, there will
need to be investment in newypes of technology for us to be able to get up to the first
slash. The way the Internet is arranged and operated is not simple. We are going to have
to look at individual use cases and understand exactly what we will need to do. Hopefully,
that answers youquestion.

Mark Hughes There are a number of parts to the question. The first is whether or not it is
technically feasible to separate content from communications data. The draft Bill usefully
defines communications data both from an entity and an event point of view, whiah is
new set of definitions, as opposed to the previous or existing regithe RIPA regime

and then content. Technically, it is feasible to separate various parts of the packets; we can
deploy tools to do that. The point about that is that, increasinglyeesly in the future,

with more and more encryption, the ability becomes more limited to take you back to
purely an entity level piece of communications data as opposed to richer parts of
communication data. That is the first thing.



More broadly, theres a lot of discussion, and has been, about definitions. We have already
started talking about them today. It is important to look at definitions in the context of the
level of intrusiveness that is the purpose behind the power being sought. That is #heays
reference point. The definition comes from the level of intrusiveness that is going to impact
on our customers and on citizens generally. The definitions are derived from the level of
intrusiveness to help bucket, effectively, certain types of datat best slashtype data or
whatever it may be, to have a way of defining certain types of data. The caution | always
put on definitions is that it is not easy to write them down, and we can see that right across
the Bill, but with the additional checksd balances put into the draft Bill around legal
oversight stuff, there is the possibility to refer back to the level of intrusiveness. Where the
definition in the draft Bill might not be sufficient at the moment, there is the possibility
through oversighto question that.

| think your next point was about whether or not the equipment exists. Yes, it does. There
are various technologies available to us, although they are limited by the way in which the
traffic is sampled, and there are many consideratiar@aund that. Indeed, some of the Bill,
especially in the area of Internet connection records, which are new data that we have
never collected before for that purpose, means that we will have to deploy new equipment
to comply with the legislation as it dyafted. That comes at a cost. Clearly, there are two
things about costs that concern us. First, it is not clear in the Bill at the moment that we
will be eligible to recover all our costs, and we think that is important for two reasons. First,
the mere fat of defining how much something will cost to meet a certain type of power
will help to limit and frame the level of intrusiveness. In other words, an epated view

of what something could cost could be problematic in the sense that capability could be
stood up, which could cost a lot. Therefore, a proportionality check comes in through
ensuring that it is clear that costs will have to be met. Secondly, clearly, if the cost is not
met in that way, it will have to be found in some other way. There wikdbditional costs

and we certainly have some views on some of the calculatigreshaps we might talk
about that later on.

Lord Butler of BrockwellWhen agreement on definition is reached, how do you envisage that
it will be expressed in statutory formy would it be expressed in statutory form? Would it be
by a statutory instrument or will further amendments to the Bill be necessary?

Mark Hughes This process, through scrutiny, is in part helping to tidy it up. There is, |
believe, much more work to bdone to ensure that we get tighter definitions where we
can. Equally, as in my previous point, we have to ensure that the oversight regime allows
us the ability to discuss that. More specifically, to answer your question, the codes of
practice, which wedok to see before the publication of the final Bill, will go some way to
clarifying a lot, as well as the oversight instruments that exist in the draft legislation, which
will allow us, if we are not comfortable with that, to visit it with the appropriatehority.

Q103 Lord StrasburgerGentlemen, you have mentioned encryption as being a complicating
factor. We have also heard in previous sessions that the way the Internet is increasingly being
used for example, with a Facebook pageé as a smorgasbord ofmient and data, and that

it may be impossible to separate them automatically. | doubt that you would fancy doing it
manually. How are you going to cope with that problem?



Adam KinsleyYou have put your finger on the nub of the technology challenge. Winen y
are requesting a page within Facebook, facebook.com/spurs, or something like that, you
are going to get lots of different content delivered: you are going to get the league table,
the Harry Kane goal or something like thdots of data. We need technadly to analyse

all of that, match it all up and work out which bit is the first slash. It is a big technology
challenge. As Mark says, it is not impossible but it is very expensive.

Lord StrasburgerThank you.

Q104 Dr Andrew Murrison:Obviously, there isome urgency to all this because the Home
Office would rather like to get cracking with gathering the information that it says is necessary
to safeguard security and deal with serious crime. | am interested to know from you how long
you think it is goingd take, given the technological challenges that you pose, to get to that
first slash point.

Hugh Woolford We have put some thought into the timescales. As long as the necessary
discussions and detail were worked through, we feel that we could proballyista017,

with earliest deployments in 2018, depending on the requests and the scale. Those are the
sorts of timescales that we would potentially be working to.

Dr Andrew Murrison:That sounds quite a long timeframe to me. Does that match the level of
patience that you perceive in your dealings with the Home Office, or is it disappointed by that?

Hugh Woolford | honestly cannot comment on that. Those are the timescales that we have
in mind. That is currently where our heads are.

Dr Andrew Murrison:l have to say that the definitions on the face of the Bill confuse me; |
suspect that they will probably be rather clearer to you since you are in this particular
business. | have heard from you already that you value the improved definitions, particularly
those in Clause 193, which | guess is what you are referring to when talking about entity data
and events data, but | am also hearing that you expect further clarification by way of codes of
practice. Where do you think we are at the moment with the digitams? Where on a Likert
scale of zero to I0 where zero is completely useless and 10 is perfectida you think we

are at the moment?

Adam Kinsleyl am not sure that the intention is for us to be able to deliver any capability

based on the face of theilBalone. As it stands, it is pretty close to zero, | would say. We
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intention to be able to deliver based on the definitions on the face of the Bill, but that is
obviously a decision for Parliamanhow much goes on the face of the Bill, how much goes

into codes of conduct.

Mark Hughes There has been a lot of work to help to clarify a number of the definitions in
the Bill. In the Internet connection records space, &xample, it is difficult for us to
comment because we are not defining the purpose for which it is intended. Therefore, by
its very nature, | am not in a position to comment. There has been a lot of work. As we have
already said, there needs to be more slk@and the codes of practice should support that.



Adam Kinsley | should qualify my comments. | was answering in relation to Internet
connection records primarily.

Hugh Woolford | would echo that.

Q105 Mr David HansonPage 25 of the draft Bill, regardindgédmet connection records, says
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devices has connected to, such as a website or an instant messaging application. It is captured
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Internet connection record is?

Hugh Woolford Today we do not have anything like an Internet connection record. This is
something that is completely new for us, and | have looked at previous Bitlsa a
business point of view, there is no need for us to capture any of this information. We do
not have what could be classed as an Internet connection record.

Mr David Hansoni am a layman here, so tell me how hard it is to collect one of those, to
establish it.

Mark Hughes On the face of it, it sounds like a relatively straightforward thing to do. In
some respects, the Bill goes on to define the purposes for which thelgeang collected,

and three purposes are outlined. They are obviously around the person, illegal content and
the service, broadly speaking. It helps as well when you combine the two things; you take
the initial definition and the purposes that are in theafirBill, and that has given us a route

to analyse what would need to be collecte@as Hugh said, it is not something that we
collect today to fulfil that definition and then have data available if that were to be the
case for that purpose. You would hawelbok at quite a lot of data to be able to achieve
that.

Adam KinsleyIf you think about what a CSP would be required to retain at the moment,
essentially you may be given an IP address that would be applicable to your computer for
potentially up to a wek and that would get recorded once. There are a couple of bits of
data that would be recorded for about a week. In what the Bill is seeking to do, first of all
you would have to analyse all your Internet sessions in that weekact, throughout the
whole yeart which would obviously be quite a lot; in the Facebook example we used
earlier, just one request to a Facebook page will come back with lots of information within
it that needs to be matched. You need to analyse all that, match it all up and than reta
the bit that the Bill will ultimately end up with. The magnitude of data collected that would
be processed would be massively more and the magnitude of data that would then be
retained would be tenfold, a hundredfold more than we collect today.

Q106 Mr David Hanson:At the moment we are considering the draft Bill; it is going to go
through the House of Commons and the House of Lords and be law by September or October
next year. How long is it going to take you to establish the mechanisms? How muchng it goi

to cost you to establish the mechanisms? Who do you think is going to pay for this? Is it the
taxpayer, as in all of us? Is it you or a mixture of both? If so, what is the mixture? Is it
practicable? Is it going to do what it says on the tin? We neegkt@ flavour of this from you.

Mark Hughes Let me go through a number of those things. There is a spectrum of options
available on Internet connection records in terms of the amount of coverage. The Home



Office has consulted us and we have had a pamphkg has been issued about Internet
connection records, with some view of costings. We have obviously done work based on
the assumptions. The assumptions from the Home Office are that it wants as broad a
coverage as possible to achieve this, which iagyte be costly. We have worked up some
assumptions and indicative costing.

Mr David HansonAre you able to share that with us or not?

Mark Hughes Yes. The publicly stated figure, | think, from the Home Office is that it has
set aside £174 million fahis. We have worked out that for us aloné cannot comment

for others around the table or others in the industryo fulfil the assumptions that we
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be for us aloe. How others would do it depends on how they manage and architect their
networks. We have looked at it. As to the implementation time that it would take, again it
depends: there are some things where extant capability could be used to gain some
coveragerelatively quickly, but to fulfil the assumptions we have been in dialogue with the
Home Office on, it would take longer to deploy equipment comprehensively across our
networkt deep packet inspection equipmento be able to generate the data to then
have tlem retained to comply with the legislation.

Hugh Woolford On costs, we broadly agree. Our teams have had a look at thdevigh

information we have and think similadytens of millions. | would love to give you an exact

figure. We are not saying it caonbe done. Anything can be done in this space with enough

time and money. We have a broad set of requirements, but to enable us to move forward

we need to bring some more specificity to those so that we can start giving more accurate
estimations of costand time. Depending on how much you are trying to capture and across

what frequency, one big piece of it is how much of whatever the equipment is you might

need to deploy; therefore, you need to find space, power and places to host it all. It is no

mean fat. This Bill potentially could look at all of us having almost to mirror our entire
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Mark Hughes You asked about costs. We believe quite strongly that the costs should be
met by the Hone Offica that we should seek to have 100% of our costs in this space

reimbursed. The reason is that, if you start from the basis that there is no cap on the cost,
you may end up with a disproportionate technical solution that could be overintrusive, so

the cost in itself will help bound the solutions.

Mr David HansonTo help the laymen and women among us, if the taxpayer chose to support
the cost of developing this scheme, do you think £170 million is a reasonable estimate, given
what you have said inoyr previous answers, or not?

Mark Hughes Based upon the assumptions we have seen, from our point of view, yes,
because it would cover what we need to do, but if you aggregate it across the industry

Mr David Hansonlt is not just you, is it?

Mark Hughes Absolutely not.



Mr David HansonOtherwise the terrorists and criminals would not use BT; they would be
using something else, would theot? So it cannot just be you

Mark Hughes Indeed. There are obviously other ways in which other networls ar
architected. There are, though, other assumptions. You could use less sampling of traffic,
which would perhaps give less coverage, but there would be a {oéfd@ the amount of

cost.

Q107 Mr David HansonThis is the final question from me, Lord Chairman. Let us look two
or three years ahead to when this has all been done, someone has paid for it, it is all available
and the aspirations on page 2®f the Government and yauhave been met. What do you

think about how the Government access that material? Are there sufficient safeguards in the
Bill for single point of contact officers? Are there sufficient safeguards in the Bill for access by
the security and police forces via the Home Secretary, or whoevtreiBill?

Mark Hughes On that point, the Bill is clear that there are three purposes under which the
data we are talking about, the Internet connection records, can be disclosed. That is fine.
However, there are further parts of the Bill that refer tonfi@ard-looking capability. We
believe, going back to one of the points | made earlier, that that potentially changes the
intrusiveness before the data are disclosed and would, in our view, require a check against
the level of intrusiveness that it would imcand a referral back to the legal oversight to
ensure that we were not stepping outside the intention that was originally conceived in the
three purposes.

Hugh Woolford Can | raise an item on the emergency single point of contact? One of the
items thatis suggested is emergency SPOCs. We feel that could give rise to an ability to
breach the system. In an hour of neethe golden hour how are you going to validate

who is asking for the information? It would be better if the normal SROCE dy 2 N I f €

the right wordt were to provide cover so that there was a single list of authorised people
who can ask for it. Having an emergency, somebody ringing up or contacting and saying,
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abused. We feel it is better if the SPOCs cover each other. That is an area that we would
like to have looked at.

Mr David HansonApart from that, it is all going well.

Q108 Stuart C McDonaldl have one short supplementary on these points. One ar tw
witnesses made reference to a similar scheme that was operated in Denmark. Is that
something you guys have looked at? What were the similarities and differences? Is there
anything that can be learnt from what happened there?

Hugh Woolford No, | have nolooked at that, | am afraid.

Mark Hughes | understand that the system in Denmark has failed because the software
has not worked. That is what | am led to believe.

Stuart C McDonalds there anything we can learn from that? Is the scheme that you are being
asked to implement similar?



Mark Hughes | am not familiar with the ins and outs of the detail of it; | am just aware of
the headline. Through the consultation and the techniealsibility that we have done, we
believe there are technical solutions that we can put in ptasabject to the Technical
Advisory Board confirming that. They would perhaps draw on that Danish experience, but
we have to be careful that we implement them perly. There is no reason why, if we have
the right solution and we implement it properly, it will not work.

Q109 Lord Butler of Brockwelll have one supplementary. Could you break down the £174
million between the oneoff cost of getting the right equipmérand then the recurrent cost

of maintaining it?

Mark Hughes The capital investmemntthe deep packet inspectiotype equipment that
needs to be put in plaaehas to be factored against the very strong growth, or fast growth,

in bandwidth over the period. EhHome Office looked at this over 10 years. Then there is
obviously the ongoing cost of maintenance, but also primarily storage. There is an initial
upfront investment, but storage is the thing that is going to take up a fairly big chunk of

that cost.

Lord Butler of BrockwellCan you give us an indication of how much of the figure you gave is
the onceand-for-all cost?

Mark Hughes| do not have the figures off the top of my head, but it is skewed quite heavily
towards making sure that there is storadeis not to say that the initial investment is not
insignificant, but the storage is also a significant part of it.

Lord Butler of BrockwellWe are talking about £174 million per year, are we?

Mark Hughes No. From my own point of view. ¢ Q& LJRvk \t is a Bagtion, so to
speak, of that, but we look at it over a time period. There is an initial upfront investment

and thereafter the storage.

Adam Kinsleylt is possibly worth adding that, whereas in the previous regime data growth
did not matterthat much, in this regime it very much would and data growth is running at
doubling every 18 months or so. That needs to be factored into any equation.

Q110 Suella Fernandedt will be a challenge to maintain the security, but to assess the
challenge thats going to be presented by the Bill, what in a technical capacity is available to
you to reassure the public on the security of data retention?

Hugh Woolford We have discussed this. We will obviously look to work with the
government security advisers tmgsure that any processes and systems that we put in place

to meet this Bill would meet those requirements and then regular auditing of them. That is
the best way we think we could assure that everything was secure and in place. As a matter
of course, you ave to create a culture and a process around it that brings rigour.

Suella Fernandesihat is your assessment of the effectiveness of things like firewalls and
personal vetting systems, and how realistic are they as tools to expand on?



Mark Hugheslt is about creating a layered approach to defence, ensuring that the controls
are proportionate, given the sensitivity of the data. We are talking about collecting data for
the first timet data we have not collected beforeand the key is to ensure that our
cudgomers and their rights are protected. That data has to be looked after very carefully,
so we have to have a commensurate security wrap around them that takes account of our
Odza 2 YSNEQ KdzYly NARIKG& YR AYRSSR GKSAN L
maintain and safeguard that.

Adam KinsleyWe currently work with the Government on standards, but it could benefit
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National Technical Assistance Centre having a siegl# standards that we could build to
would make a lot of sense.

Mark Hughes We see a key role for the proposed Investigatory Powers Commissioner and
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well, but itwould be useful to us in this context to have a joint agreement between the
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through a memorandum of understanding. We would rather have the Investigatory Powers
Commissioar as the authority to which we could go to seek advice to ensure that we were
meeting the correct standards to safeguard that information.

Suella FernandegOf course the Information Commissioner will have an auditing power over
the security of the syems. How would you describe the appropriate level of engagement
with the Information Commissioner?

Adam Kinsley In the past we obviously had normal business interaction with the
Information Commissioner. It seems to us that with this opportunity, wherave creating

a new commissioner for these purposes, it might make more sense to bring all of that under
one roof; if we are looking at the security of these specific systems, now might be the time
to look at having it all under the Investigatory Powermmbissioner rather than two
separate organisations.

Hugh Woolford We absolutely echo that. It brings clarity and conciseness. That is our
absolute view. We would rather have it brought under one, definitely.

Q111 Suella Fernandesrthis is my last questionh&re is some suggestion of introducing a
criminal offence for data breach by communication service providers. Do you think that is
going too far? Do you think it could act as an incentive?
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As is well reported in many parts of the press, it is something that we take so seriously that

we do not necessarily see criminal powers as necessary. We already take it extremely
seriously and we believe that the sanction if sahieg goes wrong is that one can quite

clearly see the consequences almost on a daily basis.

Hugh Woolford That is more or less what | was going to say.



Q112 Stuart C McDonald: want to ask about request filters. What is your understanding of
how a requestfilter would work, and what concerns, if any, do you have regarding its
operation?

Hugh Woolford We have had engagement on the request filter. It is not specified as such

in the draft of the Bill. We understand that information would be asked for, we dvpaks

it into a filter and then ensure that only the specific information is passed back, so it stops
massive information coming back. We have a few specifics, but the principle is purely at
high level, as a concept more than anything else, at the monwithout wishing to sound

like a broken record, this is something else that definitely needs to be looked at and worked
through in more detail. One thing that we do not want to do is to become data analysers

of information.

Mark Hughes We understand thait is for the Home Office to design and build the request
filter and that it will sit between us as a communication service provider and the law
enforcement agency. That is how we see that it will work, but, as Hugh said, there is more
to be done. It willuse an algorithm essentially to limit the data that are disclosed or
presented to the law enforcement officer, who is obviously authorised to see the data, so
it limits the data just to those who are necessary to that question.

Stuart C McDonaldDoes tle information you have just given arise from discussions you have
had with the Home Office?

Mark Hughes It is what | understand from discussions we have had with the Home Office.
We have a concern, once the system is effective and in place, that theletlm® a situation
where lots of questions are asked and continue to be asked of it, so our view is that more
work needs to be done through consultation to ensure thattvwagain, going back to my
previous point about intrusivenesdevel up if multiple questns lead to a point where it

is becoming overintrusive. An important principle for us throughout the Bill is that we
should always level up to the highest level of authority when we think intrusiveness is
becoming greater than was originally intended.

Lord StrasburgerThere is a view abroad that the provision in the draft Bill for the request
filter is not much more than a placeholder for the Home Office to return to this in the fullness
of time and, effectively, write its own cheque on what this wélider. From what you are
saying, it is not giving you very much detail about what this is to do. Is that a possibility?

Adam Kinsley| would not like to comment on whether it is a possibility. As | understand
it, the request filter is there to limit antb be a protection against the flows of information.
I would not want to speculate where it might go. We certainly have notseen

Lord StrasburgerThe fact is we do not know where it is going.

Adam KinsleyThe fact is we have read factsheets and dsdussions about the concept.

Mark Hughes The thrust of it is that it is about limiting the amount of data that will
ultimately be disclosed to answer a particular question, which is important from a
proportionality point of view.



Q113 Lord Henley:Can | tun to the maintenance of technical capability and what is
proposed in Clause 189 of the Bill, which you will be aware of? As you know, the Secretary of
State will be able to impose various obligations on relevant operators and that will take the
form of atechnical capability notice, and she will obviously have to consult about that. What
are your views on the ability of the Secretary of State to impose a technical capability notice?
How do you think your customers are going to react if they are awarethigapower exists

but they will not be aware of any specific imposition, because that will not be disclosed?

Mark Hughes There are a few points on technical capability notices. The first one is that
we believe quite strongly that the Bill should be cleareits definition of the fact that the
capability notice should be limited to public telecommunications services. At the moment,
the definition is not clear, and we are quite clear that it should not extend to private
services; it should be limited speacdilly to public telecommunications services. The second
point is that the notice should be served on the provider who is closest to where the
information can be provided from. You used the example of Facebook earlier on. That is a
matter for Facebook to ehl with and the technical capability notice should be directed at
that organisation, if indeed it is the closest to the information, which is its information. It
should be served, therefore, on those closest to the place where the information is
maintained. Beyond that, the existence of a technical capability notice, as in the draft Bill,
formulated through the Technical Advisory Board, is good. That there is consultation and
oversight that needs to happen before it can be issued is a positive thing.

LordHenley:What about the views of your customers?

Hugh Woolford It is definitely not my place to comment on what the views of our
customers may or may not be, | am afraid. We are concerned about that, absolutely, but at
the moment we have not consulteslith them or asked them, so it is wrong for me to offer

up an opinion.

Mark Hughes It is not the technical capability notice per se; in entirety, all the notices that
come from this, those beyond the technical capability notices, are something that our
customers need to be aware of. Transparency is one of the reasons for this new Bill.

Q114 Lord Henley:You mentioned oversight and the importance of that, and it was partly
dealt with in earlier questions from Ms Fernandes about the Information Commissioner. |
forget who answered this and whether it is your collective view, but | got the impression that
you would like the proposed Investigatory Powers Commissioner and the Information
Commissioner to be onreto be merged.

Hugh Woolford Yes.

Mark Hughes | am notadvocating a merger, but for the purposes of the Bill we feel that
for the Investigatory Powers Commissioner there should perhaps be some memorandum
of understanding with the Information Commissioner. As | understand it, the Information
Commissioner has amy other jobs to do beyond this. There is no merging of the two, but
just for the purposes of this Bill it would be useful to have one place to go to. We are all
agreed that it is the Investigatory Powers Commissioner.



Lord HenleyBecause the Informain Commissioner is doing other things, in other words, he
would delegate his bit of it.

Adam Kinsleyl am not sure how you would bring it into effect. If what we are talking about
is security oversight of systems designed to fulfil the obligations irBiheit seems that
the specialist commissioner would be best placed to carry out that function.

Mark Hughes Can | make one more point about the technical capability notice? Following
on from the point about those providing the service, and that the olesest to the service
should be the focus of the Bill or any action that is served, it is not appropriate, we believe,
for a network provider to be used as a es®p shop. It is absolutely important that we
process and manage data on behalf of our costos. Where that data is processed by
another organisation, it should be subject to the technical capability notices.

Hugh Woolford Adding to that, if | may, the retention and storage of thjyarty data is
something we are also concerned about, linkethvthat whole piece. We do not want to
be seen as that onstop shop and asked to retain and store data for third parties that are
not to do with our core business or core customer groups.

Lord StrasburgertHow do you feel about GCHQ engaging in covalit betwork interference
against your networks?

Adam Kinsley | personally do not have a view on that. That is a matter for you guys to
consider.

Q115 Lord StrasburgerMy question is: how do you feel about your networks being
amended covertly by GCHQ ane thisks associated with that?

Mark Hughes It is important to note that any power in the Bill that is instigated in that
particular arena has to be proportionate and has to have the right checks and balances over
the amount of intrusiveness. The oversidias to take account of the fact that, by their
very nature, those types of powers are quite intrusive, so the levelimgrocess of the
oversight needs to be such that there is full legal oversight.

Lord StrasburgerMy question was about the risk tamyr networks. That is what | was asking
about.

Mark Hughes We are certainly not in favour of anything that would undermine the
integrity of our networks.

The ChairmanGentlemen, we are very grateful to all three of you. Thank you very much for
comingalong and giving evidence to us.
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Q207 The Chairman A very warm welcome to all three of you. Particularly as we are so
close toChristmas, it is very good of you to come along and give us the benefits of what | know
is your considerable expertise, knowledge and experience. We very much look forward to
listening to you. | will start by asking you a general question, which will ypuethe
opportunity, if you so wish, to make any general statements about the Bill. Will it work? What
are your views on the draft Bill from a technical standpoint and are these proposed powers
workable? Perhaps we will start with Professor Buchanan.

Professor Bill BuchananThank you. | would say that we live in a very different world from
the one that we did. We have built this cyberage within about 40 years, but the
infrastructure that we have created is very fragile. We must protect citizens from hacker
and so on. We must protect privacy and identity. More and more services are moving
towards the provision of both privacy and identity. Individuals need to be assured that they
are not being spied on by cybercriminals across the world. They also needabld to
prove their own identity and the identity of what they are connecting to.

Encryption involves both these aspects. It keeps things private but it increasingly is also
used for identity provision. Much of cryptography is now focused on provingderaity

of the services that we connect to. Just now, most of the services that we use in the cloud
Google, Amazon, Facebook and sa 60nNB5 Sy ONB LJISR® 9 @FSNE GAYS
see a green bar on our browser, it means that we are protected withigue cryptography

key for every session that we create. It is almost impossible to crack that key without
knowing the private key of the site to which we are connected. The only way that someone
could crack communications through a tunnel such as that get the private key off the
company that is involved in the communications, which would involve Microsoft,
Facebook, Twitter and so on handing over their private keys. The problem around that is
that if someone gets access to those private keffsose sgcial keys we open up the
whole of the internet and we will have the largest data breach that has ever been caused.



The communications that we have are obviously highly sensitive. The logs that we see on
the internet are really the history of our wholesdis. They are our thoughts, beliefs and
dreams almost by the second. Every single thing that we do is recorded in our web history.
The amount of money that that would be worth to a crimmal cyberhacker on the
internett would be almost unlimited. If an 1S¥s hacked, you can imagine what the logs
could be used for and what bribery there could be for individuals and companies. A balance
needs to be struck between the privacy of individuals, the protection of our businesses and
the risk of serious organisextime.

Erka KoivunenLord Chairman, it is an honour to be present in this Committee session. It
has been a fascinating journey to read through the Bill, in particular as enaire
speaker it has been a tedious task. However, | would like to offer nrmgcatulations. The

Bill is pretty transparent in the way in which it lays out the intentions of the Government
to do a lot in terms of law enforcement and signals intelligence. This is a Bill that you would
get if you asked signals intelligence organiga&iavhat they would like as a Christmas
present; they would reply that they wanted this and wanted it in bulk.

However, there are some unintended consequences when writing broad legislation that
would give such exceptional powers to intelligence agenaiedaw enforcement. If there

ever was a question whether nation states, Governments and military organisations would
be engaging in hacking and computer intrusions, | guess that this Bill solidly sates that, yes,
this is what they do and this is what th&lGovernment are actively seeking to do. Frankly,
this is something that has been going on for quite a while now. The Bill is an attempt to put
the existing situation in writing. We, as a provider of cybersecurity services to private
companies and Governmes, would typically advise our customers to be aware of criminal
activity taking place and of their organisations being targeted by nation states and
Governments as well. No better marketing material for services such as those that we
provide could be engaged. We should be aware that the powers laid out in the Bill could
be misused. This will lead other nation states to try to mimic these powers. As a member
of the European Union| come from Finland, | am a Finnish national and our company
comes from Filandt | feel that | am now a target of many of the activities laid out in the
Bill. 1 do not think that this is what | signed up to when | joined up the cybersecurity
profession. There are lots of discussions on how to limit those powers. | am not a @wyer

a legal person, but there are lots of things | can imagine technically that would undermine
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strong cryptography, in terms of encryption, authentication and autraiyti

The ChairmanThank you so much indeed. It is very good in English and in Finnish. Mr King?

Eric King I will not repeat any of the feelings and concerns that both Bill and Erka have
highlighted, but perhaps | can help the Committee in one regard by focusing your minds
not on the question of whether the proposed powers are necessarily workable, because
the majority of them are in fact already in use. That is not to say that they are powers
granted by Parliamentindeed, | would expressly say that that is not the acabeat they

are powers that our agencies have been deploying for a number of years.

It has orty been this year for the most part that the public have found out about these and
that they have been officially avowed. It was in February this year that the Government
avowed hacking for the first timeA G A& y26 OFff SR aSljdzA LIYSy



Investigatory Powers Tribunal a few weeks ago, | heard from government lawyers that bulk
equipment interference apparently had still not been avowed. Bulk interception was only
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grateful. The use of bulk personal data sets, as mentioned in the Bill, were again revealed
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publication of this Report, the capability was not publicly ackndgésl, and there had
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only avowed on the very day that this Bill was introduced to Parliament by the Home
Secretary, who admitted that our Security Service, MI5, hachlssyuiring in bulk the

phone records of everyone in the United Kingdom. Anderson commented at the time to

the BBC that the legal power that had been relied on to exercise that authority was so
broad and the information surrounding it so slight that nob&dgw that it was happening.

I make these points to say that the Government, in my mind, should make operational cases

from first principles for every single one of these powers. Simply because they have already
been in use and simply because the agenbege interpreted law in a manner that they

feel has made them lawful does not make them lawful. It is right that Parliament should
receive a full operational case for each and every one of these powers. It is a matter of
assessing not whether they are nedy helpful or offer some form of value, but whether,
IAPSY GKS a02LIS 27F S aShekal, 1h& @whatbalkpdaers doK | G K
they can be vetted and scrutinised to make sure that they are both necessary and
proportionate.

The ChairmanThank you all three very much indeed.

Q208 Shabana Mahmoodt want to ask you about futurproofing the Bill. When the police,
Home Office and others gave evidence to us, they were pretty robust in their view that these
powers were sufficiently futurg@roofed against behavioural and technological change, as the
powers were broad and widenging. Other experts, in evidence, scoffed at the very idea of
future-proofing, because of the pace of change in technology and how that impacts on
behaviour in the onlia and digital space. What are your views on whether fufpreofing is
possible and, if so, whether that has been achieved in the draft Bill?

Professor Bill Buchanarf there is one change that is happening in systems just now, it is
a move towards the olud. So like it or not, most of our emails are stored in the cloud,
possibly in other jurisdictions. The main moves are with tunnelled web access. If someone
uses a tunnelled connection, you cannot see the detail of the information that is passed.
The minde someone uses https there is no way that you can see what page they accessed
on the site; you can see the IP address but you cannot see what they clicked on. The whole
world is moving towards https. Google is almost forcing companies to sign with al digit
certificate or they will not be ranked highly. Many companies are moving towards adding
a digital certificate. There is now a service online for free; you do not have to pay for a
certificate any more. So increasingly companies will be signing theg. €iince they do

that, communications are likely to be https.

There may come a time when many service providers will accept only secure
communication. It is likely that our old protocol$ittp, Telnet, SMTP will be switched off

and replaced by the s versipthe secure version. More and more people are using VPN
connections. If you are a businessperson you will use a VPN connection if you are on the



road. VPNs cannot really be cracked at all. Along with that, more people are using proxy
systems where the @aesses are not coming from their own computer but from another
computer. Increasingly we are using publicfmio access the internet. It is extremely
difficult to trace someone who connects to, say, Starbuck§.Wiery basic registration
happens, usud around email addresses, and many users would not feel that they need to
put full details behind that. The increasing usage of Tor is a particular problem. With Tor,
you usually will not see anything at all about the IP address of the destination bezaclse

link on the chain is encrypted with a special key so there is no way you can see anything
from a Tor connection.

Shabana MahmoodSo tunnelled accesssuch as VPNs, which many MPs use to log in when
they are not on the Estate, for example, and pablifit is becoming the default and
therefore not easy to crack.

Professor Bill BuchananNe have created an internet that is based on legacy protocols.
They were created a time when someone had to type in the commands manually. We now
have browsers, grdpcal interfaces and so on. These protocols can be easily breached.
They can be sniffed. Anyone who listens to the traffic can crack them. So increasingly
businesses and individuals are protecting themselves through the usage of tunnels.
Certainly if you e a business you must ensure that your communications are encrypted
over public access. If you stay in a hotel room, if you are using the publichew do you
actually know that the SSID you connect to really is thé afithe hotel? It could be soe
intruder next door. It happened in the Far East: a whole lot of hackers in a hotel room
targeted businesspeople and were continually sending vulnerabilities to them. More and
more we are encrypting traffic and setting up tunnels, and it is very diffiouithe UK to

drive these things because they are typically driven by the cloud providers such as
Microsoft, Apple and Facebook.

Shabana MahmoodOn the cloud, people with smartphones go up to the Apple cloud
automatically and you get a certain amount gpace. Is there any difference in security
between the free cloud services and the p&id ones such as Dropbox, as well as in how
much space you get?

Professor Bill Buchanar©bviously you pay for the security that you get. Brand reputation

is very mportant in this space. Apple, Facebook, Microsoft and Google have their brands
to protect. If there was a largscale data breach for any of those companies, it would
decimate them. Banks and the finance industry have invested a great deal in the UK in
protecting data and have gone through the CBEST penetration testing. Other companies,
such as retail companies and internet service providers, have not gone through the same
type of testing.

Erka KoivunenThe question was about futwgroofing the legislatin. | was puzzled by
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with that. Internet service providersiSPs and the telecommunications operators; that

is the normal, olefashioned way of referring to those cariand access network providers.

| was equally puzzled to find that in the actual text of the legislation, CSPs are not
mentioned. There are references to what telecommunications operators would need to do

and what information would be requested from theffio me, this sounds a pretty old



fashioned way of approaching the problem of acquiring information about content or
about whether an event took place in the first place. In that sense, | do not consider the Bill
to be futureproof. Because there are so mareferences to bulk information gathering, it
seems as though there is not even a proper attempt to go to -tnaditional
telecommunications providers to acquire the material that would be needed. Instead, the
information and the traffic would be colleatiefrom the wire in bulk and then content or
metadata collected with brute force, if you will. Of course, the equipment interference
provisions in the Bill acknowledge that whenever you are unable to decrypt the material
that you get online from the wire, gu will need to go to the end point of the
communication, where the material will be storedhopefully in clear text.

I should point out that our company is actually one of the providers of those VPN type of
tunnelling services. We provide a service wheva gan analyse yourself and encrypt your
communication. You are able to move yourself virtually around the world so as to hide the
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requests for the activities of our engsers. | guess | am at liberty to tell you that none of

them this year came from the UK. In this sense, | am a bit puzzled as to why there is such a
pronounced need to get bulk information when even the-tddhioned, more targeted

means to acquire inforation from communications providers are not being used.

Eric King As upsetting as | am sure it will be if every few years we have to go through a Bill

of this length and size, it may be what is required. This is an area that is inherently
unsuitable forfuture-proofing because every year technology simply provides us with
possibilities that our laws do not cover squarely or clearly. Where there is a grey area, our
agencies have interpreted the law to give themselves the most expansive authority time
andtime again. Michael Hayden, the former director of the National Security Agency in
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think that the permission our agencies have is very important and it is right that they use
every authority and every capability at their disposal. Nevertheless, it is important that

they exercise those powers only when they have been cleauthorised to do so by
Parliament.

There have been a number of circumstances over the past few years where in this country
we have found that that has not been straightforwardly followed. To my surprise, in the
course of litigation involving GCHQ, Charfarr provided a statement to the court which
provided an entirely novel interpretation of what constitutes an external communication.
He told the court that if you and | were sending a message using our phones, that would
be classed as internal, but &®on as we switched to Facebook, or any other online
platform, you and | were no longer communicating. Instead, | was communicating with
Facebook, and so were you, and as a result they were external communications. As a result
of that, fewer protectionswere offered to both you and me. It seems to me that that is

not right.

We had a similar experience with intelligence sharing. | will not repeat what | know you
heard from Amnesty earlier on that point. More recently, | was concerned to learnhat, i
particular, GCHQ and our security services have taken a very expansive approach on their
authorisation of what constitutes a targeted warrant. It seems that thematic warrantry has
now become slightly more default than any of us were aware. | was i adaw weeks



ago and heard the Treasury devil argue that the use of a general warthat is, that you

could target on the basis of a class of persomsuld be entirely permissible under the
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provides them with the ability to hack domestically inside the United Kingdom. These are

all issues that the intelligence agencies have thought about. They have determined in
secret the scope of their authority, and they are lgpichallenged in these circumstances

only because of a whistleblower who brought them to public attention. They have been
brought before the courts and they are being tested. It seems to me that we will need
regularly to update this law if we do not watd encourage whistleblowers to continue

their practices year on year.

Q209 Lord StrasburgerProfessor Buchanan, you mentioned the risk if you are in hotel of
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been in that position and have had my phone intercepted. It was a demonstration that was
organised by fSecure, so | declare that interest.

On the subject of futurgroofing, we have heard many times during these proceedings about
the very broad ww that various parts of this Bill and other Bills in the past have been drafted.
The explanation that we hear from the Home Office is that this is to allow frgroefing so

that it can massage the definitions as time goes by. Mr King mentioned thiseliber of

the others did. Is the answer to have a new Bill every Parliament, which would be every five
years?

Professor Bill Buchanar go back to my main point that | can see cryptography and the
use of tunnels increasing. There is no Bill in teathat can crack an encryption key that

has been created for every connection that you make. You can legislate for it, but
technically, it is not possible. The state of the art is 72 bytes. If you tunnelled on every
single computer in the whole worJdn a month or so, you could just crack al#2e key.

The keys we are now using are 128 bytes or 256 bytes. It is double, double, double, double
until we get to 128. It would take you a lifetime to crack 4R®& keys with current
technology.

The Chaiman: Is that a yes or a no, Professor Buchanan? Do you think they should be?

Professor Bill Buchanar can only say from a technical point of view, from a cryptography
point of view, that the Bill would have to provide that cloud service providensidvbave

to hand over the private key, have a key in escrow or have some backdoor, some proxy, on
a machine. That is the only way that you would crack the cryptography problem.

Lord Strasburgert was not talking specifically about cryptography; | vedleng about all the
provisions in the Bill in order to keep the provisions of the Bill current. Do we need to come
back to it roughly once every five years and have a new Bill?

Professor Bill BuchananCertainly the way that computing is moving thecpais
unstoppable.

The ChairmanMr King, Mr Koivunen, can you say briefly, as we are beginning to run out of
time, whether you agree with Lord Strasburger that we as a legislature should be renewing
these provisions every so often because of the clesng technology?



Erka Koivunen Definitely. | am a big proponent of transparency and the democratic
process. Intrusive methods, such as these, should be reviewed.

Eric King Yes, although | do not think that that should lessen the scrutiny that isnput i
place for this Bill.

The ChairmanOn the principle of renewal, all three of yowr two of you at least are not
quite sura would be in favour.

Q210 Dr Andrew Murrison:Do these keys exist, or would they have to be created?

Professor Bill Buchanarbo yu mean the keys of the tunnels that are created or the keys
that are held by the cloud providers?

Dr Andrew Murrison:The keys that are held by cloud providers.

Professor Bill Buchanam survey was done recently of some of the largest companies in
the world. They had an average of more than 17,000 encryptiornt kiegg pairs, as we
would call them. A public key is known by everyone, the private key is what you keep
secret. If someone finds the private key, they can crack the communications. Thé@ymajo

of companies do not know how many keys they have. Keys are being created at any given
time, but companies such as Google will have a master private key which is used for its
communications. That key is updated regularly. It might be six monthseoyear or so.

That key will stay active for that amount of time. There is a revocation service on the
internet that does not quite work. If the keys have been stolen by someone, what is meant
to happen is that all the browsers will no longer acceptttkey. Unfortunately, Google
Chrome does not accept revocation services by default. The keys are actually created by
the cloud providers, but every session we create with our cloud services has a new key
every time.

Dr Andrew Murrison:| suppose thats our safety net, is it not? We are worried about
government having this information, or having access to information through keys. However,
the gist of what | am asking is, are we at the moment at the mercy of providers such as Google?

Professor BilBuchanan Yes.

Dr Andrew Murrison:Yes, thank you. That is no comfort, is it? There are a number of these,
and we presumably have no control over their internal security mechanisms, except as far as
their reputation is concerned.

Professor Bill Bucham: Only 5 per cent of SMEs have any auditing facility with their cloud
provider. Only about half of large companies have some form of auditing that they can
actually have on cloud services.

Dr Andrew Murrison:Thank you. Can | ask you about definitiomshe draft legislation that

we have seen? We have a range of descriptions, particularly in relation to communications
data, such as entity and events. You might be forgiven for thinking that Sir Humphrey had
drafted some of these, because to a lay pertioey are certainly approaching meaningless. |
would be interested in your thoughts on the definitions and whether you think that they are



simply creating the aforementioned box and are drafted in such elastic terms as to be
maximally obliging to those the agencies who want to pursue this data. We have mentioned,
for example, the thematic warrant. It is not entirely clear to me what a thematic warrant is,
and several witnesses have already said that they are concerned about the fluidity of some of
the ddfinitions used in the Bill. | would be interested in your views.

Eric King As a broad, concerning criticism, the definitions here leave a lot of room for
YIy2SdzONB® hy AaadzSa adzOK a GKSYFGAO &1 NNI
itself but the scope of the language surrounding that that worries me. The ability in
particular to add and remove individuals seems very broad. The more technical terms
GSOSyia¢ YR aSYyUuAldASasds gKAES ySg G2 | ff
the terms that GCHQ itself has used for the past decade. GCHQ is very farttilidrewi

and has been exploiting them to the full for a very long time. Events and entities in
particular are the issues that are of most interest to our security agencies; these are the
capabilities that provide them with the most amount of informationeTBC helpfully said
SENIASNI GKA&A @&SIEN) dKIFIGE adKS LINAYI NE @I f dzS
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you a longer list, but it is very important that these défons are tightened. A number fall

in the gap. As an example, if a telephone call is intercepted and GCHQ identifies the gender

of the speaker, is that an event, an entity, content? It is unclear to me.

Q211 Suella FernandesClause 12, Part 2, relates totenception and refers to related
communications data. | should say that new Clause 12 replaces the existing Part 1, Chapter 1

of RIPA, so it is a power that already exists. With reference to the point about related
communications data, in brief it relatd® communications that have been intercepted in

relation to the postal service and telecommunications systems, and to assisting with the
identification of a telecommunications system, an event or a location. What is your view on

the clarity inthatclause ¥ G KS GSN)XY GNBf I GSR O2YYdzyAOFGAz2Y

Professor Bill Buchanam key aspect of this is that the IP address can never really be
trusted, and any digital information that you gain typically from a home environment or
electronically, again, cannot kteusted. If someone is in a home environment, they are
typically on a private network and they are mapped to a single IP address, so it is very
difficult to pick off the person who is actually communicating. So the ability to cross
correlate it with otherinformation, such as location information and calls, is certainly a step
forward in providing credible evidence for corroboration. This evidence on its own really
should not be seen as an opportunity to look at a single source and to be able to determine
the evidence from that. A great worry from our point of view is that within a private
network it is very difficult to pick off individuals, so anything that can be added to that
certainly helps.

Erka Koivunenl am an engineer by background. To me, therenly the content, the
payload, that we are protecting and then the metadata that describes who was
communicating and where the communication was going to. There is other related
information such as what type of encryption and network protocol was beiegd.usread
with great interest about the events data, entity data and related communications data
which this Bill would recognise, but to me it sounds as though you would need to tap into
the network, take all the data and then start peeling the commundaceg so that you could



drop the actual payload. Afterwards, when you start dissecting the communications data
for law enforcement and intelligence purposes, these terms become relevant, but when
the data is acquired it does not matter how.

Eric KingIn the interests of time, | will say no more than what | said previously in answer
to Andrew Murrison, other than to agree with the best analysis that | have read on this
point. It is by Graham Smith, who | believe you have had before you already. | know that
he submitted something to the Science and Technology Committee on exactly this
question. It was a masterful dissection of a complicated set of questions. | will not attempt
to explain it here for fear of embarrassing myself or doing his argument an igubtic it

Is one that should be rated very highly.

Q212 Lord Butler of Brockwelli think you have partially answered this question already,
but I will just ask whether you have anything to add. How clear is the definition of internet
connection records in # Bill, and is it practicable to get a clear definition that will meet the
purposes of resolving the IP identity?

Eric King The first thing that needs to be remembered about internet connection records

is that it is not a term that exists naturally, udighone billing records. It is an invented set

of ideas. As a result, the first thing we should do before putting new authorities in place is
wait to see the outcome of the IP resolution efforts that were made earlier this year with
the Antiterrorism, Cnine and Security Act. It is still only months since that Act was passed.
Its goal was to provide for IP resolution, which is the same stated goal in this Bill. It is unclear
to me why we have not waited to see the fruits of that, to see where the gaps manayp

not be, and to learn lessons where we can. The closest | have seen to any state attempting
this elsewhere is in Denmark, which had a similar scheme over recent years but stopped
ittT two years ago, | believeafter it was found to be ineffective. Withhat, my caution
would be to say that we should learn that lesson and wait for any lessons that we can learn
from the IP resolution measure that was passed earlier this year.

Lord Butler of BrockwellGoing back to our earlier discussion, is not the amstivat this is
just a power, so the Home Office could wait for some time before it exercised it? Would you
have any objection to this power being in the Bill?

Eric King| think | would. | am not sure that the blanket retention of communications is a
proportionate activity per se. In the Digital Rights Ireland case last year, the CJEU struck
down a similar authority for telephone records. My position at the moment is that we
should not be legislating at all in this area until cases that are going up tGi&&) are
resolved, for fear of us all wasting quite a lot of our time and having4amend and re

adapt the law, particularly given that we could be waiting to see how the-tantrism,

Crime and Security Act is implemented. | think we should hol# bathis area and not
include it in the Bill at all.

Lord Butler of BrockwellDo your colleagues have anything to add on ICRs?

Erka Koivunenl would like to continue with a Danish example. | have been told by my old
Danish colleagues at BBERT thathere was an attempt to mandate that all public-fwvi
providers should be required to keep session logs of where their users were communicating
to. This would include not only telecommunications operators but cafés, conference halls



and airports. | used tavork for a telecommunications provider and we used to call these
cafés hobbyists. These hobbyists would be required to gather sensitive information about
who their users were communicating with and they would need to retain that information
and have it amilable whenever law enforcement requested it. To a cybersecurity
professional, that spells disaster. It is a disaster waiting to happen. Each and every store of
this kind of information would be a target for computer intrusions by criminals and foreign
intelligence services. One also has to remember that it would be pretty expensive for the
service providers to start collecting that. In Denmark, in the end, that is why ticalkl
hobbyist providers were exempted from that legislation, and eventuallywhele law was
scrapped.

Professor Bill Buchanar go back to my point that proxy systems hide the IP address of
the sender. Tunnelling systems hide the content. Tor systems hide the content and the IP
addresses of the sender and the destination. VPNs tiie content and the source address.
Many people are moving to clotltased systems: you can run virtual desktops within the
cloud. The concept of running things on hardware is going. We are moving towards almost
a mainframetype system. We have a termihthat we connect to the cloud and the cloud
exists somewhere else on the internet. Anyone who is even a little bitsaeky is able to

pick one of those systems and hide their logs. Providers need to think through all the
options and collect other infonation which can then be used to corroborate with the
pinpoint of information that you might get from an internet service provider.

Lord Butler of BrockwellSo you would conclude that, in its present form, this is not value for
money?

Professor Bill Bchanan In its present form, from a technical point of view, it can be very

difficult to find the information that is actually required from purely interdmsed

records. There is a whole lot of other information that we leave behind. If we have a mobile
phone we can be tracked every time we make a call, and so on. There is a whole lot of other
information that could be used alongside the internet record. This is not the dk¢hat
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has the whole record of every little thing we have done on the internet is Google. It has all

our information. That is because it is the end point. It is the place that you go to and it will

see all the information. Unfortunately, thatirisdiction is not inside the borders of this

country.

Q213 The ChairmanClauses 51 to 53 of this very long Bill talk about a request filter. What
are your views on that?

Eric King If I may, | would like to get back to the Committee on that, once | hares so
questions clarified by the Home Office about the exact scope of what it intends. My starting
point is that it permits the same sort of dataining at a scale that so far only our
intelligence and security agencies have been undertaking, and providewttiee police,

but in the name of a safeguard. Regrettably, a more detailed analysis requires more
information but | will be very happy to provide the Committee with that once it is available.

The ChairmanWould you like to comment on that?



ProfessomBill Buchananlt is certainly a good way forward. Some sort of definition of the
search terms that would be used would protect us from a lesgale data breach. The last
thing we need is for all the information from an ISP to be leaked because a |@dlovesd

to be taken of its site. The logs should be kept in a trusted environment and the access to
them should be locked down to IP addresses and to biometrics if possible. Because they
are probably among the most sensitive logs that we have, if we miadeethat the requests

made actually match what has been collected, we can make sure that a summary record is
given to law enforcement, not the full record. Systems are easily breached. You can take
data quite easily from them. It is very difficult to peat them. An abstraction around a
request filter is a good way forward.

Q214 Lord Strasburgerts it reasonable and practicable to require communications service
providers to remove the electronic protections from their data when providing it to law
enforcement agencies and the security and intelligence services?

Eric King This issue has taken on increased importance due to how it seems that the Home
Office wishes to apply it in future. If it intends to use it to force companies such as Apple to
remove encryfion or to re-architect their systems to provide a backdoor, that would be

wholly inappropriate. It would provide a lesser degree of security for us all. The Home
Office needs to answer many more questions as to how it intends to use this authority. If

the O2YLI yASAQ Lzt AO0 adlkiSySyda 2y GKA&A Aaa

concerned.

Erka KoivunenFrom a technical point of view, if the telecommunications operator which
has been served this kind of information request is able to remove thagegiions, which

are typically provided through encryption, of course it would make sense for these
protections to be removed to enable the law enforcement and intelligence agencies to
make any use of the data that they receive. However, echoing whatrdrdeid, there are
many stakeholders in these communications service providers. Some of these providers
have designed their systems specifically to employ-&ndnd encryption, where the
service provider is not in a position to open up the encryption.d&rfeyption goes through

iKS aSNWAOS LINPOJARSNDa &aéausSvya az2 UKkG S@S)

way | am reading the Bill, it would actually ban the use of strong cryptography and strong
encryption and would essentially weaken our @pito use secure online services.

Going back to the question of futiigroofing, as a company that provides systems where
we potentially are not able to decrypt the traffic that we pass

Lord Strasburgef 2 NNBEX RAR &2dz al& dal NBé 2NJ alF NB y2i:¢

ErkaKoivunen We provide services that we would not be able to decrypt ourselves. We
are not sure whether the Bill would concerntusthether we would be compelled to
redesign our systems. | imagine that Apple will be reading the Bill with a similar sentiment.
| think that it would refuse to redesign its systems in a fashion that would open up and
weaken the encryption. So the Bill has some problems in the way it has been written.

Professor Bill BuchanarCryptography and the methods that we use in cryptograptey a
almost perfect. Unfortunately, it is the humans who implement it who are flawed. The
humans who implement security, too, are often fairly flawed in their approaches. If you ask
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secure information such as this, | think the majority would say no, especially after the
TalkTalk hack. | have many examples of where they use weak passwords and so on. If we
have now got to the point where our banks can be trusted wittadsecause of the CBEST
standards and can be put to the onerous task of protecting records such as this to provide

lots of different levels of access, then the ISPs and CSPs have to up their game many times
over. They have typically grown from telecoms\pders and have been merged from lots

of little companies to provide big, heterogeneous types of organisations that are difficult

to control.

The only way is with multifactor authentication. The idea that you can open up some data

or a log with a single keor a single password has gone. The controls and the proving of
identify is key to providing access to the data. The data should never appear offsite at all.

The only way you should be able to access the data is by remote access and only through a
portal. If we were to risk the opportunity of downloading a whole aggregated log on to a
machine with a single encryption key then we really are opening a can of worms. CSPs and
ISPs need to be thinking about access. Certainly there should be some biometragin t

fingerprint recognition at least, along with geolocation, so that only certain locations would

be allowed access to it. A mobile phone, through out of band identity methods, is also a
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whole lot of security engineers, architects, cloud engineers smadn. They need proper
investment because this will be a massive task. The banks are soaking up all of our
graduates to work in these types of environments. The next wave is that if the UK cannot
produce enough cybersecurity specialists, where will weafldhese new specialists? The

country needs to think ahead and, | hope, invest with the ISPs or CSPs to make sure that
they protect our data.

Lord StrasburgerWhat are the risks and benefits of allowing law enforcement and the
agencies to undertake egpment interference? | mean both types of equipment interference,
targeted and bulk.

Eric King On the law enforcement side, the most powerful argument | have heard for
preventing law enforcement having access to equipment interference was from the Suzy
Lamplugh Trust earlier: the powers they are currently provided with are not being used to
their fullest. Given the incredible intrusiveness that equipment interference could provide
law enforcement, we should treat it with extraordinary scepticism. Onte@issues at the

front of my mind and which | have not had an answer from police or the Home Office on is
how we will get around the issue that, by deploying equipment interferenabat the
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that the police would later wish to seize and rely on in court. It seems that it would be
incredibly counterproductive to be providing an authority in this manner that, in some
circumstances, could result in criminals getting off the koontil | hear a compelling
answer from the Home Office on that point | am not sure that we should move forward
with that aspect.

f N



In the intelligence domain it is far more severe. | struggle to understand exactly what the
Government have in mind by bulkjgipment interference. Every single scenario that | can
conjure up seems to be within the scope of what are the not very targeted but nevertheless
called targeted equipment interference powers that are there. That is because it provides
them with thematicwarrantry or even hacking by location. That by itself is very broad. We
need to understand that, by undertaking interference, our agencies threaten British
cybersecurity. They regularly hack companies in Europe and elsewhere that are not a
national secury threat in and of themselves. The employees of those companies are not
suspected of any serious crime or criminal wrongdoing, but these companies are being
attacked to allow GCHQ and other agencies to undertake further attacks. In recent years,
wefoundazi GKI G D/Iv KFOlSR .St3IAdzyQa I NBSA
hacked Deutsche Telekom, Seagle, Steifee list goes on and on. In doing so, they are
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kinds of attacks. By attacking using vulnerabilities in networks and systems that they have
acquired themselves but are refusing to tell the world about so that those companies can
protect themselves, they reduce the security that we collectively expede The
stockpiling of these vulnerabilities in zedays is not considered in the Bill. Policies need

to be very clearly set out about it before any consideration is made of the powers. As it
stands, our recommendation to the Committee is that bulk equépt interference should

be absolutely prohibited. There seems to be no good reason why such a thing could be
undertaken. Should equipment interference be permitted at all, | point the Committee to
the recommendations made by Privacy International and@pen Rights Group as a result

of the draft equipment code of practice introduced earlier this year in response to
recommendations.

Lord Butler of BrockwellMay | ask one short supplementary on that? You say that we are
putting British companies at ridky pinning a target on their backs. Foreign interceptors are
not going to intercept British companies just by way of revenge, are they? They will do it
anyway if they want to.

Eric King | would hope not. Nevertheless, by using vulnerabilities and imagithat we

are the only state that has discovered them we allow British companies to continue to be
exposed to those threats. Instead, when British agencies find a vulnerability in networks,
their presumptive position should be to disclose that to the aygprate vendor so that all
companies can benefit from that security. Instead, by keeping them and using that as part
of attacks, we first raise a flag, so that when those attacks are eventually discovered others
will use that same attack here in the Unit&ihgdom. Secondly, we are preventing them
from being able to defend against attacks that we could be assisting them in preventing in
the first instance.

The ChairmanWe are getting very close on time now.
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describe the same things. There was no discussion of vulnerabilities or attempts to let the
vendors of software products kmoabout them. Equipment interference also refers to the
deliberate introduction of those vulnerabilities and backdoors in products. In recent days,

we learnt that Juniper, a big provider of core networking components that the internet is



being built on, fond backdoors and means to weaken encryption in its systems. This
backdoor was in its code for at least two years. This was probably of use to some
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being built by the exact same systems. They have been vulnerable to this type of
exploitation for two years already and are not rushing to patch their systems. Cisco Systems

had a similar casa couple of years ago that was not publicly discussed. There are many
systems where it has been suspected that vendors have been compelled to introduce
backdoors of this nature to deliberately weaken cybersecurity protections in favour of
someintelige®S 2 NHI yA &l GA2yad L &aSS GKAa |a + (Kl
business online, and to-g@overnment processes. When we cannot trust our information
processing infrastructure, we tend to avoid using it to conduct business.

The ChairmanVery briefly, Professor.

Professor Bill BuchanarMy view is that virtually everything is possible and it should be
based on a riskased approach. If something is higsk these things should actually
happen and we should be looking at exploiting vuéielities. As long as there is a reason
for doing it and it is documented and audited, really anything is possible from a technical
point of view.

The ChairmanThank you very much indeed. Mr Warman, you have a final question before
we move on to the net session?

Q215 Matt Warman: I should declare that my wife is a student at Queen Mary, but not one
of yours so do not worry. If we look round the world, how does this compare to international
legislation that is coming forward or is currently in force?

Professor Bill Buchanarin France just now the access to publiefivis being looked at. In
Kazakhstan, of all places, they are looking to implement a digital certificate where you
cannot connect to a secure channel unless you use the Kazakhstan certificate.
Unfortunately, the problem with that is that none of the cloud providers trust that
certificate, which means that it could decimate their business and the social aspects. It has
been done with the aim of improving privacy but there may also be a polagahda. It

has also been shown that general certificates can be hacked. It happened when Iranian
hackers got access to the DigiNotar certificate, which was a Dutch certificate, and managed
to hack 300,000 users on Google and listen to their communicatiost countries are

now looking at the inability to view logs. Few countries have been able to get the balance
right.

Erka Koivunen As a matter of fact, | am participating in the reform of the Finnish
intelligence legislation and there are discussionswtliargeted equipment interference,
using the terminology in this Bill. There is a pretty wide consensus that attacking foreign
military installations will be something that we will see parliamentary consensus on next
year, when it goes to parliament iimfand. The intelligence services in Finland have already
publicly stated that they are refraining from demanding backdoors and the weakening of
encryption while they seek a new mandate.



Eric King There are lots of comparisons we could look to busiveuld focus on the United

States as a country that we share a very similar capability with; under the Five Eyes Alliance,

we also have much the same approach to issues. Over the past two years in the United
States, reforms have been made to curtail NSpabdity. There is one power in particular
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acquisition. This is what was avowed by the Home Secretary to the Commons when
introducing the Bill. While we have veritleé information about how this is used in the UK,

in the United States this was on the front page of most newspapers. Very helpfully, two
independent bodies that had access to classified material were able to look at the
programme and consider it in defai® ¢ KS t NSAARSYi1Qa wSOASSs D]
Communications concluded that the use of this was not essential to preventing attacks.
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no instance in which th@rogram directly contributed to the discovery of a previously
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the United States and that they have decided to end. Indeed, it was just a few weeks ago

that that progranme was brought to a close but here the Bill is attempting to place it on a
statutory footing for the very first time.

Matt Warman: That is not a technical pomtif our agencies were to say that they thought it
was necessary for national security, thei® not a technical argument for making the
observation that for political purposes or whatever they have made a different decision in a
different country?

Eric King In the country in which an operational case was made, that could be scrutinised
by a sems of very senior expentswho in many circumstances were very close to the
intelligence community who had access to classified material, who looked in detail at the
operational case and found it lacking. My presumption is that the Committee should take
the same approach until such a time in which the security services provide a public rebuttal
and can show that the operational case is somehow different from the one that was so
carefully scrutinised by so many people in the United States.

The Chairman:Thank you very much, all three of you, for a very interesting session,
particularly Erka for coming a long way at relatively short notice. We wish you a very happy
Christmas.
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Witness Sir Stanley Burntoninterception of Communications Commissiorgaye evidence.

Q47 The ChairmanLord JudgeSir Stanley and your staff, thank you very much indeed for
coming along to us this afternoon. As you know, this is a very important Bill. The Prime
Minister described it as the most important of this Session. Much of the Bill refers to the
change in ovelight provision, so we are very grateful for your coming along. | wonder whether
you want to say anything yourselves before we start asking some questions.

Lord Judgel would like to say something, particularly in view of the discussion that has
been goingon with Sir Mark. | cannot think that anyone would have designed the present
three-bodied system. It would never have happened; it should not have done. We work
piecemeal on the legislation; we produce piecemeal results; and we have produced three
bodies,all of which have responsibilities in the broad sense that we are talking about and
all of which work in different ways.
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commissioner. He has no inspectors. Sir Btawill tell you that he is the commissioner

and, with his team, he has 10 inspectors. | will tell you that | have taken over the
surveillance commission. | have seven inspectors, who are former police officers of no less
than superintendent level, a ChHieSurveillance Inspector, six commissioners, three
assistant surveillance commissioners and, good heavens, there is even me. We all operate
differently. The focus so far has been on Sir Mark, and | know that IOCCO, as it is called, has
had quite a lot ofnput, but can I just explain to you how this leads to confusion and can be
improved?

The Chairman:Please do.

Lord Judge We have had to take on oversight and prior approval of undercover police
authorisations. We all know about the relatively receiidasters caused by officers going
wrong in undercover operations. There is an application to us and, mark this: we have to
authorise. Neither of the other two Commissions authorises. Every single piece of intrusive
surveillance, certain types of properiyterference and long term undercover operatives













































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































