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Session 1: The Transatlantic Alliance and NATO
The Chairman: How does the changing role of technology impact warfare and politics, and
does America really see the world differently in the way it says it does?
Jim Townsend: Thank you for coming here. We need to have a lot more conversations
about UK-US relations given all this change, we need to keep this conversation going. Is there
something for us to worry about or is everything ok? I think we’re all trying to figure that out,
frankly. I think I can say everything is not ok, we can’t just not worry about it. There have
been times when that was the case in the history of our relationship that we just need to get
past—that has happened before. What is different now is not one single issue or problem like
Russia, it’s more than that. Something that dates back to before Trump. There has been a lot
of change, but what we have been able to do is adapt to that change, certainly as an alliance.
In the Obama administration, there were changes, and they weren’t looking at Europe in a
negative way, but they were taking Europe for granted. Obama was a lot more focused on
domestic things, not so much foreign defence policy, but when they did they were dealing
with Asia, Russia, and the Middle East, and neglected Europe. Not only in terms of defence
spending, but taking Europe for granted, until Putin went into Crimea, which made us feel
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back in the Cold War so there was a scramble to try to deal with it, but the change was
already there. Trump has accelerated that change, going in a much different direction than
Obama, acting on things people had talked about like NATO spending but now he’s actually
acting on these fringe things. Is this going to forever change our relationship or is it something
we can swing back to a more traditional route with the next president? We can’t know how
permanent the damage is until more time goes by.
Damon Wilson: We are very pleased you are continuing this inquiry; these questions are
very important. Offering a sense of what is happening right now in preparation for the NATO
summit: you are here in the wake of an eventful G7 summit and the US tariffs against allies
for national security reasons, Trump meeting with one of the most egregious human rights
offenders, and now preparing the Administration for the NATO Summit. There is a question
of when the Trump-Putin summit is going to happen? The NATO Summit should be to show
the strength of our unity to any potential adversary. Many of our colleagues are arguing it is
time to “pivot to the positive” about Trump’s actions. We have some high drama unfolding
over the next few months. Let’s put this in context: there are huge changes happening in the
world, and perceptions of America and our own vision of our role in the world. Like the
possibility of great power conflict, acceleration of change fuelled by technology which can
bring a dark side with it to, what is going to happen with autocracy and AI. Trump is putting
an exclamation mark on the breakdown of the international order that took shape in the postWorld War Two era and America’s questioning of its role in the world. Trump vs. Obama,
very different, but still a sense of over-reach of American engagement in the world. He is
questioning/reversing the thought behind NATO, which used to be the best means for us to
guarantee our own security—increased prosperity among our allies means more prosperity
for us. Now this is under challenge. This is manifesting in NATO, with two arguments: our
allies are taking advantage of us and is our alliance obsolete? What Trump is saying is actually
a compelling and understandable set of concerns. This is based in a dystopian world view that
comes out of the Oval Office that our allies are taking advantage of us, rather than a
fundamental misunderstanding that it is an alliance structure unique to the US that is a power
magnifier in terms of our role in the world, but he sees it as a drain on our resources which
he is now backing it up with real policies in the Trump administration. We might see a more
permanent US military presence in Eastern Europe as a response to Putin, it’s about
deterrence, and deterrence is about the psychological impact on your enemy, so we have to
increase our military exercises etc. because of the uncertainty of what is happening right now.
The NATO summit will focus on burden sharing issues, so how will Trump respond to that?
Will he take credit for progress or criticize the lack progress towards the 2% GDP target?
Jim Townsend: When we say this is what Trump is saying and thinks, that doesn’t mean
that’s what everyone is saying and thinks. We asked tourists what they think about NATO
and we were expecting to get a lot of blowback, but we heard majority views very in favour
of NATO and allies. It would not be correct to assume Trump’s dystopian view is
representative of the US as a whole—the bulk of the American people do not have that view.
The Chairman: You have touched on all the uncertainties more or less that worry us—
challenges of defence payment, how can we be good allies, who is the enemy. All these things
need attention if not repair, thank you very much for that. I think we have questions.
Baroness Coussins: You talked about all the great change happening right now, I wonder if
you could say something about how you think NATO changed and can change proactively

and take some of the sting out of the president’s criticisms? How valuable would it be for
there to be proactive NATO reforms?
Jim Townsend: I’ve been involved in NATO reform for many years. First point: in terms of
NATO reform, it has to always be thinking about how they can do things better, because it
would be so easy to go back in terms of inefficiencies. NATO adapts pretty quickly compared
to other organizations. For example: NATO force posture in response to Crimea. Second
point: change isn’t so much about NATO as an institution as it is about change within the
Allies. NATO depends on what Allies bring to the Alliance—military resources, permanent
representatives, ambassadors, people who can answer questions about the root causes. We
need people to bring their best people, staff and military forces. I’ve seen in so many NATO
operations—when it’s go time, we find suddenly all these military problems where nations
aren’t ready. They run out of ammunition, or we don’t have the right people. In conflict, this
comes out, and can be traced to Allies who don’t do enough at home. We need to bring
people who can address the pressing issues and we need nations who do their part.
Damon Wilson: There is a need to demonstrate that the Alliance can move and react. The
strength has to do with political unity. When we don’t politically agree on something, it makes
effective reforms pretty difficult. It’s not about the structure as much as it is about the unity
of the members. Regarding NATO force in the east, NATO-Russia agreements were made
with a very different Russia posture, now there is an over-fear of provoking Russia as opposed
to reassuring our allies. We need something that focuses on the east and south in order to
demonstrate our ability to succeed— NATO has just accepted Montenegro, and Macedonia
is on the table now. NATO with the EU can show its ability to stabilize in the east, and this is
an important demonstration about its relationship with the EU.
Lord Hannay of Chiswick: It’s important to emphasise it hasn’t been a shift for the better
since Trump took office—I think you underestimate the harm that could happen within the
Alliance. Trump has a doctrine of disruption about his relationships with his allies. I don’t think
that’s a good approach. I think they will be likely to join up against Trump. I don’t know what
the answer is, but I think Trump’s disruption is really damaging. If we look at the history of
the Alliance, the US has been a key player. American leadership has played a pivotal role. But
Trump has no idea of where he wants to lead the Alliance: he has said tons of negative things
about the Alliance, lots of positive things about Putin which is confusing because Russia has
been taken out of the G7 because it broke international law. Do you think he can improve at
all or lead in any positive way? Can you give us any hope at all?
Jim Townsend: We have learned about how to deal with Trump as president, and all of us
looked on him in the normal, regular way you look on a president, as they would moderate
their actions being out of the campaign and being advised by more specialized experts, and
help him toe a more centrist line, and have a way of dealing with partners that was more
familiar. So, we judged him on that template. But by now, for most of us, we see how wrong
we were in that perception of Trump. What we found out, over last year and into this year,
he has shed the advisors that would have pushed him to the middle, and brought in people
who think like him—of like mind to him. We’ve also seen someone who has broken free of
the shackles that have been put on him—not only on Twitter, but to say what he wants. For
example, North Korea. We’ve seen a president that has surprised his closest staff, with a
letter saying [the meeting] wasn’t happening. It’s obvious he is just doing what he wants to
do. We are getting used to someone breaking all the moulds which is something we haven’t

dealt with before. As we look for the next two years, the only thing we know is that we are
going to be surprised. He is not going to become more predictable with time, he is going to
be increasingly calling the shots. We can’t allow him to destroy him. Finally, he comes into
this job with no background, unschooled. He doesn’t want to learn, or read, or have anyone
tell him background. It’s not an ideology, it’s just opportunism, or the fate of issues coming
together that hurts our allies. It wasn’t something he set out for in a predictable way, it’s
other things that make him act that way, and the fallout comes on our allies. We are dealing
with someone we don’t recognize, he is not predictable, he does things not based on a thought
through approach, but someone who just reacts. He doesn’t set out to damage people, but
he hurts people who aren’t even relevant (our allies). Not because they’re our allies, but
because they got in the way of where he is on trade. There’s not an advisor telling him to do
these things, this is just someone who has a particular view of the world that Damon laid
out—he is a bull in a china shop.
Lord Jopling: When Jim said NATO adapts quickly, I almost burst out laughing. I am very
concerned about the lack of dynamism in those in Brussels who run the organisation who
seem to not have come up to the mark in so many ways. There are three examples. First, the
flavour of NATO of the last few months has been transferring military assets within Western
Europe—issues with infrastructure and paperwork. Suddenly now this has become a great
issue—what has been happening the past 6 years? I went to a NATO exercise for nations
who can’t cope with great catastrophes, and there had been ambulances, all sorts of
emergency kits which had been taken down to Croatia—10 or 12 years ago. I was told then
they had great difficulty moving these to Croatia for exactly the reasons you pointed out, but
no change has come. Secondly, the new headquarters: they made that plan in 1999, they
intended to move in in 2015, but they only just started in 2018 to move in. Thirdly, the NATO
Parliamentary Assembly has only just started exercising ability to order people to explain their
actions/use their parliamentary powers. Auditors: serious accusations, I asked them questions
about it. When we had someone from NATO, they said, “we’re still waiting for a reply,” same
with NATO Deputy Secretary—he ignored issue of the auditors’ report. I despair about this
outfit—why is this not a major issue that is going to be talked about in Brussels?
Jim Townsend: The auditors, I’m familiar with the process. We didn’t use to have audits.
NATO in terms of its adaptations, there are things that NATO is doing today that it wasn’t
doing before. We made a lot of differences to the NATO force structure, and things in
response to Crimea. Why did we have to go through such an adaptation though? Why were
we not prepared? Because nations of the West, including US and UK—after the Berlin Wall
fell no one thought we would potentially be fighting Russia in eastern Europe, that wasn’t the
thinking, we thought we would get at least a 10-year warning about when that would happen.
We were wrong, as we frequently are about these things. Nations weren’t even keeping up
with defence spending especially after the 2008 crash, so nations weren’t capable of answering
a Russian threat and also didn’t feel they needed to be. We were also caught up in global war
on terror especially US, we were many different places our attention was diverted away from
a threat we thought was low risk with the Russians. We had to go from doing
counterinsurgency to dealing with military large-scale military. That made 2014 and the Wales
and Warsaw summits critical to get us back to where we need to go. Regarding the EU
deterrence initiative, there is now $7 billion to put US forces back in Europe. We had great
NATO leaders then and moved very quickly then and so did all our allies, we will see these
adaptations continue, and more US military in eastern Europe. We are readier now than we
used to be to meet a Russian threat. The fact that we are here now and Russia hasn’t invaded

Estonia is great but we can’t sit easy—we still have a lot to do. But your point is well taken,
you raise important points, and a lot of institutional reform has to continue each year. But in
terms of military adaptability, we have a lot to do, and each ally has a lot they need to do—
it’s up to the nations and the allies, not NATO as a structure itself.
Lord Purvis of Tweed: Thank you. I have a little of anxiety that the if part of the success of
the Summit is based on simply the percentage of funding element rather than counting what
you’ve analysed as problem with the president. You will be provided justification that his
approach is correct and denying reality. According to NATO figures, the US’s contribution
has been more than $100 billion less than in 2010 for understandable reasons. Canada’s and
Europe’s contribution was $6 billion more. So, focusing solely on that element, what is your
advice to do about how that’s approached? The second component, the dominance of the US
within the Alliance, we need a more equal relationship in NATO to make sure there is unity
because the principal actor is being so difficult. Will it have to change culturally about how it
will operate?
Jim Townsend: Not positive about the numbers you are referring to, but Trump hasn’t
gotten his head around how NATO funding works. He thinks it’s like a club where you pay
dues—but it’s not. But the percent is about the nation’s defence spending, which in the US
has been going up. This is just defence spending, not defence within NATO. Certainly,
beginning in 2014 at the Wales Summit, we have stopped the drop in defence spending in each
nation (except maybe Belgium) and we are nearing eight nations being at the two per cent.
The critical point here in terms of the numbers we have, the numbers are going up now—it
took Putin to do that. We have to keep this sustained spending going up, that’s got to happen.
At the Summit, it’s got to be more substance than the two per cent. This year, the Summit is
different, it’s not just about the individual initiatives, but about the unity that we are going to
have to show. Intra-Europe unity too—Russia needs to see our unity. That is the key
deliverable for the summit, we can’t make it about the 2% and we can’t have the snapping at
each other that we had at the G7.
Lord Purvis of Tweed: It will have to be a four-year trend, and that’s going to be a tough.
Will Trump just take credit for the upward trend in defence spending?
Jim Townsend: It makes it hard for countries if the argument comes from Donald Trump.
Damon Wilson: Decisions to increase defence spending in Europe could actually be
opposite, because Europe isn’t sure they can rely on the US. We shouldn’t measure the
success of our alliance of the 2%, but with Trump, it’s what success probably looks like to
him. That’s his reality, which is the challenge we are facing. I think there is a power to the
habit of co-operation that is good from a multilateral organization and military exercises
conducted in that way. The enmeshment of our establishment is greater than any one leader—
the whole point of integrated military command. I value the multilateral interaction that comes
together, even as there is a huge priority on sustaining the bilateral relationship, especially in
DC, to the detriment of the EU. To the previous point of concern about the reforms, we do
have to be aware of problems of bureaucracy and issues like those which matter a great deal
at international organizations. And yet, while I share some of these concerns, NATO is almost
a gold standard compared to the UN, the WHO, the EU—the bureaucratic culture that exists
in those institutions is even worse there. But yes, the NATO building construction was
egregious but maybe has to do with construction in Belgium. This is a small organization on

the substantive level (100 people) it’s night and day compared to the EU and the UN. Not to
make excuses, there must be accountability.
The Chairman: The messages I see, you are reminding us of the foreground of Trump of
how he behaves and he acts. But in the background, we still see the move of these tectonic
plates presenting new challenges, and the relationship of the US with its allies in this connected
world. What about the leadership cliché of the US: we have to accept it or stand back, or is
it more a connection of partnership in a network world? Does it require each node of the
network to work? Like China related and ASEAN related, might soon be able to take on the
West. Probably issues we will look at in the next session but thank you so much for the
insights you have shared with us.

Session 2: The Impact of New Technologies on Global Security
The Chairman: So how does the impact of new technologies on global security look on this
side of the Atlantic?
Matthew Burrows: I spent many years in government and in the intelligence community
doing global trends at CIA3 and NIC4 which is put out every four years. Yes, it’s very confusing,
but I do think that knowledge and understanding trends and scenarios is empowering for us
in maintaining order. There are some big themes: we’ve spent a lot of time thinking about
individual empowerment, bubbling up from below, trying to understand new power from
everything from ‘Me Too’ to ‘We Work’. I think that exists and is mostly a good trend. We
should not forget that in terms of education we’re seeing trends where, between boys and
girls, access to education is opened to both. We’ve seen the end of extreme poverty in most
of the world. We’ve seen life expectancy grow faster than any time before. It’s still the most
democratic age yet. Living in a media-dominated age, I think you have to first look at the good
side and remember that the more I see women being empowered, see more AI, see more
education and better education—those are good trends. All those trends have unintended
consequences. I don’t see this as the end of the state era. If anything, particular looking at
tech, if it’s cyber, obviously on conventional weaponry we still have a huge advantage. We
should be on guard against non-state actors, but it’s still very much a world of states and part
of some states—China leading the way—sovereignty is a big theme. I think the worry I would
have is that a lot of other states believe that state capitalism is better than liberal capitalism
as a model to develop. The more that we have problems in our own democracy on both
sides, I think it sends a message that China is the way to go. The other way where we have
fallen down is development. There is a real need for real infrastructure. The West has been
absent on that issue. We don’t have a message other than don’t deal with China which I don’t
think is the solution. We don’t have yet an alternative program that we can put out there on
the table. I think you know this is not a doom and gloom picture. But it’s also not an uplifting
view of the world. We have to get a better grip on it, and also get beyond—get more beyond
the news cycle, which just goes from one tweet to the next.
The Chairman: Thank you for that. The heart of government, we’re finding your overview
about changing security situation, and what we should be worrying about. Please don’t hesitate
to put questions back to us.
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The Hon. Frank Kramer: I won’t repeat anything from the previous session, but I think
Damon’s and Jim’s points were very well taken. Let me expand. I think one of the obvious
points is the rest of the world makes a bigger difference than used to be the case. The US has
been involved in Pacific for a long time, but it’s become more consequential. I was in the
Carter Administration, which undertook Camp David but one of the important things was
the continued opening to China and normalizing relations, and China has become even more
important. I think the world is made up more now of series of networks that are interacting,
and a state is a key element in many of the networks but so are the non-states actors. For
example, in security issues, non-state actors are more engaged—financially engaged and in
security and economic-related activity along with critical infrastructure. The world faces more
different types of risks than it ever did. People could always attack critical infrastructure, but
before it was during war. Now it’s at risk every day. According to the DHS 5 and the FBI6
announcements, Russia has penetrated basically the US energy and electric industries and has
cyber intrusion inside them. What we see is a much greater degree of vulnerability caused by
state actors and non-state actors, and we really haven’t come to grips with that yet. We’ve
built a lot of wooden houses, but not fire codes. So, if a fire starts, we are at risk. We have a
lot of new tech…but there is no clarity as to what that will mean. Cyber has gotten the most
attention, but also, for example, the possibility of gene editing and creating bio organisms.
That’s a real problem. We have no ways to control that right now. Also, right now we haven’t
seen any very major bad actions from new technologies, but the problems are out there. We
have a lot of positive opportunities that are quite magical. The positives are out there as much
as negatives. We’ve also seen disinformation. The long tail concept says that companies could
go out to the end of the spectrum and market to each person and now the bad guys can do
that too. We’re only first trying to figure out how to deal with that. There’s a dispute as to
whether Russian actions impacted our election or not, but we certainly know they did make
an effort as the intelligence community has said. Apparently, in connection with Brexit and
Catalonia as well. However, we still don’t really have an approach to deal with it. Where I
come out is that we need to think hard to expand the concept of networks in a positive way.
Institutions we have are good; they’re purpose-built. You’ll hear frequently from some NATO
members that NATO is a military organization and shouldn’t be involved in other kinds of
action, but we’ve made progress, though there is much more to do. In the Pacific, the
arrangements we have are not quite as established. The US is working to engage the IndoPacific. What the content is has yet to be determined. How do we need to work together?
For example, there’s not clarity as to what private sector needs to do to support activities.
Also, there is a systemic incompatibility with much of what China does and says it wants to
do. We have to figure out what to do with the Chinese. There is a new whole set of issues
with a whole new set of challenges. Deterrence of Russia is different but more straight
forward. Problems that exist with new tech, the impact of the private sector and
empowerment of non-state actors makes it for a different world, and that’s a major change
from the turn of the millennium.
Will Glass: We need to back up a little bit and think about this. When we think about
intersection between emerging tech and global security, we can look at global history as two
forces: first, the erosion of state control with power concentration in the private sector; and
second, the clawing back of power. The pendulum has swung back and forth and national
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priorities have shifted. Government has seen control of technology get upended. You’ve got
nations developing cyber capabilities that on balance outweigh their power to project in
physical domain. The locus of power has shifted. Governments find themselves unable to
change quickly enough. This shift causes an accelerated reduction of faith in institutions.
Others are providing things that used to be provided by the government. Governments
responded in force. Advanced techno nationalism abrades against the vision of order-less free
flow nature of the internet. This is causing significant implications of commerce human rights
more broadly. Tensions can be managed better with communications and understandings
from the private and government side. The traditional Westphalian principle of the globe is
currently under stress. There is a massive network without borders. It is critical both sides
work together.
Lord Purvis of Tweed: Following up from point, your emphasis on rise of the world that is
more powerful, institutions broadly are not prepared then where there has been a shift in
influence. There could be a mass effort in this situation, which may not go anywhere. Do you
think it’s worth engaging that debate or codifying emerging networks to threats and
opportunities of which, if we do not take, we’ve seen examples of vacuums filled?
The Hon. Frank Kramer: There is a place for adaptation for current institutions, and the
creation of some new ones. We have to do this with some clear idea of whom we are
engaging. To be clear, the Chinese are not always our friends, but they exist and they are
powerful and there are some things we can do with them, but not everything. That’s also true
with the Russians, particularly under their current government which will likely go on for a
while. We have real questions whether or not you can build good institutions including
multiple entities some that have converging and some that have diverging interests. And then
we have groups of entities—public and private—with different ways of looking at things. The
private ones are generally not focused on national security questions. They’re generally
focused on making a profit. It’s a world where that may not be enough—when everything is
about shareholder value—national security may need to be included in at least some private
sector calculations. I think there’s a huge amount of opportunity but a lot of hard work to be
done, and there will be a lot of yelling. Sometimes you have to assert your positions strongly.
As an example of what might be done differently, perhaps in the Indo-Pacific, the perimeter
countries—India, Indonesia, Australia, Canada, US, Korea, and Japan—ought to engage
formally or informally. That would be a new group, and it might also bring in and encourage
the private sector to work with them. That would be different, but that doesn’t mean that we
would get rid of ASEAN or other institutions. We do have to think about new things. On
cyber we need a true DARPA7-type rethink of underlying technologies and processes, as the
current system gives too much power to negative actors. I think we really need major changes
and to use technology to advance lots of changes.
Baroness Coussins: We’ve spoken to other people who express conflicting views on
regulation of the cyber world over it being managed through a legal framework and others
who say we need new legal institutions. Where you stand on that? Who do you think should
be taking the lead? And given the nature of the beast, do you think there is a chance of
regulation of the cyber world being effective?
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Will Glass: In most of my readings, much of the UN charters mention armed attack giving a
nation the right to defend itself. That’s a different concept to define in cyber space. So, to
operate in that framework would define what a cyber weapon is, if you believe they exist.
Frank might use a tool to break into a computer and steal your social security number, I’m
using the same tool to make sure that won’t happen. Another point: there’s been discussion
about Geneva conceptions of companies to not enable state sponsored espionage. Looking at
the differences between the physical world, it’s easy to go visit a nuclear facility, but with my
phone in my pocket, I can build a pretty sophisticated weapon that’s hard to verify. So, does
that mean nations will cheat on the rules because they assume everyone else is cheating? We
need to change the language of our laws to make sure people are doing what they are
supposed to be doing but I see it difficult to get that kind of consensus on the global scale but
might be more possible on the regional basis.
The Hon. Frank Kramer: NATO decided a couple of years ago that cyberattack can fall
under Article 5—we didn’t define how much harm but it was more the consequences and the
resulting politics and geopolitics. The Chinese and the Russian don’t agree with that. If we
move into below Article 5 – that is the hybrid area – under that, there are several things to
think about. Stolen information, disruptions, etc. There’s a lot of international law that is
relevant that lets you, if you are attacked, take action against the attacking party—we have to
apply those concepts to the cyber area, not just operational cyber but the whole area of
information. In the information world, China and others assert their right to their firewall—
keeping information out. Now, the US needs to keep foreigners’ improper actions out of our
elections so Facebook and Google now have to pay close attention. What we see are
developing concepts, not laws yet, but I think there will be further restrictions, perhaps like
strong laws in Germany against hate speech and terrorism. We will see this more in Western
countries but probably only on issues like hate speech and terrorism. One other idea, which
two colleagues and I have suggested is establishing an ‘International Cyber Stability Board’ of
like-minded countries: it doesn’t exist yet but we have raised the issue. The need for likeminded to work together is illustrated by the fact that we were not able to get agreement at
the UN group of experts about cyber norms.
The Chairman: Mr. Burrows, do you want to add anything?
Matthew Burrows: On cyber or more generally? No, I’ll leave it there.
Lord Jopling: I just want to follow up—the British Foreign Secretary spoke recently of his
concern about what a NATO response might be to a strong cyberattack. Would it be under
Article 5? Not about whether Russia and China agree because they aren’t in NATO, but what
would make it worth that level of response?
The Hon. Frank Kramer: I think a lot of people are thinking about that, it’s not on the
agenda for the July Summit, but by way of example I was at NATO last June, and I talked on
some of those issues. There’s a lot of thought being given on that and they have a lot of
planning that needs to be put into place, what the possible triggers for action need to be
thought through—responses do not always have to be the most serious response but can be
graduated responses. We also need to have a clarifying policy of the types of things that would
lead to responses; we don’t need a red line but we should have responses in our pocket and
we would undertake proportionate responses in the event of an attack that called for them.

Lord Hannay of Chiswick: I’m not sure I find it sufficient that doing things about cyber on
a wider basis with countries like China and Russia is too difficult or too complicated, etc. All
the problems are there but I keep thinking about what happened on nuclear after World War
Two—developing NATOs doctrine for their use while Russia developed their doctrine and
so did China etc., and we didn’t think more about that until we had mutually assured
destruction. That’s not necessarily good, but we can’t just keep saying working with them is
too difficult and non-verifiable, lest we find ourselves back in a Mutually Assured Destruction
kind of way and it’s too late. But I want to talk about other powers becoming more
important—China and Russia. Can we assume that China will always be our adversary? There
are certain traits of their foreign policy that are not totally advisable. They seem willing to be
a stakeholder on trade, the environment, peacekeeping… it seems they are conflicted because
they will ignore the laws they don’t like, like law of the sea, but I think they are still capable
of being involved in assisting in international affairs. Russia seems a lot more problematic. It
seems hard to get Putin on board for anything but even during the Cold War we did things
with Russia, but Putin is a spoiler. Is that the right picture? And finally, the other powers:
Brazil, India, Indonesia—are we right in thinking that none of those powers will become global
powers in the foreseeable future? Is it just way, way down the road? Are they just going to
remain regional powers? Does this picture make sense to you?
The Hon. Frank Kramer: Broadly speaking, when I was first in government, President
Carter started off the Camp David agreements—with the recognition that “it’s your enemies
who you really have to talk to.” I’m a defence person, I believe in security but I also believe in
dialogue. We need to talk to our enemies in a respectful but straightforward way. Relating to
China and Russia is a good idea, but not a dialogue just for dialogue’s sake, but to have a
responsible agenda. More broadly, I think that it’s a world in which the Russians and the
Chinese are not going to go away. We need to find common ground on which to move
forward, but we can’t assume common ground. Issues with respect to the Chinese have to
be more particularized, it’s not all good or all bad. Belt and Road has questionable political
and debt implications, but from point of view of infrastructure for the countries without it, it
can be pretty good. But it needs a differentiated approach, it’s not something easy to work
with. Calls for reciprocal trade are appropriate and while the Chinese are not free traders,
that doesn’t mean you can’t try to figure it out. If you can’t do it on day one, you can do it on
day two.
Matthew Burrows: Generally, I agree with Frank. I think part of it is our own problem that
we need to realize that this world isn’t just going to be determined by the West—this is a
psychological problem we are living through which is why we are kind of having a reaction to
what was seen as Obama giving away too much. I think you have to build up some forums I
think the G20 is promising, I think they can be actually some good allies to the US because
they are worried about a domineering China the way other countries are worried about a
domineering US. We need to be careful that we don’t appear to be keeping China down
because there is a wide spread assumption in China that that is what we are doing and that
war is the inevitable outcome.
Will Glass: In terms of a Mutually Assured Destruction situation, we are looking for the
lines, we have not found the line where the attacked nation feels like they’re able to respond.
It might be stealing confidential information on huge scale, taking down the financial scale like
stopping banks from stopping money, or nuclear power plant to fail (probably more consensus
that this is war). We need to make sure we are talking about same kind of activity, and we

are looking for a single solution but we might need more than one. There is a question about
upcoming powers—the rise of the rest—using cyber capabilities to bolster their own power.
The Chairman: at the end of these discussions, I’m always left with a list of questions. What
if a peaceful country finds itself (Switzerland) weaponized on all sides/taking advantages of
institutions. What do we do about the fact that we can’t see these problems coming? We
don’t know what form they are going to take? India is of great interest to us, it seems a rising
force changing Asia policy, could stop China or at least match it but now India is becoming
close to China. Is China entirely an adversary? We need the Chinese in a lot of areas, the US
is one of China’s biggest markets, and Russia too although we are not on good terms. Syria:
Russia’s aim is to keep Assad is in power and ours is for him to lose it. But we still are going
to need to work together at some point. Is security just defence but also airport security,
surveillance, drug control, people control, etc. If the aim is to protect our citizens, then we
might need to talk about 10% instead of 2%. NATO will not be able to solve all of these things
but thank you so much for this discussion.

