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CONFIDENTIAL SETTLEMENT AGREEMENT AND MUTUAL RELEASE 

 

THIS SETTLEMENT AGREEMENT AND MUTUAL RELEASE (the 
“Agreement” or “Settlement Agreement”) is entered into this ___ day of June, 2016 
(“Effective Date”) by and between Facebook, Inc. (“Facebook”) on one side, and Global 
Science Research Ltd. (“GSR”) and Dr. Aleksandr Kogan (“Dr. Kogan”) on the other 
side shall be individually referred to as a “Party” and collectively as the “Parties. 

I.   RECITALS 

WHEREAS, Facebook believes that GSR and Dr. Kogan obtained Facebook 
user information in a manner and for a purpose that may not have been consistent with or 
permissible under Facebook terms, conditions and/or policies (“Facebook Terms”); 

WHEREAS, GSR and Dr. Kogan deny that they violated any Facebook Terms; 

WHEREAS, the Parties desire to fully and finally resolve any and all known and 
unknown claims that may exist, arising out of or related to GSR’s and Dr. Kogan’s use of 
the “thisisyourdigitallife” Facebook Application (App ID: 599050663475147) (the “GSR 
App”) to obtain Facebook user information and GSR’s and Dr. Kogan’s use and sharing 
of such Facebook user information (“the Matter”) on the terms and conditions set forth 
below and to exchange certain consideration in settlement. 

NOW THEREFORE, for and in consideration of the representations, mutual 
covenants, agreements, and acts set forth below, and for other good and valuable 
consideration acknowledged by the Parties to be satisfactory and adequate, and with the 
intent to be fully bound, the Parties hereby agree as follows: 

II.   TERMS 

A.   Cooperation, Deletion, Certification 

1.   In Exhibits A1 and A2 attached hereto, GSR and Dr. Kogan have 
provided Facebook with a complete list of applications, scripts, scrapers, or other 
methodologies used by GSR or Dr. Kogan or any entity in which GSR or Dr. Kogan has 
an ownership interest to collect Facebook user information (“Facebook Applications”), 
including a complete description of the collection, use, sharing, and disclosure of 
Facebook user information obtained from the Facebook Applications and data derived 
from such Facebook user information, specifically: a) personality scores and average 
personality scores; b) derived dimensional scores summarizing information captured in 
the “likes”; and c) a co-occurrence matrix of likes  (collectively, all such Facebook user 
information and data derived from such Facebook user information related to the GSR 
App is referred to herein as “App Data”).  Certain information has been redacted in 
Exhibits A1 and A2.  Neither GSR nor Dr. Kogan derived any other data from such App 
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Data, except as listed in (a), (b) and (c) in the preceding sentence.  App Data includes 
data from the Facebook account of the GSR App user as well as Facebook data (i.e. 
friend’s endpoints) from the accounts of the GSR App user’s friends that was collected 
by the GSR App.  Within fourteen (14) business days of full execution of this Agreement, 
GSR shall provide the unredacted version of Exhibit A1 and Dr. Kogan shall provide the 
unredacted version of Exhibit A2, with the identity and contact details for persons to 
which GSR or Dr. Kogan is subject to a written confidentiality obligation being provided 
on an “attorneys eyes only – outside counsel” basis.  GSR and Dr. Kogan will use best 
efforts to respond truthfully and completely to Facebook questions that Facebook may 
have after reviewing the description in Exhibits A1 and A2, provided that neither GSR 
nor Dr. Kogan shall be required by Facebook to violate any written confidentiality 
obligations of GSR or Dr. Kogan to any third parties. 

2.   GSR and Dr. Kogan will delete all App Data in their possession 
within fourteen (14) business days of full execution of this Agreement. 

3.   Neither GSR nor Dr. Kogan will make use of the App Data or any 
data provided by Facebook to Dr. Kogan directly for research purposes, including any 
reference or use in academic papers or manuscripts, without first obtaining Facebook’s 
written permission.  The decision to permit a requested use of App Data or Facebook data 
shall be in Facebook’s sole discretion. 

4.   GSR will notify all persons that accessed or received App Data 
from GSR or Dr. Kogan or with whom either GSR or Dr. Kogan shared or disclosed App 
Data that all App Data is to be permanently deleted.  GSR will also provide all persons 
receiving notice with a Certification in the form attached as Exhibit B.  GSR will inform 
all such persons that this notification shall be completed within fourteen (14) business 
days following receipt by such persons. 

5.   GSR and Dr. Kogan will disclose to Facebook the identity and 
contact details for all persons notified to delete App Data.  Disclosure of the identity and 
contact details for persons to which GSR or Dr. Kogan are subject to a written 
confidentiality obligation shall be provided on an “attorneys eyes only - outside counsel” 
basis.    This disclosure shall be completed within fourteen (14) business days following 
full execution of this Agreement. 

B.   Representations and Warranties 
 
a. GSR and Dr. Kogan represent and warrant that: 
 

1. the description to be provided by GSR and Dr. Kogan under 
Section II.A.1 above and the unredacted versions of Exhibits A1 and A2 shall be accurate 
and complete, to the best of their knowledge. 

 2. they will delete all App Data in their possession as provided in 
Section II.A.2.  
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 3. they will provide accurate and complete information, to the best of 
their knowledge, when completing Exhibits A1 and A2.  

4. neither GSR nor Dr. Kogan have provided access to, shared, or 
disclosed App Data to Philometrics Inc. 

 5. Dr. Kogan received no payment related to App Data other than 
reimbursement for out-of-pocket expenses. 

 6.  GSR received payment related to App Data from one, and only 
one, entity.   

b. Facebook represents and warrants that it will not contact or bring any 
enforcement action against any individual or entity that returns a Certification and agrees 
to disgorge to Facebook all revenue related to its use, disclosure, or sharing of App Data, 
unless Facebook obtains information indicating that the certifying party did not delete all 
App Data or that the entity’s Certification is materially inaccurate or materially 
incomplete. 

C.   No Use of Facebook data 

GSR and Dr. Kogan agree that they will not collect, access, disclose, or share data 
collected by GSR or Dr. Kogan from Facebook users (other than via the personal 
Facebook profiles of Dr. Kogan or any GSR members or the GSR business Facebook 
page) for any purpose, including but not limited to academic research, without first 
obtaining written permission from Facebook.  All research papers that have been 
submitted to Facebook for review and approval and which list Dr. Kogan as a 
contributing author shall be returned to the authors without a determination by Facebook 
of permissible use, if any.  Any paper that contains co-authors may be resubmitted for 
review by the co-authors after consultation with Facebook’s research management team. 

D.   Confidentiality 

1. This Settlement Agreement, including all discussions leading to 
this Settlement Agreement and all of its terms and conditions, shall be held in strict 
confidence by the Parties.  Neither Party shall disclose, directly or indirectly, the 
negotiations or terms and conditions of this Settlement Agreement without the other 
party’s express written consent except a) as required for GSR and Dr. Kogan to meet 
their obligations hereunder respecting communications with third parties, b) to disclose 
that GSR, Dr. Kogan and the parties returning Certifications have deleted App Data, and 
c) to attorneys, agents, and advisors under confidentiality obligations. 

2. Facebook shall not disclose, directly or indirectly, the negotiations 
or terms and conditions of this Settlement Agreement, but may use and disclose 
information contained in any Certification provided to Facebook or information regarding 
persons that had access to App Data, if Facebook does not receive a Certification from 
the person or it becomes aware that the information provided is incomplete or inaccurate.  
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Information provided to Facebook on an “attorneys eyes only - outside counsel” basis 
may be disclosed to Facebook, if the entity does not provide Facebook’s counsel a 
completed Certification. Facebook, GSR and Dr. Kogan may also disclose this Settlement 
Agreement and all information disclosed as part of this Settlement Agreement in the 
event of a breach of the Settlement Agreement and to the extent legally required in 
response to a subpoena or other legal process. 

E. Costs and Attorney Fees 

Each Party to this agreement shall be responsible for its own attorney's fees and 
costs incurred in the Matter. 

III.   DAMAGES, INDEMNIFICATION AND REMEDIES 

A. The Parties acknowledge that it would be difficult to measure accurately 
the damages from any breach of the terms, conditions, covenants, restrictions, 
representations, and warranties set forth herein, and that the injury from any such breach 
would be difficult to calculate. 

B. The Parties therefore agree that if GSR or Dr. Kogan materially breaches 
any of provisions in Section II, TERMS, and such breach is not cured within thirty (30) 
days following notice from Facebook, then Facebook may, in its sole discretion, elect to 
recover actual or statutory damages, or liquidated damages in the amount of U.S. 
$25,000 from the breaching Party.  The Parties agree that the liquidated damages 
identified in this paragraph constitute compensation and shall not be considered a 
penalty. 

C. If Facebook establishes a breach by the other Party of this Settlement 
Agreement or any of the covenants and restrictions set forth herein, then Facebook shall 
be entitled as a matter of right to obtain from any court of competent jurisdiction an 
injunction, without the necessity of posting any bond or other security, prohibiting GSR 
and Dr. Kogan from any further breaches of this Settlement Agreement. 

D.   Facebook shall be entitled to recover reasonable attorneys’ fees and costs 
incurred in enforcing its rights under Section C. 

IV. Mutual Releases 

A. Facebook, and its agents, partners, representatives, heirs, successors, 
predecessors, and assigns, and each of them, release and forever discharge  GSR and Dr. 
Kogan, and its and their agents, partners, representatives, heirs, successors, predecessors, 
and assigns and attorneys, and any entity in which GSR or Dr. Kogan has an ownership 
interest that was disclosed in accordance with Section II.A.1, from any and all claims, 
demands, damages, liabilities, suits, actions, and causes of action whatsoever, whether 
known or unknown, arising from or related in any way to the Matter, the App Data, or the 
GSR App, except for the rights and obligations created in and by this Agreement. 



 

 

130248750.4  

B. GSR and Dr. Kogan, and its and their agents, partners, representatives, 
heirs, successors, predecessors, and assigns, and each of them, release and forever 
discharge Facebook, and its agents, partners, representatives, heirs, successors, 
predecessors, assigns and attorneys from any and all claims, demands, damages, 
liabilities, suits, actions, and causes of action whatsoever, whether known or unknown, 
arising from or related in any way to the Matter, the App Data, or the GSR App, except 
for the rights and obligations created in and by this Agreement. 

C. Except as provided in Section II.B (Facebook warranties), nothing in this 
Agreement or any statement or action by any Party in connection with this Agreement 
shall be deemed to constitute a release or waiver of the claims of either Party, to the 
extent they may exist, against any third party. 

D. Each Party knowingly and intentionally waives any protection afforded to 
them by California Civil Code §1542, which provides: 

A GENERAL RELEASE DOES NOT EXTEND TO CLAIMS WHICH THE 
CREDITOR DOES NOT KNOW OR SUSPECT TO EXIST IN HIS OR 
HER FAVOR AT THE TIME OF EXECUTING THE RELEASE, WHICH 
IF KNOWN BY HIM OR HER MUST HAVE MATERIALLY AFFECTED 
HIS OR HER SETTLEMENT WITH THE DEBTOR. 

Each Party further knowingly and intentionally waives any protection under any state 
counterpart to California Civil Code §1542. Each Party agrees that this Agreement is 
intended to cover all claims or possible claims arising out of or related to those matters 
referenced or impliedly covered in the general release referenced above, whether the 
same are known, unknown or hereafter discovered or ascertained, and the provisions of 
§1542 of the California Civil Code and any similar laws in other jurisdictions are hereby 
expressly waived. The Parties hereto expressly acknowledge that they have been advised 
by their counsel of the contents and effect of such provisions, and with such knowledge 
they hereby expressly waive whatever benefits they may have pursuant to such 
provisions.  

V. MISCELLANEOUS 

A.   Applicable Law - This Agreement shall be governed by and construed, 
applied, and interpreted under the laws of the state of California.  Any dispute arising 
hereunder shall be brought in state or federal court encompassing San Mateo County, 
California, to which GSR and Dr. Kogan hereby consent to personal jurisdiction for 
purposes of any dispute brought under this Agreement. 

B.   Complete Agreement – The Parties understand and acknowledge that this 
Settlement Agreement encompasses their entire understanding with respect to the 
settlement of claims and potential claims between them that relate to or arise from the 
Matter. No other oral or written understandings impact, modify, or supersede the 
Settlement Agreement.  The terms of this Agreement may be modified in the future only 
by a written agreement signed by both Parties. 
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C.   No Inducement / Consultation with Counsel - Each of the Parties to this 
Agreement represent and agree that no promise, inducement, or agreement not herein 
expressed has been made regarding the Agreement; that in executing this Agreement, 
they have consulted with and/or had the opportunity to consult with their attorneys, that 
they have executed this Agreement freely and voluntarily, with full knowledge of all 
material facts after independent investigation, and without fraud, duress, or undue 
influence of any kind or nature whatsoever; and that they have read the Agreement and 
fully understand each and every provision contained therein. Each of the Parties has 
obtained or has had the opportunity to obtain the advice of independent legal counsel of 
their choice to assure themselves that the terms and conditions of the Agreement are fair, 
just and equitable, and consistent with applicable law. 

D.   Counterparts and Signature - This Agreement may be executed in two 
or more counterparts, each of which shall be deemed an original and all of which together 
shall constitute one and the same instrument. Facsimile or electronic copies of this 
Agreement, including execution signatures, may serve as originals.  This Agreement may 
be executed and delivered by each party to the other party via e-mail or facsimile 
transmission, with such execution and delivery having the same legal force and effect as 
if the original hereto had been executed and delivered. 

E.   Severability; Unenforceability - In the event that any term, clause, or 
provisions of this Agreement shall be construed to be or adjudged invalid, void, or 
unenforceable, such term, clause, or provision shall be construed as severed from this 
Agreement and the remaining terms, clauses, and provisions shall remain in effect. 

F.   Waiver - The waiver by any Party of a breach or default of any provision 
of this Agreement or any right hereunder shall not constitute a waiver by such party of 
any succeeding breach of the same or other provision; nor shall any delay or omission on 
the part of either party to exercise or avail itself of any right, power, or privilege operate 
as a waiver of any such right, power, or privilege by such Party. 

G.   Binding on Successors and Assigns - This Agreement shall inure to the 
benefit of, and be binding upon, the Parties’ respective heirs, successors, and assigns. 

EXECUTED as of the date first written above by each Party with the intent to be 
legally bound hereby. 

FACEBOOK, INC. 
 
By:   

Its:   

GLOBAL SCIENCE RESEARCH LTD. 

 
By: __________________________________ 

Its:___________________________________ 

 DR. ALEKSANDR KOGAN 

       

CEO, Director
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EXHIBIT A1  

CERTIFICATION  

Global Science Research Ltd. 

I, ____Aleksandr Kogan________, on behalf of Global Science Research Ltd. (“GSR” or 
“Recipient”) certifies that all Facebook data gathered by GSR from the 
“thisisyourdigitallife” Facebook Application (App ID: 599050663475147), including but 
not limited to Facebook user data and Facebook user friend data and data derived from 
such Facebook user data and Facebook user friend data (“App Data”) has been accounted 
for and permanently deleted and destroyed from both active and redundant storage that is 
under GSR’s direct or influential control. 

1.  The following is a complete list of applications, scripts, scrapers, or other 
methodologies used by GSR or any entity in which GSR has an ownership interest to 
collect Facebook user information (“Facebook Applications”): 

“thisisyourdigitallife” Facebook Application (App ID: 599050663475147) operated by 
Dr. Kogan and then Global Science Research Ltd. (“GSR”). The app consisted of server 
side scripts (written mostly in C# and VB.net, running on an ASP.net platform) and a 
front-end webpage + script (html, javascript). The app under GSR collected and stored 
the following data on users who authorized the app on GSR servers: Name, gender, 
location, birthdate, page likes, friends list, each friend’s name, each friend’s gender, each 
friend’s location, each friend’s birthdate, each friend’s page likes (from friends whose 
privacy settings permitted users to share this data through the app).  

Philometrics corporate Facebook page - https://www.facebook.com/philometrics/?fref=ts. 
Neither GSR nor Philometrics actively stores nor uses the data that exists on the 
corporate page. However, Philometrics receives notifications in both email form and on 
the Facebook page of certain events on the page, such as people viewing the page or 
people liking the page. Thus, data may be defined as “collected” in emails or Facebook 
accounts.  This Philometrics Facebook corporate page does not (and did not) collect any 
data from the “thisisyourdigitallife” app. 

All GSR members have their own private Facebook profiles. Through these profiles, they 
(and anyone else with a Facebook profile) can access a wide variety of content on other 
users. The profile may automatically generate email communications to the GSR 
member, and as a result GSR members have in their email accounts many emails from 
Facebook respecting actions by their Facebook friends. 

GSR has access to various public aggregated Facebook information freely available from 
online sources. For example, aggregate estimated data on number of users on Facebook 
can be found here: http://www.statista.com/statistics/268136/top-15-countries-based-on-
number-of-facebook-users/  
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GSR also advertised using the Facebook advertising platform. As part of each advertising 
campaign, Facebook provided all of the information that normally appears in the 
advertising console when running a campaign. GSR did not use this data for any purpose 
other than to monitor how the ad campaign was doing. 
 

2.  The following is a complete description of the collection of Facebook user information 
obtained by GSR from the Facebook Applications: 
 

GSR collected and stored the following App Data: name, gender, birthdate, 
location, and page likes of (a) users who authorized the “thisisyourdigitallife” app 
and (b) their friends (whose privacy settings permitted users to share this data 
with GSR through the app).    
          

3.  The following is a complete description of data derived by GSR from such Facebook user 
information: 
 

a) predicted survey responses to a wide variety of demographic and psychological 
surveys; 
b) average survey scores, grouped by page like, demographic groups, and geographic 
groups;  
b) derived dimensional scores summarizing information captured in the “likes”; and  
c) a co-occurrence matrix of likes. 
 

4. GSR used the App Data for the following purposes: 
 

Providing modeled data to certain third parties listed in Section 6 below.  
  
Providing SCL Elections Limited (“SCL”) with data for predicted survey results. 
Shared the raw Facebook data with Eunoia Technology (“Eunoia”). 
 
Provided Dr Kogan’s lab with all of the raw data. As set forth in Dr. Kogan’s 
Certificate Exhibit A2, this data was stored on Dr Kogan’s servers and was not 
further shared with anyone else except in extreme summary form (e.g. 
presentation of results at conferences).  

5. GSR received payments totaling approximately 750,000 GBP from a single entity 
as a result of use and/or disclosure of App Data.  GSR did not receive any payments from 
any other entities in relation to the App Data.  All of the payments received by GSR were 
used to operate GSR.  None of the payments received by GSR remain as reflected by the 
financial statement that GSR will provide to Facebook upon filing in June 2016. 

6.  During the period in which GSR had access to App Data, GSR provided the 
following third parties (in addition to Dr. Kogan and his lab) with access to or some or all 
App Data: 
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Name Contact Information 

Number of unique 
Facebook Profiles 
Involved, and Specific 
Data Points Shared 

SCL   Alexander Ashburner Nix 
 

Approximately 30 million 
people. Shared forecasted 
survey responses (derived 
from page likes) and some 
limited profile data (such 
as name, location, 
birthday, and whether an 
individual had liked any of 
a limited list of specific 
Facebook pages) 

 

Eunoia   Christopher Wylie 
 

Approximately 30 
million people. 
Where available, 
for each person 
shared name, 
location, birthday, 
and page likes 

Dan Randles   Daniel Randles 
 

Received 
forecasted survey 
responses for 
approximately 
130,000 people. 
These forecast were 
derived from the 
page likes of 
130,000 people 
who authorized the 
thisisyourdigitallife 
app. Location and 
birth year were 
included, but no 
name was included 
to ensure 
anonymity of 
persons. 
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GSR did not provide access to, share, or disclose App Data with any other entity, and in 
particular did not provide access to, share or disclose App Data to Philometrics Inc., 
which has a shared ownership with GSR. 

GSR certifies that GSR has provided a copy of this Certification to the last address 
known to GSR for each and every third party listed in the table in paragraph 6 
above and asked them to provide a completed Certification in the form set forth in 
Exhibit B to GSR.   

 

GLOBAL SCIENCE RESEARCH LTD.   

Name of Person or Entity (Please Print)   

   

By  Date 

   

Title (if on behalf of an organization)   

 
  

06/11/2016

CEO, Director
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EXHIBIT A2  

CERTIFICATION  

Dr. Aleksandr Kogan 

I, Dr. Aleksandr Kogan, personally (“Dr. Kogan” or “Recipient”) certify that all 
Facebook data Dr. Kogan gathered from the “thisisyourdigitallife” Facebook Application 
(App ID: 599050663475147), including but not limited to Facebook user data and 
Facebook user friend data and data derived from such Facebook user data and Facebook 
user friend data (“App Data”) has been accounted for and permanently deleted and 
destroyed from both active and redundant storage that is under Recipient’s direct or 
influential control. 

1.  In addition to the response by GSR described in the Certification by GSR (Exhibit 
A1),  to which Dr Kogan has access to as part of GSR, the following is a complete list of 
applications, scripts, scrapers, or other methodologies used by Dr. Kogan or any entity in 
which Dr. Kogan has an ownership interest to collect Facebook user information 
(“Facebook Applications”): 

“thisisyourdigitallife” Facebook Application (App ID: 599050663475147) operated by 
Dr. Kogan and then Global Science Research Ltd. (“GSR”). The app consisted of server 
side scripts (written mostly in C# and VB.net, running on an ASP.net platform) and a 
front-end webpage + script (html, javascript). While operated by Dr. Kogan (prior to 
GSR’s existence), the app collected the following data on users who authorized the app 
and was stored on Dr. Kogan’s lab server: Name, gender, location, birthdate, page likes, 
friends list, each friend’s name, each friend’s gender, each friend’s location, each friend’s 
birthdate, each friend’s page likes (from friends whose privacy settings permitted users to 
share this data through the app), some wall posts and some private messages. While 
under Dr. Kogan’s private operation (and data stored on his lab’s server), the data was 
used exclusively for academic purposes by his lab. 

Dr Kogan has his own private Facebook profile. Through this profile, Dr. Kogan (and 
anyone else with a Facebook profile) can access a wide variety of content on other users.  
The profile automatically generates email communications to Dr. Kogan, and as a result 
Dr Kogan has in his email account many emails from Facebook respecting actions by his 
Facebook friends. 

Dr Kogan has access to various public aggregated Facebook information freely 
available from online sources. For example, aggregate estimated data on number 
of users on Facebook can be found here: 
http://www.statista.com/statistics/268136/top-15-countries-based-on-number-of-
facebook-users/ 

Facebook user information provided to Dr. Kogan by Facebook. In particular, Facebook 
has provided Dr. Kogan with country level data on number of friendships and emoticons 
used as a part of an ongoing research relationship.  
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2.  In addition to collection by GSR described in the Certification by GSR (Exhibit A1), the 
following is a complete description of the collection of Facebook user information obtained from 
the Facebook Applications: 

 
Aggregated, country level data provided directly by Facebook for academic research 
papers prepared in collaboration with the Protect and Care team at Facebook, including 
the following papers:  
 

1) Tracing Cultural Similarities and Differences in Emotional Expression through 
Digital Records of Emotions.  
 
2) Birds of a Feather Flock Together and Opposites Attract? The Relationship 
between Cross-National Value Similarities and Online Social Networks. 
 
3) Amount and Diversity of Digital Emotional Expression on Predicts Life 
Satisfaction Around the World. 
 
4) Happiness Predicts Larger Online Social Networks for Nations and Individuals 
Low, but not High, in Consumeristic Attitudes and Behaviors.  
 
5) Silk Road to Friendships: Economic Cooperation is Associated with 
International Friendships around the World.  
 
6) International friendships predict government aid after natural disasters 
 
7) Emotional Expression Follow Different Life Course Trajectories for Rich 
versus Poor Nations 
 
8) Big Data Public Health: Online Friendships can Identify Populations At-Risk 
of Physical Health Problems and All-Causes Morbidity. 
 

Dr Kogan also has one paper entitled “Donations Predict Social Capital Gains for Low 
SES, But Not High SES Individuals and Countries” which was prepared with a graduate 
student in his lab, other academic collaborators, and members (current and former) of the 
Protect and Care team at Facebook that contains data collected from the 
“thisisyourdigitallife” app. In particular, this paper calculates number of friends per 
consenting user.  This data was used exclusively for academic purposes. The paper has 
previously been reviewed and approved by Facebook’s internal review team.   
 
In addition to all of the App Data collected from “thisisyourdigitallife” by GSR, Dr 
Kogan also has a dataset collected by his lab using the app before GSR existed. The data 
includes up to several million people—which was the result of several thousand 
participants partaking in the study and data from their friends being collected as well. The 
data on these users that Dr. Kogan’s lab holds are as follows: names, gender, birthdate, 
location, and page likes. In addition, for people who participated in the study and 
provided consent, Dr Kogan has limited wall post and private message data. 
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3.  In addition to the description by GSR described in the Certification by GSR (Exhibit A1), the 
following is a complete description of data derived by Dr. Kogan from Facebook user 
information: 

From the “thisisyourdigitallife” app: 

(a)  predicted survey responses to a wide variety of demographic and 
psychological surveys 

(b)  average survey scores, grouped by page like, demographic groups, and 
geographic groups;  

(c)  derived dimensional scores summarizing information captured in the “likes”; 
and  

(d)  a co-occurrence matrix of likes. 

From Facebook user information provided to Dr. Kogan by Facebook:  

(a)  Number of friendships created between each country pair, monthly  
(b)  Ratio of domestic to international friendships within a country 
(c)  Number of emoticons used per capita and per person in each country 
(d)  Number of emoticons used per capita and per person by various age groups in 

each country 
(e)  Other summaries of the aggregated friendship and emoticon usage data 

4. In addition to use by GSR described in the Certification by GSR (Exhibit A1), Dr. 
Kogan used the App Data for the following purposes: 

       
At the University of Cambridge Prosociality and Well-being Laboratory:  
Number of unique Facebook Profiles Involved, and Specific Data Points 
Shared:  Profiles for approximately 50 million people. Where available, 
each person shared name, location, birthday, and page likes. 
 
The App Data was used by Dr. Kogan and his research team to prepare a 
variety of manuscripts on social psychological and methodological 
questions. None of the manuscripts were ever submitted for publication.  
 
A single paper using the App Data was submitted for review, which was 
reviewed by several reviewers. The paper has been retracted before any 
publication. The paper presented summary statistical data, but never any 
individual records. 
 
Dr Kogan has also presented at various academic conferences and 
university talks results from the App Data. In these talks, Dr Kogan 
presented summary findings from the data, but never any individual 
records.  None of the manuscripts were ever submitted for publication. 
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5. The sole payments Dr. Kogan received that were related to App Data were 
expense reimbursements.  Dr. Kogan received no salary, distributions or dividends 
related to App Data. 

6.  In addition to the sharing by GSR described in the Certification by GSR (Exhibit 
A1), during the period in which Dr. Kogan had access to App Data, members of Dr. 
Kogan’s research group had access to some of the data on the lab servers for analyses. 
However, data copying or moving off the servers was prohibited, and to the best of Dr. 
Kogan’s knowledge, never occurred. 

Dr. Kogan did not provide access to, share, or disclose App Data with any entity other 
than those identified in Exhibit A1, including without limitation Philometrics Inc., in 
which Dr. Kogan had or has an ownership interest. 

 

DR. ALEKSANDR KOGAN   

Name of Person or Entity (Please Print)   

   

  Date 

   

 
  

06/11/2016
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EXHIBIT B 

CERTIFICATION 

I, _________________________________, personally if acting in an individual capacity, 
or on behalf of       , if acting on behalf of an 
organization or entity, (“Recipient”)  certify that all Facebook data gathered by the 
“thisisyourdigitallife” Facebook Application (App ID: 599050663475147), received from 
or on behalf of Global Science Research Ltd. (“GSR”) or Dr. Aleksandr Kogan (“Dr. 
Kogan”), including but not limited to Facebook user data and Facebook user friend data 
and data derived from such Facebook user data and Facebook user friend data (“App 
Data”)  has been accounted for and permanently deleted and destroyed from both active 
and redundant storage that is under my direct or influential control. 

1. The Recipient used this information for the following purposes: 

            

             

2. The Recipient received ________________ in revenue as a result of its use and/or 
disclosure of App Data.  The Company will disgorge the amount listed above to 
Facebook, Inc. upon request. 

3.  During the period in which the Recipient had access to App Data, the following 
third parties had access to or where provided with some or all App Data: 

 

Name Contact Information 
Number of unique Facebook 
Profiles Involved, and Specific 
Data Points Shared 

   

   

   

   

   

4. In consideration for the Recipient’s complete and accurate execution of this 
Certification, upon receipt of a such this Certification, Facebook  and its agents, partners, 
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representatives, heirs, successors, predecessors, and assigns and each of them release and 
forever discharge the Recipient from any and all claims, demands, damages, liabilities, 
suits, actions, and causes of action, related in any way to the Recipient’s use and 
disclosure of App Data disclosed in paragraphs 1 and 3. This release shall be void if the 
information provided in this Certification is not complete or accurate.  

I certify that I have provided a copy of this Certification to each and every third 
party listed in the table in paragraph 3 above and asked them to provide a 
completed Certification to me.  Upon receipt, I will promptly forward the 
certification to GSR at ______________________ ___________________. 

 

   

Name of Person or Entity (Please Print)   

   

By  Date 

   

Title (if on behalf of an organization)   

 
FACEBOOK, INC. 
 
 
By:   

Its:  _________________________ 
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