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Executive Summary

1. Thank you for this opportunity to provide comments. Communications surveillance
AYUOSNFSNBaE gAGK AYRAGARAZ faQ KdzYly NARIAKI
recognised in international law and policies. Accordingly, laws that permit
communications surveillance must respect certain standards, including necessity and
proportionality. Additional principles are explained in the International Principles on
the Application of Human Rights to Communications Surveillance.

2. Access Now applaudlse UK Home Office for its attempt to provide public
understanding of the scope of its investigatory powers and their application.
However, we encourage the the Joint Committee on the Draft Investigatory Powers
Bill to take notice of the substantial riplosed to human rights by its new and
renewing authorities.

3. The Draft IP Bill threatens and fails to extend human rights protections, including
those related to the right to privacy, protection of personal data, and freedom of
expression. Portions of the &ft IP Bill risk undermining the integrity of
communications systems through the weakening of encryption tools and
technologies.

4. In addition to its impact on citizens and businesses of the United Kingdom, the Draft
IP Bill will have a vast impact arourigetworld, because some of the most invasive
aspects of the draft will apply to individuals and providers outside of the UK.
Accordingly, it will have deleterious effects on human rights of individuals around
the world?

5. Inlight of the risks posed by thisaft, Access Now recommends key changes in
conformity with human rights standards to protect security practices, increase
oversight and transparency, and extend protections for-nationals.

Access Now has also joined a coalition of civil society argthoms in submitting Written
Evidence broadly addressing the questions posed by the Joint Committee on the Draft
Investigatory Powers Bill. These comments are intended to supplement the coalition
comments.

I.  About Access Now
1. Access Now is an internationaiganisation that works to defend and extend digital

rights of users globalk.Through representation in 10 countries around the wayld
including in the European UnierAccess Now provides thought leadership and
policy recommendations to the publicahdNA @1 G S aSO0G2NB G2 Sy adz
continued openness and the protection of fundamental rights. Our Technology Arm
operates a 24/7 digital security helpline that provides real time direct technical
assistance to users around the world.

1Secretary of Statéor the Home Department, Draft Investigatory Powers Bill (2015), Sections 69, 79, 189(8), and 31(3),
available at
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/473770/Draft_Investigatory_Powers_Bill
.pdf [Draft IP Bill].

2 Access Now, https://www.accessnow.org.
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2. Access Now mviously participated in the consultative process led by Independent
Reviewer of Terrorism Legislation David Anderson €a€well as the consultative
process instigated by the Home Office in 2015 in regard to the new Draft Equipment
Interference Code dPractice and the updated Interception of Communications Code
of Practice? Access Now submitted Written Evidence on the Draft Investigatory
Powers Bill to the technology issues inqbimpd the Joint Committee on Human
Rights® Access Now appreciates thigther opportunity to input into the reform of
UK surveillance law and practice.

[I. International law and human rights

1. The United Kingdom is a party to the European Convention on Human Rights
O KSNBA Y I Fi §MEEUICKSter af FundameéntalRightk SNBE A Yy I Tl SNE
/ K I NFBaBd\ie dnEernational Covenant on Civil and Political Rights (hereinafter,
0KS al®//twéldod

2. The ECHR and Charter establish the right to privacy (Articles 8 and 7, respectively)
and freedom of expression (Articles 10 and 15pextively). The European Court of
| dzYl'y wA3IKiGa OKSNBAYFFGSNE GKS a9/ G1 wéo
hy GKS NARIKG (2 LINAGFOesx G(GKS 9/ Glw y2GSR
comprise to a certain degree thigght to establish andlevelop relationships with
2 0 KSNJ KdzY | y°O0b fieédgraaf exdression, the ECtHR noted that freedom
2F SELINBaaAzy GLNRGSOG&a y2z2i 2yté (KS &dza
expressed, but also the form in which they are conveyédhe Chartenlso
safeguards the right to protection of personal data, which the ECtHR articulated as
an element of the right to privacy under the ECHR.

3. The ICCPR establishes the right to privacy (Article 17), the right to freedom of
expression (Article 19), and thigght to freedom of association (Article 22), among
many others.

4. In a 2015 report, David Kaye, the United Nations Special Rapporteur for Freedom of
9ELINB&aarz2ys SELXIAYSR GKFG LINAGFOe yR TN
ability to use encryptin and communicate anonymousiy/Specifically, the Special

K

3 Peter Micek and Ellie Lightfodkccess Contributes to Independent Review of UK Surveillance Amcsss, Now (Oct.

15, 2014), https://www.accessnow.org/blog/2014/10/15/accesmtributesto-independentreview-of-uk-surveillance
abuses.

4JackBussell, dzY' 'y wA3IKGA& [ STG hdzi 27F { A 3Mdess Noiv (MaxcizB, 2015)p { dzZNIBBSA € € |y
https://www.accessnow.org/blog/2015/03/23/humanights-left-out-of-sightin-uks-new-surveillanceguidelines.

5 AccesNow, Written Evidence submitted by Access Now
http://data.parliament.uk/writtenevidence/committeeevidence.svc/evidencedocument/scieaoe-technology
committee/investigatorypowershbill-technologyissues/written/25186.html

6 Access Nowand Fight for the Rure, Written Evidence from Access Now and Fight for the Future,
http://data.parliament.uk/writtenevidence/committeeevidence.svc/evidencedocument/hurméghts-
committee/legislativescrutiny-draft-investigatorypowershbill/written/25665. pdf

7 European Conveion on Human Rights, June 1, 20&0ailable athttps://ec.europa.eu/digitalagenda/sites/digital
agenda/files/Convention  ENG.pdf

8 Charter of Fundamental Rights of the European Union, art. 8, 2000 O.J. (C 364); European Court of HunPardRiggits
data protection factsheet(Dec. 2015), http://www.echr.coe.int/Documents/FS_Data_ENG.pdf.

9 International Covenant on Civil and PolfiRights, Dec. 16, 1966, S. Treaty Doc. N@095 I.L.M. 368 (1967), 999
U.N.T.S. 171.

10Rotaru v. Romanje&European Court of Human Rights (20@2pgilable athttp://hudoc.echr.coe.int/eng?i=0058586.

11 Oberschlick v. Austrig&uropean Court of Humdrights(1991),available at

http://hudoc.echr.coe.int/eng?i=0057716.

12Report of the Special Rapporteur on the promotion and protection of the right to freedom of opinion and expression
Human Rights Council, U.N. Doc.A/HRC/29/32 (May 22, 2015) (luyHKe&).



https://ec.europa.eu/digital-agenda/sites/digital-agenda/files/Convention_ENG.pdf
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wk LILI2 NI SdzNJ F2dzy RE awS8YONRBLIIAZ2Y YR ly2ye
security, provide individuals with a means to protect their privacy, empowering them

to browse, read, develop arghare opinions and information without interference

and enabling journalists, civil society organizations, members of ethnic or religious

groups, those persecuted because of their sexual orientation or gender identity,

activists, scholars, artists and otiseto exercise the rights to freedom of opinion and
SELINBa&A2Y DE

5. The Universal Declaration of Human Rights (UDHR) and the International Covenant
on Economic, Social, and Cultural Rights (ICESCR) both affirm the right to enjoy the
benefits of science. THEDHR declares, "Everyone has the right freely to participate
in the cultural life of the community, to enjoy the arts and to share in scientific
advancement and its benefits" (Article 27). The ICESCR recognises the right "to enjoy
the benefits of scientiti progress and its applications” (Article 15).

6. As part of the World Summit on the Information Society (WSIS), United Nations
aSYOSNI {GFrGSaz AyOfdzRAY3a (GKS | YyAGSR YAYy3AR
confidence and security in the use of ICTs for the devetograf information
a20ASGASa IyR (KS adz00Saa 2F L/ ¢& Aa |
CdzNIIKSNE dodzif RAy3d O2yFARSYOS Ay GKS dza s
NJ 3 ¥ Memiper States also noted concern over attacks against indilgdrad
other entities undertaken through digital means.

7. The International Principles on the Application of Human Rights to Communications
Surveillance provide a framework for protection of human rights against
communications surveillancéo KSNBAYF FOGSNE GGKS t NAYOALX S
Necessity, Proportionality, Legality, Transparency, Public Oversight, Integrity of
I 2YYdzyAOIFI GA2y&a YR {@aGSYad ¢KS t NAYyOALX S

Gt NA @I 08 A& | F dzdrd Is YeStsaliid tHe méirdeydngé of NA A K (i =
democratic societies. It is essential to human dignity and reinforces other
rights, such as freedom of expression and information, and freedom of
association, and is recognized under international human rights law.
Conmunications surveillance interferes with the right to privacy among a
YdzZYOSNI 2F 20 KSNJ KdzYFy NRIK(GEDE

8. ¢KS t NAYOALX S&a dal LILJX & G2 &dzNIBBEINNXA yDOER 1082ty

1. Integrity of communications and systems
1. The Draft IP Bill may be interpreted to require operators to weaken or ungherm
encryption tools and technologies offered to internet us&andermining human
rights and the integrity of the internet. Another provision authorises the Secretary of

13 Qutcome Document of the Highevel Meeting of the General Assembly on the Overall Review of the Implementation of
WSIS Outcomes, para. 53 (Dec. 14, 201t5)//w orkspace.unpan.org/sites/Internet/Documents/UNPAN95707. pdf

14]d. at para. 55

15International Principles on the Application of Human Rights to Communications Surveillance,
https://necessaryandproportionate.org.

16 Draft IP Bill Section 51 (The Secretary of State can order providers to maintain a means to effectuate surveillance). More
broadly, the Secretary of State may also order any telecommunications operator to take any steps that are considered
necessary in th interests of national securityd. at Section 188. Both of these authorities may be read broadly to give

license to the Secretary of State to disrupt providers from offering the strongest encrypted services.



http://workspace.unpan.org/sites/Internet/Documents/UNPAN95707.pdf
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State to implement broad regulations that could place substantial burdens on
providers and limit user security.
2.¢KS DdzARS (2 t26SNAR YR { I F¥S3dza NRaAZ 6KAOK
draft Bill does not impose any additional requirements in relation to encryption over
and above the existing obligations in the Regulation wéstigatory Powers Act
0 KSNB A Y I T & BdwBvergitisluticleas thabRIPA required providers to
YFEAYOGFEAY GQLISNYIFYSYy(d AYyGSNOSLIG OF LI oAt AGAS
NBY2@S ye Sy ONE LI ®Suyh alithalityf washBt ardidéipatéddinS / { t d
previous documents providing interpretation of existing surveillance authorities.
3. The free development, distribution, access, and use of encryption protects
confidentiality of communication, increases trust, helpsyant crime, and
contributes to a healthy econontWhen used by organisers or legal defenders
living under oppressive regimes, victims of domestic abuse, or journalists reporting
on violent crime, encryption may even save lives.
4. Recently, many of the topryptographic experts published a new report that
SELX FAYSR (KIG Fye SEOSLI rBryfromthé 8HSa a NB
LIN OGAOSa y2¢ o0SAy3d RSLI2@8SR G2 YI{1S GKS
AYONBI a8 aeaisSy O02YLERBEGAREL I yIRY RI dh&Sdl Fa a
O2yOSYidNI GSR GFNBSdGa &KIG O2dA R GGNF Ol o
5. As stated above, encryption is at the heart of the free exercise of human rights like
free expression and privacy, as guaranteed by the ICCPR, ECHR, and the Charter, as
well as the right to benefit from scientific progress, affirmed in the ICESCR and
UDHR
6. Encryption and anonymity enable freedom of expression. Any restrictions must
strictly satisfy the conditions of ICCPR Article 19t{®er the Human Rights
Committee, theonly body charged with interpreting the ICCPR, governments must
aK2g6 aGAy ALISOAFAO YR AYRAGARMzZ £t AT SR Tl ak
provided by law, pursuant to one of the legitimate grounds, with sufficient precision
and accessibilityo provide notice and guidance; (2) necessary for a legitimate
LJzN1J2 &ST YR 600 LINRPLRNIA2YFGST YSIyAy3a A
available and not overbroaf?.Applying that test, we find generally applicable
restrictions such as mandatory batdors or weakened security standards do not

17 Draft IP Bill Section 189 (The Secretar$tate may also issue regulations that obligate operators to ensure that they can

assist with relevant authorisations.).

B¢ KS DAZARS (2 t26SNR YR {I FS3dz2 NRazX ¢gKAOK LINBFI O0Sa (GKS 5N
any additi/ T NBIjdZANBYSyia Ay NBflFGA2Yy (G2 SyONBLIIA2Y 2@0SNIFYR |0
19 See, e.gHoMEOFFICEINterception of Communications Code of Practice Draft for Public Consu(fa¢ion2015),

available at

https://www.gov.uk/government/upbads/system/uploads/attachment_data/file/401866/Draft_Interception_of _Commun
ications_Code_of_Practice.pdf [IC Draft Code of Practice].

20]d.

21 Ryan Hagemann & Josh HampsBngryption, Trust, and the Online Econpiikanen Center (Nov. 9, 2015),
https://niskanencenter.org/wgcontent/uploads/2015/11/RESEAR®APER _EncryptionEconomicBenefits.pdf.

22Harold Abelson et alKeys Under Doormats: mandating insecurity by requiring government access to all data and
communicationsMassachusetts Institute of Techogly Technical Report (July 6, 2015).

BYYONRBLIIAZ2Y S | y2yeVYAleeHsSHcyRRApD B8S20t6wA A KG (G2 { OASy OS¢
https://www.justsecurity.org/22505/encryptioranonymity-debatesright-science.

24 Report of the Special Rapporteur on the protection amathption of the right to freedom of opinion and expressabn

para. 31.

25Human Rights Committe&eneral Comment No. 38ept. 12, 2011)

http://www2.ohchr.org/english/bodies/hrc/docs/gc34.pdf.
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transparently provide notice to affected parties; are not imposed in a specific or
individualised fashion; are not strictly necessary to achieve a legitimate aim; and do
employ the least intrusive means, but rathresult in a widespread,

disproportionate, and indiscriminate impat&.

7. Limitations on the development or use of encryption subverts the right to benefit
from scientific progress. The UN Committee on Economic, Social and Cultural Rights
hasalsoindicatt G Kl G {GlFdSa LI NHe G2 GKS L/9{/w
scientific and technical progress for purposes contrary to human rights and dignity,
AyOf dzZRAY3I (GKS NAXIK(G A& Zinzhe ContektDbthe O&ft IP BIlK | y R
a number of techologies meant to conform to provisions on encryption, equipment
interference, and filtering arrangements, among other, could be used to undermine
human rights.

8. The Draft IP Bill could unilaterally place an affirmative, international obligation on
providers, of which other governments, including repressive regimes, could take
advantage and misuse to the detriment of human rights standards. This could also
infringe on several ongoing domestic debates around the world. Several countries
are currently in thaniddle of active debates on the topic of encryption, including
India, where a draft policy proposal was recently withdrawn after technologists and
experts objected that it would undermine privacy and secure communicaffoausc
the United Stateg? Despitea public and open debate on encryption dating back to
the 1970s° the U.S. has repeatedly rejected any law or policy to undermine its
development or usé!

9. While mandates to undermine encryption will harm human rights, the digital
economy, and overall trasn the internet, they would do little to help investigate or
protect against terrorism or other crimes. Criminals and terrorists would still have
access to products that offer strong encryption, either by designing and building a
new application or usingne developed wholly outside of the UK. Instead, these
mandates would likely have the biggest impact on innocent users seeking to
communicate, transact business, and access information as part of everyday life, and
who, in those interactions, would be diel access to the strongest security
available and may be a bigger target for criminal actors.

Recommendations

26|d. at paras. 4243.

27Economic and Social Coun@EneralComment No. 17para. 35, U.N. Doc.E/C.12/GC17 (Jan. 12, 2006)
http://www.un.org/Docs/journal/asp/ws.asp?m=E/C.12/GC/17.

28|ndia withdraws controversial encryption poli@BC News (Sept. 22, 2015), http://www.bbc.com/news/wadtkindia-

34322118.

29Elken Nakashima & Andrea Peters@hama administration opts not to force firms to decrypt dafar now, Washington

Post (Oct. 8, 2015), https://www.washingtonpost.com/world/natiosaicurity/obamaadministrationopts-not-to-force-
firms-to-decryptdata--for-now/2015/10/08/1d6a60126dcalle5aa5bf78a98956699_story.htmBee alspMike Masnick,

¢tg2 2F (GKS Y280 NARAOdzZ 2dza adl G§SYSy i TechDMBEIMY 215, 12 NB 0 @& Sa&i
https://www.techdirt.com/articles/20150709/000657315%%vo -mostridiculousstatementssenatorsyesterdays
encryptionhearings.shtml.

30Henry CorrigafGibbs Keeping Secrets: Four decades ago, university researchers figured out the key to computer privacy,
sparking a battle with the National Security Agetttt continues todayStanford Magazine (Nov. 7, 2014),
https://medium.com/stanfordselect/keepingsecrets84a7697bf89f#.Ihngrmsud.

31See, e.g Nicole Perlroth & David E. Sande | YI 2 2y Qi { §81 ! OKS Aiwes (O2t. 10, PANE LIGI SR 51
6 a € director, James B. Comey, told the Senate Homeland Security and Governmental Affairs Committee that the
FRYAYAAOGNI GA2Yy g2dd R y2d asSS| tS3aratlrdazy G2 02YLISt (KS 02
http://www.nytimes.com/2015/10/11/us/politics/obamawont-seekaccesdo-encrypteduserdata.html.
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1. The Joint Committee on the Investigatory Powers Bill should clarify current
obligations for providers related to the development and use of ypiton.

2. The Home Office should not legislate in a manner that would require encryption
back doors or key escrow or otherwise mandate exception access to user data. To do
so would make millions, if not billions of users less safe and secure without
impacting the ability of terrorists or criminals to use encryption tools, such as those
they design themselves. This is supported by a recent petition to the U.S. President
supported by dozens of civil society organisations, companies, and trade
associations, andigned by over 100,000 individudfs.

2. Transparency and public oversight

1. The Draft IP Bill does not effectively ensure transparent surveillance procedures or
meaningful public oversight, which are necessary to ensure government
accountability and respedbr human rights. Disclosures of statistics and relevant
interpretations inform stakeholders, including policymakers, providers, and civil
society, on the state of surveillance, and are essential to robust public discourse on
the limits to liberty and priacy in the digital age.

2. The Draft IP Bill requires the publication of an annual report from the Investigatory
Powers Commissioner, to include statistics on the use of surveillance authorities. The
Prime Minister is free to redact any portion of the anntegdort for a broad
spectrum of reasons, including national secufity.

3. The Draft IP Bill fails to provide adequate public information on the interpretation of
its key legal standards, namely necessity and proportionality. Public information
about how authoities are applied is necessary in order that internet users have
adequate notice of potential surveillance to which they may be subjetted.

4. While the Draft IP Bill provides for a Technical Advisory Board, it is limited to a
consulting role inthe reviewaf KS { SONBGFNE 2F {{iFGSQa y2i

Recommendations

1. The Draft IP Bill should be modified to specify that all novel or significant
interpretations of the law by intelligence services, the Secretary of State, or other
entities are made pully available. The Draft IP Bill should be further modified to
remove exceptions from the public reporting requirement on statistics related to
surveillance, and should authorise granular reporting regarding what authorities are
being used, how many usease targeted, and how many users are impacted by the
exercise of those authorities.

2. The Draft IP Bill should grant operators the ability to disclose information, whether in
specific, aggregate, or narrative form, about government requests related to
communications surveillance. Operators should also be allowed to disclose any
requests or pressure to hand over encryption keys, install or alter hardware or

32Dear President Obama, Stand up for Strong Security, https://savecrypto.org (last visited Nov. 26, 2015).

33 Draft IP Bill Section 171.

34 See, e.g., Access Now et. al, Representations on Interception of comtimusiand equipment interference: draft codes

of practice(Mar. 20,2015)6 ¢ 1t KS NA &] 2F dzyySOS&al NBE 2NJ RAALINBLERNIA2YI (S &
is so manifest, particularly in respect to bulk collection or lesgale, invasivequipment interference activities, that the

authorisation, renewal, amendment, and oversight of the relevant warrants and authorizations should be entrusted to an

entity independent of the bodies conducting the surveillance in order to ensure compliaficKkwii K S agailablerat £ 0 ®
https://s3.amazonaws.com/access.3cdn.net/6fa9a8bf795df015¢c5_7gm6bhsu4.pdf.

11



Access Nowvii written evidence (IPB0112)

software, or to allow authorities access to facilities, networks, or data under their
control.

3. The Draf IP Bill should be modified to specify that internet users are notified when
their personal data is collected under the surveillance authorities, with enough time
to enable a legal challenge and invoke other available remedies. Operators should
also be pemitted to provide this notice to their customers.

4. The Draft IP Bill should be modified to provide the Technical Advisory Board with
independent standing and membership and imbued with all of the authorities and
funding needed to operate independently.

3. Exraterritoriality

1. As discussed above, the Draft IP Bill grants the Secretary of State authority to issue
regulations, including those relating to the removal of electronic protection, to
persons outside the United Kingdoih.

2. In responding to the United Nais Human Rights Committee, the Government of
the United Kingdom stated the position that the ICCPR has effect outside the
GSNNAG2NE 2F GKS { G Wdrbowevef, the dnBadBlatiche OS LIG A 2
Special Rapporteur on the Promotion and Protectibiioman Rights and
Fundamental Freedoms considers States legally bound to provide equal protections
fornationalsandnowy I G A2y faxX yR y20SR aiGKS dzasS 27
programmes to intercept communications of those located in other jurisdictions
raises serious questions about the accessibility and foreseeability of the law
governing the interference with privacy rights, and the inability of individuals to
know that they might be subject to foreign surveillance or to interception of
communicationdh Y F2NBA Iy 2dzNAAaRAOQOIA2Y & d¢

3. Mutual Legal Assistance Treaties (MLATS) facilitate the exchange of information
relevant to an investigation between countrigsMLATS provide predictability and
oversight, and frequently require respect for international hunmayhts and
domestic legal standard8.0Ongoing government efforts aim to improve the MLAT
system to ensure it meets the demand for the exchange of information across
borders®Ly (G KS | ®{ & GKS t NBaAaARSyuUaQ wSOASH
Communications Technologies noted that support for the MLAT process
RSY2YyaG NI GSa | O gudcdoniigynfernét that theets the gpalstoft
GKS AYOGSNYIGX2yIFf O2YYdzyAlGe dé

Recommendaons

35 Draft IP BilBection 189(8).

36 U.N. Human Rights Committee (HR@Y, Human Rights Committee: Sixth Periodic Report, United Kingdom of Great
Britain and Northern Ireland18 May 2007, CCPR/C/GBR/6,

http://www.refworld.org/publisher, HRC,STATEPARTIESREP,GBR,46820b202,0.html| para. 59.

37 Report of the Special Rapporteur on the promotion and protection of human rights and fundamental freedoms while
counterirg terrorism General Assembly, U.N. Doc.A/69/397 (Sept. 23, 2014) (by Ben Emmerson).

38 Mutual Legal Assistance Treaties, https://mlat.info/.

39]d.

40 See, e.gl).S. Department of Justice, F.Y. 2015 Budget Request,
http://www.justice.gov/sites/default/files/jmd/legacy/2014/07/13/muegatassist.pdf.

“4¢KS t NBAARSY(iQa wSOASS DNRdzLI 2y L yibedy ahdSe@infyOrda Chayighg / 2 Y Y dzy A Ol
World 228 (Dec. 12, 2013), https://www.whitehouse.gsités/default/files/docs/201312-12_rg_final_report.pdf.
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The extraterritoriality sections of the Draft IP Bill should be removed or clarified to
limit their impact to the requirement for providers doing business within the UK to
respond to valid court orders.

The Draft IP Bill should apply the same staddarboth citizens and nonitizens,

and remove all areas where the law distinguishes either on virtue of citizenship or
geographic location.

The Draft IP Bill should-assert a commitment to and support additional funding for
the execution of MLATS, aridster reforms to update and strengthen the MLAT
process.

4. Other issues impacting human rights

1. Access Now further identifies severe human rights problems with other provisions of
the Draft IP Bill. For example, the Draft IP Bill fails to require adapm®val of
surveillance orders by an independent and competent judicial authority, fails to
respect proportionality in its treatment of interference authorities, and fails to
provide for adequate avenues of redress or to require that individuals areeubtif
when they are subject to invasive surveillance that would interfere with their human
rights in order that they would have an opportunity to challenge that surveillance in
a court.

2. The Draft IP Bill authorises mandates for providers to retain pers@talup to 12
months#2 The Investigatory Powers Commission can also deem information or
documents appropriate for retentioff Data retention mandates infringe upon
individual privacy and chill the exercise of human rights including freedom of
expression anfreedom of associatioft: This infringement is particularly
pronounced in situations without meaningful limits to the scope of the data that
provider can be compelled to retain. The current Draft IP Bill does not contain any
finding or evidence as to whegh a legal review was conducted on whetlgeand
how ¢ these proposed measures were in conformity with rules articulated by the
[ 2dzNII 2F WdzadAOS 2F GKS 94NRLISIY ! yA2Yy 6K

3. Filtering arrangements extend beyond existing powers and createprivacy and
security riskg® The filtering arrangements considered in the Draft IP Bill are

42 Draft IP Bill Sectionlo 3A S48 (GKS { SONBGEFNE 2F {GFGS dzik2NARGE (2 aNBIdz
relevant communications data if the Secretary of State considers that the sgqgeirt is necessary and proportionate [for

'y SydzyYSNI SR LlzN1LI2aSedévd ¢KS NBGSylWIhe SR BaiStadnay LINE GA RS
produce regulations that allow a provider to request a review of the retention order, at vghictt additional evidence

may be takenld. However, pursuant to section 73, the Secretary of State is the ultimate arbiter of whether the retention

order will stand following such a requetd. at Section 73. Section 74 provides that data that is ordeetgined must be

secured and protected against accidental or unlawful destruction or unauthorised access, among otheidhangs.

Section 74.

43 Draft IP Bill Section 89(4).

44 Letter from Access, et. Al. to Majority Leader Mitch McConnell, et. Al (lag015)available at
https://s3.amazonaws.com/access.3cdn.net/ecffc6f83105be5bc5_8tm6bn51u.pdf. Other countries have recently

considered and rejected data retention mandates. Ten EU countries invalidated data retention legislation in the aftermath

of the CJEU data retention ruling, including Germany and the Netherlands In the United States, a proposal to include data
retention mandates in the USA FREEDOM Act was rejected.

45 Digital Rights Ireland Ltd v. Minister for Communications, Marine and NaturaliiRes and Other&5293/12) and

Kéarntner Landesregierung and Othée594/12), Court of Justice of the EU (8/4/200&ailable at
http://curia.europa.eu/juris/liste.jsf?num=Q93/12.

Ly GSNYSG { SNIA OS ISPARBsgohde & oMt Contied anhd draftiCanamyirications Data BH6,
http://www.ispa.org.uk/wp-content/uploads/ISPAesponseto-JointCommitteeon-the-draft-Communicationdata

Bill.pdf.
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overbroad in operation of compelled searches of private databases and may fail to
meet requirements of legality, necessity, and proportionality.

4. Upon request, Acess Now is available to provide further information on these
invasions of human rights by the Draft IP Bill if it would so please the Committee.

Recommendations

1. Data retention mandates should not be promulgated in any form until the resolution
of two relevant cases pending at the CJEU, Home Department v. David Davis and
Tele2 Sverige AB v. Paxth Telestyrelsen (Case2G3/15).

2. The Draft IP Bill should be modified to provide explicit limits on the data that can be
obtained under filtering arrangementand to provide for explicit limits on storage
and dissemination of that data.

3. Given the importance of this subject and the consequences on human rights and
secure communications, the Draft IP Bill should be subject to careful scrutiny by
Parliament and inpt to the UK government should be carefully considered. The
Dratft IP Bill should not be rushed through the {begislative process or other review.

5. Conclusion
1. Thank you for this opportunity to submit written evidence to this Committee.

21 December 2015
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Access Now et al. i written evidence (IPB0109)

1. Thank you for this opportunity to provide comments. This written evidence is
submitted on behalf of Access Now, Advocacy for Principled Action in Government,
the Center for Financial Privacy and Human Righie Electronic Frontier
C2dzyRIFGA2YZ bSs ! YSNAOIQAa hLISY ¢SOKyz2f238
TechFreedom. We are human rights, technology policy, and civil society
organisations based out of or doing work in the United States and internationally

2./ 2YYdzyAOFGA2y & &dzNBSATEFyOS AYGSNFSNBaA 44
well as other human rights recognised in international law and policies. Accordingly,
laws that permit communications surveillance must be necessary and proportionate.

3. In particular, we note the close partnership between the surveillance agencies
operating within the United Kingdom and the United States, as demonstrated by the
string of investigative reports starting on June 6, 2013 and known colloquially as the
G{ Y2 RBSOSt I GA2yadé 2KAES AG A& dzyOf SI NJ i
information is disseminated between the United Kingdom and the United States, it is
clear that agencies in both nations work in close concert to conduct surveillance
around the world We know that information collected by UK intelligence agencies,
including information about U.S. citizens and foreign nationals, is shared in secret
with the U.S. National Security Agency to be held and analgédlditionally, the
extraterritorial effe¢ of the Draft Investigatory Powers Bill means that its provisions
are also likely to have direct impact on the signers of this Comment.

4. Accordingly, we recommend that the consideration of the Draft IP Bill be given
adequate time, and not be rushed. Egmiovision should be provided with adequate
attention and care. The surveillance authorities granted in the Draft IP Bill will
subject millions, if not billions, of internet users around the world to surveillance by
the UK intelligence and law enforcemeadencies. In her introduction to the Draft
Bill, the Home Secretary notes:

The draft Investigatory Powers Bill that has been published for
pre-legislative scrutiny and public consultation builds on their
recommendations to bring together all of the powevailable

to law enforcement and the security and intelligence agencies
to acquire communications and communications data and
make them subject to enhanced, consistent safeguards.

47 Ewen MacAskill, Julian Borger, Nick Hopkins, Nick Davies, & Jam&<B#)l taps fibreptic cables for secret access to
g2 NI RQa 02 YMed@ddrdiah (uhe2f,2013), http://www.theguardian.com/uk/2013/jun/21/gchblessecret
world-communicationsnsa.
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5. However, the period for public consultation for the Draft, which numbérsecto
300 pages including explanatory text and notes, has not given sufficient time to
independently consider each provision as well as the interplay between separate
authorities.

6. A new investigatory powers law must include suitably specific and alghority as
to give notice to the public of the circumstances when they may be subject to
surveillance and provide for independent judicial review and robust human rights
protections and safeguards, as well as transparency and accountability.

7.TheJoit@ YYAGGUSS 2y GKS S5NIFG Ly@SadAalr d2NE
requested answers to several questions to inform its analysis of the draft bill. We
provide answers in brief here. If you would like additional information, we
encourage you to reacbut to the signatories of this comment.

Overarching / Thematic Questions

Are the powers sought necessary? Has the case been made, both for the new
powers and for the restated and clarified existing powers?

8. The International Principles on thgplication of Human Rights to Communications
Surveillance defines the standard of necessity:

Surveillance laws, regulations, activities, powers, or authorities
must be limited to those which are strictly and demonstrably
necessary to achieve a legitimatan. Communications
Surveillance must only be conducted when it is the only means
of achieving a legitimate aim, or, when there are multiple
means, it is the means least likely to infringe upon human
rights. The onus of establishing this justificatioaligays on

the State?®

9. The European Court of Human Rights has explained that the secret surveillance
authorities are amongst those that receive a greater level of scryt@&ijhe Home
Office has not explained the necessity of the exceedingly broad sungeilla
authorities that it seeks to renew or instate in the Draft IP Bill. Rather, the Draft IP
Bill appears to seek all foreseeable surveillance authorities, and grants their use with

48 International Principles on the Application of Human Rights to Communications Surveillance (May, 2014),
https://en.necessaryandproportionate.org. [N&P]

49Klass v. German¥uropean Court of Human Rights, at para. 42 (12X@)lable at
http://hudoc.echrcoe.int/eng?i=00357510#{"itemid":["00157510"]}.
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little public oversight as to how the Secretary of State interprets thgindards for
use by the intelligence agencies, public agencies, or law enforcement agencies.

Are the powers sought legal?

1006¢KS {GFdGS Ydzad y20 | R2LJG 2NJ AYLX SYSyd
in the absence of an existing publicly avagalelgislative act, which meets a
standard of clarity and precision that is sufficient to ensure that individuals have
I ROy OS y2G6A0S 2F FyRoOOlYy F2NBasSS Ada | LL

11.The Draft IP Bill fails to provide this requisite level of cl&itdditionally, it fails to
AyOf dzZRS | aadzyaSidé LINRPGA&AAZ2Y (GKIFG g2dzZ R N
granted periodically to ensure their continued need or the ability to incorporate
additional safeguards.

Are the powers compatible with the HumaRights Act and the ECHR?

12.No-- nor are they consistent with the right to privacy even more deeply rooted in
British tradition®2 The Draft IP Bill violates several provisions of the European
| 2y @SYyGA2y 2y 1dzYly wA3IK(Ga ecti@ privatesands Ay Of
family life (Article 8), Freedom of thought, conscience, and religion (Article 9),
Freedom of expression (Article 10), and Freedom of assembly and association
(Article 11), among others.

13.1In a recent ruling of the European Court of HamRights in the casgoman
Zakharow.RussiZz G KS / 2dzNIi F2dzy R wdzaail Qa ae&adasSy
telephone communications to interfere with Article 8 of the EG3Hhe Court
explained that, in order to be compatible with the ECHR, secreegdlance had to
be clear on its face, supervised by a truly independent authority that is open to
public scrutiny, and provide for notice and an opportunity to challenge the
surveillance as soon as practicab®The Draft IP Bill is inconsistent withghi
standard.

50N&P.

51 RomanZakharov v. Russi&uropean Court of Human Rights (205wpilable athttp://hudoc.echr.coe.int/eng?i=001

159324.

520y A0l O [/ FNNAyYy3AG2y @mTcpb & &dngoverdmerk StRision. MBIBnaWK G (2 LINRA @1 O
Commissioner for the Metropolitan Police [1976] admitted the legality of government wiretapping of telephones, but set

out requirements for the legality of wiretapping that are not met by a system of befoedact and universal surveillance

for police purposes.

531d. at para. 235.

54 European Court of Human Righ@@ & A Roman Zakharov v. Russia, Grand Chamber judgfent12, 2015),
http://www.echr.coe.int/Documents/Press_Q_A_Roman_Zakharov_ENG.PDF.
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Is the requirement that they be exercised only when necessary and proportionate
fully addressed? Are they sufficiently clear and accessible on the face of the draft
Bill?

142 S FLIINBOAFGS GKS 5NIFd Lt LINRIIDBEIL A RWE A O¢
standard, but the bill should specifically define these terms in accordance with
international human rights law and poli&a Bulk collection is fundamentally
AyO2yaraitSyild sAGK GKS aySOSaalNE |yR LINEBL
Bill fails to provide for transparency into, or independent judicial approval of, the
{ SONBGIFNEQa AYOGSNIINBGFGA2Y FyR | LILX AOF GA2
F2N) 6 KAOK adz2NBSAfflyOS OFly 6S aySOoSaal Ne
SEFYLX S5 a2 laarad AygSadaaridrzya Ayidz |
facially unclear as to what activities would be covered.

Is the legal framework such that CSPs (especially those based abroad) will be
persuaded to comply?

15.No. Commaications Service Providers (CSPs) must be given the ability to respect the
rights of their users and to object to government orders that interfere with those
rights. The Draft IP Bill fails to provide for sufficient mechanisms for CSPs to appeal
overbroador objectionable orders and fails to give CSPs sufficient rights to inform
users of orders that implicate their personal information. CSPs risk being sued in
their own states for complying with these orders if they are not consistent with local
law. Additonally, provisions requiring exttrritorial application of broad
authorities-- including those that may require the removal of electronic protections
of user data, such as encryptierare particularly troubling and may make it harder
for both largeand small companies to protect their users.

Are the powers sought workable and carefully defined? Are the technological
definitions accurate and meaningful (e.g. content vs communications data,
internet connection records etc.)?

16.As explained above, ther&ft IP Bill fails to provide adequate clarity as to the
authorities that it authorises, and for many provisions the authorities described are
over-broad and lack adequate transparency or oversight. In addition, the definitions
are inadequately precise.

17.C2NJ SEIF YLX S (GKS ONRBIR RSTFAYyAGAZY 2F 6KI 0
AY LI NIAOdzE  NE Yy GAYUISNYySiG O02yySOitAzy NB

55N&P.
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which collection of internet records is invasive or the substantially different process
that must be taken for collecting that information versus obtaining telephone
communications data. The line between communications content and
communications data on the internet is not clear, and authorities to collect internet
connection records must takthis into account.

18.The powers of bulk and targeted equipment interference, specifically described in
statute for the first time in this Bill, is granted with a broad set of permitted targets,
and with no limits on technical scope or consideration fo effect on the services
2F /{ta& NBIldZANBR (2 O02YLXe& gA0GK GKS gl NNI
security and privac$6

Does the draft Bill adequately explain the types of activity that could be
undertaken under these powers?

19.No. Severgbrovisions of the Draft IP Bill fail to adequately define the different
activities that the Secretary could authorise public agencies, law enforcement
agencies, or intelligence agencies to pursue under their authority. Additionally,
several provisionsoktS 6 Af tf O2ydF Ay I &NHEIIER gIKARDKIzy RS
authorises or requires from thiedJr NI A S&> dal ye 02y RdzO0 o KA OK
dzy RSNIi 1S Ay 2NRSN)I (2 R2 6KIFGd A& SELINBaaft
Ay Of dzZRAY IS T2 NJ ok of aomihuBicatioasinét Sesckibed iSthadd S LI
g1 NNB7y (0 @€

Is the wording of the powers sustainable in the light of rapidly evolving
technologies and user behaviours? Overall is the Bill futy®@ofed as it stands?

20.While the language of a law should indeeds & G SOKy 2f 23& y Sdzil NI f £
protect against developments that render its provisions inadequate or irrelevant, the
Draft IP Bill goes too far by providing inadequate definitions of key terms, including
internet connection records, and overbroad amdspecific authorisations, including
the provisions on filtering. In addition, provisions that compel CSPs to tamper with
GKSANI 26y AYFNF aGNHzZOGdzNE Ay 2NRSNJ 2 LINRC
limits on what new capabilities might be migie imposed on service provid&&
¢tKS oAffQa GFNBSGSR SIldzZALIYSYld AYyiSNFSNByC
providers to comply with individual demands from the intelligence services, military

56 See sbmissions to this Committee by the Electronic Frontier Foundation, Open Technology Institute , Center for
Democracy and Technology, and others.

57 Secretary of State for the Home Department, Draft Investigatory Powers Bill (2015), 88 12(5), 81(5), 106(5),
122(7),135(4) and 188(3vailable at
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/473770/Draft_Investigatory Powils
.pdf [Draft IP Bill].

58 Draft IP Bill § 189.
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intelligence or law enforcement to transform or @vendermine the functionality of
theirserviceg599 A UK y2 2@0SNRAIKG o6& GKS Lt . AffQa
possibility for CSPs or their customers to challenge these secret changes.

Are the powers sufficiently supervised? Is the authorisatioropess appropriate?
Will the oversight bodies be able adequately to scrutinise their operation? What
ability will Parliament and the public have to check and raise concerns about the
use of these powers?

21.The Draft IP Bill fails to provide for adequate swp@on or oversight of the
providedfor authorities. In fact, the providetbr level of review is far below even
the perfunctory review provided by the Foreign Intelligence Surveillance Court
6acCcL{/ ¢é¢0 Ay (GKS ! yAGSR { ( tiodabaitkisntforias2 Re G K|
secret deliberations and decisions despite its independence. Responding in part to
this criticism, the U.S. Congress recently increased the transparency and
accountability of the FISC, providing for unclassified publication otautied Court
decisions and the appointment amicus curiag¢o provide additional independent
legal or technical expertise. No equivalent resources or requirements are provided
for the judicial commissioners or the Investigatory Powers Commissioner.

Selected Specific Questions

Interception

Are there sufficient operational justifications for undertaking (a) targeted and (b)
bulk interception?

22.The targeted interception envisioned by the Draft IP Bill is already far from the
flreyYlryQa RSNRYASRR2Y RWRaaYir & Ay Of dzRS y2ia 2
or single set of premise8Qo dziT Y I & Ff a2 Ay Of dzRS dal  3INERdzLJ
O2YY2y LJzN1I2&S 2NJ gK2 OFNNE 2y> 2N Yl& Ol
GY2NB GKFyYy 2y S ikdSoNdoPeyharPoNd set biJprenyisesi whére the
conduct authorised or required by the warrant is for the purposes of the same
AYy@SaiAal iAr BYwith tNg, fredSyNaryibkoady abthority to conduct
AYOUSNOSLIiA2y S AG Aa y24d Of SFNJ gKé | RRAGAZ
FRRAGAZ2Y I al FS3dzZ NRa F2NJ odzZ 1 Olyyz2d 2N
interception. Bulk interception vlates core privacy rights guaranteed in

59 Draft IP Bill § 101.
60 Draft IP Bill § 13(1).
61 Draft IP Bill § 13(2).
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international law62 Bulk interception is inherently disproportionate and its
authorisation and, as implemented in the Draft IP Bill, would have excessive impact
on people outside of the UB3

Is the proposed proces®r authorising urgent warrants workable?

23.The Draft IP Bill allows the unilateral approval of a warrant, without the approval of a
judicial commissioner so long as the person who issues the warrant considers that an
urgent need exists in order to do schig is an inadequate and inadequately specific
a0 yRFNRZ IyR (GKS RSOA&AZ2Y A (G2 6KSUHUKSNI
to any judicial revievd4 This process fails to provide sufficient human rights
protections or adequate oversight.

Data Réention

Do the proposed authorisation regime and safeguards for bulk data retention meet
the requirements set out in the CJEU Digital Rights Ireland and the Court of Appeal
Davis judgments?

24.The Dratft IP Bill authorises mandates for providers to retamg®al data up to
twelve months65 The Investigatory Powers Commission can also deem information
or documents appropriate for retentiof6 Data retention mandates infringe upon
individual privacy and chill the exercise of human rights including freedom of
expression and freedom of associati6i.This infringement is particularly
pronounced in situations without meaningful limits to the scope of the data that
provider can be compelled to retain. The current Draft IP Bill does not contain any
finding or evidenceas to whether a legal review was conducted on whethand
how ¢ these proposed measures were in conformity with rules articulated by the
/ 2dzNI 2F WdzAGAOS 2F GKS 9GENRLISIY ! yA2Yy 06K

62 Report of the Special Rapporteur on the promotion and protection of human rights and fundamental freedoms while
counteringterrorism General Assembly, U.N. Doc.A/69/397 (Sept. 23, 2014) (by Ben Emmerson).

63 Draft IP Bill 8 106.

64 Draft IP Bill § 20.

65Draft IPBill §16 3A @¥Sa (GKS {SONBGINER 2F {d1FdS ldzZik2aNARGE (2 aNBI dzAi NJ
commurications data if the Secretary of State considers that the requirement is necessary and proportionate [for an

SydzyYSN} G SR LIzN1I2 dS8 P 0P ¢KS NBGSY(A2lg The SderStaly o¥Stade maygNRE @A RS F2
produce regulations that allow provider to request a review of the retention order, at which point additional evidence

may be takenld. However, pursuant to section 73, the Secretary of State is the ultimate arbiter of whether the retention

order will stand following such a requedd. at Section 73. Section 74 provides that data that is ordered retained must be

secured and protected against accidental or unlawful destruction or unauthorised access, among othetdhin@s74.

66 Draft IP Bill § 89(4).

67 Letter from Access Nowet. al. to Majority Leader Mitch McConnell, et. al (May 11, 204&jlable at
https://s3.amazonaws.com/access.3cdn.net/ecffc6f83105be5bc5 _8tm6bn51u.pdf.

68 Digital Rights Ireland Ltd v. Minister for Communications, Marine and Natural Resources ars@G2B&/12) and

Karntner Landesregierung and Othée594/12), Court of Justice of the EU (8/4/200aailable at
http://curia.europa.eu/juris/liste.jsf?num=Q93/12.
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Equipment Interference

25.

26.

Should the security and irgiligence services have access to powers to undertake
(a) targeted and (b) bulk equipment interference?

GOldZALIYSY i AYGSNFSNBYyOS¢ OF NNASa gAGK A
to impeding normal equipment operations, but may also includeiag unexpected

new functionality to a device. Under targeted and bulk equipment warrants,
telecommunication providers must obey any instructions given by or on behalf of the
person to whom the warrant is addressed, and are bound by a gag order, which

prevents them from conferring with others before executing the orders given by the
warrant holder69 The broad scope of machine interference warrants, the range of
affected providers who may be compelled to assist, and the large set of potential

targets, makeltis power one of most potentially intrusive in the new bill. Yet it lacks

many of the review and oversight mechanisms attached to other, narrower powers.

Are the safeguards for such activities sufficient?
b2 S@Sy NBY2(iSfteod DAGSY GKS S5NIFG Lt . Af

would undermine trust in a broad range of online services, technology companies,
academic research, and government services.

Oversight

27.

Would the proposed Judicial Comssion have sufficient powers, resources and
independence to perform its role satisfactorily?

Under the Draft IP Bill, the judicial commissioners would not be fully independent of

the Executive the same entity whose authorities will be responsible for asetthg

much of the surveillance authorised by the Draft IP Bill. The commissioners would be
appointed by and serve at the pleasure of the Prime Minister. Additionally, the head
2dzZRAOALE O2YYAaaA2ySNE (y2¢6y | a GKS Ly@Sa
would be given the power to remove other judicial commissioners unilaterally (in
consultation only with the Prime Minister) on grounds that are not set out in the
legislation70

69 Draft IP Bill § 102.
70Draft IP Bill § 168(&]).
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Are the new arrangements for the Investigatory Powers Tribunal including the
possibility of appeal adequate or are further changes necessary?

Even the limited oversight provided for by the judicial commissioners is undermined
by the grant of authority for the IPC to review final decisions of a judicial
commissioner that fail to ggrove a soughtfter warrant.

Conclusion

28.This comment is signed by Access Now, Advocacy for Principled Action in
Government, the Center for Financial Privacy and Human Rights, the Electronic
CNRBYGASNI C2dzy RFGA2Yy > bSg | Rétodk thé Raudrth,h LISy ¢
and TechFreedorft

21 December 2015

711f you have any additional quisns or inquiries, you can send them to Amie StepanovidkcaessNow.
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ADS i written evidence (IPB0083)

ABOUT ADS

1 5{ A& GKS LINBYASNI NIRS Iaa20AlGdA2y | ROl yOA
Space industries. ADS comprises over 900 member companies across all four sectors, with

over 850 of these companies identified as Small and Medium Size Enterprigetheéravith

its regional partners, ADS represents over 2,600 companies across the UK supply chain.

The UK is a world leader in the supply of aerospace, defence, security and space products
and services. From technology and exports, to apprenticeshipga&edtment, our sectors
FNBE @AGlf G 2 gehdtafing £561M & yedr KuPthe(UK economy, including £31bn
in exports, and supporting 800,000 jobs.

INTRODUCTION

1. ' 5{ Aa GKS ylrdidAz2ylft AyRdzZAaAGNER o02R& F2NJ 4KS
of capability areas relevant to national security and resilieritalso provides the
{ SONBGFNARIFG F2NJ GKS !'YQa {SOdz2NAGe FyR wSaa:
(RISC)RISC was formed in 2007 at the instigation of the Home Office to act as the
principal channel of communication between the Office for Security and Counter
Terrorism (OSCT) and security secibis an alliance of the national, regional and
capablity-specific industry groupings representing the sector as well as academia.

2. Academic RiSC is an umbrella alliance of 26 universities specialising in setatety
research. It was founded in 2014 at the instigation of the Home Office with thefaim
promoting the engagement of academia with industry and government on issues of
national security.

3. ADS and Academic RiSC have established a group of technical experts from Primes, SMEs
and academia to provide input to the Government on the developméthe
Investigatory Powers Bill. The group has expertise from a range of disciplines.

4. The aims of the group are to:

Provide technical advice on certain capabilities in scope of the Bill.

Ensure the Bill remains, as far as possible, technologicallyaieurtd that it is able

to cater for rapid developments in technology (in line with considerations related to
necessity and proportionality).

1 Ensure legal clarity and public confidence in the development and use of capabilities
provided by the security séar.

T
T

KEY RECOMMENDATIONS

5. Recommendation 1That Government works with technical experts from the security
sector in order to further understand the financial impact of decisions made, the risks
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associated with them and the limitations and capabilitieslifferent current and future
technologies.

6. Recommendation 2That HMG considers the below key questions in the development
of the codes of practice. Work should also be undertaken alongside the security sector
to test and adjust the codes of practicecaremove ambiguities prior to
implementation.

7. Recommendation 3That HMG specifies that the Investigatory Powers Commission has
embedded, qualified security sector technical specialists to inform strategy, planning
and decision making as well as raising the technical awareness of others within the IPC

8. Recommendatiord: That HMG considers a timescale of between 5 and 7 years to re
visit the legislation

RESPONSE TO RELEVANT QUESTIONS
Are the powers soughtorkableand carefully define@

9. The powers as they currently stand are workable as long as they are propenyaes.
The key decisions which have to be made are:

- Level of security required by CSPs when storing data
o Physical security of site
o0 Vetting of staff
o0 Training of staff
o Technical decisions on level of protection of data (isolation from other
networks,encryption etc.)

- Will the Bill enable better cooperation with CSPs and, even if CSPs do provide the data
required of them, will this meet all of the requirements of law enforcement and
intelligence agencies given the proliferation of OTT servicest@edd encryption etc?

If not, there may be an increased demand for intrusive techniques such as Equipment
Interference (EI) technologies and interception. This will place greater demand on the
security sector to develop and produce equipment to a scalettiey have not in the

past.

- What will the performance requirements be for technologies developed for particular
purposes
o 2Aff GKSNBE 0S adFOOSLIIofS FIFAfdZNE NI GS
records? 1 error in 1,0007?)

10. aD gAff Ffaz2z KIFI@S (G2 O2YyaARSNI gKSUKSNJ (KS.

certain areas. This will require consideration of the practicalities and commercial
implications of maintaining technologies developed in the UK for HMG use only.
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11.These decisions should be made in consultation with the security sector (including both
academia and industry) in order that decisions are informed by and grounded in an
accurate understanding of existing and future capabilities within thedastving
technological environment and a thorough understanding of the commercial
implications.

12.Recommendation 1: That Government works with technical experts from the security
sector in order to further understand the financial impact of decisions made, the risks
as®ciated with them and the limitations and capabilities of different current and
future technologies.

Are the technological definitions accurate and meaningful (e.g. content vs communications
data, internet connection records etc.)?

13.The definitions of cotent and communications data in the Bill are the most developed.
The definition of Internet Communication Records still needs further work. For example:

- Would ICRs actually help identify the originator and the true end destination?

- Do records need toantain data volumes?

- Over what period; second by second or minute by minutdo ICRs need to be
collected?

14.Questions have been raised by CSPs in evidence sessions for the Joint Committee on the

draft Investigatory Powers Bill and the Science and Talolgy Committee as to the
practicality of the ICR concept. For example:

- Whether the Bill will require CSPs to maintain a record of user activity on over the top
(OTT) services, requiring CSPs to be provided by the intelligence agencies with probing
and Ekapability in order to collect this data

- Whether the ICR concept is so unrecognisable to CSPs and such a significant departure
from the way that data is currently collected, that totally new data collection practices
will have to be introduced, adding hegosts

15.This group would disagree with both of these contentions.

16. Firstly, it is not our understanding of the Bill that CSPs will have to probe or intrude on
users OTT activities if they were hidden from the CSP. This would be the preserve of the
law enforcement and intelligence agencies. As mentioned above, this nietess
greater clarity around where the bulk of activity in the implementation of the Bill is
likely to lie.

17.Secondly, the ICR concept may be different in minor ways from the current system of
data collection and storage, but the technical experts os troup have stated that
collecting data in this way is certainly doable. Depending on the specific detail and
requirements for the collection process (see above) costs could vary but the
technologies necessary to collect data in this way could be develojté relative ease.
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18.However, it is worth noting that the security sector has some doubts that the concept of
the ICR will continue to be relevant over the coming years as universal encryption
becomes commonplace and the data that flows over CSPs becomee inaccessible.

19.Perhaps more importantly, the definitions need to be supported by a useful set of
examples within the Codes of Practice in order to provide the security sector with clarity
as to how investigative techniques and technologies mighafgaied by law
enforcement and intelligence agencies.

20.Recommendation 2: That HMG considers the above questions in the development of
the codes of practice. Work should also be undertaken alongside the security sector to
test and adjust the codes of praéice and remove ambiguities prior to implementation.

Is the wording of the powers sustainable in the light of rapidly evolving technologies and
user behaviours?

21.1tis not possible to achieve sustainability solely through the wording of the powers. In
order to ensure the powers are sustainable, the Bill should build a framework, outlining
the considerations that can be applied to a range of investigative techniques and
technologies. The legislation itself should act as a set of parameters, describing the
information that different agencies are legally allowed to seek, under what
circumstances and the limits on the level of intrusion permitted in order to achieve this.
The codes of practice sitting beneath the legislation should be updated in light of the
developing technological backdrop and should act as the drivers of implementation.

22.This is broadly how the legislation is currently structured and this group supports this.
Successful implementation will require:

- The appropriate expertise to be in plaaed the appropriate individuals to be
empowered in the right way, including security sector technology specialists

- The appropriate level of oversight to ensure that the codes of practice and their use
remain within the limits and spirit of the law

- Keepinghe Codes of Practice under constant review and updated as and when
necessary

23.This group would advocate for a number of the individuals within the Investigatory
Powers Commission to have expertise in the development of security technologies. This
is in oder to ensure that strategy, planning and decisions are informed by a thorough
understanding of the limitations and capabilities of technology. Technical experts in
industry are recognised through technical qualifications and the IPC should consider
whether to use a similar system to ensure that they have sufficient technical experts on
which they can draw.

24. Recommendation 3: HMG to specify that the IPC has embedded, qualified security

sector technical specialists to inform strategy, planning and decisiagking as well as
raising the technical awareness of others within the IPC
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Overall is the Bill futurproofed as it stands?

25.Despite the fact that, as described above, the structure of the Bill is right, with the pace
of technological evolutions that weave seen over the last decade and this
development becoming ever faster, it is hard to see legislation of this nature lasting
more than 7 to 10 years. The first smart phone was only introduced 8 years ago but they
are now ubiquitous. The emergence of qtam computing and the evegrowing
internet of things are likely to lead to further significant paradigm shifts which may, in
turn, lead to new considerations for the intelligence and law enforcement agencies.

26.The fundamental concepts that the legislatits built on- ICRS, communications data,
equipment interference and Communications Service Provigarg likely to move,
develop and change significantly over time. For example:

- Many question whether CSPs will still play the same role argdrbetured in the same
glre& Ay GKS Fdzidz2NBE® LYyONBIlaiay3ate /{ta airyLx
they cannot process or understand

- There are also questions as to whether IP addresses or metadata will persist in a form
that we would recogniseoday

27.This does not necessarily mean that the legislation is not viable or needs revolutionary
change. It simply means that it is likely to have a shelf life. It can be sustained through
technical support to the IPC and regular updating of the codesaattioe as discussed
above. However, there are likely to be such significant shifts in the technological
landscape over the next few years leading to fundamental changes to the threat as well
as the capabilities of law enforcement and intelligence agenthies,it will be
necessary to revise the law again in the not too distant future.

28. Recommendation 4. HMG to consider a timescale of between 5 and 7 years-tisie
the legislation

Will the oversight bodies be able adequately to scrutinise their ojperat

29.Please see recommendation 3.

CONTRIBUTING COMPANIES AND INSTITUTIONS

Imperial College, London

Royal Holloway, University of London
Southampton University

Cambridge University

BAE systems

Raytheon

QinetiQ

Praetor Consultants Limited
Repknight
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ADSGroup

Blue Lights Digital
Forensic Analytics
Surevine

21 December 2015
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Amberhawk Training Limited i written evidence (IPB0015)

12 December 2015

Introduction

1. This submission is primarily limited to the bulk personal dataset powers in Part 7 of
DraftL y @Sa G A3l (2 KEBIK @ gISWH 2AKSENOWGI NIAE 2F GKS
that they concern the processing of personal data (e.g. Part 3 deals with
communications data that are also personal de&a NJ ¢ O2 YYdzy A Ol 1 A2y & L.
RIGlIéo0oo

2. My evidence assmes that bulk personal data collection powers will remain after the
Committee has delivered its verdict; it thus suggests that a new structure that can
AYGNRRdzOS ol Rf& YySSRSR al ¥S3dzr NRaA GKIFG N
which | make no comnm# and which | also assume will be maintained in any future
Bill). The structure revolves around a new approach to the Data Protection
exemption that applies for safeguarding national security and which has not changed

since 1984.

3. In summary, | hope to show th#tte Committee can assert that the Data Protection
Act should become the prevailing mechanism that applies to the processing of
personal data by the national security agencietn essence, this Bill updates the
powers availble to these agencies, but fails to update the protections afforded by
the Data Protection Act. This is the major oversight addressed in my evidence.

1Se OKIy3aSa GKIFIG FTNS ySSRSR G2 dzLJRI (S
2S00 a¢ 0 ors gir&outEnBidbelgivA Tady @ré:

o Uy

K
dz

A« &

A separation between the Investigatory Powers Commissioner and the
Judicial Commissioners to avoid a conflict where the Investigatory Powers
Commissioner investigates himself or a judicial colleague.

ii.  The ability for orgamsiations and data subjects to use an appeal system with
respect to any warrant that requires the processing of bulk personal dataset
for a national security purpose; for this to work, the separation in (i) above
has to occur as it allows for an independeeview of the warrant
authorisation procedure.

iii. A statutory Code of Practice that applies the Data Protection Principles to the
processing of personal data for the purpose of safeguarding national security
ONI GKSNI GKIYy a2YS LINE hagwewdr@atB | G1 t NA
AAIYATFAOLYG NRA] 2F aYAaaizy ONBSLEOLVOD
iv. Detail on how the national security exemption (in section 28 exemption of
the Data Protection Act) can be updated from the 1984 Act position; in
summary, the exemption is applied when each warnargought or renewed
and is specific to the warrant.

v. The role of the Investigatory Powers Commissioner in regulating the Data
Protection Act and the powers needed by the Commissioner to deliver

30



Amberhawk Training Limitéd written evidence (IPB0015)

effective protection for data subjects and protection for argsations subject
to the powers in the BiIll.

vi. For Government to clearly identify how Article 8 of the Human Rights Act is
O2YLX ASR 6AGKT GKAA A& AYLRZNIFIyGdG 3IAGBSY
replace the Human Rights Act.

vii ! aadzyaSa Of I dza @ the Bllyso tRelpdvierS baB e t | NJ
refreshed by Parliament in the context of future technological advances (e.g.
the Internet of things); to do otherwise would leave a risk that broad based
powers can be inappropriately used to legitimise activities tieatly should
need Parliamentary approval.

viii.  The removal of all powers that provide an alternative avenue to collect bulk
personal data.

5. The protection afforded to data subjects by the Data Protection Act should be
available even though the processing ofg@nal data is for a very sensitive purpose.
¢ KA A A athem&udd ofiddeSet i§ such thiats likely that the majority of the
individuals are not, and are unlikely to become, of interest to the intelligence
servicein the exercise of its functiané O RSTFAYAGA2Y 2F | odz | LI
150(1)(b)of the Bill; my emphasigdditionally, | suspect much communications
personal data will also relate to many individuals who also prove to be of little
interest to the national security agencies.

6. LY &aAK2NI X A T unkkelyitd becomisboliietestdo the iNtBlligence
a S NIJaHetke# personal data should be afforded, wherever possible, the full
protection of the Data Protection Act by the Bill. My evidence shows how this
protectioncan be delivered.

7. The Principles in the Data Protection Act have passed the test of time in establishing
a balance between the need to process personal data for a controversial purpose
and the protection of the interests of the individual concerned. B@maple, if the
police and all their sensitive criminal intelligence collections of personal data about
the Mafiacanlearntoc8 EA 4G 6AGK (GKS&S t NAYyOALX Saz 4.
three decades (since the 1984 Act), one cannot see why communicatossnal
data or a bulk personal dataset held by the national security agencies should be any
RAFTFSNByYy G SaLISOA L furlikkly th Feco& d int@&édstitd thea dzo 2 S O (i
AYyiSttAaSyOS aSNBAOSt®

8. Since 1984, the national security function has bkegely exempt from data
protection considerations, as a wide exemption from the Data Protection Act applies
whenever personal data are processed for safeguarding national security (Section 28
of the DPA). Evidence that this exemption applies can requiegtdicate to be
signed by the Secretary of State; however this certificate, unlike a warrant, is only
signed if or when it is needed.

9. Section 28 certificates appear to be timeless. This is illustrated by the Investigatory
Powers Tribunal case involviRgivacy International in October last ye§2014]
UKIPTrib 13_7#H; delivered on 05/12/2014, paragraph)19n statements made to
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the Tribunal, the barrister for GCHQ produced a certificate signed by David Blunkett
thirteen years previously (in 2001) slhow that key obligations in the Data
Protecting Act were exempt.

10.1t is my evidence that application of the Data Protection Act in the way | suggest
below could help mitigate concerns about the proportionality of collecting bulk
personal datasets or masemmunications personal data. This implementation
applies the requirements of the Act to the national security purpose, it updates how
the exemption for safeguarding national security is applied, and makes the
Investigatory Powers Commissioner the regotaho exercises the powers in the
Act. It does not jeopardise the national security function.

11. The changes | suggest allows the Investigatory Powers Commissioner to:

a. look into the detail of the processing of personal data for safeguarding
national securitypurposes;

b. deal with complaints from data subjects or data controllers;

c. sort out proportionality problems associated with the processing of personal
data. and

d. where necessary enforce the appropriate data protection standards.

12.1t is my contention that the changes | suggest establish a robust set of
counterbalancing protections for data subjects and for those organisations that
provide bulk personal dataset$n a data protection sense, the Bill affords the
opportunity to bring the national security agencies in from the cqlthis
opportunity should be taken

The Investigatory Powers Commissioner must be separate from the Judicial
Commissioners.

13. My first comment relates to the Investigatory Powers Commissioner; this post has
to be completely separate from the Judicial Commissioners who approve the
warrants. The Committee should consider recommending a separation between
the Investigatory Powers Commissioner and the Judicial Commissioners.

14. The Bill does not achieve any separatibny RSSRX / f | dzaSThecTdc 0 &l
Investigatory Powers Commissioner is a Judicial Commissioner and the Investigatory
Powers Commissioner and the other Judicial Commissioners are to be known,
collectively, as the Judicial Commissiofieds

15. If there is nd a complete separation between the Investigatory Powers
I 2YYAaaA2YySNI YR GKS WAzZRAOAIf [/ 2YYA&daArzy
regulatory body is likely to be investigating the consequences of its own decisions.

For instance, how is the Investigatd?pwers Commissioner to meet the obligation
in clause 169(3)(@)® 1 SSLJ dzy RSNJ NB@ASg (GKS | OljdzA & A

a y
disclosure of bulk personal datasets by an intelligence sérvicg A (1 K2 dzi Ay @S a

l.j
a
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16.

17.

the consequences of his own warrant authorisataecision as a Judicial
Commissioner (or any other Judicial Commissioner)?

In the context of national security and because personal data relatksrugjority

of the individuals are not, and are unlikely to become, of interest to the intelligence
service 0 KS 1 01 2F aSLINIGA2Y AYKSNBYyild Ay GK
undermine public confidence in the double lock protection, irrespective of the

changes | suggest. This is likely to be the case, when in future, you have something

akin to the Snwden revelations and an Investigatory Powers Commissioner

investigating his own decision as a Judicial Commissioner.

As will be seen (at paragraph 41 below), separation is important to the success of
the improvements | suggest. | also suggest that thisussion will introduce an
element of independence that will reassure the public about the collection of bulk
personal datasets.

The Bill as drafted does not explicitly protect personal data

18.

19.

20.

21.

22.

With respect to Part 7 of the Bill (the bulk personal dataseD(B#tovisions),

LI NI AN LK tn 2F GKS . AffQa LINBEAtYOotS O00KA
safeguards will there b€ é 0 a U l[Alstatdtory(i0de bf Piactice will set out

additional safeguards which apply to how the agencies access, store, destroy and

disclose information contained in the BED® ¢tKS .t5 /2RS A& LINER
al FS3dzr NR Ay |RRAGOAZ2Y (G2 GKS aR2dzotS 20

However, in Schedule 6 which concerns all Codes or Practice, there is no detail as to
what should appear in the BPD Code of Practidee Committee may wish to

press for detail as to the content of the BPD Code as the safeguards appear to be

no more than a blank canvass to be completed by the Secretary of State once a
future Bill becomes law.One cannot criticise the safeguards in the BRide if

there is no Code or relevant provisions to make comments about!

However, the mere existence of this BPD Code of Practice means that the
Government is anticipating the continuation of an unchanged wide Section 28
exemption in the Data Protection Awith respect of bulk personal datasets in
favour of the Code (when its content is eventually publisteelyen though the
personal data collected relate to data subjects of no interest to the national
security agencies.

With respect to the processing obmmunications personal data in Part 3, there is

another Code of Practice applying; the content of this Code is specified in Schedule

6, paragraph 3. Paragraph3(2@p 0 6 F0 O2y il Aya ¢KI G L 62 dz
t NAYOALX S&¢ 06K kpeksonRl Zatagess)i | LILI & G2 o dz

The Ersatz Principles in Schedule 6, paragraph 3(2)(&) are as follows:

aa why, how and where the data is held,
(b) who may access the data on behalf of the authority,
(c) with whom, and under what conditions, the data maydiselosed,
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(d) the processing of the data for purposes otherwise than in connection with
the purposes for which it was obtained or retained,

(e) the processing of the data together with other data,

(f) the processes for determining how long the data shbaltield and for the
destruction of the datd @

23. These Ersatz Principles are phrased in a permissive way, unlike the Data Protection
Principles. Clearly the intended function of these Ersatz Principles is to reassure the
public; however, to the contrary, @y fall well short of offering any significant
protection.

24. For example, the Second Principle in the Data Protection Act requires that any
personal data obtained for specific purpose(s) should not be further used or
RAaOf 2 a BdompatbINpulpyse @y contrast, the Ersatz Principles (c) and
(d) could allow for far wider uses/disclosure purposes by the national security
I 3Sy OASa lindompakbE M2ANRYAG A A Yy 3 LYRSSR Fye
Gourpos€é 2 F | y& RA&Of 2 a deddb DataPristecok Principled NHzO A I §
including the Second Principle, is absent from Ersatz Principle (c).

25. ¢ KS CAFGK t NAYyOALX S shabriptdeh ke fr lodigérithian i4.JS NB& 2 y
necessary for that purpose or those purpd@sds (0 KS 9 NJ)Icléaily omitd A y O A LJ
O2yaARSNI pulpesg 2F NBES§FGA2Y YR A& AYTFSNA

26. In general, these Ersatz Principles should be replaced by the Data Protection
Principles that have protected data subjects for decades. In my view (and this
comment might be uncharitable), the Ersatz Principles are not designed to protect
the data subject; they are there to facilitate further processing (perhaps function
creep) on the part of the national security agencies.

27. The Committee should assert that thersatz Principles in Code should be
exchanged for the Data Protection Principles and that the Data Protection
Principles should be central to all Codes relating to the processing of personal
data.

How the Section 28 exemption in the DPA should apply

28. Clealy, there will be a need for exemptions from some provisions in the Data
Protection Act that apply to safeguarding national security. | now show that the
exemption can be wholly incorporated as part of the warrant arrangements and
this step offers real $aguards for data subjects through a separate Investigatory
Powers Commissioner.

29. In summary, the national security exemption is applied to the acquisition of bulk
personal datasets or communications personal daken the agencies apply for
each warrant (o on warrant renewa) from the Secretary of State and a Judicial
Commissioner.
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30.

31.

32.

33.

34.

35.

36.

Thus, instead of timeless certificates that are signed once, the exemption is applied
for each operationat the warrant level (or on renewal or warrant) and at the time

of the gperation. In this way, consideration of the exemption from the provisions

of the Data Protection Act becomes an additional protection to that of the judicial
double lock. For example, the Judicial Commissioner and Secretary of State are
able to considerssues such as further use, retention, lawfulness, accuracy, fairness
and exemption from rights as part of the warrant approval process. In other words,
the application of the Principles becomes central to the warrant authorisation
process.

Residual Seahn 28 certification under the Data Protection Act may still be
necessary for circumstances not covered in the Bill (e.g. there are limited to case
by-case exemptions that are necessary for the safeguarding of national security in
any particular investigatin). However, these certificates too should become time
limited (e.g. 1 year before any renewal) and each application of this exemption
should be covered by a certificate. The Investigatory Powers Commissioner should
be able to revievall aspects of the mcessing of personal data relating to such
certificates even if they do not relate to personal data obtained from the use of
powers in the Bill.

The enforcement regime (including Monetary Penalty Notices) in the Data
Protection Act should apply to bulk memal dataset and communications personal
data; such powers can be exercised by the Investigatory Powers Commissioner
established by the Bill. The national security agencies right of Appeal against the
exercise of powers by the Commissioner can be tdiiestigatory Powers

Tribunal.

This means that the Investigatory Powers Commissioner can obtain information
about the processing of personal data, enforce the Data Protection Principles,
consider the application of the national security exemption in detaihsider the
rights of data subjects, and in the worst case scenarios, fine the national security
agency if there is a serious transgression.

There is no risk to national security arising from such a safeguard but the fact that
the data subject can seekdress via the Investigatory Powers Commissioner

makes such redress accessible (unlike the current legalistic and costly appeal to the
Investigatory Powers Tribunal).

The Assessment Notice power in Section 41A of the Data Protection Act to permit a
data protection audit should be extended to apply to national security agencies in
the context of bulk personal dataset and communications personal data processed
by these agencies. If any Audit is undertaken by the Investigatory Powers
Commissioner establishday the Bill; there is no risk to national security arising

from such a safeguard.

The Data Protection Act provisions with respect to data sharing should be applied.
This usually means that any new data sharing has to be accompanied with a full
Privacy Impct Assessment and can be subject to investigation by the Investigatory
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37.

38.

39.

40.

Powers Commissioner if need be. In general, there is no Privacy Impact Assessment
accompanying this Bill even though most data subjects are not of interest to the
national security agecies.

The data protection standards with respect to national security should be applied
whenever personal data are acquired by the authorities. For example, clause
ncotTovoly 2F GKS . Aff NBTFSMKheiddest8ad (| Ay Ay 3
national securitg S KA OK Aa 2SN GKIFIYy (GKS RFGF LINZ
LISNBR 2y | f R Isafdguaidikg-national Secgg NI d

{AYAT NI & Ofl dzaS nc 0T b)bodilie piMgdse Sfdverniiy 20 G I
or detecting crir® ¢ ¢ K Sy pridtécon Randard is that the person making

0KS RA&AOf2adz2NB (2 (GKS | daifufe2oNEclbse@@uld K & G 2
prejudice prevention and detectionofcrin@® 06! a | LIR2AY G 2F Of I NJF
protective Data Protection Act provisis deal the exchange of personal data from

the standpoint of the organisation making the disclosure; the draft Bill views the

exchange from the standpoint of the authorities obtaining the personal data

however it is the same personal data that are beexghanged).

All the changes above would reassure the public that not only are the checks and
balances at the warrant signing stage (the double lock), there could be independent
checks on the subsequent processing of a bulk personal dataset and
communicatons personal data at any time. The mechanism to trigger the checks
and balances are available to data subjects and data controllers who have to
provide the bulk personal data.

By contrast, there are no penalties for failing to apply the Code(s) of Rrdbtct
describe the processing of a bulk personal dataset and communications personal
data and the only real checks occur when the warrant is signed or renewed.
Indeed, there is no role for the Investigatory Powers Commissioner with respect to
the Data Potection Act.

The role of the Investigatory Powers Commissioner

41.

For the above to be successfully implemented, clause 169 should provide the
Investigatory Powers Commissioneith the following powers and obligations to
enforce the application of the Pringdes and where appropriate, rights of data
subjects.

I.  Thelnvestigatory Powers Commissioner should exercise powers in the Data
Protection Act with respect to bulk personal datasets and communications
personal data in the same way as the Information Comomnssidoes in
relation more normal personal data. Where thmestigatory Powers
Commissioner exercises powers, these can be appealed to the Investigatory
Powers Tribunal.

II.  The Investigatory Powers Commissioner has no role in handling or
investigating comglints from data subjects. As the majority of data subjects
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VI.

VII.

VIII.

| NBotaiinterest (2 GKS AyadStfAaSyOS aSNBAO
able to consider complaints directly from them.

Organisations that are required to provide bulk personal dataset and
communications personal data should be able to raise a formal complaint to
the Investigatory Powers Commissioner that the warrant or authorisation
approved by a Judicial Commissioner provides for disproportionate data
sharing (i.e. organisations should leathe right to ask for a review of a
warrant/authorisation procedure if they have concerns over proportionality).
To avoid prejudicing an operation, disclosure should first occur; however, any
disclosed personal data should be destroyed if the Investigdowers
Commissioner arrives at the same conclusion as the complainant (subject to
appeal to the Investigatory Powers Tribunal).

Consideration should be given for organisations and data subjects to appeal
to the Investigatory Powers Tribunal against éufa of the Investigatory
Powers Commissioner to find in favour of the applicant (using a process that
was established for the Freedom of Information Act).

The Investigatory Powers Commissioner has no role in assessing whether bulk
personal dataset and comunications personal data, once approved under

the warranting arrangements, have proved to be useful. The Commissioner
ought to be able to establish Key Performance Indicators that demonstrate
that bulk access is worthwhile (with the implication tha&dtess is not

worthwhile, the warrant becomes void and the datasets destroyed) and

Impose reporting requirements with respect to those Indicators on the

national security agencies.

All bulk personal dataset holdings should be reported to the Investigatory
Powers Commissioner as well as the Secretary of State; this should be on the
face of the Bill. This step will ensure the Commissioner knows the extent of
bulk dataset collections and will be able to comment on these in his annual
report, and where necessgexercise powers with respect to such personal
data

The Investigatory Powers Commissioner should have a role in supervising all
Section 28 certificates under the Data Protection Act and ensuring there is no
cross over with respect to powers in this Rillhave already stated that each
application of the Section 28 exemption should be covered by a certificate
which lasts a year to enable the certificate to be reviewed).

With respect to communications personal data obtained by authorisation
(under clause @ of the Bill), any authorisation has to describe why access is
both necessary, proportionate and requires the application of any exemption
in the Data Protection Act. The Investigatory Powers Commissioner should
be able to define what detail he needslte described and retained when
authorisation occurs and what detail is needed to substantiate the use of
each exemption in the Data Protection Act. The Investigatory Powers
Commissioner should have the power to negate the application of any
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XI.

exemption in ay particular case. Note: because of the range of
organisations involved with clause 46, there might be a number of
exemptions in the Act that might apply that have nothing to do with
safeguarding national security.

Data matching across any combinatiorbotk personal datasets should be
considered in the context of any data sharing to other bodies of the product
of data matching. However, intended or actual data sharing and data
matching should be identified in an authorisation, or on a warrant, or on
warrant renewal, or reported to the Investigatory Powers Commissioner
when a warrant lapses. The intent here is to allow the Investigatory Powers
Commissioner to compile a complete picture of these activities and be able to
investigate any data sharing ortdamatching arrangements.

The Investigatory Powers Commissioner can ensure that there is a
commitment, as far as possible, to transparency with respect to bulk dataset
acquisition/communications personal data. Such transparency already occurs
without harmto national security. For instance with respect to Police &
national security access Congestion Charge ANPR data, the TfL website
stateg2

LY HnmuH GKS al@2NJ2F [2YR2y4da / NAYS
to instruct TfL to give the Metropolitan PoliService (MPS) direct real
time access to the Automatic Number Plate Recognition (ANPR) cameras
we use to enforce our Road User Charging schemes, for the purposes of
LINE@SYyGAy3a YR RSUSOGAYT ONARYSXod
X This was an expansion of a pexisting arrangement wih the MPS
established in 2007, under which they were given access to TfL's ANPR
data specifically for the purpose of using it to safeguard national
security. This arrangement was approved by the Home Secretary, who
signed a certificate confirming that Ténd the MPS, are exempt from
OSNIFAY LINRP@GAaAA2YEa 2F (GKS 5FdF tNRGS
emphasis).
The above shows that it is possible to be more transparent about the
application of the Data Protection Act and the obtaining of personal fiat
0KSAN) FdzyOilA2ya a Of SINIex AT ¢F[ Qa a
then the national security agencies would have asked for it to be removed.

Comments on Article 8 of the Human Rights Act

42. The Committee should recognise the Government isngsRarliament to accept
that Article 8 of ECHR allows the national security agencies to collect bulk personal
dataset and communications personal data when there is no prior suspicion with
respect to the vast majority of data subjects. The legal adhiaethe Government
has relied on to substantiate Article 8 compliance should be published so that this

72 https://tfl.gov.uk/corporate/privacyand-cookies/roadusercharging
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issue can be debated properly; at the moment, compliance with Human Rights
obligations is asserted without evidence.

43. This is especially important as tieemight be changes to Article 8 that arise from
0KS D2@SNYyYSyiQa NBGASg 2F (GKS | dzYt y
the draft Bill procedure is to allow for such an informed debate.

44. ¢ KSNBE aK2dzZ R 06S | aGadzyaSi iadéntneslsSé 2y
review the legislation in the context of future technological developments that
will result in further bulk personal datasets being created (e.g. Internet of things,
smart metering, ANPR datasets

45. Parliament should learn from the abuseprybcess that arose by reliance on Section
94 of the Telecommunications Act 1984 There are significant risks to allow wide
ranging bulk data collection powers being left active for decades to come, to be
used in any context, on any personal dataset,telado any future technology that
might emerge.

46. | recommendto the Committee a similar sunset clause in relation to
communications personal data (Part 3) and to other Parts of the Bill.

47. The Government wants the public to accept that the bulk collectigmeo$onal
data does not breach their Article 8 rights without seeing the detail that justifies
this course of action; such a leap of faith could be more palatable if the safeguards |
suggest here were to be adopted.

48. It should be a matter of policy that thenore invasive the powers to interfere
with private and family life, the stronger the powers of the Commissioner are to
ensure that such powers are not misusedurrently, with respect to the national
security function, there is an inverse policy applyiig: stronger the invasive
powers, the weaker the protection for individuals. Sadly the proposals in the Bill
continue the latter philosophy.

Removal of other powers to obtain personal data

49. All existing powers (i.e. other in the Bill) that could be usgdhe national security
agencies to obtain a bulk personal dataset or communications personal data should
be negated. For example, Schedule 1 of Couligarorism Act 2008 which
Y2RATASEA (KS ofthe BdoplREn§and dndiWaky) Regulatiod 20
(S..2001/340 ¢ A& y20G NBLISFfSR® CKAA Y2RAT

A
A& Sy i BupplySotfull ieffiSer afc to the security sendcds b 20 G2 O

existing powers would mean that there may be a secondary access route tHdt cou
allow access to personal data outwith the protections in this Bill.

73 The national security agencies have relied orripternet legislation (the Telecoms Act 1984) to legitimise activities that
were never debated in Parliament. As the technology changed Government should have authorised in these activities in
any antiterrorism law from 2001 or indeed RIPA. This is evidence of a clear reluctance to engage with Parliament on these
difficult issues.
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50. The powers to obtain bulk personal dataset are not limited in any way whatsoever;
this means that bulk databases of medical records can become targets for
acquisition. The Bill, howekgrotects privileged communications datag
Committee should consider whether, for example, medical records need to be
protected from the operation of the bulk dataset provisionsf so, | recommend
the inclusion of a defined set of databases that aatrive obtained in bulk and a
general provision in the Bill that allows the Secretary of State to identify the bulk
personal datasets that are protected.

51. Finally, there is a risk that the national security agencies could become a repository
of bulk personatiatasets that other public bodies can use. This risk is enhanced
especially if the Data Protection Principles are exempted by wide ranging certificate
under and unchanged Section 28 exemption (and if something like the Ersatz
Principles appear as part tife BPD Code of Practice).

About myself

52. | have been a data protection practitioner for 30 years and am a founder member
of Amberhawk Associates and a Director in Amberhawk Training Limited since the
company was founded in 2008. The company specialidesining staff who are
responsible for data protection, Freedom of Information, and information security
and other aspects of Information Law.

53. In 2012, | was appointed to two Government Advisory Committees. | am a member
of the Identity Assurance, Privaapd Consumer Advisory Group (advising the
I FoAYSi hFFAOS 2y AGLINAOGIF O FNASYRfe&¢ dzas
data sharing) and the Data Protection Advisory Panel (advising the Ministry of
Wdza 6 A OS 2y A0G& | LILINE I OdgulatibprRrandilir&tiv@ihted 51 G |
field of law enforcement).

54. | have given oral and written evidence before various Parliamentary Select
Committees where issues of privacy, data protection and security have arisen (e.g.
ID Cards, Surveillance, Computer Misuet éata retention policies, supervision of
the national security agencies). | have also been asked to give a presentation to
European MEPs when the European Parliament was discussing the proposed Data
Protection Regulation.

Dr C. N. M. Pounder;
Amberhawk Training Limited;

14 December 2015
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Amnesty International UK i supplementary written evidence
(IPB0074)

Summary of Recommendations in this Submission:

Amnesty International UK recommends:

1. that bulk surveillance powers contained in the draft Bill, including bulk interception
warrants, be excised from the UK statutory regime. Further, that the broadly
defined thematic warrants under the targeted warrants regime be amended to
conformwiththe! YQ&a KdzYly NARIKGA 26f AL GA2yas So
of persons and include the need for reasonable suspicions of wrongdoing.

2. that the Draft Bill be amended to provide a clear, accessible framework governing
intelligence sharing that enses, inter alia, it is as limited as possible for permissible
purposes, and does not include receiving or sending the product of bulk surveillance
or material obtained through human rights abusive methods.

3. that the authorisation process be amended so tfiatdecisions to authorise
warrants are taken by an independent judicial body following the application of (or
with the interim nonstatutory approval of the application by) the Secretary of
State, or through a similarly full judicial authorisation proc€ssSuch a decision
would require full disclosure of all relevant materials underlying the application. (iii)
To the extent the decision to authorise the warrant has to be made without the
knowledge and presence of the person concerned, it should aisivie the
participation of a designated person challenging the request and advocating for the
protection of human rights and fundamental freedoms.

4. that the oversight mechanisms be revisited in their entirety to ensure proper
safeguards against abuse.

5. that provisions for special protection for sensitive professions be included in the
body of the legislation, and include human rights NGOs.

Introduction

1. Amnesty International UK welcomes the opportunity to input into the work of the
Committee. However wevish to express our serious concern at the speed of this
consultation process. After several promises from the government that the draft Bill
would proceed at a sensible pace with sufficient time for proper consultation and
scrutiny, Amnesty Internation®K is disappointed to be given less than 7 weeks for
that process and to see that the Committee is expected to complete its work and report
in very little more. Our view is that this is woefully inadequate time for a Bill of this level
of complexity anddngth. It raises serious questions about the much vaunted
government commitment to openness in this difficult sphere.

2. As such, we focus this submission on a small number of issues (addressed below under
GKS / 2YYAQGSS QagraageiiaighightedljndeSdiandhaws &ok
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sought to address all the questions in the Call for Evidence that we might have wished
had there been more time allowed. The failure to mention something in this submission
should not be read as an indication that it is nbtoncern. We hope this submission

will nevertheless be useful to the Committee.

Amnesty International UK

3. Amnesty International UK is a national section of a global movement of over seven
million supporters, members and activists. We have over 600,0ppasters in the
United Kingdom. Collectively, our vision is of a world in which every person enjoys all of
the human rights enshrined in the Universal Declaration of Human Rights and other
international human rights instruments. Our mission is to undextedsearch and
action focused on preventing and ending grave abuses of these rights. We are
independent of any government, political ideology, economic interest or religion.

4. Amnesty International Ltd. has been engaged in litigation challenging the UK
goOSNYYSyYy G 2@GSNJ GKS YIFaa 62N Wodz { Q0 Ay i SNDC
existing statutory regime, as well as over the regime governing the sharing of
intelligence between the USA and the UK in relation to communications intercepted
under USA surveill@me programmes. That litigation has resuliater aliain (a) a
2dzRIYSyYyd GKIFdG Ay (GKS @GASg 2F GKS Ly@Saiai
FOO2NRIyOS gAGK GKS f16Q F2NJ GKS LIzN1I2 &aSa
judgment that govemment intelligence sharing with the USA was unlawful prior to
disclosures made during the litigation; and (c) that Amnesty International itself has
been the victim of unlawful surveillance activity (following what the Tribunal considered
G2 0SS {LBEURNIEYRYWISQ AYGSNOSLIWGAZ2Y FyR |00
under a generat, bulk ¢ warrant). The case, which groups ten human rights
organisations from four continents, is currently before the Strasbourg Court and may
therefore have a significant beag on the subject matter of this Bill.

5, ¢KS Lt ¢Qa FAYRAYIEA NBIFNRAYI GKS 'Y 3I20SNY
organisations provides one example of what overbroad surveillance powers lead to. We
hope that the Committee will have high in its mitiee global reverberations not only of
that kind of activity, but of legislation of this kind. As part of an international
Y2@3SYSyGs 'YySadge LYGSNylraazyrt 'Y A& | Odz
actions are in making a statement to the internatioosammunity about what is and is
not acceptable in the realm of surveillance and other interferences with human rights.

Bulk interception and human rightg4as the case been made, both for the new powers
and for the restated and clarified existing powers?®as the case been made, both for the
new powers and for the restated and clarified existing powers? Are there sufficient
operational justifications for undertaking (a) targeted and (b) bulk interception?

6. tKSNBE Aa y2 ljdzSaidAz2zy GKIFIG AYGSNOSLIGAZ2Y |y
communications (whether of content or communications data) is an interference
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with arange of humanrightéd | & & dzOK>X GKS AYGSNOSLIGAZ2Y
accordance withthe @ Q> ySOS&aal NE FyR LINRPLR2NIOAZ2YLGS
International UK considers that indiscriminate mass surveillance is never a

proportionate interference with the rights to privacy and freedom of expression

(articles 8 and 10 ECHR) and can thmexer be lawful under the Human Rights Act

1998 and/or ECHR. The interception, analysis or other use of communications in a
manner that is neither targeted nor based on a reasonable suspicion that an

individual or specific location is sufficiently clodétked to conduct that must

legitimately be prevented, is disproportionate.

Bulk interception warrants
7. The Draft Bill would place on a statutory footing a bulk surveillance regime

permitting unbounded state interception of all communications in selectetivork
bearers, the application of selectors to those communications, and the unlimited
selection from those communications of particular data for further access and
examination. Bulk interception warrants, provided for in chapter 1 Part 6, purport to
a2 g GKAA I Olkapurpds@LINNVY INISE RNG WG . AffX &S
GAGK NBRDISWME StA WHB{ I i8R 08 vipedfidnal F @ N2 Wa Q
LJdzNILJ2vich ma® be of &P 3 S vy iilNde (s&@ clauses 106, 107 and 111). Such
broadly dawn provisions and absence of any requirement for reasonable suspicion
and other sufficient safeguards against abuse will enable the inherently
disproportionate interference with billions of private communications in a routine
manner.

8. Itis clear from reent Strasbourg cases, in particular the Grand Chamber judgment
in Roman Zakharov v RusSia- which concerned a similar state capability to access
communications in bulk that enabling legislation for interception mustter alia,

(i) clearly indicate wat kind of events and activity amounting to threats to national
security or serious crime might lead to interception based on reasonable suspicion
[see paras 185, 24848, 260]; and (ii) ensure that interception warraitearly

identify a specific persain be placed under surveillance or a single set of premises
as the premises in respect of which the authorisation is ordered. Such identification
may be made by names, addresses, telephone numbers or other relevant

A Y T 2 NNskdiparg 364)

9. As sucha Draft Bill which provides for warranted blanket, untargeted interception
F2NI Fye 2F | Nry3aS 2F oNRBFIRf{& RSTAYSR Lz
AaSOdzZNAGeQ 2NJ I GKNBFG G2 Ad Ay GKS . Aff 03
evenbe cask y (i S hdvietal purposeés 6 Of | dzAS mMmmono0vs OF yy
KdzYly NAIKGEA 20t AT A2y ad {vaydvide | dzi K2 NR &

|
discretod G2 GKS adldS GKFG GKS {GN) a6.2dz2NB [ ?

74 Klass v Germarfy September 1978, Series A No 28 at 8#&per and Saravia v GermaBZHR 2006 Xl at §Kennedy
v United Kigdom26839/05 18 May 2010 at §11Blalone v United Kingdora Aug 1984, Series A No 82 at §84

75 European Court of Human Righgman Zakharov v Russig@p no. 47143/06, Grand Chamber, Judgment of 4
December 2015, available lttp://hudoc.echr.coe.int/eng?i=00159324

76 Zakharoy para 267
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We¢ | NBHS (G S Rfwarkayitss S NO S LJG A 2

10.

11.

12.

¢tKS a8adSY gKAOK UGUKS RNI TG . Aff OKI NI OGS
F2N) O2yOSNYy & LG A& &AAYAfIFINIe@ o6FaSR 2y 0NZ
any requirement for reasonable suspicion that the target is connewtigial specific

national security threats or serious crimes. The provision for broader thematic

warrants under the guise of a salled targeted warrants regime indeed shades into

bulk collection. Clause 13 suggestser alia, that communications of a potgially

wide and unspecific segment of the population could be subjected to theaked

Wil NBESGSR 6 NNJ yiGaQ NI 3IAagsot oCparsidnsiwfici G I y OS 3
share a common purpose or who carry on, or may carry on, a particular activity NB

not specific enough to satisfy the requirements of human rights law.

Further, even if contrary to the above such broad categories were lawful, they
would then appear significantly to undermine or obviate entirely any suggested
justification for the bulknterception warrants under Chapter 1 Part 6: if such broad
groups of people can lawfully be the subject of a targeted interception warrant,
what is the legitimate reason for indiscriminately intercepting the communications
of entire segments of the domestand overseas population?

Amnesty International UK recommends that bulk surveillance powers contained in

the draft Bill, including bulk interception warrants, be excised from the UK

statutory regime. Further, the broadly defined thematic warrants undéret

GF NBSGSR 61 NNl yGa NBIAYS aK2dzZ R 6S I YSYRS
rights obligations, e.g. cover more specific categories of persons and include the

need for reasonable suspicions of wrongdoing.

Intelligence sharingAre the powers compatiblevith the Human Rights Act and the ECHR?

Is the requirement that they be exercised only when necessary and proportionate fully
addressed? Does the draft Bill adequately explain the types of activity that could be
undertaken under these powers? What abilityill Parliament and the public have to
check and raise concerns about the use of these powers? Does the draft Bill allow the
appropriate organisations, and people within those organisations, access to
communications data?

13.

14.

Despite its very significant huan rights implications, there is little to no proper
reference to intelligence sharing with overseas authorities in the Draft Bill (outside
of MLATS). That is particularly surprising in light of the attention given to this subject
¢ particularly to the sheng of the product of bulk interceptionin the recent IPT
litigation, brought by Amnesty International and other NGOs, referred to above.
Amnesty International believes that any international sharing of material obtained
through communications surveiti@e, solicited or otherwise, must occur in
accordance with a human rights compliant framewaqrtke first step being to have

a clear statutory framework. That framework must further ensure that human rights
abuses do not result from any such sharing.

Without this, such activity cannot be human rights compatible. In particular, it
cannot be said to have a proper legal basis and be necessary and proportionate. If
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GKSNBE Aa y2 OfSIFN adraGdzi2aNE FNIYSE2N] K-
parliament am the public will have the ability to check and to raise concerns about

these activities and powers can only be answered in the negative. Nor can it be said

that the draft Bill allows the appropriate organisations to have access to

communications materiakince we will not know how this works at all outside the

UK.

15.1n respect of sharing material that is obtained by the UK with overseas authorities,
Of I dzZ& S o dnterdePtibniiin acdor@dRce dvith overseas requiestsd dzii
otherwise making little referece to its subject matter) makes very general
LINE OAAA2Y FT2NJ Ay i SNOSLI A 2 yin &toddnBeSvih a2 dzi Ay
relevant international agreemeat o6 dzi A GK y2 SELX FyYylFdAz2y |
agreements may be presumably secret arrangemeniaghich the public (and/or
parliament) therefore are not aware of. It is an extremely broad enabling provision
GKIFIG OFyy2d 6S3Ay (2 o6S adzFFAOASyidfte Of S|
in this field. It also leaves it open to the Secretarptifte to make further
Regulations as to conditions to be met for such sharing, without indicating what
those might be.

16.Further, Clause 41 says tHétr NNJ Yy Thiisf Beynifaic@to ensure some limited
safeguards are put in place for sharing materiahfra targeted warrant (although
only if the authorising agency considers that appropri&téyt primarily to limit the
extent of any disclosure/copying of the material. There is also similar reference in
clause 117 to material from bulk interception beingnded over to overseas
FdzK2NAGASESY (2 6KAOK (KS OfldzasS mmy Wal T
are again extremely limited and seem to relate only to the Secretary of State
SYadz2NAy3a GKFEG NBaOIGNROGAZ2Yy A FANBNBY Ay O3 I
proceedings (clause 42). There is simply nothing to ensure human rights violations
do not occur, such as the sharing of material which may then lead to secret
detention, torture, unfair trials, or other activity that would be unlawful if it
occurred in the UK (and perhaps even thus to UK complicity in such activity). Where
does the chain stop? Furthermore, it appears that thése NNJ Yy F&eri&iyol 4 Q
in clauses 41 and 117, similarly to otter NNJ Yy FBege@yiil the@raft Bill
(seeclauses 40 and 117), are to be entirely secret ones, hence kept away from any
proper parliamentary and public scrutiny and accessibility.

17. Amnesty International UK has not been able to identify any provisions at all in the
draft Bill (even as limited as those in relation to providing material to overseas
authorities) dealing with theeceipt by the UKf material obtained through
interceptionby overseas partners, other than in Schedule 6. Schedule 6 provides at
2(2) a bare statement that Codes of Practice will cover the process for overseas
requests and handling data received from them. Not only is this a wholly inadequate
provision given thescale of what occurs, it makes no mention whatsoever of
communications material received otherwise than through a specific request.

18. Amnesty International UK recommends that the Draft Bill be amended to provide
a clear, accessible framework governing ifiigence sharing that ensures, inter
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alia, it is as limited as possible for permissible purposes, and does not include
receiving or sending the product of bulk surveillance or material obtained through
human rights abusive methods.

The authorisation procss:Are the proposed authorisation processes for such interception
activities appropriate? Is the proposed process for authorising urgent warrants workable?

19. Amnesty International UK does not consider the proposed authorisation processes
to be compatible vk 1 K G KS ! YQ&a KdzYly NARIKGaA 206 AT

20.TheseOl f f SRt ¥RP MO IR OSaa FlrLAfa (2 SyaduaNB |
authorisation process. As is reflected in judgments from both the European Court of
Human Rights and the Court of Justice of the EuropeannJttie decision as to
whether to issue a warrant should be made by a judicial authority with sufficient
independence from the executiVe Otherwise, the prior authorisation cannot
provide an effective fetter on executive discretiqfit is not a true safegard against
abuse. The draft Bill instead vests the power to issue an interception warrant with
the Secretary of State (se@ter alig, clauses 14, 107). It is the Secretary of State
who receives the application from the relevant body, considers itsesdrand
takes the crucial decision as to whether to issue a warrant. The Judicial
/| 2YYA&adaA2ySNI oWW/ Q0 A& OKINHSR YSNBte& gAl
¢k W YNSEd2aY®Be 6KS LISNE 2y Qa 02y Of dzaiz2ya

21.That review, by virtue of clauses(29 and 109 (2), must be carried out on judicial
review principles. Such an assessment cannot cure the defect in the allocation of
decision making power in this process. If, indeed, the intent of the drafters was to
give the JC the power to conduct a fmlérits assessment of the warrant that the
Secretary of State has authorised, as has been suggested in some quarters, then
there is simply no reason for this limiting provision. Clause 19(2) is thus either a
restriction on the power of the JC, or unnecegsand unnecessarily complicating
the question of what the role of the JC is here.

22L0 R2Sa y20 Ay !'YySadge LYyGSNyFraGaAzylf ' YQ:
O dzi K2NRal GA2Y |dziK2aNRGe X wo6Se O LI of
reasonable suspicicagainst the person concerned, in particular, whether
there are factual indications for suspecting that person of planning,
committing or having committed criminal acts or other acts that may give rise
to secret surveillance measures, such as, for exaapie endangering
national security. It must also ascertain whether the requested interception
YSSia GKS NBIdANBYSYy(d 2F aySoSaairie Ay
Article 8 § 2 of the Convention, including whether it is proportionate to the
legitimate aims pursued, by verifying, for example whether it is possible to
achieve the aims by less restrictive mea@aéharovat 260)

77 European Court of Human Righgman Zakharov v Rusgiara 233 ; Court of Justice of the European Unigital
Rights Irelandtase, €293/12, Grand Chands, Judgement of 8 April 2014, para 62.
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23.1t is also unclear whether the JC will have before them the underlying warrant
application that forms the subject of th6§SONB G NB 2 F {4l 1S Qa
some document or other summary of her conclusions, and even if they have the
warrant application, what level of evidence will be available to them. An express
requirement that the JC has all the relevant informated documents, and
certainly no less than what needs to be provided to the Secretary of State, is
necessary.

24.Crucially, it is also of major concern that the JC is excluded from the process of
accessing and examining intercepted material obtained underlaibterception
warrant in circumstances other than the ones foreseen by clause 14(2) (targeted
examination warrants). There is no valid reason whatsoever for providing less
safeguards with regard to the access and examination of such intercepted
communi@tions, a difference of treatment which is discriminatory

RSO

25, KS Y2RAFTAOIFIGA2Y LINPMGPRA YRRRFAD2 (ARFAO0OD K

the conduct authorised under targeted warrants may be made under clause 26
without any involvement whatsoever of BC. Such a modification may include
adding the name of a person, organisation or set of premises (clause 26(2)) thus
fundamentally altering the nature of the warrant in question without any
independent involvement at all. Similarly, what are deemed byditadt Bill to be
WY A yhadNidgtions, which nevertheless includél RRAY 33 @I NB Ay 3
Fl OG2NJ &aLISOA ¥ alsH o nbtyhvolvetite J@ at AlNAs foribak
interception warrants, while the provisions for their modification preseribat the

JC must be involved in a similar way as during the original approval process when it
comes to adding or varying an operational purpose, the JC is not involved when an

operational purpose is removed (clause 114(6)). What happens, for instaace, if
purpose is removed and the conduct authorised does change, but not
commensurately with the more limited purposes of the modified warrant?

26.1t is worth noting that not even the Secretary of State is necessarily involved in the

process leading to certamodifications of bulk interception warrants (see clause
114(8)), or indeed to modifications of targeted warrants (see clause 26(6) and
26(11)). Furthermore, clause 114(9) does not sufficiently specify what is me&hk by

2 NJ

way which does not affectthe comeD i | dzi K2 NA &SR 2 NJ NB|j dzA NB R

hence potentially becoming a problematic loophole in the legislation. Finally, no

WR 2 dz@t@faoever is foreseen in cases of certain mutual assistance warrants

(clause 28).

27.Amnesty International UK isriiner concerned by the requirement that JCs must
IAAPS gNARGGUSY NBFazya F2NI NBSFdzaAy3a G2
although not for approval. This appears to create an assumption of approval.

Secrecy the need for a designated personadvocate for human rights during the warrant
authorisation process
28. Amnesty International UK remains opposed to secret justice. While the process of
authorisation of interception warrants (rather than the process of remedying of

a7
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human rights violations) caegitimately take place without knowledge and
presence of the person concerned, it remains highly desirable to enhance the
adversarial nature of such proceedings. This would hope to ensure all angles are
covered and the human rights implications of thecd#on are properly and fully
considered.

29.As such, there should be added to the Bill a requirement for a designated person
challenging the request and advocating for the protection of human rights and
fundamental freedoms. This person should be fullyplagd in the authorisation
process, as a necessary further safeguard against abuse.

Urgent warrants

30,6 KS dzNHSyYyidG 61 NNyl LINRPOSaaz Ay !YyYySaide Ly
AyO2YLI GAGES GAGK GKS ! YQa KdeNaroy NARIKGA 3
included a complaint that in urgent situations communications in Russia could be
intercepted without judicial authorisation for up to 48 hours [para 19d¢te that
the draft bill offers 5 (working) days for tapproved interception, more than
double whatRugs Q& 3JI2OSNYYSYyld RSYlFIYyRa® ¢KSNBI
insufficient limits on deciding when such urgent warrants were justified and they
could thus be abused. The same applies to the process in the Draft Bill.

31.1t is difficult to see any limit whaoever in clause 20 other than that the person who
issued the urgent targeted warrant (who by virtue of clause 22(4) may be a senior
2FFAOALE y20 GKS { S OaBérd wadan arfenthagd (IR0 R@2 y :
so (clause 20(1)). As such, and ngtihat the UK judiciary are well used to dealing
with urgent and complex applications out of hours, there seems little justification
for the existence of this urgent process, and none at all for such a lengthy period in
which the executive may operate freof any constraint whatsoever. It is easy to see
how such a provision may become a loophole ripe for excess and/or abuse.

32. Amnesty International UK recommends that the authorisation process be
amended so that (i) decisions to authorise warrants are takenan independent
judicial body following the application of (or with the interim nostatutory
approval of the application by) the Secretary of State, or through a similarly full
judicial authorisation process. (ii) Such a decision would require fullldgae of
all relevant materials underlying the application. (iii) To the extent the decision to
authorise the warrant has to be made without the knowledge and presence of the
person concerned, it should also involve the participation of a designated perso
challenging the request and advocating for the protection of human rights and
fundamental freedoms.

Oversight:Are the powers sought sufficiently supervised? Will the oversight bodies be
able adequately to scrutinise their operation? Would the proposéddicial Commission
have sufficient powers, resources and independence to perform its role satisfactorily?
Are the appointment and accountability arrangements for Judicial Commissioners
appropriate?
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33. Amnesty International UK does not consider that the gigint proposals will
provide sufficient independent supervision. In particular, the dual function of the
small group of JCs raises independence and effectiveness concerns. They will be
both a part of the surveillance process in authorising warrants, asal@rt of the
oversight system in that JCs must review, including by inspection, the exercise by
public authorities (presumably thus including themselves) of functions relating to
interception of communications (clause 169 (1)).

34.1n the litigation conerning investigations into allegations of article 3 abuse in Iraq
carried out by the military, the UK High Court referred to the problem highlighted in
relevant Strasbourg cases where investigating officers (in the instant case being part
of the Royal Mili I NB  tforfed parSab thecsame hierarchy with no provision for
institutional or individual independente® L G 02y Of dZRSR G KI & @ KA
Ay GKS OANDdzvaidl yoSa 27F { wiethdonihs factsi KS | S¢
of a given casehk service police is independent of the events or personnel being
investigated’®. Amnesty International UK refers to this simply to highlight that this
dual function of a small group of Commissioners may raise problems on the facts
should serious questiorarise over the appropriateness of a warrant issued in any
particular case requiring proper investigation. We consider it would be preferable to
separate out the authorisation and oversight functions of the judicial commissioners
to avoid such difficultiearising.

35.The Secretary of State can atsby way of regulations rather than full primary
legislatoncY 2 RA ¥& GKS 7Tdzy GuayotRefda WE T 0 DK $ d2atS/ ma NIO«
an extraordinarily wide power to vest in the Secretary of State and raiseificamt
independence as well as proper process concerns. That is particularly so given it is
the Secretary of State and those responsible to them who will be particularly under
the scrutiny of the Commissioners and who will therefore be deeply affecteldeby
way their functions are exercised. Amnesty International UK considers such a power
should not be simply left to secondary legislation (clause 197 provides that
WwS3dzf i A2ya2Q KSNB YSIya aidl Gdzi2aNE AyailN
legislationand properly debated by Parliament.

36. Further, Amnesty International UK is concerned by the weighty conditions placed on
what are supposed to be robust, independent investigations by highly experienced
judicial commissioners in clauses 169 (5) and (@)e8Bill. These include a
mandatory instruction to ensure a JC does not in the carrying out of their oversight
T dzy O ijgopandise thie success of an intelligence or security operation or a law
enforcement operatioh  ugdily ihpede the operational efftiveness of an
AYyiSttAaISyOS aSNBAOSZT | LRftAOS F2NDOSs | -
F2NOSaé¢ 6 Omhdt dzy Broam draftiagecnot ordy lacks the required clarity of
the law for such a serious provision affecting oversight, but has edenpial to
jeopardise its effectiveness. An expert authority charged with investigatitey,
alia, whether such operations and agencies are working lawfully and appropriately,

78R (Ali Zaki Mousa) No[2013] EWHC 1412 (Admin), [2013] HRLR 13 af121
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should not be constrained in such vague terqsrticularly if the public a to trust
in their reports.

37.For that trust, it is also necessary that oversight be as transparent as possible. As
such, the wide discretion afforded to the Prime Minister (see above as to the lack of
Of FNAdGe& Ay &adzOK { S NI adingwhethel gt hai th guilishfanyd S O dzNJ
additional oversight directions he may make to the IPC (clause 170(4)) is deeply
dzyal GAATFI OG2NRED® ¢KS alYS O2yOSN¥ya FNR&AS )
RA&AONBiGAZYy (G2 SEOf dzRS | pybiicatiolt (Ndiuse27). 6 KS Lt /

38.The system of notification (such as it exists) is also deeply unsatisfactory. Clause 171
LINE OARSAE (KIFG GKS Lt /S NNBaNGIFAinSafar Bdthe LIS N&E 2 Y
Lt/ FTYR GKS Ly@SadAaal (2eNSsatsaicuSaidr (teyNA o dzy |
are banned otherwise from reporting i@ndthat the IPT considers it is in the public
interest for the person to be so informed. However, it is difficult to understand how
GKS Lt¢ Ol y LINRLISNI @ thzgdRdidhiiss df the efrofantl 4 8 S & & )
its effect on the person concerrled wOf | dz&S MTMOpUOB HKSY Al &
any independent evidence as to that effect. It is also difficult to understand the
reason why there needs to bej@int decision by both théPC and the IPT before the
person concerned is notified (clause 171 (2)). Moreover, it is troubling to see a
ALISOATAO OflFdzaS d6admTtmMono0 AyadNHzOGAy 3 (fF
9/ 1 w Ndna Kufficientdoy itself for an error to besarious errag ®

é
f

39.This falls far short, first, of the necessary requirement under international human
rights law to notify all persons that they have been subjected to surveillance (and
the grounds for it and materials selected, as well as potentizedies) as soon as
this may be done without jeopardising the legitimate purpose of the surveillance.
Not only is notification in the Draft Bill confinedtoarRISTA Y SR 02y OSLJiI 2 1
but second, to an unnecessarily onerous test. Such requiresnautt only fail to
meet human rights standards but are plainly biased in favour of secrecy
(encouraging an approach that says secrecy should be the norm) rather than
transparency wherever possible.

Are the new arrangements for the Investigatory Powlgibunal including the possibility of
appeal adequate or are further changes necessary?
40.The concerns as to the effectiveness of the oversight scheme are enhanced by
lYySaieQa 26y SELSNASYOS 2F GKS Ltecd 2 KA
appeal ona point of law to the Court of Appeal, that single change does not go far
enough.

41.LYy 2NRSNJ G2 SELX LAY !YySade LYGSNYFGAZ2Y! f
for this Committee to have some understanding of our experience of the IPT. The
Committeewill doubtless be aware that Amnesty International Ltd. (the
International Secretariat) joined with several other NGOs in litigation commenced in
Hamo OKIFffSyaaya GKS 1 ¢gFdzySaa 2F (GKS !
sharing with the US in ka&tion to the US PRISM and Upstream mass surveillance
programmes.
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42.With regard to the intelligence sharing issue, while the first judgment (December
2014) rejected to a large extent the arguments put forward by the claimants, the
purported lawfulness of ta intelligence sharing scheme was heavily predicated
upon the disclosuréuring the litigationof a short summary (or simil&rthis Note
was amended more than once after discrepancies were only brought to light
following requests for clarification by th@aimants) of the otherwise secret policies
in place. A further judgment later (February 2015) declared such intelligence sharing
prior to this disclosure to have been unlawful. During the proceedings, Amnesty and
others raised serious concerns as to thiegesses of the IPT, including the holding
of closed hearings to determine issues of law.

43.As regards the UK surveillance regime and practices, once the IPT decided in its
December 2014 ruling that the regime was lawful, it then decided to assess the
issueof proportionality in closed session. The claimants were not given the
opportunity to meaningfully contribute to that assessment. That alone was of
serious concern.

44.0n 18 June 2015, we were then provided with a draft judgment. It declared that two
ofthS Of FAYlIyld bDhasx (KS KAIKEe& NBaLSOGSR |
I TNAOF FYyR GKS 93@LIJiAlLY LYAGAIFGADBS F2NI t ¢
Article 8 violations. In respect of the both, the IPT concluded that their
communication®k R 0SSy (I gFdAZ fte& AYyG§SNOSLIGSR® |
O2YYdzyAOFGA2ya 6KAES WLINRLRNIAZ2YI (0SteQ
aSt SOGSR Ay I OO02NRIYyOS gAGK D/ 1 vQa WAYD
said that their communicatiamhad been lawfully accessed, but had been retained
too long in breach of internal policies (a€d- f f SR Wi SOKYyAOIFf Q o NBI
KSFNR y2 adzoYAdaarzya 2y GKS nitsuligke®> AU O2)

U» ¢ N
— N

material detriment, damage or prejiice as a result of the breachd ! Yy S& G @
received only a one line ruling that the IPT had not made a determination in its
favour.

45. There was no explanation of such matters as (a) the statutory purposes for which
the communications were intercepted; (b)emature or content of the internal
procedures which were breached by GCHQ (for example, whether the procedures
were automated or manual) and how they were breached; (c) the reasons why
D/ 1 vQad AYUSNYylLt LI2tAOASAE 6SNB w20 O2 YL A
supposed (but failed) to secure such compliance; (d) whether the errors were
isolated mistakes or broader systemic errors which may have affected a larger class
of people; (e) whether the errors had previously been identified by any internal
audit, or by the Interception of Communications Commissioner, or whether the
errors were only identified following these proceedings being brought in the
Tribunal; (f) whether the communications that were processed in breach of Article 8
were shared with, or made ailable to, any other agency or department outside
GCHQ. The parties were given the opportunity to correct any typographical or other
errors in the judgment before it was made public, but that was all.
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46.0n 1 July, the IPT then wrote to the Parties notifyisghat the finding in relation

47.

48.

to EIPR in fact related to Amnesty International Ltd, a mistake which the
government had failed to pick up at the corrections stage, but had now apparently
identified to the judges. We wrote to the IPT, asking further quest and

expressing concern as to how it was possible for the Tribunal to have made such an
error as well as why it was not picked up when the government commented on the
draft judgment (and requesting an Open Determination explaining this). A very
limited letter of response was received on 24 July 2015, however it has still not
satisfactorily been explained how such an error could be made if the IPT did indeed
make an individualised, detailed analysis of the proportionality of the surveillance of
each of he applicants.

O
NS

LG aK2dzZ R faz2 oS y2G4SR GKIFG !'YySaieQa
been intercepted and accessed under what is the equivalent of the bulk interception
warrants provided for in the Draft Bill. Hence the examination of these
communications would supposedly have happened without objection from the
Secretary of State nor, subsequently, of the oversight bodies (as well as without any
identification of the procedural breach) in so far as they were aware of it. The
Intelligenceand SOdzNA i& / 2YYAGGSS NBddgth&E 2F HAamp
communications of suspected criminals or national security targets are deliberately
selected for examinatign 6 LJr NI WX LloHO® ! 4 &dzOKX (i KSNX
IPT to explainthe goveiS y 1 Q&4 2dza G A FAOF GA2Y F2NJ aSt SO
examination, which we did not receive. Despite parliamentary questions on both
surveillance of Amnesty and whether other human rights charities have also been
intercepted, Amnesty is in no better pion now to understand why we were the

target of surveillance than when the judgment was released.

LG A& F3AFAyad GKIFIG oFO13aINRdIzyR GKIFG ! YYS
Fo2dzi GKS STFSOGAGSYySaa 2F GKSncudingQa 29
the holding of hearings concerning the remedy of human rights violations without
proper involvement of the alleged victim. The restrictions on fair trial rights in the

IPT (including the restrictions on disclosure and evidence, secrecy of pnogsedi

and limited reasons given to claimants both successful and otherwise) are not
proportionate, impair the essence of fair trial rights and have been shown to lead,

inter alig, to errors and unfairness as predicted. It is necessary for the powers and

rules of the IPT to be revisitethter alig to introduce proper openness and

transparency. The existing Tribunal is not an effective oversight body.

(
)

U Qx

49. Amnesty International UK recommends that the oversight mechanisms be revisited in
their entirety to ensureproper safeguards against abuse.

Special protectionst N O2y OSN¥Yy a | NRdzyR | O0Saairay3a 22 dNy

MPs' communications sufficiently addressed?

50.

Amnesty International UK does not consider that the concerns over interception of
and access to these communications are sufficiently addressed by the Bill. In
particular, it is wholly inadequate to provide for protections for legally privileged
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communicaions solely in a Code of Practice rather than in the legislation itself.

Schedule 6 merely provides, as is normal with such codes, that they will be
a2YSGKAY3a GK2aS O NNERYS KRBz dolsshor @D S LI A 2
the same force in domest law as legislation. Moreover, without sight of that Code,

the question cannot be taken much further.

51.There is however a further category simply not covered in any way by the draft
scheme, and that is protection for human rights and similar organisatibhe
AyGSaNrRGe 2F !yySadeqQa O2YYdzyAOlF GA2ya Aa
an organisation frequently in contact with victims of human rights abuses, human
rights defenders and other sources, often at risk from their own governments, and
which intervenes in litigation worldwide to promote human rights, it is essential
that we are able to communicate freely and confidentially if we are to fulfil our role.
Where an NGO is involved in matters of public interest it has long been recognised
that it is exercising a role as public watchdog of similar importance to that of the
press and warrants similar protections to those afforded to the pifess

52.For the draft bill to comply with articles 8 and 10 ECHR, it must therefore provide
sufficient indicatimm as to how NGOs in this position will have their confidential
materials treated just as it does for those of other sensitive professions.

53. Amnesty International UK recommends that provisions for special protection for
sensitive professions be includedtime body of the legislation, and include human
rights NGOs.

79seeGuseva v Bulgariapplication no. 6987/07, 17 Feb 2015, para 38 and the cases cited.
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David Anderson Q.C. i1 supplementary written evidence (IPB0152)

Introduction

1.1 F@Ay3a KIR | oftSy3adkKeo alre Ay Y& WdzyS HnAaw
given oral evidence on 2 Decesni?015, | do not burden the Committee with
reiteration of my recommendations that were not accepted, or with further
submissions on the many specific issues thrown up by the draft Bill.

2. Many of the detailed concerns which | did not have a chancaise orally (for
example in relation to thematic warrants and their modificatiS®rror reporting*
and national security exemptio?d are covered in the impressive written
submissions recently made to the Committee by IOCCO and by Tom Hickman. | have
seen those submissions in draft and do not repeat them here.

3. Nor do | need to elaborate on the features of the proposed Investigatory Powers
Commissioff which | have previously advised are necessary if it is to fulfil its
potential as a welinformed, inde@ndent and authoritative guarantee that some
extraordinarily extensive powers are not misused. These include:

a. the power to issue guidance, with a view to building up a consistent and so
far as possible public body of principle governing the use of ilgagery
powers (AQOT Recommendation 95) and

b. independent input from standing counsel, technical experts and others
(AQOT Recommendation 1:101), which would be of particular value when
considering whether to approve bulk warrants.

Though neither of thos&eatures is specifically provided for in the Bill, it appears at
least to be intended that the Commission will have the discretion and the funding to
ensure that they can form part of its work should the Investigatory Powers
Commissioner so decide.

Needfor bulk powers

4. LG ol & Lz G2 5F9AR 51 @A& atbuRy mc 5S0SYo
interception, bulk acquisition of the collection of communications data and bulk
equipment interference G Kl G L KIFIR €221 SR | (satiffigdSyY I y R
that those powers were necessaryp 2 KAfS GKSNB Aa YdzOK 0 NX:

80 Hickman, paras }23; the draft Bill doesat offer the protections envisaged in AQOT 1418263 and Recommendation
34.

81 |OCCO, paras®L; Hickman, paras 838.

82 |OCCO, para 17.

83 Regrettably not constituted as such in the draft Bill: AQOT Recommendation 82; IOCCO, para 8, first bullet.
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should like to clarify what | did and did not conclude in relation to the need for bulk
powers.

5. The central point is that the appointed Commissioners and the IPT are best pdaced
judge whether each of these powers is necessary and proportionate. The
Commissioners have the advantage of longer and more thorough exposure to the
exercise of those powers than did I; and the IPT in a number of cases has had the
additional advantagefadetailed and formallypresented argument from both sides.

6. My own detailed briefings however left me in no doubt as to the utility of:

a. bulk data collection@ LJ NI A Odzf F NI @ Ay FAIKGAYy3I SN
London bombings of 2065 0 ! 14.8914.45 and Annex 9); and

b. the compulsory retention by CSPs of communications dg&@OT 14.14
14.22, Annexes 104)84

7. Whether those powers are proportionate in law is ultimately for the courts to
decide, in the light of the conditions and safeguards provided for in the Bill. The
relevant decided and pending cases are set out in AQOT chapter 5 and include
Digital Rightsreland to the extent that this judgment is applicable to domestic law
(AQOT 5.76 and Recommendation 16). See fuSiceremgCJEU, 6 October 2015)
and theDavis/Watsorcase, on which | have written twice since AGOT.

8. My report however contains no indepdent conclusions on the necessity for or
proportionality of:

a. the use ofbulk personal dataset$AQOT 7.69.70), where | noted simply
that the conclusions of the ISC and of the Intelligence Services Commissioner
¢ who has been reviewing their use fonsgal years; were consistent with
the information and demonstrations | was given at all three agencies;

b. the newly-avowed section 94 bulk collection powewhich | was not
authorised to refer to in AQOT, on which IOCCO has not yet reported and of
which Ihave remarked that | made no assessment of its necessity or
LINE L2 NG A2Y I f AG@ 3$houl hatektd défend tisd poweri8 y OA S &
the public space, where people can evaluate the claims they make and
evaluate the risks as well as the benéfit®

84 Indeed the value of this power for criminal investigations has been accepted even by the CJEU, which in other respects
appears wary of it: AQOT 5.67.

85 https://terrorismlegislationreviewer.independent.gov.uk/drigz014s1-declaredunlawful/ (17 July 2015);
https://terrorismlegislationreviewer.independent.gov.uk/daviswatsappeal/ (20 November 2015).

86 https://terrorismlegislationreviewer.independent.gov.uk/tHeigreved/ (7 November 2015). See further my answer to
iKS [/ 2YYRA (iThé&cntagbe a guestion és to the added value of retaining possibly similar categories of data in a
single place. Is this all about speed of access, or are there other advantagéeetiraeliigence agencies glean fromgit?
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c. internet connection recordswhich have now been the subject of an
operational case, but as to which much depends on deliverability (evidence
of Jesper Lund) and other factors, including the mechanisms for authorising
access: AQOT 14.323.38 and answers to Q6% and 74; or

d. bulk equipment interferencéformerly CNE), which in view of pending IPT
litigation and the limited nature of my remit (AQOT 1-1.a1) | touched
upon only briefly in my report (AQOT 6-881, 7.627.65)8” The remarkable
potential for this capability is evident from the Snowden allegations relating
to the hacking of and implantation of malware into systems operated by
persons not themselves suspected of wrongdoing: AQOT Annex 7, paras 16
18.

9. | do not intend to suggest that any of the kydlowers | have referred to are
unnecessary or disproportionate in the form provided for in the Bill. Indeed | view
with a degree of scepticism (because they do not square with my own observations)
suggestions that such powers are persisted in despitedoaseless or even counter
productive in practice. My point is simply to make clear what | did and did not
conclude, so that false comfort is not taken from my Report in areas where it is
incumbent on the Government to justify powers that it seeks to emghfor the first
time in clear law.

10.In that respect, | endorse the advice of Jim Killock (Q127) and Eric King (Q207) that
the Government should do more to make an operational case for the bulk powers
that it seeks to preserve, as it has for the ICR paWat it seeks to introduce. That
O2dzZNARS asSSvya G2 YSI AYRSSRI (2 0S OSNE Yd

a. lItis the Government that bears the burden (including the legal burden) of
demonstrating that inroads into the legal protection afforded tavacy and
to personal data are necessary and proportiongigarticularly where (as in
the case of equipment interference) those inroads are active rather than
passive, and may affect the interests of companies and individuals in friendly
nations who arenot themselves suspected of wrongdoiffy.

b. Though there must by now be evidence of the utility of these powers, they
have not been the subject of parliamentary debate, and each may ultimately
have to be defended in European courts whidhecause of theiriited

{AYATFNI&@ZT Ay NBilIdGA2y G2 GF NBSGSR S IAdebdidsigdily negdeédasd SNBy OS
how law enforcement can best utilise CNE and what safeguards should apply! v h9t76. dndthie gourse of my own

review | did not see a detailed operational case from the police on the gaps that are said to exist in their existing propert
interference powers, or on how the power now envisaged in clause 89 of the draft Bill might he used

8  The use that it has been suggested can be made of related communications data (written evidence of Graham Smith of

22 December 2015, paras }137, including reference to the Snowden allegations re KARMA POLICE) indicates that this is

another area Wmere more information is needed.
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capacity to consider closed mater@Will need to be persuaded on the basis
of evidence in the public domain.

c. If an evidencebased public defence of the powers is not attempted, the
argument may yet be won at European level by those whavingnever
been exposed to the evidenecgassert the powers to be either uselé%sr
more sinister in their operation than is in fact the case.

11.More therefore needs to be done, in my opinion, to give effect to AQOT
Recommendation 122 As | said to the Comntite (Q63):

Gb202Reé aKz2dzZ R SELISOG GKS D2@SNYyYSyi
information that is damaging to national security, but it seems to me that we
need more in the way of information if [bulk powers] are to be truly
accessibleand@ 2 NS aSSIof So¢
| hope, accordingly, that the good start made by GCHQ in sanctioning the publication
of the anonymised case studies in AQOT Annex 9 will be accompanied by the
shedding of further light on the utility that is claimed for other bulk powers,omdy
in the secret environment of ISC and IPT closed hearings but, to the maximum extent
possible, to Parliament and the public. To my mind, the need for widespread
acceptance of these powers, including internationally, requires no less.

7 January 2016

89 See, for example, the reports referred to at AQOT 14.44(a).

Vot dzof AO [ dziK2NAGASa &aK2dzZ R d&d 68 a 2Ly a LRraarotsS o007
they can better inform Parliament anddtpublic about why they need their powers, how they interpret those powers, the

broad ways in which those powers are used and why any additional capabilities might be required. They should contribute

to any consultations on the new law, so asto ensugg folicyY' I { Ay3 A& AYyFT2NX¥SR o6& GKS o0Sai
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Andrews & Arnold Lt dfi written evidence (DIP0001)

1st December 2015
Written evidence regarding Investigatory Powers Bill for Joint Committee.

Andrews & Arnold Ltd are a small but technical Internet Service Provider (ISP), and FireBrick
Ltd are a manufacirer of routers, firewalls, call servers, VPN servers, and related

equipment. | personally have extensive experience in technical and operational aspects of
running an ISP for over 18 years, having written the underlying operating code of our core
routersand equipment. | have previous experience in mobile telephony and landline
telephones and exchange equipment.

Key points:

1 There are a number of privacy issues which cause concern, especially web logs and
interference

1 [ feel the bill needs to clarify arlonit scope of data retention order to be in line with

the expectations of the Home Office and so as to minimise misuse by future

governments

| feel that the current proposed 100% cost recovery needs to be on the face of the bill

| feel retentions ordershould not be required to be secret, though operators may

choose not to disclose details

1 | feel that the usefulness of Internet Connection Records is over stated and
misunderstood, and will also have diminishing use over time, so should be considered
not cost effective now.

T ¢KSNE ySSRa (2 0S Of I NAFAOIFIGAZ2Y 2y 5b{ (NI

1 There needs to be clarification on interaction with Data Protection Act

1 Attempts to ban use of entb-end encryption are a concern

= =

Ethical/Privacy issues

| am quite surghere are a number of issues which are better addressed by organisations
such as Privacy International, Open Rights Group or similar. However there seem to me to
be some clear issues with the bill as follows.

1 Web logs

The explanatory notes and discumss with the Home Office make it clear that there is an
intention for retention notices to require, in some cases, the logging of the web site name
GAAAGSR 0@ |y 2LISNFG2NRa Odzad2YSNAEO®

Whilst telephone call data records do reveal some information abousth®ect it is clear

that retention of details of every web site visited reveals much more about a person. It can
be used to profile them and identify preferences, political views, sexual orientation,
spending habits, and much more. It is also useful imioals as it would easily confirm the
bank used, and the time people leave the house, and so on.

58



Andrews & Arnold Ltdi written evidence (DIP0001)

This is plainly sensitive personal information, and it is clearly a huge invasion of privacy to
collect and retain this information on innocent people.

It is also a valuable target for criminals and so a risk for operators to retain this data.

¢tKSNBE KI@S 06SSy INHdzySyda OGKIFIG GKAa A& yz2a a
logs unless you are later part of some investigation. However, | am quédlseisame

argument would not work if, for example, the law required a camera in every room in your

house. The fact the logs may not be looked at does not mitigate the obvious invasion of

privacy and mass surveillance by the very collection and retenfitimese logs.

As this level of logging is a new power over and above existing retention regimes, it deserves
even more scrutinyl. feel that this level of logging is unjustified and not proportionate or
ethical and should be specifically excluded from thél.

2 Equipment Interference

Equipment Interference (or legalised hacking) is one of the most intrusive powers in the bill.

LG GKSNBFT2NBE aSSya dzyO2yalOAazyltofS GKIFG aodz |
in the bill. This could literally bépk OAy 3 I OF YSNI Ay LIS2LX SQa K2
without them knowing. Equipment Interference can also impede operation of devices, and

make it easier for criminals to access devices. Surely such an intrusive power, if allowed at

all, should onlye targeted at the most serious of criminal suspedtiel that bulk

equipment interference should be removed from the bill.

It also seems that one of the means by which equipment interference can be carried out is
by exploitation of a vulnerability ia computer system. Where such a vulnerability is known
by the intelligence services they have a clear moral obligation to responsibly disclose that
vulnerability to the manufacturer so that it can be rectifiédeel that use of vulnerability

in equipmentshould not be permitted, as allowing them encourages the intelligence
services to keep vulnerabilities secret, thus exposing everyone to increased risk of criminal
activity.

Technical/compliance issues
Data Retention

| was pleased to have the opportupito discuss data retention with the Home Office

yesterday thanks to the Internet Service Providers Association. The discussions were

interesting. The main concerns from the ISPA members present, mostly quite small ISPs, is

that they could be subjectto BB 0 Sy A2y y20A 0SS FyR GKIG &dzOK
t O1SG LyalLlSOotAz2yé SKAOK g2dzxZ R KIFI@FS aAIYATFAC

3 Scope of retained data

It seems clear from the Home Office that they are intending to only serve notices on those
larger ISPs that are already subject to notices, and with which they have already had
extensive discussions. They have indicated that they are not intending ta srgdler ISPs,
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and even if they did, that ISPs would not be expected to log and retain data for which they
aAYLX & R2 y20 KIS &adzOK | OFLIoAfAGET YR (K
LI NIé REFEGEE 2NIAYTF2NNI a2y 2B 8PBNE2AER] 6 K6t &2
not embody these intentiondNe would like so see specific caveats in part 4. Specifically:

f  71(9) should make clear that data is only thatwhich & ISy SNJ G4 SR 2 NJ LINEZ
telecommunications operator in the pess of supplying the telecommunications
ASNIAOS (2 GKS &aSYRSNI 2F GKS .OasvoidimgA OF (A 2
Ad FTNRY GKS RSTAYAIGAZ2Y 2F |y GAYGSNYySaG O2
the intended description.

 Thatismadecleardh I RSTFAYAGA2Y GKIFI G GLINROS&a¢ Ay
operator considers the data and takes some decision on it (such as routing packets)
and not simply that the data passes through the ISPs network.

71 should also contain a restriction thatit mdstS & NS a2yl of & LINI Ol A «
2LISNF 02N G2 O02fftSO0G YR NBOFAY GKS RIFGFEéa

None of these changes should impact the intentions of the Home Office. It would still allow
the key aspects of logging that seem to be the intention of the Home Office:

An emal provider to log email addresses as these are processed and logged.

A telephony provider to log call records.

A mobile operator to log SMS messages.

'y 2LISNI G2N) GKIG dzasSa | 4686 LINRPE@&é (2 f2
An operator that uses Carrier Grade NECGNAT) to log NAT sessions (connections).

= =4 -8 4 -4

It would, however, limit the scope of future governments to expand the retention beyond
current intentions without a change to the legislation. The wording chosen also fits in with
the cost implications of theill as they relate to the activities which would significantly
increase costs for the ISP such as Deep Packet Inspection (DPI).

n 'asS 2F GKS (GSN)¥Y aGLYGSNYySO /2yySOGAzy wSO2N
The explanatory notes, and one of the clauses in the bill, make use of théitérnf i S Ny S G

| 2yySOGA2y wSO2NRéd 2SS | NBE O2yOSNYySR GKIF{G GK
] 2yy80GA2y wSO2NRé Ad | NBFE GKAy3Is tA1S8 | da

An ICR does not exisit is not a real thing in the Internet. At best it mag the collection

of, or subset of, communications data that is retained by an operator subject to a retention
order which has determined on a case by case basis what data the operator shall retain. It
will not be the same for all operators and could bewdifferent indeed.

We would like to see the term removed, or at least the vague and nondescript nature of
the term made very clear in the bill and explanatory notes.

5 Gagging
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77(2) prohibits an operator for revealing the existence or contentratantion order.
Whilst | can understand operation reasons for not revealing targeted intercept warrants, a
retention order does not relate to a suspect or a case, and so has no reason to be secret.

The Home Office were quick to confirm that this clawssatithe request of the larger
operators with which they have had discussions, and whom do not wish to reveal the
existence of notices.

This makes no sense. If an operator wants to keep a notice secret they can simply do so. If
an operator wants to discssthe notice with equipment vendors, technical working groups
and forums with other ISPs or even their customers they are prohibited from doing so. Also,
this clause only prohibits the operator disclosing the notice, and does not prohibit the
Secretary ofState, the Home Office, the Investigatory Powers Commissioner or anyone else
who may know of the order from doing so, and so it does not even meet the requirement of
the larger operators.

This clause simply needs removing.
6 Cost recovery

The Home Offie also indicated that, as now, that operators would receive 100% cost
recovery.

It is worth noting that this bill is not an attempt to regulate telecommunications operators
because they are operating business models that are offensive to society or agkerw
engaged in activity that needs controlling! This bill is specifically to force operators to
provide a service to the authorities to help with criminal investigations of other parties,
where the telecommunications operator is not themselves in any weaypdicit or liable. It

is clear, therefore, that the operator should receive at least 100% cost recovery for
providing this serviceindeed, for most services provided a company would expect to be
able to make a profit.

As this is the current intentiont seems sensible that the face of the bill should state clearly

that at least 100% cost recovery applies, and not the current wording which simply

3dzt N> yiSSa GKFEG AG Aa y2d0 O0Gdaftfte ayAféod ¢K
Office are plannig to stitch up operators in future.

We would like to see the bill specifically state that at least 100% cost recovery applies.
7 DNS logs

It is not clear if there would be any logging of DNS requests. | specifically asked the Home
Office if, under tradional call logging, the content of a call to Directory Enquiries would be
recorded and logged by the operator. It seems not, and this seems to make clear that the

O2y Syt 2F adzOK I OFlft Aa aO2y(Syid¢ |yR y2i
service to Directory Enquiries for Internet Access, | feel that the definitions should make

clear that DNS lookups, or indeed any form database access lookup, is to be considered

61



Andrews & Arnold Ltdi written evidence (DIP0001)

content and not communications data. The communications data in such casgsdi@ply
that a connection (request/reply) was made to a DNS server and who madetithe
content of what was looked up.

We would like to see clear wording to exclude the content of a DNS request ,or other
RFGFoFasS 1jdzSNEZ FNB W yoRO 201 YdeyNiE B GRASR2FYAGY” SR FAGEN é1-3a

y WAzZAGAFAOFGAZ2Y F2NJ GLYGSNYSG O2yySOGAz2y NBC
In the briefing with the Home Office the bill was explained, and we heard a story very similar
G2 ¢KSNBal aleéeQa O2YYSyda Frfz2y3a (GKS tAySa 27

G/ 2y a&i RSN éeRafe gitl pain§ missimg. At présent we can ask her mobile

provider for call records before she went missing which could be invaluable to finding her.

But for Internet access, all we get is that the Internet was accessed 300 times. What would

be useful wald be to know she accessed twitter just before she went missing in the same
gre +a ¢S O2dAd R aSS akKS YIS I LK2yS OFff¢é

Now, | am sure this is a well practiced speech, used many times before. | am sure the
response has been nodding of heads and agreergehtii K K2 ¢ AYLR2NIIFYyd aLy
O2yySOiAz2y NBO2NR&aé¢ I NBI 200A2dzaf e

| 26 SOSNE Ay &@SaidiSNRIFIeéQa YSSiAy3a LI IyR 20KSN
huge flaw in this argument. If the mobile provider was even able to tell that she had used

twitter at all (which is not as easy as it sounds), it would show that the phone had been

connected to twitter 24 hours a day, and probably Facebook as well. This is because the very
nature of messaging and social media applications is that they stay connected Huethat

can quickly alert you to messages, calls, or amusing cat videos, without any delay.

LG aK2dzZ R 0S y20iSR dKIG Ad A& ljdzAGS @FLftAR T2
The main protocol used (TCP) can happily have connections for hoyss nglanths or even

years. Some protocols such as SCTP, and MOSH are designed to keep a single connection

active indefinitely even with changes to IP addresses at each end and changing the means of
connection (mobile, wifi, etc). Given the increasing uspesmanent connections on mobile

devices, it is easy to see how more and more applications will use such protocols to stay
connected- Yl { Ay 3 2yS aAYUISNYySi O02yySOiArAzy NBO2NRE
month time limit by the time it is logged.

Gonnections are also typically encrypted and have some data passing all the time, so it

would not be practical for an ISP, even using deep packet inspection, to indicate that the girl

G 00SaaSR UgAGOSNE NRARIKG 0ST hédidis advidter agpl Y A & KSR
on the phone and logged in).

It seems that even this emotive example is seriously flawed, and any arguments involving

serious crimes unravel very quickly with the utter simplicity of using Tor, VPNs and secure

messaging applicatiora devices these days. Yes, there are some stupid criminals, but it is
getting harder to avoid using such services even without thinking about is as applications
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are increasingly moving to secure service provision so as to avoid threat from criminals. It
has the side effect of also hiding from law enforcement.

Given that the examples given are already somewhat flawed, | feel the whole justification
F2NJ ONRAY3I G2 23 aAYyiISNYySG O02yySOiAz2y NBO2N

9 Use of web pragrs

It seems that one of the main sources of Internet Connection Records, i.e. those which
provide web site names, are likely to be from operators that use a web proxy. This is the
case with many mobile providers. A web proxy was a useful tool in theadiayatup

Internet and slow connections in to the Interneat provided a faster access for web sites
and reduced transit costs. Mobile operators still use them to some extent, and some even
rescale images to load faster on mobile devices.

However, withthe advent of 4G and faster networking they are not only becoming obsolete,
but actually a costly inconvenience. As such, it seems highly likely that operators will phase
these out and hence stop providing this level of logging.

Again, thiscallsintodgSa i A2y GKS gK2tS 2dzZ2a0ATFTAOFGAZ2Y F21
NEO2NR&¢ O

10 Carrier Grade NAT logs

Another obvious source of Internet Connection Records is the Carrier Grade NAT (Network
Address Translation) boxes that are very common in mobile praviged starting to be

used by some of the larger operators.

Basically these boxes allow for the sharing of IP addresses. As IP version 4 has run out, this is
becoming necessary in many larger networks. They have the side effect that they may log
manytype2 ¥ aadSadaAizyé 2N aO02yySOiuA2yé YIRS | ONR A
NBGFAYSR a |y GAYGSNYySG O2yySOiGAz2y NBO2NRE @

Whilst this does not offer web site names, it does provide IP addresses, and could perhaps
be used to find that a phone has been cented to twitter 24 hours a day, for example.

However, CGNAT is relatively expensive, and deployment of IP version 6 makes it obsolete.
With major services like google and Facebook already using IPv6, it will soon be the case
that this source of connectiologs will also disappear.

I IFAYyT GKAa OFffa Ay (2 [[dSaaArAz2y (GKS ¢gK2fS 2
NEO2NR&E¢ ®

11 Use of https

There is also an increasing trend within the industry to encrypt everything. Once confined to
on-line bankingsecure web sites are now being used for normal everyday business web
pages. https is already extensively used by Facebook and google and many others, and over
the next few years it is likely to become quite rare for a web site to be unencrypted.
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At present some level of deep packet inspection can find the web site name of an encrypted
web site from the initial negotiation, but this loophole is being plugged in the more modern
protocols.

Again, this calls in to question the whole justification for loggiagh Y 6 SNy St O2yy
NEO2NR&E¢ O

12 The future of data retention

LG asSSya OfSIN GKIFIG GKS NBGSyGaAzy 2F | yeé
limited use at present. The current proponents of this logging do not understand how the
Internet works. Experience of Denmark for 10 years suggests that it is not useful. It is also
clear that over time the availability of such logs and usefulness of the logs will diminish.

| feel that retaining data on web page and Internet services access is therafoteviable
in the long term, of limited use now, and not proportionate in terms of costs or privacy, so
should be excluded from the bill.

In the long term | suspect that even call data records for telephone calls will become useless
as people use more meaging applications and secure voice and video calling.

13 Data Protection
It is not clear if retained data is subject to a Data Protection Act Subject Access request, or
related requests to correct such data.

This needs clarifying.

14 Encryption

189(4)c) is a concern as it appears to effectively ban a provider from offering a service that
has proper endo-end encryption. As the government have acknowledged on many
occasions, encryption is important, and any service offered must have the trust skits. u

If it is possible for a service provider to even be capable of removing encryption from there
service, let alone that they may be compelled to do so, then that undermines the trust in
the service.

It is worth noting that there will always be way ¢éocrypt data end to end, whether using

pen and paper dice (which is simple to make a totally uncrackable encrypted message, see
https://youtu.be/3G8dPAdmysgs or using popular open source software. Criminélsbe
capable of using entb-end encryption that a communications provider cannot break.

However, it remains convenient for users to use service providers that offer such services,
like iTunes offer iMessage, which have @oeend encryption. Such sdpes can be, and are,
easily hosted outside of the UK. It is also possible for such services to have software
provision and service provision as distinct functions (separate companies), where the
communications provider cannot decrypt the message (theynatehe operator that

applied the protection, so cannot be ordered to remove it) and the software provider is not
subject to RIPA or the new bill (as they are not a communications provider). Again, this
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makes it possible to totally bypass these flaweduiegments in the bill by the companies
wanting to provide endo-end encryption.

The big issue here is that if providers refrain from usingtenend encryption for fear of
such an order, or if they build in capabilities to remove encryption, then tleesusf such
services will not be as safe from the very real threats of cyber crimes. The other issue is that
such laws cannot fail to drive software and service providers out of the UK for such services,
as anyone in the UK will simply not be trusted téeofan endto-end encryption services.

Any requirements which aim to undermine provision of encryption services should be
removed from the bill.

2 December 2015

65



Andrews & Arnold Ltdi supplementary written evidence (IPB0028)

Andrews & Arnold Ltd i supplementary written evidence (IPB0028)

Internet Connection Records

This document is submitted as additional written evidence following oral evidence given on

PiK 5SSO0 ¢KS LIzN1J32asS AdG (G2 GNB FyR OfFNRATFe
provide an easy to understand technical background on the challengesgfany

communications provider in creating and retaining such records. | appreciate the members

time in reading this document.

Adrian Kennard

1. History

Once upon a time telephone companies were the only real providers of any sort of
electroniccommunie i A2y as FyR (0KS aiGStSLIK2yS OlFffté¢ gl
service. The telephone companies did not originally have any sort of logs of telephone calls

made, but as telephone exchange equipment become more sophisticated they were able to
createitemised telephone bills by recording the details of each call made. These logs are

called CDRs (Call Data Records).

The concept of a telephone call is very simple, and the idea of a CDR is simple too. There are
some possible complications with divertedlls and three way calls, but even so, the basic

log of what number made a call to what number is easy to understand. Logs can also include
Ortfa GKFEG INB 0SAy3 NBOSAGSR |4 F aftAySes |
answered.

Obviously ptice access to such records was invaluable in helping criminal investigations.
Eventually this became part of RIPA and the Data Retention Directive and then DRIPA.

It is worth bearing in mind that this started to happen before much was considered on Data
Protection or privacy, and if such logging was being introduced now it would no doubt be a
major concern for privacy groups.

With the advent of GSM and digital mobile phones, the logging was extended to include text
messages.

With the advert of Interneemail, the logging was extended to include emails. It is worth
noting that email logs are not normally necessary for commercial reasons as there is usually
no peremail charge, so this is the point at which the logging became more of a specific
service toassist law enforcement rather than simply having access to what data was already
there for commercial or operational reasons.

Whilst emails are not quite as simple as telephone calls, they are a relatively simple concept

in terms of logging with an emali having a sender, and one or more recipients which can be
logged.
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20K SYFAfAa YR 0StSLIK2yS OlFftfta NP LINBGde
and an end, and a content and addressing for that communication identifying the parties

involved. Text messages are, however, an example where this breaks down-alitilgical
GO02YYdzyAOlIGA2yé YIé& 68 |y 2y3a2Ay3 SEOKIFy3IS 2
conversation over a long period.

2. Over the top services

The Internet has become populérA G K 32YS 1Se& aSNBAOSazI AYyR
2850¢ FYR GadKS LYGSNySaGé AyaGSNOKFIy3aASIofte o
only thing that the Internet does (apart from, perhaps, email). Many of the more innovative
featuresof modern2 Y Y dzy A OF GA2ya OFy &aSSY (2 02Af R26Y
I 0O0Saa ClFO0S62212 YR ¢gA0GGSNE YR SYIAf @Al

n v

In light of this, the notion of simply logging web page accesses seems a relatively simple

concept, and it is easy to see how tliseen as a logical extension of the call, text and

email logging of the previous data retention regimes.

I 00SaaAay3a | ¢So6 LIS Aa taz2 asSSy Fa | LINBGG
and a person involved and an address of a web site wbenéent is fetched or viewed.

However, the problem is that this is not actually how the Internet works.

9@gSy f233Ay3 2F SYILAfta Aa 2yfte aSyarofte R2yS
CKSNBE INB oAlGa 27F Sl dzh L)SShfsiof equipmént makeRigg RS G S'Y
GKS dzyRSNI@Ay3a aLYUGSNYySaé¢ O2yySOGAQGAGE (2 R2
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Fy aSYFAf &SNS NEnedtingRteryie? ServikeyProviderS. It AsgditSbeO 2 v
common for an Internet Service Provider to also provide the email services, but that is much

less so these days.

9YIFAf A& oKIFIG A& OFftftSR Fy da20SN 0KStsti 2L &S
2y (2L 2F 20KSNJ YSIya 2F O2YYdzyAOFGA2yas A1
G2L aSNIAOS 6KSNBE GKSNBE Aa a2YS aSNIWAOS LINP
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(by listening in to they calls) even if that is technically possible, but you might expect every

pizza company to log orders thateaplaced if that had some benefit to law enforcement.

The location of the logging relates to the service you are logging.

3. Building blocks

Looking back at telephone service, there is a building block to that service which is the
G GSt SLIK 2y Selephohietcalls akeliogged f@ dommercial and operational reasons.
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Each packet has a destination address (called an Internet Protocol, or IP, address) which

works much like a telephone number to identify where the packet is to go.

However,& OK LJ- O1SdG Aa y20 NBFIfte | -itoSgm&dzyA Ol (A
small fraction of a communication. The Internet service providers do not work in large
OKdzyla tA1S I adStSLIK2YyS Olftte GKS& 62N] Ay

some packets to go via one Internet provider and some go via another in the same logical
GO2YYdzy AOIF A2y ¢ @

Also, unlike phone calls, there are a lot of these packs&siously a lot. Even as a small ISP

we may pass on literally billions of these pacletery minute, and larger ISPs move

colossal amounts of data. There is no built in logging of these for commercial redbens

is no charge based on what the packets are and where they are going. At best, some totals

for overall volume of data to/froma&ch customer is recorded. The equipment to make the

LI 01 Sda Y20S (261 NRa (GKSANI RSadGAylFdAaz2y oOIff
look at the destination address of each packet and move that packet one step closer to its
destination. This isften done in very fast, expensive, and optimised computer hardware

GKIG A& RSaAdaySR (G2 R2 (KIFId 2yS 220 OSNE Tl a
GO2YLJzi SNJ LINPINI Yé | a adzOK Fa GKFEG ¢2dz R G

Some equipment does have some built in i&ptio collect some basic statistics, and using

ddzOK SIljdzA LJYSyad AG Y@ o0S LkRaairotsS G2 3ISH azy
GFt 26aé O Kwhére IbtdNdBpacketsRvEh the same IP addresses are being sent.

However not all equipment has thispability, and equipment that does may not be able to

record everything in detail.

4. Logging web pages

The only logical place to log web page accesses is either at the web browser (the browser
history), or at the web server (web access logs). The platedbes not make any sense to

f23 $So6 LI 3IASa Aa Ay GKS LYGSNYySad {SNBAOS t NP
service, the browser and computer breaks down what it is doing in to packets of data, and

sends these over the Internet. The finallbveerver reassembles all of the pieces and

accesses the web page in question.

The same is true for logging emaithe sending machine (PC), the email server in the
middle, and the receiving machine all see an intact email, and could log it. The |piBkees
lots of small packetsid SG 4SSy d® ¢KAa Aad ogKeé SYlFLAfta NB 2

It is a bit like saying that the postal service have to log letters sent, but they are thwarted
by the fact that every sender puts the letter through a shredderstiand each shredded

bit of each letter is being delivered, mixed in with every other letter, to a destination
where it is glued back together.
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| appreciate that this sounds crazput really, that is how the Internet actually workéyou
want to loganything, you really need to log it where the communication is intact

pd® . Se2yR aUKS ¢gSo¢
However, having explained a bit about web pages and email, even if you can log at web
servers and email servers, the Internet is changing massively.

Smart phones & the key here, and are used by everyone. Unlike conventional PCs which
YIe 2yfe KFE@S | 6S06 oNRgaSNIIYyR Iy SYIFAf OfA
programmes). These talk to services over the Internet.

When a web browser communications wittwab site, or an email client communications

with an email server, it follows a well documented standard. If you picked up all of the
shredded paper (the packets) and reassembled it, you could make sense of what was going
on, technically, with a lot of worfand cost).

| 26 SOSNE 6KSY | &aYFNI LK2YyS al LILXE O2YYdzyAOlF
follow any such standard. It simply has to be something understood by both ends. So there
is no way to know what is going on. Each app can be, and is, differe

¢tKSe faz2z R2 y20 O02YYdzyAOFIGS Ay avlff odzaia
AA0S¢s o0dzi AyadSIR GKS@& 1SSLI I O2yy-SOGA2Yy 02
especially social media and messaging apps. That orggiog connection,an logically be

AYy@2t SR Ay t20a 2F RATFSNBYG a02YYdzyAOFGAZ2Y
08 UKS L{t®d adzOK tA1S t233Ay3 SYIFAf &G F YIA
YSRAIFIE Aa G GKS aa20Alf YSRAI O2YLl yees y2i

9SSy ¢6KSYy @2dz AJy2NB Y20AfS LIK2yS&a @&2dz KI @S
do not follow standards and just need both ends to understand what is communicated. That

Ad I YIFHaaAargsS | NBI ¢ KS NigamelAgainf neaniodiuyloggidd 2 Y Y dzy A C
the ISP is mostly impossible.

'Yy F2NIdzy 6Steés gAOK yeé G20SNI GKS (G2L)X aSNDA
subject to UK law, making logging even harder.

Butitgetsworseg S y2¢g aSS aUKS LYOGSNYySi 2F ¢KAy3Iasé
reality with the rise of smart phones and intelligent devices, smart thermostats, smart
FNARISAZ Fff az2Nla 2F GKAy3a Ay LIS2LX SQa K2V
O2YYdzy AOFGA2Y (GKIFG @&2dz aSS Aa y20G Isthva G§dGSNI 2
GKSNBE Aa | KStf 2F | 20 Y2NB GOKFGOSNE 3I2AYy

6. Encryption

There is one more complication. | have likened the way the Internet works to shredding the
letter you are sending, and sending all of the bits of papanftbe shredder separately.
This is quite a good analogy as you can see that, with a lot of work, you could put the bits of
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paper back together and see what is going on. After all, the far end does so. It is very much
like the bits of paper are each addresisand numbered to make that a bit easier.

However, encryption is essential to maintaining privacy and security, and this means you
cannot see what is on the bits of paper any more. Yes, the addressing is there, but nothing
else.

This meansthatany attelLJi G2 ONBIF IS lye &a2NI 2F f23a 27
G2L¥ aSNIBAOS Aad (K@l NISR®  2dz OFyy2i4 &4SS Ay
what is happening. At best you can see the sender and recipient of those packets of data.

Even thefinal addressing can be misleading as there are many services thautestraffic

(VPN and Tor and others) to hide the real source and destination of the packets. Even where
@2dz Oy &aSS (KS RSadGAylFrdAzy AlG O yikekaAYLIX & 08
AaSaal3dS gKAOK 3IABSE y2 OfdzS (2 GKS NBIf a0O2
ASNIBAOSSE YR GKS ASNIBAOS LINBPOGARSNI gAff y20 a

¢2 YIS YIFIHGOGSNE SOSy 62NRBRS | (A0S NeBT  yaSSUNGZRAND S5
These are separate service providers that specialise in delivery of data all around the world.

If you see the addresses of packets going to/from one of these you have no real clue what is

being communicated as the same content deliverywggk can be hosting data for NASA or

BBC or Facebook, or even a terrorist organisation (though CDNs are unlikely to do so

knowingly).

On the matter of encryption, and | cannot stress this enotligé battle against encryption

is a lost causeYou cannoban encryption or force encryption to have a back door, side
door, golden key, escrow key, or weak link. Encryption exists not a secret! It is possible

to encrypt a message with no more than pen and paper and dice such that it can never be
decodedby a third party without the keys, no matter how much time or computing power
they have. It is possible send encrypted communications that are hidden in other data (like
images and video) so that there is no way to tell there is a secret message, so &kieg m
encryption illegal does not help. Any attempt to reduce the effectiveness of encryption will
ultimately have no impact on criminals, even if you make it illegal (they are criminals,
remember), but will have an impact on the legitimate use of encoyplly normal citizens

and businesses. You can never have a back door that is only available with a coust order
mathematics does not understand court orderand any sort of back door makes the
communications vulnerable to attack by criminals. Please, gjvon all attempts to impede
encryption.Embrace encryptioras a crucial tool for security, privacy and the economy.
Encourage encryption, and digital identities, and value the benefits that this brings to
society. Find other ways to understand what dnals are saying (getting data at the end
points or infiltrating the criminal communities and getting inside their networks).

7. Self service

| have mentioned logging phone calls and emails, and that you log those at the point the

service isprovidedas @2 OSNJ G KS (2L¥ &ASNBAOSD® 9GSy LIK2Y S
almost impossible to log when looking at the packets of data, can be logged at the
GGSEtSLIK2yS aSNIOWAOS LINPOARSNED® ¢KS &l yYS Aa 4N
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serversarerodt Yy St &8 SYONBLIISRY G4KS I RRNRaaiAy3a 2F (K.
AaSNISNRERE O

There is, however, an increasing trend for applications and services to exist which do not

NEfte 2y | G&ASNWAOS LINPJARSNED® LYOSHNE PERKNOKEI!
you have suitable phone, connects directly to my equipment under my control, and there is

y2 aiStSLIK2YyS aSNIBAOS LINPOGARSNE G2 aSS G(GKS C
be done with emails where end users can operate thein@mail servers.

Whilst running your own email or telephone server is more rare, at the moment,
applications on phones are more and more working directly, end to end, by themselves
without relying on an intermediate service provider. The use of an inéeliate service
provider is seen as a weakness and point for criminals to attack. They also use encryption
end to end. This means that the only logging that could be done is of the packets of data
with no visibility in to that data at all and very likely iea of what application is being

used, even.

8. What does the Draft Investigatory Powers Bill say?
"Internet Connection Record" is not a defined thingn the bill or in industry!

In the oral evidence sessi@avid Hanson MBeemed adamant that an "latnet

Connection Record" was "defined in the bill". He referred to page 25 and asked us to work
out costs based on that definition. Page 25 is in the "explanatory notes" and not the bill, and
itself is massively uncledt.basically saydt'is a record bthe services that they have
connected tb.

| fully understand that to someone not technical, sayitigs'a record of the services that
they have connected teseems reasonably clear. Sadly it really is not, and if you look at the
actual wording of theill, and not just the explanatory notes, it is less clear still. Remember,
FE€f Iy L{t B shreldid bitsldf cAnntibications passing through the
network. | hope much of the above explanation makes that more obvious.

Unlike a telephoneall, or even just sending an email, even the definition of the term

"connected" is complicated, as is defining the term "service". Actually what happens is

packets of data are sent between devices, and as an ISP we send those packets on towards

their degination. We don't "see" any sort of "connection” or "service", all was see is

GLI O1Staé¢d ¢KS ARSI 2F aO2yySOGA2ye Aa |oadN

Ideally what this means is that web sites log any access, and email servers log any emails,

andi St SLIK2yS aSNBSNER f23 Fye (§SftSLK2yS OFftfao
a2YSGKAY3a GKS L{t GNRS&a (2 ap23¢é 2N aNBillFAyE
comparatively simplethough the concerns over storing such data securelyestist. The

problem here is that many of these services are not in the UK. If you expect a foreign web

site to log web accesses for you and provide data to the UK, they would expect to also

provide to any other government too, such as US, or France,inaGir North Korea or

Syria. | think most providers are less than keen to do that.
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One possible meaning could be that we log the destination IP address of each packet. Sadly
this is neither easy nor cheap as there are literally billions of such packé&tzimg through

our network every minute, and we are a small ISP. | do not see that being useful to law
enforcement in any way. Remember may IP addresses are not the real final destination or
may be some content delivery network shared by many services.

There is a protocol for a type of "connection” used in the Internet, called TCP. This is only
one of many types of connection that can be made but is the most common and is used by
email and web pages. It is a standard, which helps a little. So the meamiitybe to log

each such logical TCP connection. This would mean making something of a jigsaw puzzle of
the meta data (the destination and source addresses) in each of those billions of packets as
they pass and tracking millions of simultaneous logicahfections" that are happening at

any one time, then logging these. Again, this is neither easy nor cheap, and even more work
than above. There are also many types of "connectiar "Internet phone call" using a
protocol calls SIP does not normally ewese TCP but a "connectionless"” protocol called

UDP, so somehow that would need to be tracked and logged too. There is no rule that
applications have to use these common protocols such as TCP and UDP either, they can
make stuff up and use what they likelasg as both ends understand it.

Of course, it could be that what we must log is more a matter of logging each "web page"

I 0O0S&aaSR 6AGK GKS yIYS 27F GdvRResth&arerioh 6 S I YR
I Oldzr tf& ao6So6 LI IS adndde byt Seéergtary ol areSug@eatadyY Sy G a
this may be what was meant. This means not only the jigsaw puzzle to construct those TCP
connections, but actually looking in to the data that passes on those connections,

connecting the data from many packets toget, and looking for a part of the information

sent called a Host: header. This is yet more complexity and work and cost. Again, web pages
are just one type of communication that uses a "connection". There are many other types of
"connection” that could benade, and new types will come along every day or even every

few hours as new applications are developed and new innovations made. Each of these is

not published we know how "web pages" work because they follow a published standard,

but mobile phone appdo not have to follow any such standard, they do not even have to

use TCP to communicate. So we'd have to constantly research each and every new

application and protocol that people invent anywhere in the world, work out what part of

that data counts asRelevant Communications Data" and record it in some format that the

police know to ask for and understand. We would not have the help of the developers in

this. Indeed, we'd have to buy and test every app ever published and reverse engineer it

to work out what to log. That would be a huge egoing undertaking at huge cost, made

massively worse by the fact that each ISP is on their own not allowed to tell anyone else

what they are doing with data retention.

As worded the bill does not define what is to Hegged, and nothing stops an order to log
FYR NBGIFIAY alff NBEtSOFyld O2YYdzyAOFGA2ya RIGLI
schools, offices, or even home networks.

So the meaning of recording "what services you connect to" is really very vegayrenhd

the cost involved in making such logs is not something one can sensibly estimate without
actual details.
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9. Future

The ways that these things work is constantly changing, with new trends in technology,
changes in usage by real people and deviaed,innovation. This can only mean less useful
information and more noise and useless data over time.

Whilst some information is still likely to be obtainable, it is obtainable only in certain places
such as email addresses logged at the mail serveymgrto extract information from

packets of data as they pass through an ISP is pretty futile now, and will become more so
over time.

It makes sense for service providers to try and keep some logs and try and help law
enforcement where it is proportionatto do so considering costs and privacy. Indeed, one
would hope that the likes of Facebook would be keen to help with any serious criminal
investigation. Over the top service provides is an obvious target for logging and retention,
up to the point that trey can- but any sensible provider has end to end encryption and no
logging for good security reasons.

ISPs will have some operational data, and will more than likely be able to trace an IP address

to a customer for a short period of timehis is oftenneeded in some way for operational
NEF&2yas yR FT2N a2YS8 L{t& 6AGK GGFAESR Lt I R
protocol- IP version 6 will help with this, but still not track an address to an individual

device at a premises.

Sadly, even noral phone calls and text messaging and emailing, for which logging is
comparatively simple, are disappearing and making way for social media and new ways to
communicate. Trying to log these new services in the ISP is increasingly poititlasaeed
loggng at the service providers, where that is possible, if the (non UK) service provider co
operates.

2 KAfad GKAA A& | AKFYS F2NIfl g SyF2NOSYSyids
SYlJdZANAS&ES GKS AYyONBI aAy RlyshatliBgfrfoimatiolywitlliza S 2 F
friends should help those traditional methods find lea@specially when considering

examples like a missing child as often touted as a reason for needing data retention at all.

Indeed, simple cases like a missing chifdhe phone is on it is way simpler for the parent

G2 dzasS Iy L) fA1S GCAYR Yé AtK2ySe¢ 2y | LILIX S
within meters than for police to make a RIPA request to a mobile operator (with much less
accuracy and taking mch longer). People are more and more sharing personal data in

smaller family and friend groups (as well as publicly) and this hopefully makes life easier for

law enforcement not harder!

10. Helping define the data types

| repeat my offer to assist in dafng clear data types if that would help clarify the bill. | feel
it is crucial to clearly define what is to be logged and by which parties and in what context.
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| would also be happy to try and provide more technical training on how the Internet works
to members if that would be of use, but | recognise the extremely limited time available to
the committee to consider this bill.

| hope this submission has been useful, and welcome any questions or requests for
clarification.

17 December 2015
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Apple Inc. a nd Apple Distribution International i written evidence
(IPB0093)

1. The world today faces security threats from criminals and terrorists who threaten our
shared commitment to a peaceful and productive future. Apple has a long history of
cooperating with theJK government on a wide range of important issues, and in that
tradition, thanks the Committee for the opportunity to share our views on this topic.

2. 1LILIX S A& RSSLIX e O2YYAOGUSR G2 LINRPGSOGAY3T L
determination to conbat terrorism and other violent crimes. Strong encryption is vital to

protecting innocent people from malicious actors. While the Government has said it does

y2i AYOGSYyR (G2 6SI 1Sy SYONRBLIIA2Yy>X Ala NBLINBEAS
State and a judicial commissioner think there is necessity and proportionality in order to be

able to provide that information, those companies should be required to provide that
AYVTF2NXYEGA2Y Ay (GKS Of SI NIWé

3. ¢KS FILOG Aa (2 O2YL} & |ghe peksonal deéba onBllidrs Ny Y Sy G ¢
law-abiding citizens would be less secure.

Summary

4. 1 dzyRNBRa 2F YAfftAz2ya 2F LIS2LIX S RSLISYR 2y |
customers trust Apple and their Apple devices with some of their most personal infarmati
T their financial data, health data, family photos, videos and messages.

5. Two things have changed in a short period of time: 1) the amount of sensitive

information innocent individuals put on their devices; and 2) the sophistication and

determination of malicious cybeattackers. Governments, businesses, and individuals have

Fff 0SSy @AOGAYAZ YR ¢6SQ@S Ittt 0SSy &dzNLINR &
the experts viewed as still merely theoretical.

6. Increasingly sophisticated hacischemes and cybattacks have become the new
normal as individuals live more of their lives on their devices and online. Without strong
defense, these attacks have the potential to impose chaos, and threaten our way of life,
economic stability and inftructure.

7. We owe it to our customers to protect their personal data to the best of our ability.
Increasingly stronger not weakert encryption is the best way to protect against these
threats.

8. The bill threatens to hurt lavabiding citizens iits effort to combat the few bad

actors who have a variety of ways to carry out their attacks. The creation of backdoors and
intercept capabilities would weaken the protections built into Apple products and endanger
all our customers. A key left under tdk@ormat would not just be there for the good guys.
The bad guys would find it too.
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9. Encryption today is as ubiquitous as computing itself and we are all the better for it.
There are hundreds of products that use encryption to protect user data, matme wf
opensource and beyond the regulation of any one government. By mandating weakened
encryption in Apple products, this bill will put laabiding citizens at risk, not the criminals,
hackers and terrorists who will continue having access to encryption.

10. Some would portray this as an-all-nothing proposition for law enforcement.

Nothing could be further from the truth. Law enforcement today has access to morerdata

data which they can use to prevent terrorist attacks, solve crimes and help bring

perpetrators to justicet than ever before in the history of our world.

11. LF dKS 'Y D2@SNYyYSyid F2NOSa GKSasS OF LI oAf )
imposed in other places where protections are absent.

12. On the pages that follow, our subssion will also take exception to the fact the bill
would attempt to force noAUK companies to take actions that violate the laws of their
home countries. This would immobilize substantial portions of the tech sector and spark
serious international confits. It would also likely be the catalyst for other countries to

enact similar laws, paralyzing multinational corporations under the weight of what could be
dozens or hundreds of contradictory counspecific laws.

13. Finally, the bill would also forampanies to expend considerable resources hacking
GKSANI 26y &ae2adsSvya d GKS D2@SNYyYSyidiQa RANBOIU
alter the design of our systems and could endanger the privacy and security of users in the

UK and elsewhere.

14. We ae committed to doing everything in our power to create a safer and more secure
world for our customers. But it is our belief this world cannot come by sacrificing personal
security.

Encryption

15. Every day, over a trillion transactions occur safelyr ¢kie Internet as a result of

encrypted communications. These range from online banking and credit card transactions to
the exchange of healthcare records, ideas that will change the world for the better, and
communications between loved ones. Governmdikts the United States fund

sophisticated encryption technology including some of the besttereind encryption apps.
Encryption, in shortprotects people.

16. Protecting our customers and earning their trust is fundamental to our business

model. AtApp S 6SQ@BS 06SSY LINPGARAY3I OdzaG2YSNA Sl a
strong encryption in our products and services for well over 10 years. In 2003, we launched
CAfS+bdzA 0 G2 LINRPGSOG RIGF 2y | dzaSNDRa al Od L
Ah{ RS@A0Sa (2 1S&a RSNAGSR FTNRBY | dzaSNQRa LI
iMessage in 2011, both with ertd-end encryption. As users increasingly entrust Apple and

their devices with sensitive information, we will continue to deploy strong ytarn

YSGK2R&A 0SOldzaS 6S FANXNEE 0StASOS GKSEBQNB Ay
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in the best interests of humanity. Our job is to constantly stay 10 steps ahead of the bad
guys.

17. Some have asserted that, given the expertise of techgywlmmpanies, they should be
able to construct a system that keeps the data of nearly all users secure but still allows the
data of very few users to be read covertly when a proper warrant is served. But the
Government does not know in advance which imdliials will become targets of

investigation, so the encryption system necessarily would need to be compromised for
everyone.

18. The best minds in the world cannot rewrite the laws of mathematics. Any process that
weakens the mathematical models that pect user data will by extension weaken the

protection. And recent history is littered with cases of attackers successfully implementing

exploits that nearly all experts either remained unaware of or viewed as merely theoretical.

Every day that companigs2 f R (G KS FoAfAGe (G2 RSONRBLII GKSAN
criminals have to gain that ability. All the while, hacking technology grows more
sophisticated.What might have been adequate security for customers two years ago no
f2y3ISNI A4 el yBQPESI GONBSFRAIKSYSR 2dzNJ SY ONE LJG A 2y

19. { GNPy 3 SYONRLIIA2Y R2Sa y20 StAYAYIFGS 1 LI !
metadata or other categories of data, as outlined in our Law Enforcement Guidelines. The
information Apple and othecompanies provide helps catch criminals and save lives. It is for

this reason that UK law enforcement still requests this data from us routinely. Information

about our assistance can be found at http://www.apple.com/privacy/government
information-requests/

20. We believe it would be wrong to weaken security for hundreds of millions of law
abiding customers so that it will also be weaker for the very few who pose a threat. In this
rapidly-evolving cybethreat environment, companies should remain free ngpiement

strong encryption to protect customers.

Extraterritoriality

21. Apple has been established in Europe for more than 35 years. With the exception of
certain limited retail and human resources data, Apple is not established in the UK.

22. Under Biropean data protection law, Apple Distribution International established in
Cork, Ireland and iTunes S.a.r.l. established in Luxembourg have data controller
responsibility for Apple and iTunes user personal data of users located in the EEA and
Switzerland

23. We take this responsibility very seriously and face sanction from data protection
authorities and/or user litigation if we fail to meet those requirements. Additionally, user
content is stored in the United States, and US law controls accessttddteaby law
enforcement. Failure on the part of any relevant US entity to follow those requirements
gives rise to criminal and civil liability. Most relevant, Title 11l of the US Omnibus Crime
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Control and Safe Streets Act would subject Apple to crihsaactions for any unauthorized
interception of content in transit.

24. As defined in relevant EU Telecommunications Law, Apple is not an electronic
communications service provider. The Investigatory Powers Bill seeks to extend definitions
in this areao an extent beyond that provided for in relevant EU law.

25. The draft bill makes explicit its reach beyond UK borders to, in effect, any service
provider with a connection to UK consumers. In short, we believe this will lead to major
issues for business and could ultimately put UK users at greater risk.

26. The first problem with asserting such extraterritorial powers is that there will remain a
proportion of service providers which will never assist British law enforcement regardless of
threatened saction because they are underground or in jurisdictions unfriendly to British
interests. It is to these providers that dangerous people will gravitate.

27. Even leaving that aside, the implications for companies such as Apple who do assist
law enforcemenwill be profound. As well as complying with local law in the countries
where we are established for the provision of our services, we will have to attempt to
overlay compliance with UK law. On their face, those laws would not be in harmony.
Further, weknow that the IP bill process is being watched closely by other countries. If the
UK asserts jurisdiction over Irish or American businesses, other states will too.

28. Those businesses affected will have to cope with a set of overlapping foreign and
domedic laws. When these laws inevitably conflict, the businesses will be left having to
arbitrate between them, knowing that in doing so they might risk sanctions. That is an
unreasonable position to be placed in.

29. The Government has partly addressed thysproviding a defense for businesses who
cannot comply with a warrant because of local laws (although not in all parts of thedxsll
below). However, once a third jurisdiction is overlaid (home country, UK and one other),
the situation soon becomegery difficult for businesses to negotiate.

30. This will not just be an issue for companies like Apple: any British business with
customers overseas might be faced with having to comply with a warrant from a foreign
jurisdiction which poses it ethical @blems, or impinges on the privacy of British consumers.

31. Clearly this situation could arise regardless of whatever legislation is passed in the UK.
But Parliament will be leading the way with this bill and needs to carefully consider the
precedent itsets.

Equipment Interference
32. We believe the UK is the first national Government to attempt to provide a legislative
basis for equipment interference. Consumer trust in the public and private sectors can

benefit from a more concrete understandingtbe framework in which these activities can
take place. However, it could at the same time be undermined by a blurring of the
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boundaries of responsibilities, and the bill as it stands seems to threaten to extend
responsibility for hacking from Governmetotthe private sector.

33. It would place businesses like Applehose relationship with customers is in part
built on a sense of trust about how data will be handieadl a very difficult position. For the
consumer in, say, Germany, this might repraseacking of their data by an Irish business
on behalf of the UK state under a bulk warrauictivity which the provider is not even
allowed to confirm or deny. Maintaining trust in such circumstances will be extremely
difficult.

34. For these reasonsye believe there is a need for much greater clarity as to how the
powers in the bill will be applied, not least because, once again, the extension of the powers
to overseas providers will set a precedent which, if followed by other countries, could
endanger the privacy and security of users in the UK and elsewhere.

Specific Comments on Clauses

Clauses 189, 190 and 191

35. These clauses govern the Secretary of State's ability to require businesses to establish
a technical capability to comply with warrisn

36. Paragraphs (1) to (5) of Clause 189 would authorize the Secretary of State to make
regulations imposing specified obligations on an operator. Paragraph (4) states that those

20f A3l GA2ya 0O2dz R Ay Of dzZRS 2 y SalectiorNapplidd byfay 3 (i 2
NBf SOFyld 2LISNIG2NI G2 ye O2YYdzyAOFdA2ya 2N R
encryption.

37. As set out above, we believe there are significant risks to applying this power to
encryption and to extending this power to overseas\pders. We therefore do not believe

the clause should be retained in its current form and certainly should not extend outside the
UK.

38. However, this power could have a very profound effect on any business to whom the
clauses apply, and the details averth examining.

39. First, the oversight seems less rigorous than other parts of the bill. There is no judicial
authorization of the requirements placed on businesses. There is no protection for
businesses who cannot comply because of local laws.

40. Second, the system does not allow for a full weighing of the costs of compliance.
While the clauses require some assessment of compliance cost, it is not clear how this
would be calculated. Even if a consensus could be reached on the number of warkisg h
and computing power needed to comply, a proper consideration would need to include the
opportunity cost as other projects were put on hold, the knackeffects for other services
and the change in the customer relationship.
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41. Third, because (as wexplain above) any reduction in encryption in the UK will be
exploited by regimes and bad actors not subject to the same privacy and civil liberties
protections as UK law enforcement, the implications of a Notice under these clauses would
go way beyond éher the UK or the affected business. The bill at present does not require
any consideration of this.

42. Fourth, there is no explicit obligation for the requirements on a business to be
proportionate. Our reading of the bill is that although the Semngof State might be

required to take into account the benefits, costs and technical feasibility of the notice, and
consult the Technical Advisory Board and (in the case of review) the Investigatory Powers
Commissioner, it is at best implicit that she rhasly impose requirements that are
proportionate. If there is a review, the bill requires that the Investigatory Powers
Commissioner must consider whether the notice is proportionate, but the Secretary of State
could still reject this advice.

43. The oveall effect is a wide ranging power for the Secretary of State to demand a
business remove encryption based on an insufficiently robust process and without regard to
the full effects, leaving the business with no effective means of appeal.

44. Suggested mendments:

1.The steps required of a business by a Notice should not include removal of
electronic protection.

2.These powers should not extend to overseas businesses; a conflict of laws
exemption should be added.

3.A notice under s189 should require judiciatlzorization.

4.There should be clear and concise definitions for the following tetremoval of
St SOGNRYAO LINRPGISOUA2YEéT bHGSOKYAOIfT TFSIFaa
are key terms that should not be left in the first instance for argumermoiurt.
Parliament should define and agree what their intent is.

5.The criteria by which the assessment is made by the Secretary of State should be
made much more explicit.

6.The Technical Advisory Board advice should be made available to the affected
business, and in the case of a review under clause 191, the Interception
Commissioner's advice as well.

7.Before imposing any requirement under s189, the Secretary of State should
consider whether the time spent in complying, cost (including opportunity)cost
knockon effects and change in customer relationships are reasonable and
proportionate to the expected benefits.

8.The Secretary of State should also be obliged to consider the impact of a notice on
human rights, in the UK and globally.

9.The Secretary oft&e should be required only to apply notices that are
proportionate as advised by the Commissioner.

Clause 188
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45. Paragraph (1) of Clause 188 would authorize the Secretary of State to give any
telecommunications operator in the UK a national securdtige directing the operator to

take such steps as the Secretary of State considers necessary in the interests of national
security. 188(4) precludes the powers under this clause being used as a shortcut if powers
exist elsewhere in the bill.

46. While we take the strong view that this bill should not be used to demand the removal
of encryption, we would not want to see that clarified only for a caatifClause 188 to
allow the Secretary of State to demand it unilaterally.

47. Suggested amendment:

5.TheClause should be amended to clarify that it cannot be used to require
businesses to remove electronic protection from their products or services.

Clause 31

48. This clause places a duty on an operator to comply with a warrant. Again, in line with
our algument above, we continue to believe the duty should not be applied to overseas
businesses, but have some more general comments on the clause.

49. Clause 31 would require a relevant operator to take all reasonably practicable steps

for giving effect to avarrant. Although this is not explicit in the draft bill, our understanding

2T KS 3F20SNYyYSyiliQa AydSyluirazy Aa GKIFIG GKAA ¢
if that was necessary to give effect to the warrant and considered proportionate Hohe

Office indicated exactly this in the evidence to your committee we quoted above.

50. In other words, the bill as it stands means that whether or not the Secretary of State
has served a business with a Clause189 order requiring it to remove elegirotection, a
fresh warrant could be served on a business requiring them to provide data in the clear,
backed up by the threat of imprisonment. This seems to represent a short cut for the
Secretary of State to insist on removal of encryptitmut of couse compliance with a
warrant in the timescale required by a criminal investigation is likely to be impossible.

51. Suggested amendments:

8.This Clause should not apply to overseas providers.

9¢KS /fldzaS akK2dzZ R 06S | YSYRMN Qii2A On16lfSS Gif 1S
cannot include removal of electronic protection unless dealt with separately under
a Notice under Clause 189, subject to the amendments to that Clause we suggest

above.
10.¢ KS RSTAYAGAZ2Y 2F WNBI a2y 0 asdvedeholitOG A Ol 6
02@S (G2 RAAGAYIdZAEAK Al FNRBY WISOKYyAO!If

Clauses 81 and 135

52. These clauses deal with targeted and bulk equipment interference warrants.
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53. We are concerned about the way in which the bill could make private companies
implicated in the hacking of their customers.

54. Clause 81(2) provides that a warrant can be served on a person to require them to
assist in hacking.

55. Is the intention that persons receiving a warrant would knowingly let the security
services break inttheir equipment or services or allow them to use that equipment to

break into equipment used by a third party®Qr does the envisaged power go even further
and require persons in receipt of a warrant to actively assist in the interference of their own
equipment and services?

56. These questions become even more pressing when applied to bulk equipment
interference warrants. It is extremely difficult to imagine circumstances in which this could
be justified, so we believe the bill must spell out in mor¢adléhe types of activities

required of communications providers and the circumstances in which they are expected to
carry them out. Additionally and in line with earlier comments, these clauses should not
have extraterritorial effect.

57. Suggestedmendments:
11. The powers in this part of the bill need to be fully understood as to their
intent. The bill should set out in much more detail what the requirement on a
person served with a warrant will be.
12. The clauses should not apply to overseas providédrs would be put in an
impossible conflict of laws position.

21 December 2015
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ARTICLE 19 i written evidence (IPB0052)

Executive summary

1. These are the submissions of ARTICLE 19: Global Campaign for Free Expression
OW! weL/[9 MpPQU X [|ghts ckgeris&iadShatRvErkS roukaditye lwgtld N
to protect and promote the right to freedom of expression and the right to freedom of
AVIF2NXYIGAZ2Y OWFNBSR2Y 2F SELINBaaAzZyQuod ! we
expression in different regions of the wdrlas well as national and global trends and
develops longerm strategies to address them and advocates for the implementation
of the highest standards of freedom of expression, nationally and globally.

2. ARTICLE 19 welcomes the opportunity to submit exdddo the Joint Committee on
GKS 5NI TG LYy@SadGA3arG2NE t 26 S NBagendrdtion 6 WRNI F
opportunity to set a blueprint for the world in the protection of privacy and freedom of
expression in the context of surveillancé.the outset, however, we note that the Joint
Committee has only been offered a limited opportunity to scrutinise the draft Bill as a
result of the fasttracked timetable. We are therefore concerned that insufficient time
gAtt 0SS RS@2 (SiRplidatbns foktlk pratdktion df the righitsttdprivacy
and freedom of expression. Given the length of the draft Bill and the potential for
loopholes, this is a serious concern.

3. In summary, we consider that the draft Bill represents a significant ivgment over
GKS wS3dzE I dA2y 2F Ly@SadaGgAaraz2NE t26SNE ! Ol
2POSNEAIKOD | 26SOSNE 6S fa2 O2yaARSNI GKI
al FS3dzr NRAESIHFRRYBG2REREAIKI NBFheMde G(GKIG &
Secretary, Theresa May, when the draft Bill was first introduced by the government on
4 November 2015. In particular, we are concerned tHat:

(a) the bulk warrantry powers contained in Part 6 of the draft Bill are intrinsically
disproportionate intheir scope and will have a significant chilling effect on freedom
of expression worldwide;

(b) clause 61 of the draft Bill fails adequately to protect the confidentiality of
journalistic sources (including those of rgavernmental organisations) and

providS&d y2 LINPUOGSOGA2Y 6KI Ga2SOSNJ (2 | LISNA?
doctors and ministers of religion, or the privileged communications of MPs and
lawyers;

(c) the doublelock authorisation procedure provided throughout the draft Bill is too
weak to potect the rights to freedom of expression and privacy. Moreover, it does
not apply in any event to the acquisition of communications data, the analysis of

ULy fAIKGEG 2F GKS /2YYAGGSSQa aidFiSR LINBFSNBYyOS (2 NBOSAQGS
issues that we regard as being of particular importance. However, the faciwhdtave not commented on a particular

provision cannot be taken as an indication that we agree with it. Rather, this simply reflects the fact that the dmaft Bill i

extremely long whereas we have endeavoured to keep our submissions short.
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GKAOK YlI& 0S SOSNER oAl a AyuNdHzaAOS | a S
communications; and

(d) the draft Bill contains several provisions of considerable breadth and which lack
effective safeguards. In particular, the provisions for equipment interference under
Part 5 go beyond mere surveillance and, indeed, are highly intrusive, while clause
189(4)(clappears to grant the Secretary of State the power to weaken or ban
encryption.

The Bulk warrantry powers contained in Part 6 of the draft Bill are intrinsically
disproportionate and will have a significant chilling effect on freedom of expression
worldwide

4. Part 6 of the draft Bill provides for three different types of bulk warrants: (i) the bulk
interception of communications, (ii) the bulk acquisition of communications data; and
(ii) the bulk interference with equipment (including personal computermobile
phone). In each case, the warrants provide for interception, acquisition or interference
of an unlimited numbepf communications, data or devices.

5. There is no requirement whatsoever that the Secretary of State reasonably suspect that
those affeted are involved in serious crime or threats to national security. Nor is there
any requirement that the interference be targeted at a particular person or premises
(as is required in the case of warrants issued under clause 13(1)).

6. Nothing in Part 6 olindeed, elsewhere in the draft Bill imposes any kind of upper limit
on what might be obtained by way of a bulk warrant, subject only to the requirement
OKFG GKS {SONBGFNER 2F {{iFGS O2yaARSNE GKI{
security or ertain other specified interests (clauses 107(1)(b)), 122(1)(a), and
137(1)(b)).

7. In other words, it is open to the Secretary of State to issue bulk warrants to obtain
potentially billions of emails or phone calls, the data relating to billions of
communi@tions, or¢ indeedc release a computer virus by way of a bulk equipment
interference warrant that affects billions of computers or mobile phowglout any
requirement that s/he believes that those affected may be involved in criminal activity
(including terrorism)

8. Although the bulk interception and equipment interference warrants may only be
issued where the main purpose of the activity is to acquire intelligence relating to
individualsoutsidethe UK (clauses 107(3) and 137(3)), this dusgreventpotentially
millions of persons (and their devices) being affeatgithin the UK. Nor is there any
corresponding constraint on the ability to obtain bulk communications under Chapter 2
of Part 6 in respect of persons within the UK.

9. The government does maeny that these warrants would involve an interference with
the fundamental rights of millions of people who have not been suspected of any
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approach is profoundly flawed. The rights to freedom of expression and privacy are
simply too important to justify the government collecting the private communications
of millionsof people it does not suspect of involvement in criminal or terrorist activity.
As the Grand Chamber of the European Court of Human Rights held in its recent
judgment inZakharov v Russ{@7143/06, 4 December 2015), any authorisation for the
use ofsurveillance powers:

[M]ust be capable of verifying the existence of a reasonable suspicion against
the person concernedn particular, whether there are factual indications for
suspecting that person of planning, committing or having committed criminal
acts or other acts that may give rise to secret surveillance measures, such as,
for example, acts endangering national security (para 260).

11.The fact that bulk interception and acquisition of private communications and the data
relating to those communicains may be forensically useful is beside the poin§ In
and Marper v United Kingdof2009] EHRR 50, for instance, the UK government had
argued that the retention of DNA samples belonging to people who had not been
convicted of any criminal offence was®@fA y S&A G A Yl 6f S @I t dzS 7\ y (KS

FYR GSNNRNRAY YR (UKS RSGSOGAZ2Y 2F GKS 3dzA
European Court of Human RightsMarperdidnotRA & LJdzG S G KS 'Y 32 OSNY

A ~

F NBdzYSyda GKFEGd 0KS S5bESYRIEENSED aaGEKES ORY
SELX AOAGt& NBO23IyAaSR a4aiKS AYLENﬁryéé 2T &
OLI N} mMncO® .dzi G§KS DNIYR [/ KFEYOSNI Ay GKI G
AYRAAONAYAYIF (OGS yI GdzZNE 2F (K Gnateigterf&diite2 T NB G S
gAOGK GKS NAIKG G2 LINAGIFO& dzy RSNJ ! NIAOE S vy
2T (K24S LISNER2Ya K2 KIR y20 6SSy O2y @A0GS
AYRAGAONAYAYI (1S¢ NBISYyliA2y: ( Ke alopeR / KI YO
Gy SOSaalNE AY I RSY2ONIGAO a20ASGe¢ oL NI

12. Similarly in Case-293/12 Digital Rights Irelandhe Grand Chamber of the Court of
WdzAa GAOS 2F GKS 9dzZNRLISFY | yAzy O6W W9! Qv KSf
communications data was a diggrortionate interference with the rights to privacy and
data protection under Articles 7 and 8 of the EU Charter of Fundamental Rights,
AYy@2t 9Ay3 a AG RAR |y GAYGSNFSNBYyOS sAilK
QdzNR LISFY LR LMY I GA2y € OLI NI wmn

13.For these reasons, ARTICLE 19 maintains that the bulk warrantry powers set out in Part
6 of the draft Bill arentrinsicallydisproportionate. There is no requirement on the
Secretary of State to target the interception or acquisition or interferemctbse
individuals she believes may be involved in serious crime or terrorism. There is no upper
limit on the number of people whose private communications may be intercepted or
their data gathered. Although Part 6 purports to set restrictions on theigistances in
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which intercepted communications or data may éeaminedthere is no recognition

GKFG G0KS @GSNE OO 2F AYGSNOSLIWAY3 || LISNERZ2Y
with their privacy, even if it is not reagljust as the Grand ChamberNtarperfound
GKFG GKSNB ¢la Iy AYGSNFSNBYOS gAGK | LISNE

stored in a database, even if it is never accessed or analysed.

14.As aresult, ARTICLE 19 believes that the proposed bulk warrantry powers contained in
Part 6 wil have a profound chilling effect on freedom of expression. Since the Snowden
revelations, for instance, organisations such as ourselves have been obliged to upgrade
the security of our communications in order to ensure the confidentiality that our
partners, i.e. human rights defenders, journalists and activists, need in order to carry
out their work. These concerns are not just theoreticaLilverty and others v GCHQ
[2015] UKIPTTrib 13_H2, for instance, the Investigatory Powers Tribunal found that
GCHQ had intercepted and unlawfully retained the private communications of Amnesty
International and the Legal Resources Centre, a South African NGO. Despite the
FdadzNl yOSa 2F GKS LYGSNOSLIIA2Yy 2F [/ 2YYdzyAoO
agenciesdy 2 G Sy 3l IS AY AYRAAONAYAYIF(GS NIXyR2Y Y
2013 report), it has now become clear that NGOs communications worldwide are liable
to be intercepted by the intelligence agencies. We cannot understate the risks that this
poses to hman rights organisations around the world, who rely on the willingness of
ordinary men and women to pass them information in confidence, sometimes at their
risk to their very lives. The knowledge that the UK intelligences services may intercept
those emak ¢ not to mention pass on their contents to a foreign governmeistbound
to diminish that willingness of people in other countries will have to communicate with
NGOs.

15.1n July 2014, for instance, Human Rights Watch and Pen International published a
report in which it detailed the impact of surveillance on lawyers and journalists in the
US?? They were told by journalists that government officials were substantially less
willing to be in contact with the pres8.Similarly, lawyers were concerned aboueth
ability to defend their clients in cases in which the intelligence agencies might have an
interest®* By maintaining a bulk interception and acquisition capability without any
requirement of targeting and without adequate safeguards, the UK governraent i
contributing to a global chilling of free expression, including among those NGOs who
are working worldwide under dangerous conditions to protect and promote
fundamental rights.

16. More generally, the knowledge that our communications might be interceptsaf,
analysed by government officials makes individuals more cautious about what they say
and how they behave online. It breeds conformity and discourages the most vulnerable
to come forward or expression controversial viewpoints. To enshrine mass fameeil
LINEINI YYSa Ayilz2 g Aa tA1Ste G2 NBadZ G Ay

92 See Human RightWatch and Pen InternationdVith Liberty to Monitor All: How Larefécale US Surveillance is Harming
Journalism, Law and American Democrdeyy 2014:
https://www.hrw.org/sites/default/files/reports/usnsa0714_ForUPload_0.pdf

93 bid. page 3.
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information and erosion of our fundamental values as a democratic society. For all
these reasons, we believe that the bulk warrantry provisions contained in theBithf
are simply incompatible with the fundamental values of a democratic society.

The draft Bill fails to provide sufficient protection for confidential information, including
journalistic sources and privileged material

17.The importance of protection gburnalistic sources as a one of the basic conditions for
media freedom cannot be overstaté.Media routinely depend on contacts for the
supply of information on issues of public interest. Individuals sometimes come forward
with secret or sensitive infonation, relying upon the reporter to convey it to a wide
audience in order to stimulate public debate. In many instances, anonymity is the
precondition upon which the information is conveyed from the source to the journalist;
this may be motivated by feaf repercussions which might adversely affect their
physical safety or job security. Journalists would never be able to gain access to places
and situations where they can report on matters of general concern if they cannot give
a strong and genuine undeking of confidentiality. If they cannot promise sources
anonymity, then they often cannot report at all. When sources are unsure whether they
will be protected, they keep silent and the public loses its right to know critical
information 26

18.Lord Denningecognised the consequences of weak source protection early on. He said
a Itb[newspapers] were compelled to disclose their sources, they would soon be bereft of
information which they ought to have. Their sources would dry up. Wrongdoing would
not be distosed. Charlatans could not be exposed. Unfairness would go unremedied.
Misdeeds in the corridors of power, in companies or in government departments would
never be knowé¢

19.Up until recent revelations that police had used RIPA to obtain the phone recbrds
reporters to identify source® journalists could reasonably expect to benefit from
AGNRY3A LINPGSOGAZ2YyA dzy RSNJ GKS t 280m0OS I YR
general, under PACE, access to journalistic material or confidential sources requires
judicial authorisation under Schedule 1 of that Act. We note, however, the report of the
inquiry of the Interception of Communications Commissioner in February 2015, in
which he found that police forces had used their power to obtain communications data
under Part 1 of RIPA in an effort to identify the sources of confidential information
received by journalists. Noting that the existing legal framework and practice lacked
sufficient procedural safeguards, the Commissioner recommended that access to

9 See, among leading authoriti€§podwin v. the United Kingdoijudgment of 27 March 1996, § 39. For further
references, see the European Court of Human Rights factsheet on the protection of journalistic sources:
http://echr.coe.int/Documents/FS_Journalistic_sources ENG.pdf

%C2NJ Y2NB RSGFAfA Fo2dzi GKS LINRGSOUAZ2Y 2F 22dz2NYyFEA&0A
Special Rapporteur on Freeddnt 9 ELINB & & A2y O2yadzZ GFGA2y 2y LINRGSOGAZY
2015:https://www.article19.org/data/files/medialibrary/38082/A19-Protectionof-SourcesandWBsConsultation

final.pdf

97 British Steel Corpn v Granada Television[1@B1] 1 All ER 417.

98 See next para.

99 See particularly Part 2 (search warrants) and Schedule 1 (special procedure)
http://www.legislation.gov.uk/ukpga/1984/60/part/ll/crossheading/searetarrants
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communicaions data for the purpose of identifying journalistic sources should be
authorised by a judge.

20,LY !we¢L/[9 mMpQa DASE>S K26SOSNE (KS NBI dza NB
the draft Bill in relation to the acquisition of communications datd 2 NJ (1 KS LJdzN1J2 &
ARSYGATFEAYI 2N O2y FANNAY3A | &a2dz2NOS 2F 22 dzN

provide sufficient protection for the confidentiality of journalistic sources (including
those of nongovernmental organisations). More generallye consider that the draft
Bill fails to provide adequate protection for other weBtablished grounds for
confidentiality, i.e. doctopatient, ministers of religion, communications with MPs and
legal professional privilege.

21.First, the judicial commssoner is not required under clause 61 to satisfy himself or
herself that the access which is sought to the communications data is either necessary
or proportionate, having due regard to the need to protect the confidentiality of
journalistic sources. Insad, clause 61(5)(a) requires no more than that the judicial

O2YYA&aaA2YSNI O2yaARSNE (KFd GKSNB 6SNB aN
A

NBIljdZANBYSyiGa 2F wtlI NI o6 ¢6SNB aldiArafasSR
view, this is an indequate safeguard and one that is markedly weaker than that
provided under Schedule 1 of PACE in respect of journalistic material. Accordingly,
clause 61 creates a perverse incentive for public authorities to rely on the powers under
Part 3 of the draft Bito identify journalistic sources, rather than those under PACE,
because the relevant threshold under Part 3 is lower.

22.Secondly, there is no requirement under Part 3 of the draft Bill fanter partes
hearing on notice to the journalist concerned. &ntrast, any application under
Schedule 1 of PACE must be made omger partesbasis (see paragraph 7). There is

< 0

no obviousreasonwhgA ¥ L2 f A0S gAaK G2 asSS] G2 ARSYGA

of communications data rather than by way of BE&Ghe application to obtain the
relevant data should be made without giving the journalist an opportunity to be heard.
Again, it creates a perverse incentive for public authorities to rely on the powers under
Part 3 instead of PACE, since they know thair case will not be vulnerable to any
effective challenge.

23.Thirdly, these problems are compounded by the fact that the draft Bill only seeks to

LINRGSOG GKS Wwazda2NOS 2F 22dz2Ny It Aa0A0 YI GSNR

OT O WadkNENIXSA 2FA @ 2A yah bdilidlaiwh@pyodideyntateyal @
intending the recipient to use it for the purposes of journalism or knowing that it is likely
tobesousel @ LYy 20KSNJ g2NRasx OfldzaS cm YSNBf e
person, fom being identified. By contrast, no provision is made in the Bill for the

LINE 0SOGAZ2Y 2F GKS WwWa22dzNYy It Aa0A0 YIFOSNALITEQ

RSTAYS 4KIFG WIKS LlzN1JI2aSa 2F 22daNYyIFfAaYQ
a blogger, civil society organisation or activist could benefit from the limited protections

of clause 61. In particular, there is no recognition of the fact that the protection for
journalistic sources under Article 10 ECHR extends to NGOs as welhadigtaif°

100See e.g. the European Court of Human Rightsova v BulgariApp. 6987/07, 17 February 2015}, paragraph 38.

88

a

v



ARTICLE 18 written evidence (IPB0052)

2 KAETS GKS LYF2NXIFGAZ2Y [/ 2YYAaaA2YSNDRaE h¥FAO
amount to journalistic activity9!it is clearly unsatisfactory that the draft Bill fails
adequately to make clear the scope of the protection afforded.

24.Fourthly, alhough provision is made for the protection of journalistic sources, there is
no corresponding protection given under clause 61 in respect of communications data
that might identify, for instance, details of a person seeking medical advice, religious
counglling, or obtaining legal advice. It is simply false to assume that communications
data cannot reveal details of such confidential or privileged material. On the contrary,
details of a telephone number or website may readily reveal sensitive personal
information of this kind, e.g. an AIDS hotline, a website for abortion services, or the
time and date that a person contacted a solicitor. The very fact that a person has sought
legal advice, for instance, is itself privileged information and yet clause &k ofd
safeguards in this respect.

25.More generally, the draft Bill contains no explicit protection for these categories of
confidential information, save that afforded to Members of Parliament under clauses 16
and 85 in respect of warrants for interceptiand equipment interference. Instead, the
government proposes to deal with these categories by way of its Codes of Practice but
no draft Codes have yet been published. As it stands, therefore, the draft Bill provides
no additional protection for confidendl information contained in communications with
doctors, ministers of religion, or lawyers.

The doublelock authorisation provides insufficient protection for fundamental rights

26.1t is wellestablished that surveillance powers must be independently ausieol; ideally
by a judge: see for example the judgment of the European Court of Human Rights
(ECtHR) iKlass v GermaniL980) 2 EHRR 214

The rule of law implies, inter alia, that an interference by the executive

I dZzGK2NRGASE SAGK 'Yy AYRAQDGARIzZ f Qa NRIKGaA
which should normally be assured by the judiciary, at least in the last resort,

judicial control ofering the best guarantees of independence, impartiality and

a proper proceduréparagraph 55).

27.Similarly, irDigital Rights Irelandhe CJEU stressed the importance of:

[P]rior review by a court or an independent administrative badose

decision seekto limit access to the data and their use to what is strictly
necessaryor the purpose of attaining the objective pursued and which
intervenes following a reasoned request of those authorities submitted within
the framework of procedures of preventiodetection or criminal

prosecutions

101 https://ico.org.uk/media/for-organisations/documents/1552/datprotection-andjournalismmediaguidance.pdf
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28.1n bothKlassandDigital Rights Irelandt is clear that the decision should be made by a
judge andnot by a member of the executive who lacks independence from the agencies
seeking to carry out interceptions or equipment interference. By contrast, theaed
GR2dz0AX Bl ¢ LINP OSRAzZNBE FSIGdzNBR GKNRdAzZAK2dzi (K¢
123, 138 ad 155) doesot confer decisiormaking power on the judge. Instead, the

2dzZRAOALFE O2YYAAdaA2ySNI A& OKIFINHSR 2yfeé gAGK
O2yOfdzaAaz2zya Fa (2 ySOSaairide YR LINRPLERZ2NIAZY
be appliedbyaaeNIi 2y |y | LI AOFGA2Yy F2NJ 2dzRAOA I

29.LYy !we¢L/[9 MpQa DGASE>S K2SOSNE O2y @Sy iliArzyl
to protect fundamental rights in this manner. First, the usual standard applied is
Wednesburyinreasonableness, which meatiat the judge cannot disturb the
{ SONBGIFNE 2F {{ilQIGSQa O2yOftdzarzya la (2 ySO
satisfied that the decision was so unreasonable that no reasonable person could have
arrived at such a decision. This is an extrawadly low threshold for the Secretary of
State to have to meet, meaning that it is highly unlikely that a judge would ever reverse
GKS {SONBiOGFINE 2F {iGlI0iSQa RSOAaA2YyO®

30.Secondly, the limitations of judicial review are w8l (i 6 t A A KSRY Ike2dzR3S
fresh findings of fact and must accept apparently tenable conclusions on credibility
YIRS 2y 06SKIf T 2fdeed,® Sourt applyii@jidikial ve\dedv grinciples
KFa day2 2d2NARARAOGAZ2Y (2 NBIOK Assianyppwey O2y O
G2 6SA3IK (RBews)@Nevioh Oiy Eoulfigd01] EWHC Admin 657.
Indeed, it is for this reason that the European Court of Human Rights has repeatedly
found the mere availability of judicial review to be an insufficient safegused:e.g.
Tsfayo v United Kingdo(60860/00, 14 November 2006), in which the Strasbourg Court
held that the applicant had not had the benefit of a fair hearing before an independent
and impatrtial tribunal contrary to Article 6 ECHR, notwithstanding thatreld had the
0SYSFTAU 2F 2dzZRAOALIET NBOASS o6& GKS | A3IK [ 2d:
jurisdiction to rehear the evidence or substitute its own views as to the applicant's
ONBRAOAfAGEE OLINY nyoo

31.Thirdly, judicial review principles are an ingdete standard because there is no
possibility of arinter parteshearing. We are aware of the views expressed by Lord
Pannick QC in a recent article in which he expressed the view that judicial review
principles provided an adequate basis for the judi€i@ Y YA 84 A 2y SNDR& NB DA S,
ga I aFt SEA0fSE NBYSReéd 2KFG [2NR tFyyao]
intense, nonstandard forms of judicial review have only emergeda result ointer
partesargument as to the appropriate threshotu intensity of review to be applied in
the particular caseln immigration proceedings, for instance, it will be possible for an
applicant to argue that the court should apply a higher threshold than the usual
Wednesburstandard because of the particulaubject matter of the case. In the case
of warrants under the draft Bill, by contrast, there is absolutely no prospect oftan
parteshearing because to do so would undermine the secret nature of surveillance.
There is, thereforeno realistic prospddhat a judicial commissioner would conclude

102Runa Begum v London Borough of Tower Harf2083] UKHL 5.
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that a higher level of review thawednesburyunreasonableness should apply,
especially as the judicial commissioner would have no opportunity to hear oral
argument on the issue. More to the point, there is alhgely nothing in the draft Bill

that would permit a judicial commissioner to apply a higher standard. In other words,
the socalled double lock is in reality a single lock, and it is the Secretary of State who
has the key.

32.We note, in any event, that en the weakened judicial approval mechanism contained
in the draft Bill does not apply to the acquisition of communications data, save as
provided by clause 61 or where it is sought by way of a bulk warrant under Chapter 2 of
Part 6. Given the obvious setigty of communications data and its ability to disclose
KAIKE& aSyaridardS RS (iBuefregar®tiis agentirdyNB 2y Q& LINR
unsatisfactory.

33.Lastly, ARTICLE 19 notes that many other countries around the world, such as Canada
and the UnitedStates, have judicial authorisation of interception, in which the judge
takes the relevant decision alone, and yet there is no evidence of any lack of
effectiveness of surveillance in those jurisdictions. More generally, we are concerned
that ¢ by estabkhing an unduly weak model of judicial oversiglite United Kingdom
is liable to set a poor example to other countries who are likely to be influenced by the
Y2RSf FR2LIISR KSNB® LT (KS |1 288 RAFAKE 2 P8R EA
is to hawe any substance, the draft Bill must contain actual judicial authorisation rather
than just mere judicial review.

The draft Bill grants powers of undefined scope without sufficient safeguards

34.1n addition to our concerns outlined above, ARTICLE 19 ncaéshi draft Bill contains
a number of provisions of considerable breadth and which lack effective safeguards.
These include the use of warrants for equipment interference under Part 5 and Chapter
3 of Part 6, the provision for national security noticeslenclause 188 and for the
maintenance of technical capabilities under clause 189.

35.Firstly, ARTICLE 19 notes that the new equipment interference powers under parts 5
and 6 of the draft Bill present significant challenges for investigative journalism.
Equpment interference (i.e. hacking), whether carried out by a government or private
I OG2NE A& LISNKIFLA (GKS Y2ad &aSNR2dza F2NY 27
that it involves access to private information without permission or notificatioalsk
Fdzy RFYSyidlFLfte oNBFOKSa GKS AyiSaNraaGe 2F GK
search warrants where the individual would at least be notified that their home or
2FFAOS o1 a 0SAy3a aSINOKSRZ KFEO(TAy3 3IASYSNI €
LG Aa GKS SldzA@ltSyild 2F GKS LRtAOS OoNBF{1AY
equipment takes on different forms, from logging keystrokes on a computer to identify
LI aag2NR (G2 GF1Ay3 O2yiNRt 27F azw&2ySQa
NEO2NR @ARS2 2NJ &a2dzyR gAGK2dzi GKS dza SNJ 2 NJ

103See NSA General Counsel Stewart Baketadata absolutely tellgou everything about somebody's life. If you have
enough metadata, you don't really need conteras'quoted in Techdirtylichael Hayden Gleefully Admits: We Kill People
Based on Metadatal2 May 2014, available atttps://www.techdirt.com/articles/20140511/06390427191/michael
haydengleefullyadmitswe-kill-peoplebasedmetadata.shtml
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36. Given the obvious intrusiveness of such a measure, it should only be authorised by a
judge in the most exceptional circumstances and must be subject to strict conditions. In
particular,hacking should only be available for the most serious offences and as a last
resort, once other, less intrusive methods have already been exhausted. However,
dzy RSNJ 4 KS RN} FO . Aff>X 0KS&aS LR2oSNE I NBE YSN
mechanism whse weaknesses have already been referred to.

37.Secondly, clauses 188 and 1B@1 make fresh provision for the Secretary of State to
issue national security notices in secret to telecommunications providers, replacing the
existing power under section 94 thfe Telecommunications Act 1984. We note that the
power under section 94 was so broad that it was used by intelligence services to obtain
stored communications in bulk. The Explanatory Notes state that bulk acquisition
g NN yida Ay t | Nisionatséctioh 9diofith® SedecomiiiuBicalioNSAS
1984which willberepealel @ 2 K| & (GKS 9ELX Iyl G2NE b20Sa
¢ although the power in the 1984 Act will be repealed is effectively replicated by
clauses 188 and 1991. INARTI[ 9 M dQa @GAS6I G KS-waddR T Ol
power contained in section 94 could be used by the intelligence services to secretly
obtain sensitive personal data on an industrial scale is the best argument against its
reinstatement in the draft BillDespite this, we note that the draft Bill contains very
little in the way of safeguards to prevent similar abuse in future.

T¢

38.Thirdly, we have similar concerns about the proposed power of the Secretary of State
under clause 189 to make regulations imp&in ¢ 8 LISOA FASR 206f A3l GA2Y.
2 LIS NI ( 2 NA dHligations@elatizi to tiedrendoval of electronic protections
applied by a relevant operator to any communications or datadzy’ RS NJ Of | dzaS wmy
5S&LIAGS GKS D2OSNYyYSWiiQa Al & a dzildef RS F 2 KA Y C
and that encryption would continue to be protected, it is apparent that tiresof
clause 189(4)(c) are sufficiently broad to enable the Secretary of State to make
regulations requiring operators either to remove@yption services upon request, or
to reduce the effectiveness of encryption. This would fundamentally undermine the use
of endto-end encryption and therefore the security of our online communications and
transactions. In practice, it is equivalenttoa @S NY YSy & WwWol O] R22 ND®

LYy 'we¢lL/[9 mMpQa DASEI (KS tdehdeanckyptionhis/ 3 | O A f
essential to the protection of privacy and free expression in the digital era. As the UN
Special Rapporteur on Freedom of Expression recommemdieid May 2015 report:

59. States should promote strong encryption and anonynfitgtional laws
should recognize that individuals are free to protect the privacy of their digital
communications by using encryption technology and tools that allow
anonymityonline. Legislation and regulations protecting human rights
defenders and journalists should also include provisions enabling access and
providing support to use the technologies to secure their communications.

60. States should not restrict encrypti@nd anonymity which facilitate
and often enable the rights to freedom of opinion and expression. Blanket
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prohibitions fail to be necessary and proportionate. States should avoid all
measures that weaken the security that individuals may enjoy online, such
as backdoors, weak encryption standards and key escrows.

40.The breadth of the powers afforded to the Secretary of State under clauses 188 and 189
are compounded, in our view, by equally vague definitions under chapter 2 of Part 9.
Although the Home Secretie Kl & NBFSNNBR G2 GKS RN} T4 . A
alF FS3dzr NRaé¢x GKSNB FINB FSg | LI NByd NBaidNR
under Part 9 to issue directions in secret or make regulations that would weaken or
undermine the use of strongnd-to-end encryption in the UK.

18 December 2015
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Bar Council i supplementary written evidence (IPB0134)

1. This is the response of the General Council of the Bar of England and Wales (the Bar
Council) to the questions posed by the Jdatrliamentary Committee on the Draft
Ly@SaiaA3ali2NE t2¢6SNAR . Affd ¢KAA LI LISNI aSNBSa
evidence to the Joint Committee.

2. The Bar Council represents over 15,000 barristers in England and Wales. It promotes

0 KS high tuiBlidy specialist advocacy and advisory services; fair access to justice for all;

the highest standards of ethics, equality and diversity across the profession; and the

development of business opportunities for barristers at home and abroad.

3. A strong and independent Bar exists to serve the public and is crucial to the
administration of justice. As specialist, independent advocates, barristers enable people to
uphold their legal rights and duties, often acting on behalf of the most vulnerabtabars

of society. The Bar makes a vital contribution to the efficient operation of criminal and civil
courts. It provides a pool of talented men and women from increasingly diverse

backgrounds from which a significant proportion of the judiciary is drannyhose
independence the Rule of Law and our democratic way of life depend. The Bar Council is the
Approved Regulator for the Bar of England and Wales. It discharges its regulatory functions
through the independent Bar Standards Board
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Introduction

4, The Bar Council considers that the Bill will provide a rmedded opportunity to

provide a clear legislative basis for intrusive investigations into the activitiesrsbps in

this country. When the state engages in such investigations, it must do so under the cover of
law, clearly set out in statute, clearly understood by investigators and the public, and clearly
and transparently enforced by the courts. Any failuneatchieve these conditions creates a
sense that the authorities and the security services in particular are immune from lawful
constraint. That cannot be allowed to exist in a democratic state, which depends upon trust
and coeoperation from its citizens.

5. No government can be allowed to interfere with the privacy of its citizens at will.
Only authoritarian states employ arbitrary arrest, restrictions on freedom of expression or
of communication. Unless authorised by law, and subject to a transparenepsoof
confirmation of the legitimacy of the action, the powers contained in this Bill would be
arbitrary and undemocratic.

6. One of the essential rights in a democracy is the right of a citizen to consult with a

lawyer. For that right to have any meag, especially when it so often occurs in

circumstances when the citizen is in some form of legal dispute with the state, the citizen

Ydza i KIF @S LINAGEFGS | 0O0Saa G2 STFFSOGADS AYRSLIS
t NEFSaaArzyl t tdbskrideitiis3ight If is notihe dgat SfRawye@awyers

are its servants not its owners. The privilege is that of the client, and failure to protect that

right against the state amounts to a significant inroad into a {stagnding principle, which

has formed an important foundation of our rule of law.

7. The Bill contains some widanging powers. Some of these powers raise questions

about practicality, namely, whether the information gathered can be kept secure from

access by malign individuals amdjanisations. These are essentially practical matters which
20KSNE NS o0SGUSNI LI OSR (G2 FRRNBaad CkAf dzNB
privacy to an extent which Parliament would not sanction.

Legal Professional Privilege (LPP)

8. Legally privileged communications are those between a client and their lawyer which
come into existence for the dominant purpose of being used for legal advice or in
connection with actual or pending litigation.

9. When the law allows the state to eavesgron privileged communications to gather
intelligence, clients feel unable to speak openly with their lawyers. The result is that
defence teams may not know about perfectly proper defences open to a defendant and will
therefore not advance them at triaBreaching privilege also carries the risk that those guilty
of offences are not successfully prosecuted because of the risks to the integrity and fairness
of criminal and civil trials.

10.  Legal privilege does not apply where communications betweemwgdaand client
are made for the furtherance of criminal activity.
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11. The Bar Council recognises that the antiquity of LPP is not by itself a sufficient reason
why it should be given protected status. So why is it important? It is a cornerstone of civil
society, governed by the rule of law, that persons are able to consult a legal adviser in

absolute confidence, knowing there is no risk that information exchanged will become
1y26y (2 GKANR LI NIASE gAGK2dzi G Kdvledgédh Sy G Qa
the importance of LPP Belhadj[2015] UKIPTrib 13_132 H @ [13].

WeKSNBE g1 a4 y2 RA&LMzIS 0SG6SSYy GKS LI NILASaA
preserving the concept of legal and professional privilege, as clarified or enunciated
particularly in R v Derby Justices ex p B [1996] AC 487 at 507, R (Morgan Grenfell) v
Special Commissioners [2003] 1 AC 563 at paragraph 39 and R v Grant [2006] QB 60
Fd LI NFIANFLKA pH FYR pnoQ

12. When privilege is breached, so are our fundamental rights. The Security Services

admitted in 2015 to having spied on legally privileged communications. This was permitted

dzy RSNJ wS3dzA A2y 2F Ly@SaidAaidlri2NEBReMESSNE 0 daw

[2009] UKHL 15 but, as the security services later admitted, such surveillance activities were

also unlawful. It is not sufficient that, if it becomes known that LPP material has been

obtained by the state, such material is inadmissible. As is obvibesndividual whose

privileged material is intercepted or accessed will not know about it. Even if it comes to light

during litigation, an unfair advantage is likely to have been obtained by the state. Worse, if it

is passed on to foreign states, it midig used for purposes of which we disapprove.

13. Inthe case oMcEin the House of Lords, Lord Phillips (who dissented from the

YI22NRAGE& 2dzRIYSYG0v RSAONAOSR (GKS GaOKAffAYyIE

not protected. Those of us whake appeared in cases involving allegations of terrorism

offences have experienced this effect. The administration of justice requires independent

judges who in turn rely on independent lawyers who are able to give robust advice to their

clients. Such adeg will not be possible when clients feaas they dag that everything they

say to their lawyers goes straight to the Security Services or the police.

14.  There was nothing in RIPA expressly to sanction access to LPP material. The fact that

this Bill enploys identical wording (e.g. in section5andcgdf I ¢ Fdzft F2NJ | £ £ LJdzN.

that in section 27 of RIPA, and which the House of LorBeiNcElecided was sufficient to

RSY2Y&AGNIGS t I NI AFYSYGQad AyGSydGAz2yeHorge RA &LX |

Office intends that this Bill will have the same effect. If that is their intent, it should be

stopped. The best way to achieve that is to include express protection in the Bill as in the

statutes referred to below. Why is the Home Office unwillogut into the body of this Bill

protection for LPP which has featured in many other statatesy. The Police and Criminal

Evidence Act 1984, The Terrorism Act 2000, the Police Act 1997, the Criminal Justice and

Police Act 2001 and the Proceeds of Crikee2002Attached as an Appendix is a draft set

of amendments to correct this omission.

15. The Bill contains added protection for MPs and for journalistic material to some

extent. There is nothing in the body of the Bill to protect LPP which, in iatiermal and

domestic law, has always been regarded as deserving greater protection from the state. The

Home Office offers the consolation that LPP will be protected in the Codes of Practice. They

have the force of law, but not to the same extent as primagislation.

Response to questions
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Question 1: Aside from the new powers on the retention of Internet connection records,
does the draft Bill consolidate existing powers or does it extend them?

16.  The ability to obtain bulk warrants is an extension. These warrants may be non
specific as to individuals or locations or equipment. The question will be whether
applications for such warrants can satisfy the tests of necessity and proportionality. Bulk
search warrants or bulk arrest warrants would not. A high level of justification should be
required for these bulk warrants to determine why focused warrants with the power to
amend and extend in the light of information gathered would not be sufficientdeioto
satisfy the tests of necessity and proportionality.

vdzSadA2y wHY 2KIG GSad R2 @&2dz GKAY]l Aa YSEyi

F LILX ASR o6& | O2dzNIi 2y |y LW AOFGA2Y F2N 2dzR
context for consistent decisioarmaking? Would you describe the application of this test as

I aRZ RS K

17.  Lawyers generally agree that the test to be applied when dealing with activity which
AYUNHZRSE dzLR2Y | LISNE2Y Q& / 2 yrd 6hi tedsSeysmeh I K (i & =
on the merits. This involves more than a review of whether the Secretary of State has made

an illogical decision or one beyond her/his powers. If that is the intention, then the

reference to judicial review is superfluous and showddeleted to avoid possible

misconstruction. If the words mean something else, then they should be deleted as being an

dzy RSaANI 6fS FSHGGUSNI 2y GKS WAzZRAOALIf [/ 2YYA&aaaAz

Question 3: Is five days a proportionate amount of time for the Secretary @tS&to seek
the approval of a Judicial Commissioner under the urgent application procedure?

18.  The Bar Council can see no justification for allowing an unauthorised warrant to exist
for up to five days. High Court Judges frequently listen to and graler® made on urgent
application. Provided sufficient Commissioners are appointed there is no reason why they
would not be at least as available to make a decision as the Secretary of State.

Question 4: How can Judicial Commissioners ensure they retagirtcultural
independence?

19. The Bar Council is confident that any Commissioner appointed from the High Court
or above would retain independence. It is desirable that a number of Judicial Commissioners
are appointed in order for them to create a calate body of experience.

Question 5: Do the terms of appointment for Judicial Commissioners sufficiently
guarantee their independence from the executive?

20. The Bar Council suggests that these judicial appointments should be made by the by

the Judical Appointments Commission, in consultation with the Lord Chief Justice.

Question 6: How do you anticipate the power of the Secretary of State to modify the
GFdzy Ol A2yae 2F GUKS WAIzZRAOAIE [/ 2YYAAaA2YySNBR o2
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21. These powers (which would inclutiee power to add to the remit of the

/| 2YYA&aaA2ySNBRQ FTdzyOliAz2ya akKz2dzZ R GKSNB 6S Fye
attention) should be confined to sections 169, 173 and 174. There should be no power in

the Secretary of State to amend the Comins 2 Y SNE Q Y|l Ay TFdzy QlA2yao ¢
Parliament to consider by primary and not subordinate legislation.

Question 7: What would be the best way to fund the Judicial Commissioners to ensure
their independence, both real and perceived, from the Goverant?

22. The Commissioners should retain their judicial salary or the equivalent in the case of
NEBGANBR 2dzRISad ¢KS Fdzy RAYy3 F2NJ GKS SadlofAa
for the Home Office to propose and a Parliamentary Committegfw@e. No doubt the

Investigatory Powers Commissioner will include in an annual report any problems caused by

lack of funding.

Question 8: Do the oversight mechanisms in the draft Bill satisfy the requirements of
Article 8 of the European Convention dduman Rights?

23.  There are two areas in which the Bill might fail an Article 8 test.
23.1 The firstis the failure to protect LPP. The jurisprudence in Strasbourg does
not go as far as the common law in treating LPP as an absolute right (subject to an
express restriction by Parliament). However, the importance of LPP as an adjunct to
the right to legal advice is recognised. LPP engages Article 6 as well as Article 8. In
the context of the circumstances in which the powers under this Bill will be
exercied, there is likely to be a consequential conflict with either or both Article 8
and Article 6 in that the results of the execution of the warrants might be arrest and
LINPASOdziA2y 2NJ 0KS dzaS 2F NBAGNAROGAGS LI
contacts.

23.2 The second is the potential width of bulk warrants, and whether they will
satisfy the test of legal certainty required under both Articles.

Question 9: Does the draft Bill address concerns about legal professional privilege and
investigatory powers? Des it create any new issues in relation to LPP? How would you
address any outstanding concerns?

24.  As set out above, the Bar Council is concerned at the absence of express protection

for LPP in the Bill. Bulk interception warrants require careful assasisas they might

capture LPP material. Communications data, although confined to data not content, will also
capture LPP material. The contact details of the person a lawyer contacts immediately after
speaking to his/her client will indicate the identiby a witness and possibly the subject

matter of the conversation. We propose that express provision be made in the Bill along the
lines of those provisions in PACE and TACT and the Police Act 1997 as in the Appendix to this
Response.

Question 10:What isthe legal status of the Codes of Practice under RIPA? What do you

expect to be contained in the Codes of Practice issued under this Bill?
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25. The Codes do have the force of law, but not the same force as primary legislation.
Primary legislation governghat is permissible in codes of practice. The Codes did not

prevent the unlawful acts identified iBelhadj The Home Office has said that it intends to

place protection of LPP in a Code, as it has in the current draft RIPA code. However, that
protection does not adequately protect LPP. In fact it does not treat LPP as immune from
authorised examination. Previous legislation (as above) requires the state to avoid accessing
LPP material, or, if it is unavoidably mixed in with material which is the legitisudject of
investigation, then provision is made to isolate it and make it subject to independent legal
examination to confirm whether or not it is protected by LPP. If it is, then it is not accessible
by investigators and must be destroyed or deleted.

26.  Primary legislation should make clear the distinction between deliberate access to
LPP material (including obtaining access when it is known to be likely that the
communication is subject to LPP) and inadvertently accessing it as part of an otherwise
legitimate execution of a warrant. Schedule 6 contains the sole reference in the Bill to
material subject to LPP. Paragraph 4(1)(b) provges

(1) A code of practice about the obtaining or holding of communications data
by virtue of Part 3 must include

(b) provision about particular considerations applicable to any data which relates to
' YSYOSNI 2F | LINPFTSaadaAzy 6KAOK NRdziAySft @

27.  This indicates (as is known from proceedings before the Investigatory Powers
Tribund) that the Security and Intelligence Services are able to identify who is likely to be in
possession of LPP.

28.  Why is this restriction on access in the Codes restricted to communications data?

Why is there not to be a similar provision for intercept$fe wordsarticular

considerationR2 Yy 20 RSY2yaidNIiGS I RSaANB Ay GKS | 2Y
agreement inBelhadj[paragraph 12 above] about the importance of LPP.

Question 11: What practical effect is the introduction of a right of aggd from the
Investigatory Powers Tribunal likely to have?

29. The Bar Council supports the right of appeal. It will enable the development of a
body of jurisprudence concerning the exercise of these exceptional procedures to build on
the reasoned decisens of the Tribunal. A right of appeal may also enable the IPT do deal
more summarily with cases it regards as frivolous.

Question 12: Why is it important that the Investigatory Powers Tribunal is able to hold as
much of its proceedings in public as pasie?

30. Justice which is partly secret justice is occasionally necessary to protect the safety of

others, and sometimes for reasons of national security. When it is not essential, open justice
which can be subject to rational (and sometimes irratipisarutiny is an essential part of
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ensuring that the public have confidence in the process of what is otherwise a closed
system.

Question 13: Is it appropriate that material acquired from targeted equipment
interference warrants may be used as evidencelégal proceedings? Is it desirable?

31.  The Bar Council understands the arguments deployed by the Home Office about the
difficulties of routine use of such material in evidence. However, the Bill allows such

material to be used in the tribunals set out in Schedule 3 (see section 42(1)), nae&RTt,

SIAC, etc. If the intercept material can be used in those tribunals, presumably predominantly

G2 adzZlJL2 NI GKS 3I20SNYyYSyiQa OF aS> -dldsedia RATT
proceedings, even if the process by which it has been obtaimeot in evidence nor

disclosed to the accused. There have now been numerous reports on this matter, and the

use of it in closed proceedings only is unsatisfactory. The absolute prohibition on use of this
material in certain cases of serious crime sigkilure to do justice to victims and potential

victims of e.g. modern slavery offences.

Question 14: Is the retention of data for 12 months a proportionate balance between the
needs of the security services and law enforcement and the rights of theviadial?

32.  Subject to there being adequate safeguards about unauthorised access to that
retained material, 12 months seems a proportionate period. In the absence of evidence
about what will and what will not be achieved by such a period as distinct &noy other
period, it is difficult to express a concluded view.

Question 15:Does clause 13(2) meet common law and ECHR requirements as to the detalil
to be included in warrants and is it sufficiently clear in its terms, for example in explaining
what ismeant by group etc. or does it require significant amendment if it is to remain in

the Bill?

33.  Provided that the group, organisation or premises are identified with sufficient

precision, clause 13(2) should satisfy the ECHR requirements of certaiyraht

SELINBaaSR Ay 3ASySNIf G(GSN¥Ya So3ao alyeézy$S adalL
[ 2YR2Y€é g2ddZ R y24 0SS O2YLX Alydo

34. It is at this stage that the role of the Judicial Commissioner becomes critical. (S)he

must ensure that the warrant is confined in time, location, persons and subjatter to

FPg2AR GKS ¢F NN yid 0S02YAyYy3A-yaAK IR ¢ YWsekasNINI oySI R S &
precision is contained within the warrant, it should not satisfy the dual tests of necessity and
proportionality which the Judicial Commissioner is to apply by clause 19(1). Unless the

warrant is sufficiently precise, it will be impossible to monitdether it has been lawfully

executed. In the light of the immunity created by clauses 5 and 65 for acts covered by a

G NN yadG oafl gFdzad F2NI £t ddd LIzZN1LI2aSasosx Al
the Judicial Commissioner, and, in hsight a court or tribunal, is able to ascertain the

precise limits of authority set out in the warrant. Unless its legality can be tested by

monitoring, the use of this power will fail the test of necessity and proportionality. That
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conclusion should guidde Judicial Commissioners in the exercise of their function under
clause 19.

Question 16:Should the present powers relating to bulk interception warrants be
replicated in the draft Bill or should warrants be more narrowly focused as to their
purpose and permitted search criteria?

35.  Part 6 of the Bill will regulate the power to issue bulk interception warrants. By
clause 106 such warrants are confined to communication from or to an individual who is
outside the British Islands. This necessarily iegitihat the other or others involved in the
communication are located within the British Isles and therefore entitled to the protection
of English (or Scottish or Northern Irish) law, including the Convention rights in the Human
Rights Act.

36. Clause 10 authorises the Secretary of State to issue such a warrant if satisfied that

GKS aYFAYyé LzNILI2asS 2F GKS ANBE$NORLIOR2Y diya Ol 2
and to obtain related communications data from such communications. This is a very wide
P2SSNE SalLISOAFfte IAGSY (GKS LINRGSIY RSTFAYAGA
warrant is however narrowed by clause 107(2). These sublauses include a condition

that the warrant must be directed to obtain information about the acts oenttons of a

person outside the British Islands.

37 LYy 6KFG FLIISEFNBR G2 0SS | GelwlsS 2F aayl1Sa
clause 107(1)(d), (2) and (6) require that the Secretary of State must consider that
examination of the materialdJ RIF G A& ySOSaalNB FT2NJ I £ 3&LISOA

concerned with preventing or detecting serious crime or in the interests of the economic

well-being of the United Kingdom. Clause 111 further requires that the operational

purposes must be specifiednd that it is not sufficient to use the generic mantra
GLINEG@SYGAy3a 2N RSGSOGAY I &SNR 2 dza-beydithés 2 NJ Ay
'YAGSR YAYIR2Yéd . dzi GKSy Of I dzadisufiseemé n0 al & a

38.  Similarconsiderations about the dangers of failing to specify the targets and the
subjectmatter identified in the answer to Question 15 apply to bulk interception warrants.

Appendix 1: Draft Investigatory Powers Bill initial draft New Clauses Proposed by #ne B
Council for the protection of Legal Professional Privilege.

Targeted and bulk interception of Communications: New Clause after Clause 17

"Matters subject to legal privilege

(1) A warrant under this Chapter, or under Chapter 1 of Part 6, may not asthoonduct
undertaken for the purpose of doing anything in relation to
(@ acommunication, insofar as the communication consists of matters subject to
legal privilege;
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(b)  related communications data, insofar as the data relate to the communication of
matterssubject to legal privilege.

2 LYy &adzoaSoOtAazy omux aYFGOGSNR adzoneSOG G2 S
98(2), (3) or (4) of the Police Act 1997 applies, but does not include a communication made with
the intention of furthering a crimingdurpose.

3) For the purposes of subsection2)
(@) a communication is not to be treated as made with the intention of furthering a
criminal purpose unless there is compelling evidence to that effect;
(b)  the Secretary of State may by regulations mpkavision for the determination
by a Judicial Commissioner, on an application for a warrant or otherwise, of the
guestion whether in any case a communication is made with the intention of
furthering a criminal purpose.

(4) A code of practice issued und8chedule 6 must contain provision about
(@) the steps to be taken to minimise the risk of conduct undertaken pursuant to a
warrant to which this section applies resulting in accidental acquisition of a
communication, or communications data, falling witlsubsection (1);
(b)  the steps to be taken if it appears that such conduct has accidentally resulted in
I OlidzAaAdAzy 2F adzOK  O2YYdzyAOF A2y 2N

Targeted and bulk acquisition of communications data: New Clause after Clause 65

Matters subject tolegal privilege

(1)  An authorisation under this Part, or under Chapter 2 of Part 6, may not authorise or
require anything to be done for the purpose of obtaining or disclosing communications data
relating to the communication of matters subject to legalpege.

(2) LY &adzoaSOitA2y omM0OX aYlFGOdSNR adzo2SOdG G2 €S
98(2), (3) or (4) of the Police Act 1997 applies, but does not include a communication made with
the intention of furthering a criminal purpose.

3) Forthe purposes of subsection @)
(@) acommunication is not to be treated as made with the intention of furthering a
criminal purpose unless there is compelling evidence to that effect;
(b)  the Secretary of State may by regulations make provision for the deterromat
by a Judicial Commissioner, on an application for authorisation or otherwise, of
the question whether in any case a communication is made with the intention of
furthering a criminal purpose.
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(4) A code of practice issued under Schedule 6 must copiaivision about
(@) the steps to be taken to minimise the risk of conduct undertaken pursuant to an
authorisation to which this section applies resulting in accidental acquisition of
communications data, falling within subsection (1);
(b) the stepsotbe taken if it appears that such conduct has accidentally resulted in
I OljdzA AAGA2Y 2F &dzOK RFGF ®Q

Equipment interference: New Clause after Clause 103

"Matters subject to legal privilege

(1) A warrant under this Part, or under Chapter 3 of Part 6, n@yauthorise or require
anything to be done for the purpose of intercepting, obtaining communications data about,
selecting for examination, or disclosing, any communication of matters subject to legal
privilege.

(2) LYy &adzoaSOGtAz2y o02v0tsS 3aYil GLINSINGA (aS0FS2ES OS iy a v
98(2), (3) or (4) of the Police Act 1997 applies, but does not include a communication made with
the intention of furthering a criminal purpose.

3) For the purposes of subsection<2)
(&8 acommunication isat to be treated as made with the intention of furthering a
criminal purpose unless there is compelling evidence to that effect;
(b)  the Secretary of State may by regulations make provision for the determination
by a Judicial Commissioner, on an applicatiaraftthorisation or otherwise, of
the question whether in any case a communication is made with the intention of
furthering a criminal purpose.

(4) A code of practice issued under Schedule 6 must contain provision®about
(@) the steps to be taken to minimigle risk of conduct undertaken pursuant to a
warrant to which this section applies resulting in the accidental intercepting,
obtaining communications data about, selecting for examination, or disclosing, any
communication falling within subsection
(b) the steps to be taken if it appears that such conduct has accidentally resulted in
Fye 2F (K2aS (KAYy3aoQ

Surveillance and covert human intelligence sources: New Clause after Clause 192

“Surveillance and covert human intelligence sources:
legal privilege

103



Bar Councifi supplementary written evidence (IPB0134)

Amendment of Regulation of Investigatory Powers Act 2000

In section 27 of the Regulation of Investigatory Powers Act 2000 (authorised surveillance and
human intelligence sources), after subsection (4) irnsert

(5)  An authorisation under section 28 or 32agnnot authorise surveillance for the purpose
of obtaining information about
(@) anything taking place on so much of any premises as is in use for the purpose of
legal consultations, or
(b)  matters subject to legal privilege.

(6)  An authorisation under sectio?9 does not authorise any activities involving conduct of
a covert human intelligence source, or the use of such a source, for the purpose of

(&) obtaining matters subject to legal privilege,

(b)  providing access to any matters subject to legal privilege to argikerson, or

(c) disclosing matters subject to legal privilege.

(7) LYy &adzoaSOiA2y op0OX -aftS3IALt O2yadZ GFriA2yé Y

(@) aconsultation between a professional legal adviser and his client or any person
representing his client, or

(b)  aconsultation between professional legal adviser or his client or any such
representative and any other person made in connection with or in
contemplation of legal proceedings and for the purpose of such proceedings,
except in so far as the consultation consists of anythingedeith the intention
of furthering a criminal purpose.

8 Ly &adzwaSotrizya op0 YR o6c0X aYlFGiSNR &adz?e
section 98(2), (3) or (4) of the Police Act 1997 applies, but does not include anything done with
the intention of furthering a criminal purpose.

(9) For the purposes of subsection {8)

(@) acommunication is not to be treated as made with the intention of furthering a
criminal purpose unless there is compelling evidence to that effect;

(b)  the Secretary of State maylwegulations make provision for the determination
by a Judicial Commissioner (within the meaning of the Investigatory Powers Act
2016), on an application for authorisation or otherwise, of the question whether
anything referred to in subsection (7) or {8)done with the intention of
furthering a criminal purpose.

(10.) A code of practice issued under section 71 may in particular contain provisiort about
(@) the steps to be taken to minimise the risk of conduct undertaken in reliance on
this Partaccidentally resulting in information of a kind mentioned in subsection
(5) being obtained or in any of the things mentioned in subsection (6)(a), (b) or
(c) being done;
(b)  the steps to be taken if it appears that such conduct has accidentally resulted in

<

adzOK AYTF2NXYIFGA2Y 0SAy3d 200G Ay SR 2NJ adz0
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Explanatory note on the wording of the New Clauses
1. These new provisions would operate by preventing témgeting of legally
privileged material. It would be impermissible for a warranaothorisation to enable any
actions for thepurposeof obtaining privileged information.

2. The obtaining of privileged information cannot be removed entirely from the
scope of authorisation because, as pointed out by the Lor&eiMcEit may only beame
apparent to the authorities that privileged information has been obtained once they have
received the fruits of the operation. Instead, the new Clauses deploy the Codes of Practice
issued under the draft Bill, and under RIPA section 71, as a sougogahce on

minimising the risk of accidently obtaining legally privileged material and dealing with the
consequences of having obtained it.

3. ¢KS LINP@ZAaA2ya |ff RSTAYS daY-leferingdd® & dzo

Police Act 1997 sectiorB), (3) and (4). That was the approach taken by the Government
in the Covert Human Intelligence Sources: Matters Subject to Legal Privilege Order 2010.

4, ¢tKS mohdpt ! OGQa SEOSLIiAZ2Zya FTNRY [ttt KI
New Clauses. Seati 98(5) of that Act takes matters out of LPP if the item or
O2YYdzyAOFGA2Y Ay ljdzSadAaz2y A& o100 aAy (GKS
GKSYé 2NJ o600 aKSfRX 2NX YIRS ¢gA0GK GKS Ayl
would be counterproductive in relation to privileged material accessed by a CHIS, because
a person such as an undercover police officer is plaiotentitled to the privileged

information, yet it is precisely in this situation that LPP needs to be preserved. So the
Claugs focus on of criminal intention.

5. Included in the Clauses is provision enabling the Secretary of State to make
regulations to determine the application of the iniquity exception. That question would
most likely arise on an application for authorigetj where the authorities have grounds to
suspect that privilege is being abused. But it might also arise later in an investigation when
the fruits of the covert operation are found to include lawaaient communications which

it appears might attractthd Yy A lj dzA & SEOSLIiA2y ® | SyOS (KS
subsections expressly confine the regulations to providing for determinations for the
purposes of the relevant sections of the Bill or RIPA. So a decision about the iniquity
exception under theserovisions could not bind the person deciding any equivalent issue
arising in, for example, a criminal trial.

Bar CounciP4

Appendix 2:Supplementary written evidence to the Joint Parliamentary Committee on
the Draft Investigatory Powers Bill

Further supplementary written evidence

104 prepared by the Surveillae@nd Privacy Working Group on behalf of the Bar Council
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1. This is the response of the General Council of the Bar of England and Wales (the Bar
Council) to the additional questions posed by the Joint Parliamentary Committee on the

Draft Investigatory Powers Bill as seit in the document sent by email on %t December

2015 to Peter Carter QC by Hannah Stewart, Legal Specialist, Scrutiny Unit, House of
/2YY2yad ¢KAA LI LISNI aSNBSa a GKS . N/ 2dzy OA
evidence to the Joint Committee.

2. Question 1:Do the oversight mechanisms in the draft Bill satisfy the requirements of
Article 8 of the European Convention on Human Rights?

z A

3. ¢CKAA Aa UK alYS a GKS 2NAIAYLFE ljdzSadaazy
previous submission.

4. Question 2:What is the legal status of the Codes of Practice under RIPA? What do
you expect to be contained in the Codes of Practice issued under this Bill?

z A

5. ¢CKAA Aa UK alYyS a GKS 2NRAIAYLE ljdzSadaazy
previous submission.

6. Question 3:What practical effect is the introduction of a right of appeal from the
Investigatory Powers Tribunal likely to have?

7. CKAAa A& GKS &alYS a GKS 2NRAIAYILE ljdzSadAazy
previous submision.

8. Question 4:Why is it important that the Investigatory Powers Tribunal is able to hold
as much of its proceedings in public as possible?

9. CKAAa A& GKS &lYS a GKS 2NRAIAYILE ljdzSadAazy
previous submisen.

10. Question 5:ls it appropriate that material acquired from targeted equipment
interference warrants may be used as evidence in legal proceedings? Is it desirable?

11. Question 6:ls there an orgoing justification for intercept material remaining
inadmissible in legal proceedings?

12. Questions 5 and 6 raise similar issues to those in the original Q 13 and which are
O2y Ul AYSR GAUKAY (GKS . INJ/2dzyOAf Qa LINBOJA 2 dza

13. Question 7:The Bill creates a new offence of disclosing the fact that warrants for
equipment interference have been authorised and that such activities have taken place
(Clause 102). Will this have any impact on legal proceedings in your view?

14.  This raises sindt issues to those considered in response to questions 5 and 6. It also

raises issues which are the subject of Additional questions 11 and 12 which are answered
below.
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15.  Question 8:ls the retention of data for 12 months a proportionate balance between
the needs of the security services and law enforcement and the rights of the individual?

16. ¢KA&a Aa GUKS alyYS Fa GKS 2NAIAYEFE [dzSadGAzy
previous submission.

17.  Question 9:Does cla