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Access Nowñwritten evidence (IPB0112)  

 
Executive Summary 

1. Thank you for this opportunity to provide comments. Communications surveillance 
ƛƴǘŜǊŦŜǊŜǎ ǿƛǘƘ ƛƴŘƛǾƛŘǳŀƭǎΩ ƘǳƳŀƴ ǊƛƎƘǘ ǘƻ ǇǊƛǾŀŎȅΣ ŀǎ ǿŜƭƭ ŀǎ ƻǘƘŜǊ ƘǳƳŀƴ ǊƛƎƘǘǎ 
recognised in international law and policies. Accordingly, laws that permit 
communications surveillance must respect certain standards, including necessity and 
proportionality. Additional principles are explained in the International Principles on 
the Application of Human Rights to Communications Surveillance. 

2. Access Now applauds the UK Home Office for its attempt to provide public 
understanding of the scope of its investigatory powers and their application. 
However, we encourage the the Joint Committee on the Draft Investigatory Powers 
Bill to take notice of the substantial risk posed to human rights by its new and 
renewing authorities. 

3. The Draft IP Bill threatens and fails to extend human rights protections, including 
those related to the right to privacy, protection of personal data, and freedom of 
expression. Portions of the Draft IP Bill risk undermining the integrity of 
communications systems through the weakening of encryption tools and 
technologies.  

4. In addition to its impact on citizens and businesses of the United Kingdom, the Draft 
IP Bill will have a vast impact around the world, because some of the most invasive 
aspects of the draft will apply to individuals and providers outside of the UK. 
Accordingly, it will have deleterious effects on human rights of individuals around 
the world.1 

5. In light of the risks posed by this draft, Access Now recommends key changes in 
conformity with human rights standards to protect security practices, increase 
oversight and transparency, and extend protections for non-nationals. 

 
Access Now has also joined a coalition of civil society organizations in submitting Written 
Evidence broadly addressing the questions posed by the Joint Committee on the Draft 
Investigatory Powers Bill. These comments are intended to supplement the coalition 
comments. 
 

I. About Access Now 
1. Access Now is an international organisation that works to defend and extend digital 

rights of users globally.2  Through representation in 10 countries around the world ς 
including in the European Union - Access Now provides thought leadership and 
policy recommendations to the public and ǇǊƛǾŀǘŜ ǎŜŎǘƻǊǎ ǘƻ ŜƴǎǳǊŜ ǘƘŜ ƛƴǘŜǊƴŜǘΩǎ 
continued openness and the protection of fundamental rights. Our Technology Arm 
operates a 24/7 digital security helpline that provides real time direct technical 
assistance to users around the world. 

                                            
1 Secretary of State for the Home Department, Draft Investigatory Powers Bill (2015), Sections 69, 79, 189(8), and 31(3), 
available at 
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/473770/Draft_Investigatory_Powers_Bill
.pdf [Draft IP Bill]. 
2 Access Now, https://www.accessnow.org. 
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2. Access Now previously participated in the consultative process led by Independent 
Reviewer of Terrorism Legislation David Anderson Q.C.,3 as well as the consultative 
process instigated by the Home Office in 2015 in regard to the new Draft Equipment 
Interference Code of Practice and the updated Interception of Communications Code 
of Practice.4 Access Now submitted Written Evidence on the Draft Investigatory 
Powers Bill to the technology issues inquiry5 and the Joint Committee on Human 
Rights.6 Access Now appreciates this further opportunity to input into the reform of 
UK surveillance law and practice. 

 
II. International law and human rights 

1. The United Kingdom is a party to the European Convention on Human Rights 
όƘŜǊŜƛƴŀŦǘŜǊΣ ǘƘŜ ά9/IwέύΣ7 the EU Charter of Fundamental Rights όƘŜǊŜƛƴŀŦǘŜǊΣ άǘƘŜ 
/ƘŀǊǘŜǊέύΣ8 and the International Covenant on Civil and Political Rights (hereinafter, 
ǘƘŜ άL//twέύΦ9 

2. The ECHR and Charter establish the right to privacy (Articles 8 and 7, respectively) 
and freedom of expression (Articles 10 and 11, respectively). The European Court of 
IǳƳŀƴ wƛƎƘǘǎ όƘŜǊŜƛƴŀŦǘŜǊΣ ǘƘŜ ά9/ǘIwέύ Ƙŀǎ ŀǊǘƛŎǳƭŀǘŜŘ ǘƘŜ ǎǘŀƴŘŀǊŘǎ ŦƻǊ ŜŀŎƘ ǊƛƎƘǘΦ 
hƴ ǘƘŜ ǊƛƎƘǘ ǘƻ ǇǊƛǾŀŎȅΣ ǘƘŜ 9/ǘIw ƴƻǘŜŘ άώǊϐŜǎǇŜŎǘ ŦƻǊ ǇǊƛǾŀǘŜ ƭƛŦŜ Ƴǳǎǘ ŀƭǎƻ 
comprise to a certain degree the right to establish and develop relationships with 
ƻǘƘŜǊ ƘǳƳŀƴ ōŜƛƴƎǎ Φ Φ Φ ά10 On freedom of expression, the ECtHR noted that freedom 
ƻŦ ŜȄǇǊŜǎǎƛƻƴ άǇǊƻǘŜŎǘǎ ƴƻǘ ƻƴƭȅ ǘƘŜ ǎǳōǎǘŀƴŎŜ ƻŦ ǘƘŜ ƛŘŜŀǎ ŀƴŘ ƛƴŦƻǊƳŀǘƛƻƴ 
expressed, but also the form in which they are conveyed."11 The Charter also 
safeguards the right to protection of personal data, which the ECtHR articulated as 
an element of the right to privacy under the ECHR. 

3. The ICCPR establishes the right to privacy (Article 17), the right to freedom of 
expression (Article 19), and the right to freedom of association (Article 22), among 
many others. 

4. In a 2015 report, David Kaye, the United Nations Special Rapporteur for Freedom of 
9ȄǇǊŜǎǎƛƻƴΣ ŜȄǇƭŀƛƴŜŘ ǘƘŀǘ ǇǊƛǾŀŎȅ ŀƴŘ ŦǊŜŜŘƻƳ ƻŦ ŜȄǇǊŜǎǎƛƻƴ ŀǊŜ ǘƛŜŘ ǘƻ ƛƴŘƛǾƛŘǳŀƭǎΩ 
ability to use encryption and communicate anonymously.12 Specifically, the Special 

                                            
3 Peter Micek and Ellie Lightfoot, Access Contributes to Independent Review of UK Surveillance Abuses, Access Now (Oct. 
15, 2014), https://www.accessnow.org/blog/2014/10/15/access-contributes-to-independent-review-of-uk-surveillance-
abuses. 
4 Jack Bussell, IǳƳŀƴ wƛƎƘǘǎ [ŜŦǘ hǳǘ ƻŦ {ƛƎƘǘ ƛƴ ¦YΩǎ bŜǿ {ǳǊǾŜƛƭƭŀƴŎŜ DǳƛŘŜƭƛƴŜǎΣ Access Now (March 23, 2015), 
https://www.accessnow.org/blog/2015/03/23/human-rights-left-out-of-sight-in-uks-new-surveillance-guidelines. 
5 Access Now, Written Evidence submitted by Access Now 
http://data.parliament.uk/writtenevidence/committeeevidence.svc/evidencedocument/science-and-technology-
committee/investigatory-powers-bill-technology-issues/written/25186.html 
6 Access Now and Fight for the Future, Written Evidence from Access Now and Fight for the Future, 
http://data.parliament.uk/writtenevidence/committeeevidence.svc/evidencedocument/human-rights-
committee/legislative-scrutiny-draft-investigatory-powers-bill/written/25665.pdf 
7 European Convention on Human Rights, June 1, 2010, available at https://ec.europa.eu/digital-agenda/sites/digital-
agenda/files/Convention_ENG.pdf. 
8 Charter of Fundamental Rights of the European Union, art. 8, 2000 O.J. (C 364); European Court of Human Rights Personal 
data protection factsheet, (Dec. 2015), http://www.echr.coe.int/Documents/FS_Data_ENG.pdf. 
9 International Covenant on Civil and Political Rights, Dec. 16, 1966, S. Treaty Doc. No. 95-20, 6 I.L.M. 368 (1967), 999 
U.N.T.S. 171. 
10 Rotaru v. Romania, European Court of Human Rights (2002), available at http://hudoc.echr.coe.int/eng?i=001-58586. 
11 Oberschlick v. Austria, European Court of Human Rights (1991), available at 
http://hudoc.echr.coe.int/eng?i=001-57716. 
12 Report of the Special Rapporteur on the promotion and protection of the right to freedom of opinion and expression, 
Human Rights Council, U.N. Doc.A/HRC/29/32 (May 22, 2015) (by David Kaye). 

https://ec.europa.eu/digital-agenda/sites/digital-agenda/files/Convention_ENG.pdf
https://ec.europa.eu/digital-agenda/sites/digital-agenda/files/Convention_ENG.pdf


Access Nowñwritten evidence (IPB0112) 

8 

wŀǇǇƻǊǘŜǳǊ ŦƻǳƴŘΣ άώŜϐƴŎǊȅǇǘƛƻƴ ŀƴŘ ŀƴƻƴȅƳƛǘȅΣ ǘƻŘŀȅΩǎ ƭŜŀŘƛƴƎ ǾŜƘƛŎƭŜǎ ŦƻǊ ƻƴƭƛƴŜ 
security, provide individuals with a means to protect their privacy, empowering them 
to browse, read, develop and share opinions and information without interference 
and enabling journalists, civil society organizations, members of ethnic or religious 
groups, those persecuted because of their sexual orientation or gender identity, 
activists, scholars, artists and others to exercise the rights to freedom of opinion and 
ŜȄǇǊŜǎǎƛƻƴΦέ  

5. The Universal Declaration of Human Rights (UDHR) and the International Covenant 
on Economic, Social, and Cultural Rights (ICESCR) both affirm the right to enjoy the 
benefits of science. The UDHR declares, "Everyone has the right freely to participate 
in the cultural life of the community, to enjoy the arts and to share in scientific 
advancement and its benefits" (Article 27). The ICESCR recognises the right "to enjoy 
the benefits of scientific progress and its applications" (Article 15). 

6. As part of the World Summit on the Information Society (WSIS), United Nations 
aŜƳōŜǊ {ǘŀǘŜǎΣ ƛƴŎƭǳŘƛƴƎ ǘƘŜ ¦ƴƛǘŜŘ YƛƴƎŘƻƳΣ ŀƎǊŜŜŘ ǘƘŀǘ άǎǘǊŜƴƎǘƘŜƴƛƴƎ 
confidence and security in the use of ICTs for the development of information 
ǎƻŎƛŜǘƛŜǎ ŀƴŘ ǘƘŜ ǎǳŎŎŜǎǎ ƻŦ L/¢ǎ ƛǎ ŀ ŘǊƛǾŜǊ ƻŦ ŜŎƻƴƻƳƛŎ ŀƴŘ ǎƻŎƛŀƭ ƛƴƴƻǾŀǘƛƻƴΦέ13 
CǳǊǘƘŜǊΣ άōǳƛƭŘƛƴƎ ŎƻƴŦƛŘŜƴŎŜ ƛƴ ǘƘŜ ǳǎŜ ƻŦ L/¢ǎ ǎƘƻǳƭŘ ōŜ ŎƻƴǎƛǎǘŜƴǘ ǿƛǘƘ ƘǳƳŀƴ 
ǊƛƎƘǘǎΦέ14 Member States also noted concern over attacks against individuals and 
other entities undertaken through digital means. 

7. The International Principles on the Application of Human Rights to Communications 
Surveillance provide a framework for protection of human rights against 
communications surveillance.15 όƘŜǊŜƛƴŀŦǘŜǊΣ άǘƘŜ tǊƛƴŎƛǇƭŜǎέύΦ ¢ƘŜ tǊƛƴŎƛǇƭŜǎ ƛƴŎƭǳŘŜ 
Necessity, Proportionality, Legality, Transparency, Public Oversight, Integrity of 
/ƻƳƳǳƴƛŎŀǘƛƻƴǎ ŀƴŘ {ȅǎǘŜƳǎΦ ¢ƘŜ tǊƛƴŎƛǇƭŜǎΩ tǊŜŀƳōƭŜ ŘŜǎŎǊƛōŜǎ ǘƘŜƛǊ ǳǘƛƭƛǘȅΥ 

άtǊƛǾŀŎȅ ƛǎ ŀ ŦǳƴŘŀƳŜƴǘŀƭ ƘǳƳŀƴ ǊƛƎƘǘΣ and is central to the maintenance of 
democratic societies. It is essential to human dignity and reinforces other 
rights, such as freedom of expression and information, and freedom of 
association, and is recognized under international human rights law. 
Communications surveillance interferes with the right to privacy among a 
ƴǳƳōŜǊ ƻŦ ƻǘƘŜǊ ƘǳƳŀƴ ǊƛƎƘǘǎΦέ 

8. ¢ƘŜ tǊƛƴŎƛǇƭŜǎ άŀǇǇƭȅ ǘƻ ǎǳǊǾŜƛƭƭŀƴŎŜ ŎƻƴŘǳŎǘŜŘ ǿƛǘƘƛƴ ŀ {ǘŀǘŜ ƻǊ ŜȄǘǊŀ-ǘŜǊǊƛǘƻǊƛŀƭƭȅΦέ 
 
1. Integrity of communications and systems 

1. The Draft IP Bill may be interpreted to require operators to weaken or undermine 
encryption tools and technologies offered to internet users,16 undermining human 
rights and the integrity of the internet. Another provision authorises the Secretary of 

                                            
13 Outcome Document of the High-Level Meeting of the General Assembly on the Overall Review of the Implementation of 
WSIS Outcomes, para. 53 (Dec. 14, 2015) http://w orkspace.unpan.org/sites/Internet/Documents/UNPAN95707.pdf. 
14 Id. at para. 55 
15 International Principles on the Application of Human Rights to Communications Surveillance, 
https://necessaryandproportionate.org. 
16 Draft IP Bill Section 51 (The Secretary of State can order providers to maintain a means to effectuate surveillance). More 
broadly, the Secretary of State may also order any telecommunications operator to take any steps that are considered 
necessary in the interests of national security. Id. at Section 188. Both of these authorities may be read broadly to give 
license to the Secretary of State to disrupt providers from offering the strongest encrypted services. 

http://workspace.unpan.org/sites/Internet/Documents/UNPAN95707.pdf
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State to implement broad regulations that could place substantial burdens on 
providers and limit user security.17 

2. ¢ƘŜ DǳƛŘŜ ǘƻ tƻǿŜǊǎ ŀƴŘ {ŀŦŜƎǳŀǊŘǎΣ ǿƘƛŎƘ ǇǊŜŦŀŎŜǎ ǘƘŜ 5ǊŀŦǘ Lt .ƛƭƭΣ ǎǘŀǘŜǎΣ άǘƘŜ 
draft Bill does not impose any additional requirements in relation to encryption over 
and above the existing obligations in the Regulation of Investigatory Powers Act 
όƘŜǊŜƛƴŀŦǘŜǊΣ άwLt!έύΦέ18 However, it is unclear that RIPA required providers to 
Ƴŀƛƴǘŀƛƴ άǇŜǊƳŀƴŜƴǘ ƛƴǘŜǊŎŜǇǘ ŎŀǇŀōƛƭƛǘƛŜǎΣ ƛƴŎƭǳŘƛƴƎ ƳŀƛƴǘŀƛƴƛƴƎ ǘƘŜ ŀōƛƭƛǘȅ ǘƻ 
ǊŜƳƻǾŜ ŀƴȅ ŜƴŎǊȅǇǘƛƻƴ ŀǇǇƭƛŜŘ ōȅ ǘƘŜ /{tΦέ19 Such authority was not anticipated in 
previous documents providing interpretation of existing surveillance authorities.20 

3. The free development, distribution, access, and use of encryption protects 
confidentiality of communication, increases trust, helps prevent crime, and 
contributes to a healthy economy.21 When used by organisers or legal defenders 
living under oppressive regimes, victims of domestic abuse, or journalists reporting 
on violent crime, encryption may even save lives.  

4. Recently, many of the top cryptographic experts published a new report that 
ŜȄǇƭŀƛƴŜŘ ǘƘŀǘ ŀƴȅ ŜȄŎŜǇǘƛƻƴŀƭ ŀŎŎŜǎǎ ǊŜƎƛƳŜ ǿƻǳƭŘ άŦƻǊŎŜ ŀ ¦-turn from the best 
ǇǊŀŎǘƛŎŜǎ ƴƻǿ ōŜƛƴƎ ŘŜǇƭƻȅŜŘ ǘƻ ƳŀƪŜ ǘƘŜ LƴǘŜǊƴŜǘ ƳƻǊŜ ǎŜŎǳǊŜΣέ άǎǳōǎǘŀƴǘƛŀƭƭȅ 
ƛƴŎǊŜŀǎŜ ǎȅǎǘŜƳ ŎƻƳǇƭŜȄƛǘȅέ ŀƴŘ ǊŀƛǎŜ ŀǎǎƻŎƛŀǘŜŘ ŎƻǎǘǎΣ ŀƴŘ άǿƻǳƭŘ ŎǊŜŀǘŜ 
ŎƻƴŎŜƴǘǊŀǘŜŘ ǘŀǊƎŜǘǎ ǘƘŀǘ ŎƻǳƭŘ ŀǘǘǊŀŎǘ ōŀŘ ŀŎǘƻǊǎΦέ22 

5. As stated above, encryption is at the heart of the free exercise of human rights like 
free expression and privacy, as guaranteed by the ICCPR, ECHR, and the Charter, as 
well as the right to benefit from scientific progress, affirmed in the ICESCR and 
UDHR.23  

6. Encryption and anonymity enable freedom of expression. Any restrictions must 
strictly satisfy the conditions of ICCPR Article 19(3).24 Per the Human Rights 
Committee, the only body charged with interpreting the ICCPR, governments must 
ǎƘƻǿ άƛƴ ǎǇŜŎƛŦƛŎ ŀƴŘ ƛƴŘƛǾƛŘǳŀƭƛȊŜŘ ŦŀǎƘƛƻƴέ ǘƘŀǘ ǘƘŜ ǊŜǎǘǊƛŎǘƛƻƴ ƻƴ ŜȄǇǊŜǎǎƛƻƴ ƛǎ όмύ 
provided by law, pursuant to one of the legitimate grounds, with sufficient precision 
and accessibility to provide notice and guidance; (2) necessary for a legitimate 
ǇǳǊǇƻǎŜΤ ŀƴŘ όоύ ǇǊƻǇƻǊǘƛƻƴŀǘŜΣ ƳŜŀƴƛƴƎ ƛǘ ƛǎ ǘƘŜ άƭŜŀǎǘ ƛƴǘǊǳǎƛǾŜ ƛƴǎǘǊǳƳŜƴǘέ 
available and not overbroad.25 Applying that test, we find generally applicable 
restrictions such as mandatory backdoors or weakened security standards do not 

                                            
17 Draft IP Bill Section 189 (The Secretary of State may also issue regulations that obligate operators to ensure that they can 
assist with relevant authorisations.). 
18 ¢ƘŜ DǳƛŘŜ ǘƻ tƻǿŜǊǎ ŀƴŘ {ŀŦŜƎǳŀǊŘǎΣ ǿƘƛŎƘ ǇǊŜŦŀŎŜǎ ǘƘŜ 5ǊŀŦǘ Lt .ƛƭƭΣ ǎǘŀǘŜǎ ŀǘ ǇŀǊŀΦ соΣ άǘƘŜ ŘǊŀŦǘ .ƛƭƭ ŘƻŜǎ ƴƻǘ ƛƳǇƻǎŜ 
any additioƴŀƭ ǊŜǉǳƛǊŜƳŜƴǘǎ ƛƴ ǊŜƭŀǘƛƻƴ ǘƻ ŜƴŎǊȅǇǘƛƻƴ ƻǾŜǊ ŀƴŘ ŀōƻǾŜ ǘƘŜ ŜȄƛǎǘƛƴƎ ƻōƭƛƎŀǘƛƻƴǎ ƛƴ wLt!Φέ 
19 See, e.g., HOME OFFICE, Interception of Communications Code of Practice Draft for Public Consultation (Feb. 2015), 
available at 
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/401866/Draft_Interception_of_Commun
ications_Code_of_Practice.pdf [IC Draft Code of Practice]. 
20 Id. 
21 Ryan Hagemann & Josh Hampson, Encryption, Trust, and the Online Economy, Nikanen Center (Nov. 9, 2015), 
https://n iskanencenter.org/wp-content/uploads/2015/11/RESEARCH-PAPER_EncryptionEconomicBenefits.pdf. 
22 Harold Abelson et al., Keys Under Doormats: mandating insecurity by requiring government access to all data and 
communications, Massachusetts Institute of Technology Technical Report (July 6, 2015). 
23 9ƴŎǊȅǇǘƛƻƴΣ !ƴƻƴȅƳƛǘȅΣ ŀƴŘ ǘƘŜ άwƛƎƘǘ ǘƻ {ŎƛŜƴŎŜέ, JUSTSECURITY (Apr. 28, 2015) 
https://www.justsecurity.org/22505/encryption-anonymity-debates-right-science. 
24 Report of the Special Rapporteur on the protection and promotion of the right to freedom of opinion and expression at 
para. 31.  
25 Human Rights Committee, General Comment No. 34 (Sept. 12, 2011) 
http://www2.ohchr.org/english/bodies/hrc/docs/gc34.pdf. 
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transparently provide notice to affected parties; are not imposed in a specific or 
individualised fashion; are not strictly necessary to achieve a legitimate aim; and do 
employ the least intrusive means, but rather result in a widespread, 
disproportionate, and indiscriminate impact.26  

7. Limitations on the development or use of encryption subverts the right to benefit 
from scientific progress. The UN Committee on Economic, Social and Cultural Rights 
has also indicateŘ ǘƘŀǘ {ǘŀǘŜǎ ǇŀǊǘȅ ǘƻ ǘƘŜ L/9{/w άǎƘƻǳƭŘ ǇǊŜǾŜƴǘ ǘƘŜ ǳǎŜ ƻŦ 
scientific and technical progress for purposes contrary to human rights and dignity, 
ƛƴŎƭǳŘƛƴƎ ǘƘŜ ǊƛƎƘǘǎ ǘƻ ƭƛŦŜΣ ƘŜŀƭǘƘ ŀƴŘ ǇǊƛǾŀŎȅ Φ Φ Φά27 In the context of the Draft IP Bill, 
a number of technologies meant to conform to provisions on encryption, equipment 
interference, and filtering arrangements, among other, could be used to undermine 
human rights.  

8. The Draft IP Bill could unilaterally place an affirmative, international obligation on 
providers, of which other governments, including repressive regimes, could take 
advantage and misuse to the detriment of human rights standards. This could also 
infringe on several ongoing domestic debates around the world. Several countries 
are currently in the middle of active debates on the topic of encryption, including 
India, where a draft policy proposal was recently withdrawn after technologists and 
experts objected that it would undermine privacy and secure communications,28 and 
the United States.29 Despite a public and open debate on encryption dating back to 
the 1970s,30 the U.S. has repeatedly rejected any law or policy to undermine its 
development or use.31  

9. While mandates to undermine encryption will harm human rights, the digital 
economy, and overall trust in the internet, they would do little to help investigate or 
protect against terrorism or other crimes. Criminals and terrorists would still have 
access to products that offer strong encryption, either by designing and building a 
new application or using one developed wholly outside of the UK. Instead, these 
mandates would likely have the biggest impact on innocent users seeking to 
communicate, transact business, and access information as part of everyday life, and 
who, in those interactions, would be denied access to the strongest security 
available and may be a bigger target for criminal actors. 

 
Recommendations 

                                            
26 Id. at paras. 42-43. 
27 Economic and Social Council, General Comment No. 17, para. 35, U.N. Doc.E/C.12/GC17 (Jan. 12, 2006) 
http://www.un.org/Docs/journal/asp/ws.asp?m=E/C.12/GC/17. 
28 India withdraws controversial encryption policy, BBC News (Sept. 22, 2015), http://www.bbc.com/news/world-asia-india-
34322118. 
29 Ellen Nakashima & Andrea Peterson, Obama administration opts not to force firms to decrypt data - for now, Washington 
Post (Oct. 8, 2015), https://www.washingtonpost.com/world/national-security/obama-administration-opts-not-to-force-
firms-to-decrypt-data--for-now/2015/10/08/1d6a6012-6dca-11e5-aa5b-f78a98956699_story.html. See also, Mike Masnick, 
¢ǿƻ ƻŦ ǘƘŜ Ƴƻǎǘ ǊƛŘƛŎǳƭƻǳǎ ǎǘŀǘŜƳŜƴǘǎ ŦǊƻƳ {ŜƴŀǘƻǊǎ ŀǘ ȅŜǎǘŜǊŘŀȅΩǎ ŜƴŎǊȅǇǘƛƻƴ ƘŜŀǊƛƴƎǎ, TechDirt (July 9, 2015), 
https://www.techdirt.com/articles/20150709/00065731595/two -most-ridiculous-statements-senators-yesterdays-
encryption-hearings.shtml. 
30 Henry Corrigan-Gibbs, Keeping Secrets: Four decades ago, university researchers figured out the key to computer privacy, 
sparking a battle with the National Security Agency that continues today, Stanford Magazine (Nov. 7, 2014), 
https://medium.com/stanford-select/keeping-secrets-84a7697bf89f#.lhngrmsud. 
31 See, e.g., Nicole Perlroth & David E. Sanger, hōŀƳŀ ²ƻƴΩǘ {ŜŜƪ !ŎŎŜǎǎ ǘƻ 9ƴŎǊȅǇǘŜŘ 5ŀǘŀ, N.Y. Times (Oct. 10, 2015) 
όάCΦ.ΦI. director, James B. Comey, told the Senate Homeland Security and Governmental Affairs Committee that the 
ŀŘƳƛƴƛǎǘǊŀǘƛƻƴ ǿƻǳƭŘ ƴƻǘ ǎŜŜƪ ƭŜƎƛǎƭŀǘƛƻƴ ǘƻ ŎƻƳǇŜƭ ǘƘŜ ŎƻƳǇŀƴƛŜǎ ǘƻ ŎǊŜŀǘŜ ǎǳŎƘ ŀ ǇƻǊǘŀƭΦέύΣ 
http://www.nytimes.com/2015/10/11/us/politics/obama-wont-seek-access-to-encrypted-user-data.html.   
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1. The Joint Committee on the Investigatory Powers Bill should clarify current 
obligations for providers related to the development and use of encryption. 

2. The Home Office should not legislate in a manner that would require encryption 
back doors or key escrow or otherwise mandate exception access to user data. To do 
so would make millions, if not billions of users less safe and secure without 
impacting the ability of terrorists or criminals to use encryption tools, such as those 
they design themselves. This is supported by a recent petition to the U.S. President 
supported by dozens of civil society organisations, companies, and trade 
associations, and signed by over 100,000 individuals.32 

 
2. Transparency and public oversight 

1. The Draft IP Bill does not effectively ensure transparent surveillance procedures or 
meaningful public oversight, which are necessary to ensure government 
accountability and respect for human rights. Disclosures of statistics and relevant 
interpretations inform stakeholders, including policymakers, providers, and civil 
society, on the state of surveillance, and are essential to robust public discourse on 
the limits to liberty and privacy in the digital age. 

2. The Draft IP Bill requires the publication of an annual report from the Investigatory 
Powers Commissioner, to include statistics on the use of surveillance authorities. The 
Prime Minister is free to redact any portion of the annual report for a broad 
spectrum of reasons, including national security.33 

3. The Draft IP Bill fails to provide adequate public information on the interpretation of 
its key legal standards, namely necessity and proportionality. Public information 
about how authorities are applied is necessary in order that internet users have 
adequate notice of potential surveillance to which they may be subjected.34 

4. While the Draft IP Bill provides for a Technical Advisory Board, it is limited to a 
consulting role in the review of ǘƘŜ {ŜŎǊŜǘŀǊȅ ƻŦ {ǘŀǘŜΩǎ ƴƻǘƛŎŜǎ ŀƴŘ ƻōƭƛƎŀǘƛƻƴǎΦ   

 
Recommendations 

1. The Draft IP Bill should be modified to specify that all novel or significant 
interpretations of the law by intelligence services, the Secretary of State, or other 
entities are made publicly available. The Draft IP Bill should be further modified to 
remove exceptions from the public reporting requirement on statistics related to 
surveillance, and should authorise granular reporting regarding what authorities are 
being used, how many users are targeted, and how many users are impacted by the 
exercise of those authorities. 

2. The Draft IP Bill should grant operators the ability to disclose information, whether in 
specific, aggregate, or narrative form, about government requests related to 
communications surveillance. Operators should also be allowed to disclose any 
requests or pressure to hand over encryption keys, install or alter hardware or 

                                            
32 Dear President Obama, Stand up for Strong Security, https://savecrypto.org (last visited Nov. 26, 2015). 
33 Draft IP Bill Section 171. 
34 See, e.g., Access Now et. al, Representations on Interception of communications and equipment interference: draft codes 
of practice (Mar. 20, 2015), όάǘƘŜ Ǌƛǎƪ ƻŦ ǳƴƴŜŎŜǎǎŀǊȅ ƻǊ ŘƛǎǇǊƻǇƻǊǘƛƻƴŀǘŜ ǎǳǊǾŜƛƭƭŀƴŎŜ ǇǳǊǎǳŀƴǘ ǘƻ wLt!Σ L{!Σ ŀƴŘ ǘƘŜ /ƻŘŜǎ 
is so manifest, particularly in respect to bulk collection or large-scale, invasive equipment interference activities, that the 
authorisation, renewal, amendment, and oversight of the relevant warrants and authorizations should be entrusted to an 
entity independent of the bodies conducting the surveillance in order to ensure compliance wiǘƘ ǘƘŜ 9/IwΦέύΦ available at 
https://s3.amazonaws.com/access.3cdn.net/6fa9a8bf795df015c5_7qm6bhsu4.pdf. 
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software, or to allow authorities access to facilities, networks, or data under their 
control. 

3. The Draft IP Bill should be modified to specify that internet users are notified when 
their personal data is collected under the surveillance authorities, with enough time 
to enable a legal challenge and invoke other available remedies. Operators should 
also be permitted to provide this notice to their customers. 

4. The Draft IP Bill should be modified to provide the Technical Advisory Board with 
independent standing and membership and imbued with all of the authorities and 
funding needed to operate independently. 

 
3. Extraterritoriality  

1. As discussed above, the Draft IP Bill grants the Secretary of State authority to issue 
regulations, including those relating to the removal of electronic protection, to 
persons outside the United Kingdom.35 

2. In responding to the United Nations Human Rights Committee, the Government of 
the United Kingdom stated the position that the ICCPR has effect outside the 
ǘŜǊǊƛǘƻǊȅ ƻŦ ǘƘŜ {ǘŀǘŜ ƛƴ άǾŜǊȅ ŜȄŎŜǇǘƛƻƴŀƭ ŎŀǎŜǎΦέ36 However, the United Nations 
Special Rapporteur on the Promotion and Protection of Human Rights and 
Fundamental Freedoms considers States legally bound to provide equal protections 
for nationals and non-ƴŀǘƛƻƴŀƭǎΣ ŀƴŘ ƴƻǘŜŘ άǘƘŜ ǳǎŜ ƻŦ Ƴŀǎǎ ǎǳǊǾŜƛƭƭŀƴŎŜ 
programmes to intercept  communications of those located in other jurisdictions 
raises serious questions about   the accessibility and foreseeability of the law 
governing the interference with privacy  rights, and the inability of individuals to 
know that they might be subject to foreign  surveillance or to interception of 
communications ƛƴ ŦƻǊŜƛƎƴ ƧǳǊƛǎŘƛŎǘƛƻƴǎΦέ37 

3. Mutual Legal Assistance Treaties (MLATs) facilitate the exchange of information 
relevant to an investigation between countries.38 MLATs provide predictability and 
oversight, and frequently require respect for international human rights and 
domestic legal standards.39 Ongoing government efforts aim to improve the MLAT 
system to ensure it meets the demand for the exchange of information across 
borders.40 Lƴ ǘƘŜ ¦Φ{ΦΣ ǘƘŜ tǊŜǎƛŘŜƴǘϥǎΩ wŜǾƛŜǿ DǊƻǳǇ ƻƴ LƴǘŜƭƭƛƎŜƴŎŜ ŀƴŘ 
Communications Technologies noted that support for the MLAT process 
ŘŜƳƻƴǎǘǊŀǘŜǎ ŀ ŎƻƳƳƛǘƳŜƴǘ ǘƻ άŀ ǿŜƭƭ-functioning internet that meets the goals of 
ǘƘŜ ƛƴǘŜǊƴŀǘƛƻƴŀƭ ŎƻƳƳǳƴƛǘȅΦέ41 

 
Recommendations 

                                            
35 Draft IP Bill Section 189(8). 
36 U.N. Human Rights Committee (HRC), UN Human Rights Committee: Sixth Periodic Report, United Kingdom of Great 
Britain and Northern Ireland, 18 May 2007, CCPR/C/GBR/6, 
http://www.refworld.org/publisher,HRC,STATEPARTIESREP,GBR,46820b202,0.html para. 59. 
37 Report of the Special Rapporteur on the promotion and protection of human rights and fundamental freedoms while 
countering terrorism, General Assembly, U.N. Doc.A/69/397 (Sept. 23, 2014) (by Ben Emmerson). 
38 Mutual Legal Assistance Treaties, https://mlat.info/. 
39 Id. 
40 See, e.g., U.S. Department of Justice, F.Y. 2015 Budget Request, 
http://www.justice.gov/sites/default/files/jmd/legacy/2014/07/13/mut-legal-assist.pdf. 
41 ¢ƘŜ tǊŜǎƛŘŜƴǘΩǎ wŜǾƛŜǿ DǊƻǳǇ ƻƴ LƴǘŜƭƭƛƎŜƴŎŜ ŀƴŘ /ƻƳƳǳƴƛŎŀǘƛƻƴǎ ¢ŜŎƘƴƻƭƻƎƛŜǎΣ Liberty and Security in a Changing 
World 228 (Dec. 12, 2013), https://www.whitehouse.gov/sites/default/files/docs/2013-12-12_rg_final_report.pdf. 
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 The extraterritoriality sections of the Draft IP Bill should be removed or clarified to 
limit their impact to the requirement for providers doing business within the UK to 
respond to valid court orders. 

 The Draft IP Bill should apply the same standard to both citizens and non-citizens, 
and remove all areas where the law distinguishes either on virtue of citizenship or 
geographic location. 

 The Draft IP Bill should re-assert a commitment to and support additional funding for 
the execution of MLATs, and foster reforms to update and strengthen the MLAT 
process.  

 
4. Other issues impacting human rights 

1. Access Now further identifies severe human rights problems with other provisions of 
the Draft IP Bill. For example, the Draft IP Bill fails to require advance approval of 
surveillance orders by an independent and competent judicial authority, fails to 
respect proportionality in its treatment of interference authorities, and fails to 
provide for adequate avenues of redress or to require that individuals are notified 
when they are subject to invasive surveillance that would interfere with their human 
rights in order that they would have an opportunity to challenge that surveillance in 
a court. 

2. The Draft IP Bill authorises mandates for providers to retain personal data up to 12 
months.42 The Investigatory Powers Commission can also deem information or 
documents appropriate for retention.43 Data retention mandates infringe upon 
individual privacy and chill the exercise of human rights including freedom of 
expression and freedom of association.44 This infringement is particularly 
pronounced in situations without meaningful limits to the scope of the data that 
provider can be compelled to retain. The current Draft IP Bill does not contain any 
finding or evidence as to whether a legal review was conducted on whether ς and 
how ς these proposed measures were in conformity with rules articulated by the 
/ƻǳǊǘ ƻŦ WǳǎǘƛŎŜ ƻŦ ǘƘŜ 9ǳǊƻǇŜŀƴ ¦ƴƛƻƴ όƘŜǊŜƛƴŀŦǘŜǊΣ ά/W9¦έύΦ45 

3. Filtering arrangements extend beyond existing powers and create new privacy and 
security risks.46 The filtering arrangements considered in the Draft IP Bill are 

                                            
42 Draft IP Bill Section 71 όƎƛǾŜǎ ǘƘŜ {ŜŎǊŜǘŀǊȅ ƻŦ {ǘŀǘŜ ŀǳǘƘƻǊƛǘȅ ǘƻ άǊŜǉǳƛǊŜ ŀ ǘŜƭŜŎƻƳƳǳƴƛŎŀǘƛƻƴǎ ƻǇŜǊŀǘƻǊ ǘƻ ǊŜǘŀƛƴ 
relevant communications data if the Secretary of State considers that the requirement is necessary and proportionate [for 
ŀƴ ŜƴǳƳŜǊŀǘŜŘ ǇǳǊǇƻǎŜϐΦέύΦ ¢ƘŜ ǊŜǘŜƴǘƛƻƴ ƻǊŘŜǊ Ƴŀȅ ǇǊƻǾƛŘŜ ŦƻǊ ǳǇ ǘƻ мн ƳƻƴǘƘǎ ƻŦ ŘŀǘŀΦ Id. The Secretary of State may 
produce regulations that allow a provider to request a review of the retention order, at which point additional evidence 
may be taken. Id. However, pursuant to section 73, the Secretary of State is the ultimate arbiter of whether the retention 
order will stand following such a request. Id. at Section 73. Section 74 provides that data that is ordered retained must be 
secured and protected against accidental or unlawful destruction or unauthorised access, among other things. Id. at 
Section 74.  
43 Draft IP Bill Section 89(4). 
44 Letter from Access, et. Al. to Majority Leader Mitch McConnell, et. Al (May 11, 2015), available at 
https://s3.amazonaws.com/access.3cdn.net/ecffc6f83105be5bc5_8tm6bn51u.pdf. Other countries have recently 
considered and rejected data retention mandates. Ten EU countries invalidated data retention legislation in the aftermath 
of the CJEU data retention ruling, including Germany and the Netherlands In the United States, a proposal to include data 
retention mandates in the USA FREEDOM Act was rejected. 
45 Digital Rights Ireland Ltd v. Minister for Communications, Marine and Natural Resources and Others (C-293/12) and 
Kärntner Landesregierung and Others (C-594/12), Court of Justice of the EU (8/4/2004), available at 
http://curia.europa.eu/juris/liste.jsf?num=C-293/12. 
46 LƴǘŜǊƴŜǘ {ŜǊǾƛŎŜ tǊƻǾƛŘŜǊΩǎ !ǎǎƻŎƛŀǘƛƻƴΣ ISPA response to joint Committee on the draft Communications Data Bill 2-6, 
http://www.ispa.org.uk/wp-content/uploads/ISPA-response-to-Joint-Committee-on-the-draft-Communications-Data-
Bill.pdf. 
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overbroad in operation of compelled searches of private databases and may fail to 
meet requirements of legality, necessity, and proportionality. 

4. Upon request, Access Now is available to provide further information on these 
invasions of human rights by the Draft IP Bill if it would so please the Committee.  

 
Recommendations 

1. Data retention mandates should not be promulgated in any form until the resolution 
of two relevant cases pending at the CJEU, Home Department v. David Davis and 
Tele2 Sverige AB v. Post-och Telestyrelsen (Case C-203/15). 

2. The Draft IP Bill should be modified to provide explicit limits on the data that can be 
obtained under filtering arrangements, and to provide for explicit limits on storage 
and dissemination of that data. 

3. Given the importance of this subject and the consequences on human rights and 
secure communications, the Draft IP Bill should be subject to careful scrutiny by 
Parliament and input to the UK government should be carefully considered. The 
Draft IP Bill should not be rushed through the pre-legislative process or other review. 

 
5. Conclusion 

1. Thank you for this opportunity to submit written evidence to this Committee.  
 
21 December 2015 
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Access Now et al. ñwritten evidence  (IPB0109)  

 
1. Thank you for this opportunity to provide comments. This written evidence is 

submitted on behalf of Access Now, Advocacy for Principled Action in Government, 

the Center for Financial Privacy and Human Rights, the Electronic Frontier 

CƻǳƴŘŀǘƛƻƴΣ bŜǿ !ƳŜǊƛŎŀΩǎ hǇŜƴ ¢ŜŎƘƴƻƭƻƎȅ LƴǎǘƛǘǳǘŜΣ wŜǎǘƻǊŜ ǘƘŜ CƻǳǊǘƘΣ ŀƴŘ 

TechFreedom. We are human rights, technology policy, and civil society 

organisations based out of or doing work in the United States and internationally.  

 

2. /ƻƳƳǳƴƛŎŀǘƛƻƴǎ ǎǳǊǾŜƛƭƭŀƴŎŜ ƛƴǘŜǊŦŜǊŜǎ ǿƛǘƘ ƛƴŘƛǾƛŘǳŀƭǎΩ ƘǳƳŀƴ ǊƛƎƘǘ ǘƻ ǇǊƛǾŀŎȅΣ ŀǎ 

well as other human rights recognised in international law and policies. Accordingly, 

laws that permit communications surveillance must be necessary and proportionate. 

 

3. In particular, we note the close partnership between the surveillance agencies 

operating within the United Kingdom and the United States, as demonstrated by the 

string of investigative reports starting on June 6, 2013 and known colloquially as the 

ά{ƴƻǿŘŜƴ wŜǾŜƭŀǘƛƻƴǎΦέ ²ƘƛƭŜ ƛǘ ƛǎ ǳƴŎƭŜŀǊ ǘƘŜ ŜȄŀŎǘ ǘŜǊƳǎ ōȅ ǿƘƛŎƘ ǎǳǊǾŜƛƭƭŀƴŎŜ 

information is disseminated between the United Kingdom and the United States, it is 

clear that agencies in both nations work in close concert to conduct surveillance 

around the world. We know that information collected by UK intelligence agencies, 

including information about U.S. citizens and foreign nationals, is shared in secret 

with the U.S. National Security Agency to be held and analysed.47 Additionally, the 

extraterritorial effect of the Draft Investigatory Powers Bill means that its provisions 

are also likely to have direct impact on the signers of this Comment.  

 

4. Accordingly, we recommend that the consideration of the Draft IP Bill be given 

adequate time, and not be rushed. Each provision should be provided with adequate 

attention and care. The surveillance authorities granted in the Draft IP Bill will 

subject millions, if not billions, of internet users around the world to surveillance by 

the UK intelligence and law enforcement agencies. In her introduction to the Draft 

Bill, the Home Secretary notes:  

 

The draft Investigatory Powers Bill that has been published for 

pre-legislative scrutiny and public consultation builds on their 

recommendations to bring together all of the powers available 

to law enforcement and the security and intelligence agencies 

to acquire communications and communications data and 

make them subject to enhanced, consistent safeguards. 

                                            
47 Ewen MacAskill, Julian Borger, Nick Hopkins, Nick Davies, & James Ball, GCHQ taps fibre-optic cables for secret access to 
ǿƻǊƭŘΩǎ ŎƻƳƳǳƴƛŎŀǘƛƻƴǎ, The Guardian (June 21, 2013), http://www.theguardian.com/uk/2013/jun/21/gchq-cables-secret-
world-communications-nsa. 
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5. However, the period for public consultation for the Draft, which numbers close to 

300 pages including explanatory text and notes, has not given sufficient time to 

independently consider each provision as well as the interplay between separate 

authorities.  

 

6. A new investigatory powers law must include suitably specific and clear authority as 

to give notice to the public of the circumstances when they may be subject to 

surveillance and provide for independent judicial review and robust human rights 

protections and safeguards, as well as transparency and accountability. 

 

7. The Joint CƻƳƳƛǘǘŜŜ ƻƴ ǘƘŜ 5ǊŀŦǘ LƴǾŜǎǘƛƎŀǘƻǊȅ tƻǿŜǊǎ .ƛƭƭ όǘƘŜ ά5ǊŀŦǘ Lt .ƛƭƭέύ Ƙŀǎ 

requested answers to several questions to inform its analysis of the draft bill. We 

provide answers in brief here. If you would like additional information, we 

encourage you to reach out to the signatories of this comment.  

 

Overarching / Thematic Questions 

 

Are the powers sought necessary? Has the case been made, both for the new 

powers and for the restated and clarified existing powers? 

 

8. The International Principles on the Application of Human Rights to Communications 

Surveillance defines the standard of necessity: 

 

Surveillance laws, regulations, activities, powers, or authorities 

must be limited to those which are strictly and demonstrably 

necessary to achieve a legitimate aim. Communications 

Surveillance must only be conducted when it is the only means 

of achieving a legitimate aim, or, when there are multiple 

means, it is the means least likely to infringe upon human 

rights. The onus of establishing this justification is always on 

the State.48 

 

9. The European Court of Human Rights has explained that the secret surveillance 

authorities are amongst those that receive a greater level of scrutiny.49 The Home 

Office has not explained the necessity of the exceedingly broad surveillance 

authorities that it seeks to renew or instate in the Draft IP Bill. Rather, the Draft IP 

Bill appears to seek all foreseeable surveillance authorities, and grants their use with 

                                            
48 International Principles on the Application of Human Rights to Communications Surveillance (May, 2014), 
https://en.necessaryandproportionate.org. [N&P] 
49 Klass v. Germany, European Court of Human Rights, at para. 42 (1978), available at 
http://hudoc.echr.coe.int/eng?i=001-57510#{"itemid":["001-57510"]}. 
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little public oversight as to how the Secretary of State interprets their standards for 

use by the intelligence agencies, public agencies, or law enforcement agencies.  

 

Are the powers sought legal? 

 

10. ά¢ƘŜ {ǘŀǘŜ Ƴǳǎǘ ƴƻǘ ŀŘƻǇǘ ƻǊ ƛƳǇƭŜƳŜƴǘ ŀ ƳŜŀǎǳǊŜ ǘƘŀǘ ƛƴǘŜǊŦŜǊŜǎ ǿƛǘƘ ǘƘŜǎŜ ǊƛƎƘǘǎ 

in the absence of an existing publicly available legislative act, which meets a 

standard of clarity and precision that is sufficient to ensure that individuals have 

ŀŘǾŀƴŎŜ ƴƻǘƛŎŜ ƻŦ ŀƴŘ Ŏŀƴ ŦƻǊŜǎŜŜ ƛǘǎ ŀǇǇƭƛŎŀǘƛƻƴΦέ50  

 

11. The Draft IP Bill fails to provide this requisite level of clarity.51 Additionally, it fails to 

ƛƴŎƭǳŘŜ ŀ άǎǳƴǎŜǘέ ǇǊƻǾƛǎƛƻƴ ǘƘŀǘ ǿƻǳƭŘ ǊŜǉǳƛǊŜ tŀǊƭƛŀƳŜƴǘ ǊŜǾƛŜǿ ǘƘŜ ŀǳǘƘƻǊƛǘƛŜǎ 

granted periodically to ensure their continued need or the ability to incorporate 

additional safeguards.  

 

Are the powers compatible with the Human Rights Act and the ECHR? 

 

12. No -- nor are they consistent with the right to privacy even more deeply rooted in 

British traditions52 The Draft IP Bill violates several provisions of the European 

/ƻƴǾŜƴǘƛƻƴ ƻƴ IǳƳŀƴ wƛƎƘǘǎ όά9/IwέύΣ ƛƴŎƭǳŘƛƴƎ ǘƘŜ wƛƎƘǘ ǘƻ ǊŜǎǇect for private and 

family life (Article 8), Freedom of thought, conscience, and religion (Article 9), 

Freedom of expression (Article 10), and Freedom of assembly and association 

(Article 11), among others.  

 

13. In a recent ruling of the European Court of Human Rights in the case Roman 

Zakharov v. RussiaΣ ǘƘŜ /ƻǳǊǘ ŦƻǳƴŘ wǳǎǎƛŀΩǎ ǎȅǎǘŜƳ ƻŦ ǎŜŎǊŜǘ ƛƴǘŜǊŎŜǇǘƛƻƴ ƻŦ ƳƻōƛƭŜ 

telephone communications to interfere with Article 8 of the ECHR.53 The Court 

explained that, in order to be compatible with the ECHR, secret surveillance had to 

be clear on its face, supervised by a truly independent authority that is open to 

public scrutiny, and provide for notice and an opportunity to challenge the 

surveillance as soon as practicable.54 The Draft IP Bill is inconsistent with this 

standard. 

 

                                            
50 N&P. 
51 Roman Zakharov v. Russia, European Court of Human Rights (2015), available at http://hudoc.echr.coe.int/eng?i=001-
159324.   
52 9ƴǘƛŎƪ ǾΦ /ŀǊǊƛƴƎǘƻƴ ώмтсрϐ ŜǎǘŀōƭƛǎƘŜŘ ŀ ǊƛƎƘǘ ǘƻ ǇǊƛǾŀŎȅ ƛƴ ƻƴŜΩǎ ƘƻƳe from government intrusion. Malone v. 
Commissioner for the Metropolitan Police [1976] admitted the legality of government wiretapping of telephones, but set 
out requirements for the legality of wiretapping that are not met by a system of before-the-fact and universal surveillance 
for police purposes. 
53 Id. at para. 235. 
54 European Court of Human Rights, Q & A Roman Zakharov v. Russia, Grand Chamber judgment, (Apr. 12, 2015), 
http://www.echr.coe.int/Documents/Press_Q_A_Roman_Zakharov_ENG.PDF. 
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Is the requirement that they be exercised only when necessary and proportionate 

fully addressed? Are they sufficiently clear and accessible on the face of the draft 

Bill? 

 

14. ²Ŝ ŀǇǇǊŜŎƛŀǘŜ ǘƘŜ 5ǊŀŦǘ Lt .ƛƭƭΩǎ ŀǇǇƭƛŎŀǘƛƻƴ ƻŦ ǘƘŜ άƴŜŎŜǎǎŀǊȅ ŀƴŘ ǇǊƻǇƻǊǘƛƻƴŀǘŜέ 

standard, but the bill should specifically define these terms in accordance with 

international human rights law and policy.55 Bulk collection is fundamentally 

ƛƴŎƻƴǎƛǎǘŜƴǘ ǿƛǘƘ ǘƘŜ άƴŜŎŜǎǎŀǊȅ ŀƴŘ ǇǊƻǇƻǊǘƛƻƴŀǘŜέ ǎǘŀƴŘŀǊŘΦ CǳǊǘƘŜǊΣ ǘƘŜ 5ǊŀŦǘ Lt 

Bill fails to provide for transparency into, or independent judicial approval of, the 

{ŜŎǊŜǘŀǊȅΩǎ ƛƴǘŜǊǇǊŜǘŀǘƛƻƴ ŀƴŘ ŀǇǇƭƛŎŀǘƛƻƴ ƻŦ ǘƘƻǎŜ ǎǘŀƴŘŀǊŘǎΦ CƛƴŀƭƭȅΣ ǘƘŜ ǇǳǊǇƻǎŜǎ 

ŦƻǊ ǿƘƛŎƘ ǎǳǊǾŜƛƭƭŀƴŎŜ Ŏŀƴ ōŜ άƴŜŎŜǎǎŀǊȅ ŀƴŘ ǇǊƻǇƻǊǘƛƻƴŀǘŜέ ŀǊŜ ŀƭǎƻ ƻǾŜǊōǊƻŀŘΣ ŦƻǊ 

ŜȄŀƳǇƭŜΣ άǘƻ ŀǎǎƛǎǘ ƛƴǾŜǎǘƛƎŀǘƛƻƴǎ ƛƴǘƻ ŀƭƭŜƎŜŘ ƳƛǎŎŀǊǊƛŀƎŜǎ ƻŦ ƧǳǎǘƛŎŜΣέ ǿƘƛŎƘ ƛǎ ŀƭǎƻ 

facially unclear as to what activities would be covered.  

 

Is the legal framework such that CSPs (especially those based abroad) will be 

persuaded to comply? 

 

15. No. Communications Service Providers (CSPs) must be given the ability to respect the 

rights of their users and to object to government orders that interfere with those 

rights. The Draft IP Bill fails to provide for sufficient mechanisms for CSPs to appeal 

overbroad or objectionable orders and fails to give CSPs sufficient rights to inform 

users of orders that implicate their personal information. CSPs risk being sued in 

their own states for complying with these orders if they are not consistent with local 

law. Additionally, provisions requiring extra-territorial application of broad 

authorities -- including those that may require the removal of electronic protections 

of user data, such as encryption -- are particularly troubling and may make it harder 

for both large and small companies to protect their users. 

 

Are the powers sought workable and carefully defined? Are the technological 

definitions accurate and meaningful (e.g. content vs communications data, 

internet connection records etc.)? 

 

16. As explained above, the Draft IP Bill fails to provide adequate clarity as to the 

authorities that it authorises, and for many provisions the authorities described are 

over-broad and lack adequate transparency or oversight. In addition, the definitions 

are inadequately precise.  

 

17. CƻǊ ŜȄŀƳǇƭŜΣ ǘƘŜ ōǊƻŀŘ ŘŜŦƛƴƛǘƛƻƴ ƻŦ ǿƘŀǘ ŎƻƴǎǘƛǘǳǘŜǎ άŎƻƳƳǳƴƛŎŀǘƛƻƴǎ ŘŀǘŀΣέ ŀƴŘΣ 

ƛƴ ǇŀǊǘƛŎǳƭŀǊΣ ŀƴ άƛƴǘŜǊƴŜǘ ŎƻƴƴŜŎǘƛƻƴ ǊŜŎƻǊŘΣέ Ŧŀƛƭǎ ǘƻ ŎƻƴǎƛŘŜǊ ŜƛǘƘŜǊ ǘƘŜ ƭŜǾŜƭ ǘƻ 

                                            
55 N&P. 
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which collection of internet records is invasive or the substantially different process 

that must be taken for collecting that information versus obtaining telephone 

communications data. The line between communications content and 

communications data on the internet is not clear, and authorities to collect internet 

connection records must take this into account.  

 

18. The powers of bulk and targeted equipment interference, specifically described in 

statute for the first time in this Bill, is granted with a broad set of permitted targets, 

and with no limits on technical scope or consideration for the effect on the services 

ƻŦ /{tǎ ǊŜǉǳƛǊŜŘ ǘƻ ŎƻƳǇƭȅ ǿƛǘƘ ǘƘŜ ǿŀǊǊŀƴǘǎΣ ƴƻǊ ǘƘŜ ŜŦŦŜŎǘ ƻƴ ǘƘŜƛǊ ŎǳǎǘƻƳŜǊǎΩ 

security and privacy.56 

 

Does the draft Bill adequately explain the types of activity that could be 

undertaken under these powers?  

 

19. No. Several provisions of the Draft IP Bill fail to adequately define the different 

activities that the Secretary could authorise public agencies, law enforcement 

agencies, or intelligence agencies to pursue under their authority. Additionally, 

several provisions of tƘŜ ōƛƭƭ Ŏƻƴǘŀƛƴ ŀ ōǊƻŀŘ ŀƴŘ ǳƴŘŜŦƛƴŜŘ άŎŀǘŎƘ-ŀƭƭέ ǿƘƛŎƘ 

authorises or requires from third-ǇŀǊǘƛŜǎΣ άŀƴȅ ŎƻƴŘǳŎǘ ǿƘƛŎƘ ƛǘ ƛǎ ƴŜŎŜǎǎŀǊȅ ǘƻ 

ǳƴŘŜǊǘŀƪŜ ƛƴ ƻǊŘŜǊ ǘƻ Řƻ ǿƘŀǘ ƛǎ ŜȄǇǊŜǎǎƭȅ ŀǳǘƘƻǊƛǎŜŘ ƻǊ ǊŜǉǳƛǊŜŘέ ōȅ ǘƘŜ ǿŀǊǊŀƴǘτ

ƛƴŎƭǳŘƛƴƎΣ ŦƻǊ ŜȄŀƳǇƭŜΣ άǘƘŜ ƛƴǘŜǊŎŜǇtion of communications not described in the 

ǿŀǊǊŀƴǘΦέ57 

 

Is the wording of the powers sustainable in the light of rapidly evolving 

technologies and user behaviours? Overall is the Bill future-proofed as it stands? 

 

20. While the language of a law should indeed ōŜ άǘŜŎƘƴƻƭƻƎȅ ƴŜǳǘǊŀƭέ ƛƴ ƻǊŘŜǊ ǘƻ 

protect against developments that render its provisions inadequate or irrelevant, the 

Draft IP Bill goes too far by providing inadequate definitions of key terms, including 

internet connection records, and overbroad and unspecific authorisations, including 

the provisions on filtering. In addition, provisions that compel CSPs to tamper with 

ǘƘŜƛǊ ƻǿƴ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ƛƴ ƻǊŘŜǊ ǘƻ ǇǊƻǾƛŘŜ άǘŜŎƘƴƛŎŀƭ ŎŀǇŀōƛƭƛǘƛŜǎέ ǇƭŀŎŜ ƴƻ ŜȄǘŜǊƴŀƭ 

limits on what new capabilities might be might be imposed on service providers58. 

¢ƘŜ ōƛƭƭΩǎ ǘŀǊƎŜǘŜŘ ŜǉǳƛǇƳŜƴǘ ƛƴǘŜǊŦŜǊŜƴŎŜ ǇǊƻǾƛǎƛƻƴǎ ǇƭŀŎŜǎ ŀƴ ŀŘ ƘƻŎ ƻōƭƛƎŀǘƛƻƴ ƻƴ 

providers to comply with individual demands from the intelligence services, military 

                                            
56 See submissions to this Committee by the Electronic Frontier Foundation, Open Technology Institute , Center for 
Democracy and Technology, and others. 
57 Secretary of State for the Home Department, Draft Investigatory Powers Bill (2015), §§ 12(5), 81(5), 106(5), 
122(7),135(4) and 188(3), available at 
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/473770/Draft_Investigatory_Powers_Bill
.pdf [Draft IP Bill]. 
58 Draft IP Bill § 189. 
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intelligence or law enforcement to transform or even undermine the functionality of 

their service,59 ǿƛǘƘ ƴƻ ƻǾŜǊǎƛƎƘǘ ōȅ ǘƘŜ Lt .ƛƭƭΩǎ ƻǿƴ ¢ŜŎƘƴƛŎŀƭ !ŘǾƛǎƻǊȅ .ƻŀǊŘΣ ƻǊ 

possibility for CSPs or their customers to challenge these secret changes. 

 

Are the powers sufficiently supervised? Is the authorisation process appropriate? 

Will the oversight bodies be able adequately to scrutinise their operation? What 

ability will Parliament and the public have to check and raise concerns about the 

use of these powers? 

 

21. The Draft IP Bill fails to provide for adequate supervision or oversight of the 

provided-for authorities. In fact, the provided-for level of review is far below even 

the perfunctory review provided by the Foreign Intelligence Surveillance Court 

όάCL{/έύ ƛƴ ǘƘŜ ¦ƴƛǘŜŘ {ǘŀǘŜǎΣ ŀ ōƻŘȅ ǘƘŀǘ Ƙŀǎ ǊŜŎŜƛǾŜŘ ƛƴǘŜǊƴŀtional criticism for its 

secret deliberations and decisions despite its independence. Responding in part to 

this criticism, the U.S. Congress recently increased the transparency and 

accountability of the FISC, providing for unclassified publication of substantial Court 

decisions and the appointment of amicus curiae to provide additional independent 

legal or technical expertise. No equivalent resources or requirements are provided 

for the judicial commissioners or the Investigatory Powers Commissioner. 

 

Selected Specific Questions 

 

Interception 

 

Are there sufficient operational justifications for undertaking (a) targeted and (b) 

bulk interception?  

 

22. The targeted interception envisioned by the Draft IP Bill is already far from the 

ƭŀȅƳŀƴΩǎ ŘŜŦƛƴƛǘƛƻƴ ƻŦ άǘŀǊƎŜǘŜŘΣέ ŀƴŘ Ƴŀȅ ƛƴŎƭǳŘŜ ƴƻǘ ƻƴƭȅ ŀ ǇŜǊǎƻƴΣ ƻǊƎŀƴƛǎŀǘƛƻƴΣ 

or single set of premises,60 ōǳǘ Ƴŀȅ ŀƭǎƻ ƛƴŎƭǳŘŜ άŀ ƎǊƻǳǇ ƻŦ ǇŜǊǎƻƴǎ ǿƘƻ ǎƘŀǊŜ ŀ 

ŎƻƳƳƻƴ ǇǳǊǇƻǎŜ ƻǊ ǿƘƻ ŎŀǊǊȅ ƻƴΣ ƻǊ Ƴŀȅ ŎŀǊǊȅ ƻƴΣ ǇŀǊǘƛŎǳƭŀǊ ŀŎǘƛǾƛǘȅΣέ ŀǎ ǿŜƭƭ ŀǎ 

άƳƻǊŜ ǘƘŀƴ ƻƴŜ ǇŜǊǎƻƴ ƻǊ ƻǊƎŀƴƛǎŀǘion, or more than one set of premises, where the 

conduct authorised or required by the warrant is for the purposes of the same 

ƛƴǾŜǎǘƛƎŀǘƛƻƴ ƻǊ ƻǇŜǊŀǘƛƻƴΦέ61 With this, already very broad, authority to conduct 

ƛƴǘŜǊŎŜǇǘƛƻƴΣ ƛǘ ƛǎ ƴƻǘ ŎƭŜŀǊ ǿƘȅ ŀŘŘƛǘƛƻƴŀƭ άōǳƭƪέ ŀǳǘƘƻǊƛǘȅ ƛǎ ƴŜŎŜǎǎŀǊȅΣ ƻǊ ǿƘȅ ǘƘŜ 

ŀŘŘƛǘƛƻƴŀƭ ǎŀŦŜƎǳŀǊŘǎ ŦƻǊ ōǳƭƪ Ŏŀƴƴƻǘ ƻǊ ǎƘƻǳƭŘ ƴƻǘ ōŜ ŀǇǇƭƛŜŘ ǘƻ ǘƘŜ άǘŀǊƎŜǘŜŘέ 

interception. Bulk interception violates core privacy rights guaranteed in 

                                            
59 Draft IP Bill § 101. 
60 Draft IP Bill § 13(1). 
61 Draft IP Bill § 13(2). 
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international law.62 Bulk interception is inherently disproportionate and its 

authorisation and, as implemented in the Draft IP Bill, would have excessive impact 

on people outside of the UK.63 

 

Is the proposed process for authorising urgent warrants workable? 

 

23. The Draft IP Bill allows the unilateral approval of a warrant, without the approval of a 

judicial commissioner so long as the person who issues the warrant considers that an 

urgent need exists in order to do so. This is an inadequate and inadequately specific 

ǎǘŀƴŘŀǊŘΣ ŀƴŘ ǘƘŜ ŘŜŎƛǎƛƻƴ ŀǎ ǘƻ ǿƘŜǘƘŜǊ ƻǊ ƴƻǘ ŀ ǎƛǘǳŀǘƛƻƴ ƛǎ άǳǊƎŜƴǘέ ƛǎ ƴƻǘ ǎǳōƧŜŎǘ 

to any judicial review.64 This process fails to provide sufficient human rights 

protections or adequate oversight. 

 

Data Retention 

 

Do the proposed authorisation regime and safeguards for bulk data retention meet 

the requirements set out in the CJEU Digital Rights Ireland and the Court of Appeal 

Davis judgments? 

 

24. The Draft IP Bill authorises mandates for providers to retain personal data up to 

twelve months.65 The Investigatory Powers Commission can also deem information 

or documents appropriate for retention.66 Data retention mandates infringe upon 

individual privacy and chill the exercise of human rights including freedom of 

expression and freedom of association.67 This infringement is particularly 

pronounced in situations without meaningful limits to the scope of the data that 

provider can be compelled to retain. The current Draft IP Bill does not contain any 

finding or evidence as to whether a legal review was conducted on whether ς and 

how ς these proposed measures were in conformity with rules articulated by the 

/ƻǳǊǘ ƻŦ WǳǎǘƛŎŜ ƻŦ ǘƘŜ 9ǳǊƻǇŜŀƴ ¦ƴƛƻƴ όƘŜǊŜƛƴŀŦǘŜǊΣ ά/W9¦έύΦ68 

                                            
62 Report of the Special Rapporteur on the promotion and protection of human rights and fundamental freedoms while 
countering terrorism, General Assembly, U.N. Doc.A/69/397 (Sept. 23, 2014) (by Ben Emmerson). 
63 Draft IP Bill § 106. 
64 Draft IP Bill § 20. 
65 Draft IP Bill § 71 όƎƛǾŜǎ ǘƘŜ {ŜŎǊŜǘŀǊȅ ƻŦ {ǘŀǘŜ ŀǳǘƘƻǊƛǘȅ ǘƻ άǊŜǉǳƛǊŜ ŀ ǘŜƭŜŎƻƳƳǳƴƛŎŀǘƛƻƴǎ ƻǇŜǊŀǘƻǊ ǘƻ ǊŜǘŀƛƴ ǊŜƭŜǾŀƴǘ 
communications data if the Secretary of State considers that the requirement is necessary and proportionate [for an 
ŜƴǳƳŜǊŀǘŜŘ ǇǳǊǇƻǎŜϐΦέύΦ ¢ƘŜ ǊŜǘŜƴǘƛƻƴ ƻǊŘŜǊ Ƴŀȅ ǇǊƻǾƛŘŜ ŦƻǊ ǳǇ ǘƻ мн ƳƻƴǘƘǎ ƻŦ ŘŀǘŀΦ Id. The Secretary of State may 
produce regulations that allow a provider to request a review of the retention order, at which point additional evidence 
may be taken. Id. However, pursuant to section 73, the Secretary of State is the ultimate arbiter of whether the retention 
order will stand following such a request. Id. at Section 73. Section 74 provides that data that is ordered retained must be 
secured and protected against accidental or unlawful destruction or unauthorised access, among other things. Id. at § 74.  
66 Draft IP Bill § 89(4). 
67 Letter from Access Now, et. al. to Majority Leader Mitch McConnell, et. al (May 11, 2015), available at 
https://s3.amazonaws.com/access.3cdn.net/ecffc6f83105be5bc5_8tm6bn51u.pdf.  
68 Digital Rights Ireland Ltd v. Minister for Communications, Marine and Natural Resources and Others (C-293/12) and 
Kärntner Landesregierung and Others (C-594/12), Court of Justice of the EU (8/4/2004), available at 
http://curia.europa.eu/juris/liste.jsf?num=C-293/12. 
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Equipment Interference 

 

Should the security and intelligence services have access to powers to undertake 

(a) targeted and (b) bulk equipment interference?  

 

25. ά9ǉǳƛǇƳŜƴǘ ƛƴǘŜǊŦŜǊŜƴŎŜέ ŎŀǊǊƛŜǎ ǿƛǘƘ ƛǘ ǘƘŜ ƛƳǇƭƛŎŀǘƛƻƴ ǘƘŀǘ ǘƘŜ ǇƻǿŜǊ ƛǎ ǊŜǎǘǊƛŎǘŜŘ 

to impeding normal equipment operations, but may also include adding unexpected 

new functionality to a device. Under targeted and bulk equipment warrants, 

telecommunication providers must obey any instructions given by or on behalf of the 

person to whom the warrant is addressed, and are bound by a gag order, which 

prevents them from conferring with others before executing the orders given by the 

warrant holder.69 The broad scope of machine interference warrants, the range of 

affected providers who may be compelled to assist, and the large set of potential 

targets, make this power one of most potentially intrusive in the new bill. Yet it lacks 

many of the review and oversight mechanisms attached to other, narrower powers.  

 

Are the safeguards for such activities sufficient? 

 

26. bƻǘ ŜǾŜƴ ǊŜƳƻǘŜƭȅΦ DƛǾŜƴ ǘƘŜ 5ǊŀŦǘ Lt .ƛƭƭΩǎ ǿŜŀƪ ƻǾŜǊǎƛƎƘǘ ǇǊƻǾƛǎƛƻƴǎΣ ǘƘŜǎŜ ǇƻǿŜǊǎ 

would undermine trust in a broad range of online services, technology companies, 

academic research, and government services.  

 

Oversight 

 

Would the proposed Judicial Commission have sufficient powers, resources and 

independence to perform its role satisfactorily? 

 

27. Under the Draft IP Bill, the judicial commissioners would not be fully independent of 

the Executiveτthe same entity whose authorities will be responsible for conducting 

much of the surveillance authorised by the Draft IP Bill. The commissioners would be 

appointed by and serve at the pleasure of the Prime Minister. Additionally, the head 

ƧǳŘƛŎƛŀƭ ŎƻƳƳƛǎǎƛƻƴŜǊΣ ƪƴƻǿƴ ŀǎ ǘƘŜ LƴǾŜǎǘƛƎŀǘƻǊȅ tƻǿŜǊǎ /ƻƳƳƛǎǎƛƻƴŜǊ όάLt/έύΣ 

would be given the power to remove other judicial commissioners unilaterally (in 

consultation only with the Prime Minister) on grounds that are not set out in the 

legislation.70  

 

                                            
69 Draft IP Bill § 102. 
70 Draft IP Bill § 168(6)-(7). 
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Are the new arrangements for the Investigatory Powers Tribunal including the 

possibility of appeal adequate or are further changes necessary? 

 

Even the limited oversight provided for by the judicial commissioners is undermined 

by the grant of authority for the IPC to review final decisions of a judicial 

commissioner that fail to approve a sought-after warrant.  

 

Conclusion 

 

28. This comment is signed by Access Now, Advocacy for Principled Action in 

Government, the Center for Financial Privacy and Human Rights, the Electronic 

CǊƻƴǘƛŜǊ CƻǳƴŘŀǘƛƻƴΣ bŜǿ !ƳŜǊƛŎŀΩǎ hǇŜƴ ¢ŜŎƘƴƻƭƻƎȅ LƴǎǘƛǘǳǘŜΣ Restore the Fourth, 

and TechFreedom.71  

 
21 December 2015 

  

                                            
71 If you have any additional questions or inquiries, you can send them to Amie Stepanovich at AccessNow. 
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ADSñwritten evidence (IPB0083)   

 
ABOUT ADS  
 
!5{ ƛǎ ǘƘŜ ǇǊŜƳƛŜǊ ǘǊŀŘŜ ŀǎǎƻŎƛŀǘƛƻƴ ŀŘǾŀƴŎƛƴƎ ǘƘŜ ¦YΩǎ !ŜǊƻǎǇŀŎŜΣ 5ŜŦŜƴŎŜΣ {ŜŎǳǊƛǘȅ ŀƴŘ 
Space industries. ADS comprises over 900 member companies across all four sectors, with 
over 850 of these companies identified as Small and Medium Size Enterprises. Together with 
its regional partners, ADS represents over 2,600 companies across the UK supply chain.  
 
The UK is a world leader in the supply of aerospace, defence, security and space products 
and services. From technology and exports, to apprenticeships and investment, our sectors 
ŀǊŜ Ǿƛǘŀƭ ǘƻ ǘƘŜ ¦YΩǎ ƎǊƻǿǘƘ ς generating £56bn a year for the UK economy, including £31bn 
in exports, and supporting 800,000 jobs. 
 
INTRODUCTION 
 
1. !5{ ƛǎ ǘƘŜ ƴŀǘƛƻƴŀƭ ƛƴŘǳǎǘǊȅ ōƻŘȅ ŦƻǊ ǘƘŜ ¦YΩǎ ǎŜŎǳǊƛǘȅ ƛƴŘǳǎǘǊȅΣ ŎƻǾŜǊƛƴƎ ǘƘŜ Ŧǳƭƭ ǊŀƴƎŜ 

of capability areas relevant to national security and resilience.  It also provides the 
{ŜŎǊŜǘŀǊƛŀǘ ŦƻǊ ǘƘŜ ¦YΩǎ {ŜŎǳǊƛǘȅ ŀƴŘ wŜǎƛƭƛŜƴŎŜ LƴŘǳǎǘǊȅ {ǳǇǇƭƛŜǊǎ /ƻƳƳǳƴƛǘȅ 
(RISC).  RISC was formed in 2007 at the instigation of the Home Office to act as the 
principal channel of communication between the Office for Security and Counter 
Terrorism (OSCT) and security sector.  It is an alliance of the national, regional and 
capability-specific industry groupings representing the sector as well as academia.   

 
2. Academic RiSC is an umbrella alliance of 26 universities specialising in security-related 

research. It was founded in 2014 at the instigation of the Home Office with the aim of 
promoting the engagement of academia with industry and government on issues of 
national security. 

 
3. ADS and Academic RiSC have established a group of technical experts from Primes, SMEs 

and academia to provide input to the Government on the development of the 
Investigatory Powers Bill. The group has expertise from a range of disciplines.  

 
4. The aims of the group are to:  
 

¶ Provide technical advice on certain capabilities in scope of the Bill. 

¶ Ensure the Bill remains, as far as possible, technologically neutral and that it is able 
to cater for rapid developments in technology (in line with considerations related to 
necessity and proportionality). 

¶ Ensure legal clarity and public confidence in the development and use of capabilities 
provided by the security sector. 

 
KEY RECOMMENDATIONS 
 
5. Recommendation 1: That Government works with technical experts from the security 

sector in order to further understand the financial impact of decisions made, the risks 
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associated with them and the limitations and capabilities of different current and future 
technologies.  

 
6. Recommendation 2: That HMG considers the below key questions in the development 

of the codes of practice. Work should also be undertaken alongside the security sector 
to test and adjust the codes of practice and remove ambiguities prior to 
implementation. 
 

7. Recommendation 3: That HMG specifies that the Investigatory Powers Commission has 
embedded, qualified security sector technical specialists to inform strategy, planning 
and decision making as well as raising the technical awareness of others within the IPC 

 
8. Recommendation 4: That HMG considers a timescale of between 5 and 7 years to re-

visit the legislation 
 
RESPONSE TO RELEVANT QUESTIONS 
 
Are the powers sought workable and carefully defined?  
 
9. The powers as they currently stand are workable as long as they are properly resourced. 

The key decisions which have to be made are:  
 
- Level of security required by CSPs when storing data 

o Physical security of site 
o Vetting of staff 
o Training of staff 
o Technical decisions on level of protection of data (isolation from other 

networks, encryption etc.) 
 

- Will the Bill enable better cooperation with CSPs and, even if CSPs do provide the data 
required of them, will this meet all of the requirements of law enforcement and 
intelligence agencies given the proliferation of OTT services, end-to-end encryption etc?  
If not, there may be an increased demand for intrusive techniques such as Equipment 
Interference (EI) technologies and interception.  This will place greater demand on the 
security sector to develop and produce equipment to a scale that they have not in the 
past.  
 

- What will the performance requirements be for technologies developed for particular 
purposes 

o ²ƛƭƭ ǘƘŜǊŜ ōŜ άŀŎŎŜǇǘŀōƭŜ ŦŀƛƭǳǊŜ ǊŀǘŜǎέ ŦƻǊ ǇǊƻŘǳŎǘǎ όм ŜǊǊƻǊ ƛƴ млΣллл Řŀǘŀ 
records? 1 error in 1,000?) 

 
10. IaD ǿƛƭƭ ŀƭǎƻ ƘŀǾŜ ǘƻ ŎƻƴǎƛŘŜǊ ǿƘŜǘƘŜǊ ǘƘŜȅ ǿŀƴǘ ǘƻ ŘŜǾŜƭƻǇ ΨǎƻǾŜǊŜƛƎƴ ŎŀǇŀōƛƭƛǘƛŜǎΩ ƛƴ 

certain areas. This will require consideration of the practicalities and commercial 
implications of maintaining technologies developed in the UK for HMG use only.   
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11. These decisions should be made in consultation with the security sector (including both 
academia and industry) in order that decisions are informed by and grounded in an 
accurate understanding of existing and future capabilities within the fast-evolving 
technological environment and a thorough understanding of the commercial 
implications. 
 

12. Recommendation 1: That Government works with technical experts from the security 
sector in order to further understand the financial impact of decisions made, the risks 
associated with them and the limitations and capabilities of different current and 
future technologies.  
 

Are the technological definitions accurate and meaningful (e.g. content vs communications 
data, internet connection records etc.)? 

 
13. The definitions of content and communications data in the Bill are the most developed.  

The definition of Internet Communication Records still needs further work. For example:  
 
- Would ICRs actually help identify the originator and the true end destination? 
- Do records need to contain data volumes?  
- Over what period ς second by second or minute by minute - do ICRs need to be 

collected?  
 
14. Questions have been raised by CSPs in evidence sessions for the Joint Committee on the 

draft Investigatory Powers Bill and the Science and Technology Committee as to the 
practicality of the ICR concept. For example: 

 
- Whether the Bill will require CSPs to maintain a record of user activity on over the top 

(OTT) services, requiring CSPs to be provided by the intelligence agencies with probing 
and EI capability in order to collect this data 

- Whether the ICR concept is so unrecognisable to CSPs and such a significant departure 
from the way that data is currently collected, that totally new data collection practices 
will have to be introduced, adding huge costs 

 
15. This group would disagree with both of these contentions.  
 
16. Firstly, it is not our understanding of the Bill that CSPs will have to probe or intrude on 

users OTT activities if they were hidden from the CSP.  This would be the preserve of the 
law enforcement and intelligence agencies. As mentioned above, this necessitates 
greater clarity around where the bulk of activity in the implementation of the Bill is 
likely to lie.  

 
17. Secondly, the ICR concept may be different in minor ways from the current system of 

data collection and storage, but the technical experts on this group have stated that 
collecting data in this way is certainly doable. Depending on the specific detail and 
requirements for the collection process (see above) costs could vary but the 
technologies necessary to collect data in this way could be developed with relative ease.  
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18. However, it is worth noting that the security sector has some doubts that the concept of 
the ICR will continue to be relevant over the coming years as universal encryption 
becomes commonplace and the data that flows over CSPs becomes more inaccessible.  

 
19. Perhaps more importantly, the definitions need to be supported by a useful set of 

examples within the Codes of Practice in order to provide the security sector with clarity 
as to how investigative techniques and technologies might be applied by law 
enforcement and intelligence agencies.  

 
20. Recommendation 2: That HMG considers the above questions in the development of 

the codes of practice. Work should also be undertaken alongside the security sector to 
test and adjust the codes of practice and remove ambiguities prior to implementation. 

 
Is the wording of the powers sustainable in the light of rapidly evolving technologies and 
user behaviours? 
 
21. It is not possible to achieve sustainability solely through the wording of the powers. In 

order to ensure the powers are sustainable, the Bill should build a framework, outlining 
the considerations that can be applied to a range of investigative techniques and 
technologies. The legislation itself should act as a set of parameters, describing the 
information that different agencies are legally allowed to seek, under what 
circumstances and the limits on the level of intrusion permitted in order to achieve this. 
The codes of practice sitting beneath the legislation should be updated in light of the 
developing technological backdrop and should act as the drivers of implementation.  

 
22. This is broadly how the legislation is currently structured and this group supports this. 

Successful implementation will require:  
 
- The appropriate expertise to be in place and the appropriate individuals to be 

empowered in the right way, including security sector technology specialists 
- The appropriate level of oversight to ensure that the codes of practice and their use 

remain within the limits and spirit of the law 
- Keeping the Codes of Practice under constant review and updated as and when 

necessary 
 
23. This group would advocate for a number of the individuals within the Investigatory 

Powers Commission to have expertise in the development of security technologies. This 
is in order to ensure that strategy, planning and decisions are informed by a thorough 
understanding of the limitations and capabilities of technology. Technical experts in 
industry are recognised through technical qualifications and the IPC should consider 
whether to use a similar system to ensure that they have sufficient technical experts on 
which they can draw. 

 
24. Recommendation 3: HMG to specify that the IPC has embedded, qualified security 

sector technical specialists to inform strategy, planning and decision making as well as 
raising the technical awareness of others within the IPC 
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Overall is the Bill future-proofed as it stands?  
 
25. Despite the fact that, as described above, the structure of the Bill is right, with the pace 

of technological evolutions that we have seen over the last decade and this 
development becoming ever faster, it is hard to see legislation of this nature lasting 
more than 7 to 10 years. The first smart phone was only introduced 8 years ago but they 
are now ubiquitous. The emergence of quantum computing and the ever-growing 
internet of things are likely to lead to further significant paradigm shifts which may, in 
turn, lead to new considerations for the intelligence and law enforcement agencies.  

 
26. The fundamental concepts that the legislation is built on - ICRs, communications data, 

equipment interference and Communications Service Providers ς are likely to move, 
develop and change significantly over time. For example: 

 
- Many question whether CSPs will still play the same role and be structured in the same 
ǿŀȅ ƛƴ ǘƘŜ ŦǳǘǳǊŜΦ LƴŎǊŜŀǎƛƴƎƭȅ /{tǎ ǎƛƳǇƭȅ ŀŎǘ ŀǎ ΨŘǳƳō ǇƛǇŜǎΩΣ ǘǊŀƴǎŦŜǊǊƛƴƎ Řŀǘŀ ǘƘŀǘ 
they cannot process or understand 

- There are also questions as to whether IP addresses or metadata will persist in a form 
that we would recognise today 

 
27. This does not necessarily mean that the legislation is not viable or needs revolutionary 

change. It simply means that it is likely to have a shelf life. It can be sustained through 
technical support to the IPC and regular updating of the codes of practice as discussed 
above. However, there are likely to be such significant shifts in the technological 
landscape over the next few years leading to fundamental changes to the threat as well 
as the capabilities of law enforcement and intelligence agencies, that it will be 
necessary to revise the law again in the not too distant future.  

 
28. Recommendation 4: HMG to consider a timescale of between 5 and 7 years to re-visit 

the legislation 
  
Will the oversight bodies be able adequately to scrutinise their operation? 
 
29. Please see recommendation 3. 
 
 
CONTRIBUTING COMPANIES AND INSTITUTIONS 
 
Imperial College, London 
Royal Holloway, University of London 
Southampton University 
Cambridge University 
BAE systems 
Raytheon 
QinetiQ 
Praetor Consultants Limited 
Repknight 
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ADS Group 
Blue Lights Digital 
Forensic Analytics  
Surevine 
 
21 December 2015 
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Amberhawk Training Limited ñwritten evidence (IPB0015)  

 
12 December 2015 

Introduction 

1. This submission is primarily limited to the bulk personal dataset powers in Part 7 of 
Draft LƴǾŜǎǘƛƎŀǘƻǊȅ tƻǿŜǊǎ .ƛƭƭ όάthe Billέύ ŀƴŘ ƻǘƘŜǊ tŀǊǘǎ ƻŦ ǘƘŜ .ƛƭƭ ǘƻ ǘƘŜ ŜȄǘŜƴǘ 
that they concern the processing of personal data (e.g. Part 3 deals with 
communications data that are also personal data ς ƻǊ έŎƻƳƳǳƴƛŎŀǘƛƻƴǎ ǇŜǊǎƻƴŀƭ 
ŘŀǘŀέύΦ 

2. My evidence assumes that bulk personal data collection powers will remain after the 
Committee has delivered its verdict; it thus suggests that a new structure that can 
ƛƴǘǊƻŘǳŎŜ ōŀŘƭȅ ƴŜŜŘŜŘ ǎŀŦŜƎǳŀǊŘǎ ǘƘŀǘ ŀǊŜ ŀŘŘƛǘƛƻƴŀƭ ǘƻ ǘƘŜ άŘƻǳōƭŜ ƭƻŎƪέ όŀōƻǳǘ 
which I make no comment and which I also assume will be maintained in any future 
Bill).  The structure revolves around a new approach to the Data Protection 
exemption that applies for safeguarding national security and which has not changed 
since 1984. 

3. In summary, I hope to show that the Committee can assert that the Data Protection 
Act should become the prevailing mechanism that applies to the processing of 
personal data by the national security agencies.  In essence, this Bill updates the 
powers available to these agencies, but fails to update the protections afforded by 
the Data Protection Act.  This is the major oversight addressed in my evidence. 

4. ¢ƘŜ ƪŜȅ ŎƘŀƴƎŜǎ ǘƘŀǘ ŀǊŜ ƴŜŜŘŜŘ ǘƻ ǳǇŘŀǘŜ ǘƘŜ ǇǊƻǘŜŎǘƛƻƴ ŦƻǊ ƛƴŘƛǾƛŘǳŀƭǎ όάŘŀǘŀ 
ǎǳōƧŜŎǘǎέύ ŀƴŘ ƻǊƎŀƴƛǎŀǘƛons are outlined below. They are: 

i. A separation between the Investigatory Powers Commissioner and the 
Judicial Commissioners to avoid a conflict where the Investigatory Powers 
Commissioner investigates himself or a judicial colleague. 

ii. The ability for organisations and data subjects to use an appeal system with 
respect to any warrant that requires the processing of bulk personal dataset 
for a national security purpose; for this to work, the separation in (i) above 
has to occur as it allows for an independent review of the warrant 
authorisation procedure. 

iii. A statutory Code of Practice that applies the Data Protection Principles to the 
processing of personal data for the purpose of safeguarding national security 
όǊŀǘƘŜǊ ǘƘŀƴ ǎƻƳŜ ǇǊƻǇƻǎŜŘ ά9ǊǎŀǘȊ tǊƛƴŎƛǇƭŜǎέ ǿƘƛŎh in my view create a 
ǎƛƎƴƛŦƛŎŀƴǘ Ǌƛǎƪ ƻŦ άƳƛǎǎƛƻƴ ŎǊŜŜǇέύΦ 

iv. Detail on how the national security exemption (in section 28 exemption of 
the Data Protection Act) can be updated from the 1984 Act position; in 
summary, the exemption is applied when each warrant is sought or renewed 
and is specific to the warrant. 

v. The role of the Investigatory Powers Commissioner in regulating the Data 
Protection Act and the powers needed by the Commissioner to deliver 
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effective protection for data subjects and protection for organisations subject 
to the powers in the Bill. 

vi. For Government to clearly identify how Article 8 of the Human Rights Act is 
ŎƻƳǇƭƛŜŘ ǿƛǘƘΤ ǘƘƛǎ ƛǎ ƛƳǇƻǊǘŀƴǘ ƎƛǾŜƴ ǘƘŜ DƻǾŜǊƴƳŜƴǘΩǎ ŎƻƳƳƛǘƳŜƴǘ ǘƻ 
replace the Human Rights Act. 

vii. ! άǎǳƴǎŜǘ ŎƭŀǳǎŜέ ƻƴ ŘƛŦŦŜǊŜƴǘ tŀǊts of the Bill, so the powers can be 
refreshed by Parliament in the context of future technological advances (e.g. 
the Internet of things); to do otherwise would leave a risk that broad based 
powers can be inappropriately used to legitimise activities that really should 
need Parliamentary approval. 

viii. The removal of all powers that provide an alternative avenue to collect bulk 
personal data. 

5. The protection afforded to data subjects by the Data Protection Act should be 
available even though the processing of personal data is for a very sensitive purpose.  
¢Ƙƛǎ ƛǎ ōŜŎŀǳǎŜ άthe nature of the set is such that it is likely that the majority of the 
individuals are not, and are unlikely to become, of interest to the intelligence 
service in the exercise of its functionǎέ όŘŜŦƛƴƛǘƛƻƴ ƻŦ ŀ ōǳƭƪ ǇŜǊǎƻƴŀƭ ŘŀǘŀǎŜǘΥ /ƭŀǳǎŜ 
150(1)(b)of the Bill; my emphasis).  Additionally, I suspect much communications 
personal data will also relate to many individuals who also prove to be of little 
interest to the national security agencies. 

6. Lƴ ǎƘƻǊǘΣ ƛŦ Řŀǘŀ ǎǳōƧŜŎǘǎ ŀǊŜ άunlikely to become of interest to the intelligence 
ǎŜǊǾƛŎŜέ then their personal data should be afforded, wherever possible, the full 
protection of the Data Protection Act by the Bill.  My evidence shows how this 
protection can be delivered. 

7. The Principles in the Data Protection Act have passed the test of time in establishing 
a balance between the need to process personal data for a controversial purpose 
and the protection of the interests of the individual concerned.  For example, if the 
police and all their sensitive criminal intelligence collections of personal data about 
the Mafia can learn to co-ŜȄƛǎǘ ǿƛǘƘ ǘƘŜǎŜ tǊƛƴŎƛǇƭŜǎΣ ǿƛǘƘƻǳǘ άƳƛǎƘŀǇέΣ ŦƻǊ ƴŜŀǊƭȅ 
three decades (since the 1984 Act), one cannot see why communications personal 
data or a bulk personal dataset held by the national security agencies should be any 
ŘƛŦŦŜǊŜƴǘΣ ŜǎǇŜŎƛŀƭƭȅ ƛŦ ǘƘŜ Řŀǘŀ ǎǳōƧŜŎǘǎ ŀǊŜ άunlikely to become of interest to the 
ƛƴǘŜƭƭƛƎŜƴŎŜ ǎŜǊǾƛŎŜέΦ 

8. Since 1984, the national security function has been largely exempt from data 
protection considerations, as a wide exemption from the Data Protection Act applies 
whenever personal data are processed for safeguarding national security (Section 28 
of the DPA). Evidence that this exemption applies can require a certificate to be 
signed by the Secretary of State; however this certificate, unlike a warrant, is only 
signed if or when it is needed. 

9. Section 28 certificates appear to be timeless.  This is illustrated by the Investigatory 
Powers Tribunal case involving Privacy International in October last year ([2014] 
UKIPTrib 13_77-H; delivered on 05/12/2014, paragraph 19).  In statements made to 
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the Tribunal, the barrister for GCHQ produced a certificate signed by David Blunkett 
thirteen years previously (in 2001) to show that key obligations in the Data 
Protecting Act were exempt. 

10. It is my evidence that application of the Data Protection Act in the way I suggest 
below could help mitigate concerns about the proportionality of collecting bulk 
personal datasets or mass communications personal data.  This implementation 
applies the requirements of the Act to the national security purpose, it updates how 
the exemption for safeguarding national security is applied, and makes the 
Investigatory Powers Commissioner the regulator who exercises the powers in the 
Act. It does not jeopardise the national security function. 

11. The changes I suggest allows the Investigatory Powers Commissioner to: 

a. look into the detail of the processing of personal data for safeguarding 
national security purposes; 

b. deal with complaints from data subjects or data controllers;  

c. sort out proportionality problems associated with the processing of personal 
data. and 

d. where necessary enforce the appropriate data protection standards. 

12. It is my contention that the changes I suggest establish a robust set of 
counterbalancing protections for data subjects and for those organisations that 
provide bulk personal datasets.  In a data protection sense, the Bill affords the 
opportunity to bring the national security agencies in from the cold; this 
opportunity should be taken. 

The Investigatory Powers Commissioner must be separate from the Judicial 
Commissioners. 

13. My first comment relates to the Investigatory Powers Commissioner; this post has 
to be completely separate from the Judicial Commissioners who approve the 
warrants. The Committee should consider recommending a separation between 
the Investigatory Powers Commissioner and the Judicial Commissioners. 

14. The Bill does not achieve any separation. LƴŘŜŜŘΣ /ƭŀǳǎŜ мстόсύ ǎǘŀǘŜǎ ǘƘŀǘ άThe 
Investigatory Powers Commissioner is a Judicial Commissioner and the Investigatory 
Powers Commissioner and the other Judicial Commissioners are to be known, 
collectively, as the Judicial CommissionersέΦ 

15. If there is not a complete separation between the Investigatory Powers 
/ƻƳƳƛǎǎƛƻƴŜǊ ŀƴŘ ǘƘŜ WǳŘƛŎƛŀƭ /ƻƳƳƛǎǎƛƻƴŜǊǎΣ ǘƘŜƴ ǘƘŜ DƻǾŜǊƴƳŜƴǘΩǎ ŎƘƻǎŜƴ 
regulatory body is likely to be investigating the consequences of its own decisions.  
For instance, how is the Investigatory Powers Commissioner to meet the obligation 
in clause 169(3)(a) to άƪŜŜǇ ǳƴŘŜǊ ǊŜǾƛŜǿ ǘƘŜ ŀŎǉǳƛǎƛǘƛƻƴΣ ǊŜǘŜƴǘƛƻƴΣ ǳǎŜ ƻǊ 
disclosure of bulk personal datasets by an intelligence serviceέ ǿƛǘƘƻǳǘ ƛƴǾŜǎǘƛƎŀǘƛƴƎ 
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the consequences of his own warrant authorisation decision as a Judicial 
Commissioner (or any other Judicial Commissioner)? 

16. In the context of national security and because personal data relates to ŀ άmajority 
of the individuals are not, and are unlikely to become, of interest to the intelligence 
serviceέ ǘƘŜ ƭŀŎƪ ƻŦ ǎŜǇŀǊŀǘƛƻƴ ƛƴƘŜǊŜƴǘ ƛƴ ǘƘŜ DƻǾŜǊƴƳŜƴǘΩǎ ǇǊƻǇƻǎŀƭǎ ŎƻǳƭŘ Ŝŀǎƛƭȅ 
undermine public confidence in the double lock protection, irrespective of the 
changes I suggest.  This is likely to be the case, when in future, you have something 
akin to the Snowden revelations and an Investigatory Powers Commissioner 
investigating his own decision as a Judicial Commissioner. 

17. As will be seen (at paragraph 41 below), separation is important to the success of 
the improvements I suggest.  I also suggest that this separation will introduce an 
element of independence that will reassure the public about the collection of bulk 
personal datasets. 

The Bill as drafted does not explicitly protect personal data 

18. With respect to Part 7 of the Bill (the bulk personal dataset (BPD) provisions),  
ǇŀǊŀƎǊŀǇƘ тп ƻŦ ǘƘŜ .ƛƭƭΩǎ ǇǊŜŀƳōƭŜ όǿƘƛŎƘ ŀǇǇŜŀǊǎ ǳƴŘŜǊ ŀ ƘŜŀŘƛƴƎ άWhat 
safeguards will there beΚέύ ǎǘŀǘŜǎ ǘƘŀǘ άA statutory Code of Practice will set out 
additional safeguards which apply to how the agencies access, store, destroy and 
disclose information contained in the BPDsέΦ  ¢ƘŜ .t5 /ƻŘŜ ƛǎ ǇǊƻŦŦŜǊŜŘ ŀǎ ŀ 
ǎŀŦŜƎǳŀǊŘ ƛƴ ŀŘŘƛǘƛƻƴ ǘƻ ǘƘŜ άŘƻǳōƭŜ ƭƻŎƪέΦ 

19. However, in Schedule 6 which concerns all Codes or Practice, there is no detail as to 
what should appear in the BPD Code of Practice.  The Committee may wish to 
press for detail as to the content of the BPD Code as the safeguards appear to be 
no more than a blank canvass to be completed by the Secretary of State once a 
future Bill becomes law.  One cannot criticise the safeguards in the BPD Code if 
there is no Code or relevant provisions to make comments about! 

20. However, the mere existence of this BPD Code of Practice means that the 
Government is anticipating the continuation of an unchanged wide Section 28 
exemption in the Data Protection Act with respect of bulk personal datasets in 
favour of the Code (when its content is eventually published) ς even though the 
personal data collected relate to data subjects of no interest to the national 
security agencies. 

21. With respect to the processing of communications personal data in Part 3, there is 
another Code of Practice applying; the content of this Code is specified in Schedule 
6, paragraph 3.  Paragraph 3(2)(a)-όнύόŦύ Ŏƻƴǘŀƛƴǎ ǿƘŀǘ L ǿƻǳƭŘ ŘŜǎŎǊƛōŜ ŀǎ ά9ǊǎŀǘȊ 
tǊƛƴŎƛǇƭŜǎέ όǿƘƛŎƘ Řƻ ƴƻǘ ŀǇǇƭȅ ǘƻ ōǳƭk personal datasets). 

22. The Ersatz Principles in Schedule 6, paragraph 3(2)(a)-(2)(f) are as follows: 

άόa) why, how and where the data is held, 

(b) who may access the data on behalf of the authority, 

(c) with whom, and under what conditions, the data may be disclosed, 
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(d) the processing of the data for purposes otherwise than in connection with 
the purposes for which it was obtained or retained, 

(e) the processing of the data together with other data, 

(f) the processes for determining how long the data should be held and for the 
destruction of the dataέΦ 

23. These Ersatz Principles are phrased in a permissive way, unlike the Data Protection 
Principles.  Clearly the intended function of these Ersatz Principles is to reassure the 
public; however, to the contrary, they fall well short of offering any significant 
protection. 

24. For example, the Second Principle in the Data Protection Act requires that any 
personal data obtained for specific purpose(s) should not be further used or 
ŘƛǎŎƭƻǎŜŘ ŦƻǊ ŀƴ άincompatible purposeέΦ  By contrast, the Ersatz Principles (c) and 
(d) could allow for far wider uses/disclosure purposes by the national security 
ŀƎŜƴŎƛŜǎ ŀǎ ǘƘŜ ǿƻǊŘ άincompatibleέ ƛǎ ƳƛǎǎƛƴƎΦ  LƴŘŜŜŘ ŀƴȅ ŎƻƴǎƛŘŜǊŀǘƛƻƴ ƻŦ ǘƘŜ 
άpurposeέ ƻŦ ŀƴȅ ŘƛǎŎƭƻǎǳǊŜΣ ǿƘƛŎƘ ƛǎ ŎǊǳŎƛŀƭ ǘƻ ǎŜveral Data Protection Principles 
including the Second Principle, is absent from Ersatz Principle (c). 

25. ¢ƘŜ CƛŦǘƘ tǊƛƴŎƛǇƭŜ ǊŜǉǳƛǊŜǎ ǘƘŀǘ ǇŜǊǎƻƴŀƭ Řŀǘŀ άshall not be kept for longer than is 
necessary for that purpose or those purposesέΤ ǘƘŜ 9ǊǎŀǘȊ tǊƛƴŎƛǇƭŜ (f) clearly omits 
ŎƻƴǎƛŘŜǊŀǘƛƻƴ ƻŦ ǘƘŜ άpurposeέ ƻŦ ǊŜǘŜƴǘƛƻƴ ŀƴŘ ƛǎ ƛƴŦŜǊƛƻǊ ŦƻǊ ǘƘŀǘ ǊŜŀǎƻƴΦ 

26. In general, these Ersatz Principles should be replaced by the Data Protection 
Principles that have protected data subjects for decades.  In my view (and this 
comment might be uncharitable), the Ersatz Principles are not designed to protect 
the data subject; they are there to facilitate further processing (perhaps function 
creep) on the part of the national security agencies. 

27. The Committee should assert that the Ersatz Principles in Code should be 
exchanged for the Data Protection Principles and that the Data Protection 
Principles should be central to all Codes relating to the processing of personal 
data. 

How the Section 28 exemption in the DPA should apply 

28. Clearly, there will be a need for exemptions from some provisions in the Data 
Protection Act that apply to safeguarding national security.  I now show that the 
exemption can be wholly incorporated as part of the warrant arrangements and 
this step offers real safeguards for data subjects through a separate Investigatory 
Powers Commissioner. 

29. In summary, the national security exemption is applied to the acquisition of bulk 
personal datasets or communications personal data when the agencies apply for 
each warrant (or on warrant renewal) from the Secretary of State and a Judicial 
Commissioner. 
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30. Thus, instead of timeless certificates that are signed once, the exemption is applied 
for each operation at the warrant level (or on renewal or warrant) and at the time 
of the operation.  In this way, consideration of the exemption from the provisions 
of the Data Protection Act becomes an additional protection to that of the judicial 
double lock.  For example, the Judicial Commissioner and Secretary of State are 
able to consider issues such as further use, retention, lawfulness, accuracy, fairness 
and exemption from rights as part of the warrant approval process.  In other words, 
the application of the Principles becomes central to the warrant authorisation 
process. 

31. Residual Section 28 certification under the Data Protection Act may still be 
necessary for circumstances not covered in the Bill (e.g. there are limited to case-
by-case exemptions that are necessary for the safeguarding of national security in 
any particular investigation). However, these certificates too should become time 
limited (e.g. 1 year before any renewal) and each application of this exemption 
should be covered by a certificate. The Investigatory Powers Commissioner should 
be able to review all aspects of the processing of personal data relating to such 
certificates even if they do not relate to personal data obtained from the use of 
powers in the Bill. 

32. The enforcement regime (including Monetary Penalty Notices) in the Data 
Protection Act should apply to bulk personal dataset and communications personal 
data; such powers can be exercised by the Investigatory Powers Commissioner 
established by the Bill.  The national security agencies right of Appeal against the 
exercise of powers by the Commissioner can be to the Investigatory Powers 
Tribunal. 

33. This means that the Investigatory Powers Commissioner can obtain information 
about the processing of personal data, enforce the Data Protection Principles, 
consider the application of the national security exemption in detail, consider the 
rights of data subjects, and in the worst case scenarios, fine the national security 
agency if there is a serious transgression. 

34. There is no risk to national security arising from such a safeguard but the fact that 
the data subject can seek redress via the Investigatory Powers Commissioner 
makes such redress accessible (unlike the current legalistic and costly appeal to the 
Investigatory Powers Tribunal). 

35. The Assessment Notice power in Section 41A of the Data Protection Act to permit a 
data protection audit should be extended to apply to national security agencies in 
the context of bulk personal dataset and communications personal data processed 
by these agencies.  If any Audit is undertaken by the Investigatory Powers 
Commissioner established by the Bill; there is no risk to national security arising 
from such a safeguard. 

36. The Data Protection Act provisions with respect to data sharing should be applied. 
This usually means that any new data sharing has to be accompanied with a full 
Privacy Impact Assessment and can be subject to investigation by the Investigatory 
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Powers Commissioner if need be. In general, there is no Privacy Impact Assessment 
accompanying this Bill even though most data subjects are not of interest to the 
national security agencies. 

37. The data protection standards with respect to national security should be applied 
whenever personal data are acquired by the authorities.  For example, clause 
псόтύόŀύ ƻŦ ǘƘŜ .ƛƭƭ ǊŜŦŜǊǎ ǘƻ ƻōǘŀƛƴƛƴƎ ǇŜǊǎƻƴŀƭ Řŀǘŀ ǘƘŀǘ ŀǊŜ άin the interests of 
national securityέ ǿƘƛŎƘ ƛǎ ƭƻǿŜǊ ǘƘŀƴ ǘƘŜ Řŀǘŀ ǇǊƻǘŜŎǘƛƻƴ ǎǘŀƴŘŀǊŘ ƻŦ ƻōǘŀƛƴƛƴƎ 
ǇŜǊǎƻƴŀƭ Řŀǘŀ ǘƘŀǘ ƛǎ ŦƻǊ άsafeguarding national securityέΦ 

38. {ƛƳƛƭŀǊƭȅ ŎƭŀǳǎŜ псόтύόōύ ǊŜŦŜǊǎ ǘƻ ƻōǘŀƛƴƛƴƎ ōŜƛƴƎ άόb) for the purpose of preventing 
or detecting crimŜέ ǿƘŜƴ ǘƘŜ Řŀǘŀ protection standard is that the person making 
ǘƘŜ ŘƛǎŎƭƻǎǳǊŜ ǘƻ ǘƘŜ ŀǳǘƘƻǊƛǘƛŜǎ Ƙŀǎ ǘƻ ōŜ ǎŀǘƛǎŦƛŜŘ ǘƘŀǘ άfailure to disclose would 
prejudice prevention and detection of crimeέΦ ό!ǎ ŀ Ǉƻƛƴǘ ƻŦ ŎƭŀǊƛŦƛŎŀǘƛƻƴΤ ǘƘŜ ƳƻǊŜ 
protective Data Protection Act provisions deal the exchange of personal data from 
the standpoint of the organisation making the disclosure; the draft Bill views the 
exchange from the standpoint of the authorities obtaining the personal data ς 
however it is the same personal data that are being exchanged). 

39. All the changes above would reassure the public that not only are the checks and 
balances at the warrant signing stage (the double lock), there could be independent 
checks on the subsequent processing of a bulk personal dataset and 
communications personal data at any time.  The mechanism to trigger the checks 
and balances are available to data subjects and data controllers who have to 
provide the bulk personal data. 

40. By contrast, there are no penalties for failing to apply the Code(s) of Practice that 
describe the processing of a bulk personal dataset and communications personal 
data and the only real checks occur when the warrant is signed or renewed.  
Indeed, there is no role for the Investigatory Powers Commissioner with respect to 
the Data Protection Act. 

The role of the Investigatory Powers Commissioner 

41. For the above to be successfully implemented, clause 169 should provide the 
Investigatory Powers Commissioner with the following powers and obligations to 
enforce the application of the Principles and where appropriate, rights of data 
subjects. 

I. The Investigatory Powers Commissioner should exercise powers in the Data 
Protection Act with respect to bulk personal datasets and communications 
personal data in the same way as the Information Commissioner does in 
relation more normal personal data.  Where the Investigatory Powers 
Commissioner exercises powers, these can be appealed to the Investigatory 
Powers Tribunal. 

II. The Investigatory Powers Commissioner has no role in handling or 
investigating complaints from data subjects.  As the majority of data subjects 
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ŀǊŜ άnot of interestέ ǘƻ ǘƘŜ ƛƴǘŜƭƭƛƎŜƴŎŜ ǎŜǊǾƛŎŜǎΣ ǘƘŜ /ƻƳƳƛǎǎƛƻƴŜǊ ǎƘƻǳƭŘ ōŜ 
able to consider complaints directly from them. 

III. Organisations that are required to provide bulk personal dataset and 
communications personal data should be able to raise a formal complaint to 
the Investigatory Powers Commissioner that the warrant or authorisation 
approved by a Judicial Commissioner provides for disproportionate data 
sharing (i.e. organisations should have the right to ask for a review of a 
warrant/authorisation procedure if they have concerns over proportionality).  
To avoid prejudicing an operation, disclosure should first occur; however, any 
disclosed personal data should be destroyed if the Investigatory Powers 
Commissioner arrives at the same conclusion as the complainant (subject to 
appeal to the Investigatory Powers Tribunal). 

IV. Consideration should be given for organisations and data subjects to appeal 
to the Investigatory Powers Tribunal against a failure of the Investigatory 
Powers Commissioner to find in favour of the applicant (using a process that 
was established for the Freedom of Information Act). 

V. The Investigatory Powers Commissioner has no role in assessing whether bulk 
personal dataset and communications personal data, once approved under 
the warranting arrangements, have proved to be useful.  The Commissioner 
ought to be able to establish Key Performance Indicators that demonstrate 
that bulk access is worthwhile (with the implication that if access is not 
worthwhile, the warrant becomes void and the datasets destroyed) and 
impose reporting requirements with respect to those Indicators on the 
national security agencies. 

VI. All bulk personal dataset holdings should be reported to the Investigatory 
Powers Commissioner as well as the Secretary of State; this should be on the 
face of the Bill. This step will ensure the Commissioner knows the extent of 
bulk dataset collections and will be able to comment on these in his annual 
report, and where necessary exercise powers with respect to such personal 
data 

VII. The Investigatory Powers Commissioner should have a role in supervising all 
Section 28 certificates under the Data Protection Act and ensuring there is no 
cross over with respect to powers in this Bill. (I have already stated that each 
application of the Section 28 exemption should be covered by a certificate 
which lasts a year to enable the certificate to be reviewed). 

VIII. With respect to communications personal data obtained by authorisation 
(under clause 46 of the Bill), any authorisation has to describe why access is 
both necessary, proportionate and requires the application of any exemption 
in the Data Protection Act.  The Investigatory Powers Commissioner should 
be able to define what detail he needs to be described and retained when 
authorisation occurs and what detail is needed to substantiate the use of 
each exemption in the Data Protection Act.  The Investigatory Powers 
Commissioner should have the power to negate the application of any 
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exemption in any particular case.  Note: because of the range of 
organisations involved with clause 46, there might be a number of 
exemptions in the Act that might apply that have nothing to do with 
safeguarding national security. 

IX. Data matching across any combination of bulk personal datasets should be 
considered in the context of any data sharing to other bodies of the product 
of data matching.  However, intended or actual data sharing and data 
matching should be identified in an authorisation, or on a warrant, or on 
warrant renewal, or reported to the Investigatory Powers Commissioner 
when a warrant lapses. The intent here is to allow the Investigatory Powers 
Commissioner to compile a complete picture of these activities and be able to 
investigate any data sharing or data matching arrangements. 

X. The Investigatory Powers Commissioner can ensure that there is a 
commitment, as far as possible, to transparency with respect to bulk dataset 
acquisition/communications personal data. Such transparency already occurs 
without harm to national security. For instance with respect to Police & 
national security access Congestion Charge ANPR data, the TfL website 
states72: 

άLƴ нлмн ǘƘŜ aŀȅƻǊ ƻŦ [ƻƴŘƻƴϥǎ /ǊƛƳŜ aŀƴƛŦŜǎǘƻ ƛƴŎƭǳŘŜŘ ŀ ŎƻƳƳƛǘƳŜƴǘ 
to instruct TfL to give the Metropolitan Police Service (MPS) direct real 
time access to the Automatic Number Plate Recognition (ANPR) cameras 
we use to enforce our Road User Charging schemes, for the purposes of 
ǇǊŜǾŜƴǘƛƴƎ ŀƴŘ ŘŜǘŜŎǘƛƴƎ ŎǊƛƳŜΧΦΦ 

ΧΦThis was an expansion of a pre-existing arrangement with the MPS 
established in 2007, under which they were given access to TfL's ANPR 
data specifically for the purpose of using it to safeguard national 
security. This arrangement was approved by the Home Secretary, who 
signed a certificate confirming that TfL, and the MPS, are exempt from 
ŎŜǊǘŀƛƴ ǇǊƻǾƛǎƛƻƴǎ ƻŦ ǘƘŜ 5ŀǘŀ tǊƻǘŜŎǘƛƻƴ !Ŏǘ мффу ŦƻǊ ǘƘŀǘ ǇǳǊǇƻǎŜΦέ όƳȅ 
emphasis). 

XI. The above shows that it is possible to be more transparent about the 
application of the Data Protection Act and the obtaining of personal data for 
ǘƘŜƛǊ ŦǳƴŎǘƛƻƴǎ ŀǎ ŎƭŜŀǊƭȅΣ ƛŦ ¢Ŧ[Ωǎ ǎǘŀǘŜƳŜƴǘ ƘŀŘ ƧŜƻǇŀǊŘƛǎŜŘ ŀƴ ƻǇŜǊŀǘƛƻƴΣ 
then the national security agencies would have asked for it to be removed. 

Comments on Article 8 of the Human Rights Act 

42. The Committee should recognise the Government is asking Parliament to accept 
that Article 8 of ECHR allows the national security agencies to collect bulk personal 
dataset and communications personal data when there is no prior suspicion with 
respect to the vast majority of data subjects.  The legal advice that the Government 
has relied on to substantiate Article 8 compliance should be published so that this 

                                            
72 https://tfl.gov.uk/corporate/privacy-and-cookies/road-user-charging 
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issue can be debated properly; at the moment, compliance with Human Rights 
obligations is asserted without evidence. 

43. This is especially important as there might be changes to Article 8 that arise from 
ǘƘŜ DƻǾŜǊƴƳŜƴǘΩǎ ǊŜǾƛŜǿ ƻŦ ǘƘŜ IǳƳŀƴ wƛƎƘǘǎ !ŎǘΣ ŀƴŘ ƻŦ ŎƻǳǊǎŜΣ ǘƘŜ ǇǳǊǇƻǎŜ ƻŦ 
the draft Bill procedure is to allow for such an informed debate. 

44. ¢ƘŜǊŜ ǎƘƻǳƭŘ ōŜ ŀ άǎǳƴǎŜǘ ŎƭŀǳǎŜέ ƻƴ tŀǊǘ т ƻŦ ǘƘŜ .ƛƭƭ ŀǎ tŀǊƭiament needs to 
review the legislation in the context of future technological developments that 
will result in further bulk personal datasets being created (e.g. Internet of things, 
smart metering, ANPR datasets). 

45. Parliament should learn from the abuse of process that arose by reliance on Section 
94 of the Telecommunications Act 198473.  There are significant risks to allow wide 
ranging bulk data collection powers being left active for decades to come, to be 
used in any context, on any personal dataset, related to any future technology that 
might emerge. 

46. I recommend to the Committee a similar sunset clause in relation to 
communications personal data (Part 3) and to other Parts of the Bill. 

47. The Government wants the public to accept that the bulk collection of personal 
data does not breach their Article 8 rights without seeing the detail that justifies 
this course of action; such a leap of faith could be more palatable if the safeguards I 
suggest here were to be adopted. 

48. It should be a matter of policy that the more invasive the powers to interfere 
with private and family life, the stronger the powers of the Commissioner are to 
ensure that such powers are not misused.  Currently, with respect to the national 
security function, there is an inverse policy applying: the stronger the invasive 
powers, the weaker the protection for individuals.  Sadly the proposals in the Bill 
continue the latter philosophy. 

Removal of other powers to obtain personal data 

49. All existing powers (i.e. other in the Bill) that could be used by the national security 
agencies to obtain a bulk personal dataset or communications personal data should 
be negated.  For example, Schedule 1 of Counter-Terrorism Act 2008 which 
ƳƻŘƛŦƛŜǎ ǘƘŜ άwŜǇǊŜǎŜƴǘŀǘƛƻƴ of the People (England and Wales) Regulations 2001 
(S.I. 2001/341ύέ ƛǎ ƴƻǘ ǊŜǇŜŀƭŜŘΦ  ¢Ƙƛǎ ƳƻŘƛŦƛŎŀǘƛƻƴ ƛƴŎƭǳŘŜǎ wŜƎǳƭŀǘƛƻƴ млу! ǿƘƛŎƘ 
ƛǎ ŜƴǘƛǘƭŜǎ ǘƘŜ άSupply of full register etc to the security servicesέΦ  bƻǘ ǘƻ ŎƭƻǎŜ Řƻǿƴ 
existing powers would mean that there may be a secondary access route that could 
allow access to personal data outwith the protections in this Bill. 

                                            

73 The national security agencies have relied on pre-internet legislation (the Telecoms Act 1984) to legitimise activities that 
were never debated in Parliament.  As the technology changed Government should have authorised in these activities in 
any anti-terrorism law from 2001 or indeed RIPA. This is evidence of a clear reluctance to engage with Parliament on these 
difficult issues. 
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50. The powers to obtain bulk personal dataset are not limited in any way whatsoever; 
this means that bulk databases of medical records can become targets for 
acquisition.  The Bill, however, protects privileged communications data, the 
Committee should consider whether, for example, medical records need to be 
protected from the operation of the bulk dataset provisions. If so, I recommend 
the inclusion of a defined set of databases that cannot be obtained in bulk and a 
general provision in the Bill that allows the Secretary of State to identify the bulk 
personal datasets that are protected. 

51. Finally, there is a risk that the national security agencies could become a repository 
of bulk personal datasets that other public bodies can use. This risk is enhanced 
especially if the Data Protection Principles are exempted by wide ranging certificate 
under and unchanged Section 28 exemption (and if something like the Ersatz 
Principles appear as part of the BPD Code of Practice). 

About myself 

52. I have been a data protection practitioner for 30 years and am a founder member 
of Amberhawk Associates and a Director in Amberhawk Training Limited since the 
company was founded in 2008.  The company specialises in training staff who are 
responsible for data protection, Freedom of Information, and information security 
and other aspects of Information Law. 

53. In 2012, I was appointed to two Government Advisory Committees. I am a member 
of the Identity Assurance, Privacy and Consumer Advisory Group (advising the 
/ŀōƛƴŜǘ hŦŦƛŎŜ ƻƴ άǇǊƛǾŀŎȅ ŦǊƛŜƴŘƭȅέ ǳǎŜ ƻŦ ƛŘŜƴǘƛǘȅ ŀǎǎǳǊŀƴŎŜ ǘŜŎƘƴƛǉǳŜǎ ŀƴŘ ƻƴ 
data sharing) and the Data Protection Advisory Panel (advising the Ministry of 
WǳǎǘƛŎŜ ƻƴ ƛǘǎ ŀǇǇǊƻŀŎƘ ǘƻ ǘƘŜ 9¦Ωǎ 5ŀǘŀ tǊƻǘŜŎǘƛƻƴ wŜgulation and Directive in the 
field of law enforcement). 

54. I have given oral and written evidence before various Parliamentary Select 
Committees where issues of privacy, data protection and security have arisen (e.g. 
ID Cards, Surveillance, Computer Misuse Act, data retention policies, supervision of 
the national security agencies).  I have also been asked to give a presentation to 
European MEPs when the European Parliament was discussing the proposed Data 
Protection Regulation. 

 
Dr C. N. M. Pounder;  
Amberhawk Training Limited; 
 
14 December 2015 
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Amnesty International UK ñsupplementary written evidence 

(IPB0074)  

Summary of Recommendations in this Submission: 
 
Amnesty International UK recommends: 

 
1. that bulk surveillance powers contained in the draft Bill, including bulk interception 

warrants, be excised from the UK statutory regime. Further, that the broadly 
defined thematic warrants under the targeted warrants regime be amended to 
conform with the ¦YΩǎ ƘǳƳŀƴ ǊƛƎƘǘǎ ƻōƭƛƎŀǘƛƻƴǎΣ ŜΦƎΦ ŎƻǾŜǊ ƳƻǊŜ ǎǇŜŎƛŦƛŎ ŎŀǘŜƎƻǊƛŜǎ 
of persons and include the need for reasonable suspicions of wrongdoing.   
 

2. that the Draft Bill be amended to provide a clear, accessible framework governing 
intelligence sharing that ensures, inter alia, it is as limited as possible for permissible 
purposes, and does not include receiving or sending the product of bulk surveillance 
or material obtained through human rights abusive methods. 
 

3. that the authorisation process be amended so that (i) decisions to authorise 
warrants are taken by an independent judicial body following the application of (or 
with the interim non-statutory approval of the application by) the Secretary of 
State, or through a similarly full judicial authorisation process. (ii) Such a decision 
would require full disclosure of all relevant materials underlying the application. (iii) 
To the extent the decision to authorise the warrant has to be made without the 
knowledge and presence of the person concerned, it should also involve the 
participation of a designated person challenging the request and advocating for the 
protection of human rights and fundamental freedoms. 

 
4. that the oversight mechanisms be revisited in their entirety to ensure proper 

safeguards against abuse. 
 

5. that provisions for special protection for sensitive professions be included in the 
body of the legislation, and include human rights NGOs. 

 
Introduction 
 
1. Amnesty International UK welcomes the opportunity to input into the work of the 

Committee. However we wish to express our serious concern at the speed of this 
consultation process. After several promises from the government that the draft Bill 
would proceed at a sensible pace with sufficient time for proper consultation and 
scrutiny, Amnesty International UK is disappointed to be given less than 7 weeks for 
that process and to see that the Committee is expected to complete its work and report 
in very little more. Our view is that this is woefully inadequate time for a Bill of this level 
of complexity and length. It raises serious questions about the much vaunted 
government commitment to openness in this difficult sphere.  
 

2. As such, we focus this submission on a small number of issues (addressed below under 
ǘƘŜ /ƻƳƳƛǘǘŜŜΩǎ ǎǇŜŎƛŦƛŎ ǉǳŜǎǘƛƻƴǎΣ grouped and highlighted in bold) and have not 
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sought to address all the questions in the Call for Evidence that we might have wished 
had there been more time allowed. The failure to mention something in this submission 
should not be read as an indication that it is not of concern. We hope this submission 
will nevertheless be useful to the Committee. 

 
Amnesty International UK 

 
3. Amnesty International UK is a national section of a global movement of over seven 

million supporters, members and activists. We have over 600,000 supporters in the 
United Kingdom. Collectively, our vision is of a world in which every person enjoys all of 
the human rights enshrined in the Universal Declaration of Human Rights and other 
international human rights instruments.  Our mission is to undertake research and 
action focused on preventing and ending grave abuses of these rights. We are 
independent of any government, political ideology, economic interest or religion.  
 

4. Amnesty International Ltd. has been engaged in litigation challenging the UK 
govŜǊƴƳŜƴǘ ƻǾŜǊ ǘƘŜ Ƴŀǎǎ όƻǊ ΨōǳƭƪΩύ ƛƴǘŜǊŎŜǇǘƛƻƴ ƻŦ ŎƻƳƳǳƴƛŎŀǘƛƻƴǎ ǳƴŘŜǊ ǘƘŜ 
existing statutory regime, as well as over the regime governing the sharing of 
intelligence between the USA and the UK in relation to communications intercepted 
under USA surveillance programmes. That litigation has resulted inter alia in (a) a 
ƧǳŘƎƳŜƴǘ ǘƘŀǘ ƛƴ ǘƘŜ ǾƛŜǿ ƻŦ ǘƘŜ LƴǾŜǎǘƛƎŀǘƻǊȅ tƻǿŜǊǎ ¢Ǌƛōǳƴŀƭ ǘƘŜ ŜȄƛǎǘƛƴƎ ǊŜƎƛƳŜ ƛǎ Ψƛƴ 
ŀŎŎƻǊŘŀƴŎŜ ǿƛǘƘ ǘƘŜ ƭŀǿΩ ŦƻǊ ǘƘŜ ǇǳǊǇƻǎŜǎ ƻŦ ŀǊǘƛŎƭŜǎ у ŀƴŘ мл 9/IwΤ όōύ ŀ ŦǳǊǘƘŜǊ 
judgment that government intelligence sharing with the USA was unlawful prior to 
disclosures made during the litigation; and (c) that Amnesty International itself has 
been the victim of unlawful surveillance activity (following what the Tribunal considered 
ǘƻ ōŜ ƭŀǿŦǳƭ ŀƴŘ ΨǇǊƻǇƻǊǘƛƻƴŀǘŜΩ ƛƴǘŜǊŎŜǇǘƛƻƴ ŀƴŘ ŀŎŎŜǎǎƛƴƎ ƻŦ ǘƘŜ ŎƻƳƳǳƴƛŎŀǘƛƻƴǎ 
under a general ς bulk ς warrant). The case, which groups ten human rights 
organisations from four continents, is currently before the Strasbourg Court and may 
therefore have a significant bearing on the subject matter of this Bill.  

 
5. ¢ƘŜ Lt¢Ωǎ ŦƛƴŘƛƴƎǎ ǊŜƎŀǊŘƛƴƎ ǘƘŜ ¦Y ƎƻǾŜǊƴƳŜƴǘΩǎ ǎǳǊǾŜƛƭƭŀƴŎŜ ƻŦ ƘǳƳŀƴ ǊƛƎƘǘǎ 

organisations provides one example of what overbroad surveillance powers lead to. We 
hope that the Committee will have high in its mind the global reverberations not only of 
that kind of activity, but of legislation of this kind. As part of an international 
ƳƻǾŜƳŜƴǘΣ !ƳƴŜǎǘȅ LƴǘŜǊƴŀǘƛƻƴŀƭ ¦Y ƛǎ ŀŎǳǘŜƭȅ ŀǿŀǊŜ ƻŦ Ƙƻǿ ƛƳǇƻǊǘŀƴǘ ǘƘŜ ¦YΩǎ 
actions are in making a statement to the international community about what is and is 
not acceptable in the realm of surveillance and other interferences with human rights.  

 
Bulk interception and human rights: Has the case been made, both for the new powers 
and for the restated and clarified existing powers? Has the case been made, both for the 
new powers and for the restated and clarified existing powers? Are there sufficient 
operational justifications for undertaking (a) targeted and (b) bulk interception?  

 
6. ¢ƘŜǊŜ ƛǎ ƴƻ ǉǳŜǎǘƛƻƴ ǘƘŀǘ ƛƴǘŜǊŎŜǇǘƛƻƴ ŀƴŘ ŜȄŀƳƛƴŀǘƛƻƴ ƻŦ ƛƴŘƛǾƛŘǳŀƭǎΩ ǇŜǊǎƻƴŀƭ 

communications (whether of content or communications data) is an interference 
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with a range of human rights74Φ !ǎ ǎǳŎƘΣ ǘƘŜ ƛƴǘŜǊŎŜǇǘƛƻƴ ƛǘǎŜƭŦ Ƴǳǎǘ ōŜ Ψƛƴ 
accordance with the laǿΩΣ ƴŜŎŜǎǎŀǊȅ ŀƴŘ ǇǊƻǇƻǊǘƛƻƴŀǘŜ ƛŦ ƛǘ ƛǎ ǘƻ ōŜ ƭŀǿŦǳƭΦ !ƳƴŜǎǘȅ 
International UK considers that indiscriminate mass surveillance is never a 
proportionate interference with the rights to privacy and freedom of expression 
(articles 8 and 10 ECHR) and can thus never be lawful under the Human Rights Act 
1998 and/or ECHR. The interception, analysis or other use of communications in a 
manner that is neither targeted nor based on a reasonable suspicion that an 
individual or specific location is sufficiently closely linked to conduct that must 
legitimately be prevented, is disproportionate. 

 
Bulk interception warrants 

7. The Draft Bill would place on a statutory footing a bulk surveillance regime 
permitting unbounded state interception of all communications in selected network 
bearers, the application of selectors to those communications, and the unlimited 
selection from those communications of particular data for further access and 
examination. Bulk interception warrants, provided for in chapter 1 Part 6, purport to 
allƻǿ ǘƘƛǎ ŀŎǘƛǾƛǘȅ ǇǊƛƳŀǊƛƭȅ όΨmain purposeΩ ƛƴ ǘƘŜ ŘǊŀŦǘ .ƛƭƭΣ ǎŜŜ ŎƭŀǳǎŜǎ млс ŀƴŘ млтύ 
ǿƛǘƘ ǊŜƎŀǊŘ ǘƻ ΨƻǾŜǊǎŜŀǎ ǊŜƭŀǘŜŘ ŎƻƳƳǳƴƛŎŀǘƛƻƴǎΩ ŀǎ ǿŜƭƭ ŀǎ ŦƻǊ Ψoperational 
ǇǳǊǇƻǎŜǎΩ which may be of a ΨƎŜƴŜǊŀƭΩ nature (see clauses 106, 107 and 111). Such 
broadly drawn provisions and absence of any requirement for reasonable suspicion 
and other sufficient safeguards against abuse will enable the inherently 
disproportionate interference with billions of private communications in a routine 
manner. 

 
8. It is clear from recent Strasbourg cases, in particular the Grand Chamber judgment 

in Roman Zakharov v Russia75 -- which concerned a similar state capability to access 
communications in bulk ς that enabling legislation for interception must, inter alia, 
(i) clearly indicate what kind of events and activity amounting to threats to national 
security or serious crime might lead to interception based on reasonable suspicion 
[see paras 185, 245-248, 260]; and (ii) ensure that interception warrants Ψclearly 
identify a specific person to be placed under surveillance or a single set of premises 
as the premises in respect of which the authorisation is ordered. Such identification 
may be made by names, addresses, telephone numbers or other relevant 
ƛƴŦƻǊƳŀǘƛƻƴΩ [see para 264].  

 
9. As such, a Draft Bill which provides for warranted blanket, untargeted interception 
ŦƻǊ ŀƴȅ ƻŦ ŀ ǊŀƴƎŜ ƻŦ ōǊƻŀŘƭȅ ŘŜŦƛƴŜŘ ǇǳǊǇƻǎŜǎ όǘƘŜǊŜ ƛǎ ƴƻ ŘŜŦƛƴƛǘƛƻƴ ƻŦ Ψƴŀǘƛƻƴŀƭ 
ǎŜŎǳǊƛǘȅΩ ƻǊ ŀ ǘƘǊŜŀǘ ǘƻ ƛǘ ƛƴ ǘƘŜ .ƛƭƭύΣ ŀƴŘ ǿƘƻǎŜ ǊŜǉǳƛǊŜŘ ƻǇŜǊŀǘƛƻƴŀƭ ǇǳǊǇƻǎŜ Ƴŀȅ 
even be cast ƛƴ ǘŜǊƳǎ ƻŦ άgeneral purposesέ όŎƭŀǳǎŜ мммόпύύΣ Ŏŀƴƴƻǘ ǎŀǘƛǎŦȅ ǘƘŜ ¦YΩǎ 
ƘǳƳŀƴ ǊƛƎƘǘǎ ƻōƭƛƎŀǘƛƻƴǎΦ {ǳŎƘ ŀǳǘƘƻǊƛǎŀǘƛƻƴǎ ƎǊŀƴǘ ǘƘŜ ƪƛƴŘ ƻŦ άvery wide 
discretionέ ǘƻ ǘƘŜ ǎǘŀǘŜ ǘƘŀǘ ǘƘŜ {ǘǊŀǎōƻǳǊƎ /ƻǳǊǘ Ƙŀǎ ŎƻƴŦƛǊƳŜŘ ƛǎ ƻǇŜƴ ǘƻ ŀōǳǎŜ76.  

 

                                            
74 Klass v Germany 6 September 1978, Series A No 28 at §41; Weber and Saravia v Germany ECHR 2006 XI at §77; Kennedy 
v United Kingdom 26839/05 18 May 2010 at §118, Malone v United Kingdom 2 Aug 1984, Series A No 82 at §84 
75 European Court of Human Rights, Roman Zakharov v Russia, app no. 47143/06, Grand Chamber, Judgment of 4 
December 2015, available at http://hudoc.echr.coe.int/eng?i=001-159324  
76 Zakharov, para 267 

http://hudoc.echr.coe.int/eng?i=001-159324
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Ψ¢ŀǊƎŜǘŜŘΩ ƛƴǘŜǊŎŜǇǘƛƻn warrants 
10. ¢ƘŜ ǎȅǎǘŜƳ ǿƘƛŎƘ ǘƘŜ ŘǊŀŦǘ .ƛƭƭ ŎƘŀǊŀŎǘŜǊƛǎŜǎ ŀǎ ΨǘŀǊƎŜǘŜŘΩ ǿŀǊǊŀƴǘǎ ŀƭǎƻ ƎƛǾŜǎ ŎŀǳǎŜ 
ŦƻǊ ŎƻƴŎŜǊƴΦ Lǘ ƛǎ ǎƛƳƛƭŀǊƭȅ ōŀǎŜŘ ƻƴ ōǊƻŀŘ ǘŜǊƳǎ ǎǳŎƘ ŀǎ Ψƴŀǘƛƻƴŀƭ ǎŜŎǳǊƛǘȅΩΣ ŀƴŘ ƭŀŎƪǎ 
any requirement for reasonable suspicion that the target is connected with specific 
national security threats or serious crimes. The provision for broader thematic 
warrants under the guise of a so-called targeted warrants regime indeed shades into 
bulk collection. Clause 13 suggests, inter alia, that communications of a potentially 
wide and unspecific segment of the population could be subjected to the so-called 
ΨǘŀǊƎŜǘŜŘ ǿŀǊǊŀƴǘǎΩ ǊŜƎƛƳŜΦ CƻǊ ƛƴǎǘŀƴŎŜΣ ǇƘǊŀǎŜǎ ǎǳŎƘ ŀǎ άa group of persons who 
share a common purpose or who carry on, or may carry on, a particular activityέ ŀǊŜ 
not specific enough to satisfy the requirements of human rights law. 
 

11. Further, even if contrary to the above such broad categories were lawful, they 
would then appear significantly to undermine or obviate entirely any suggested 
justification for the bulk interception warrants under Chapter 1 Part 6: if such broad 
groups of people can lawfully be the subject of a targeted interception warrant, 
what is the legitimate reason for indiscriminately intercepting the communications 
of entire segments of the domestic and overseas population? 

 
12. Amnesty International UK recommends that bulk surveillance powers contained in 

the draft Bill, including bulk interception warrants, be excised from the UK 
statutory regime. Further, the broadly defined thematic warrants under the 
ǘŀǊƎŜǘŜŘ ǿŀǊǊŀƴǘǎ ǊŜƎƛƳŜ ǎƘƻǳƭŘ ōŜ ŀƳŜƴŘŜŘ ǘƻ ŎƻƴŦƻǊƳ ǿƛǘƘ ǘƘŜ ¦YΩǎ ƘǳƳŀƴ 
rights obligations, e.g. cover more specific categories of persons and include the 
need for reasonable suspicions of wrongdoing.   
 

Intelligence sharing: Are the powers compatible with the Human Rights Act and the ECHR? 
Is the requirement that they be exercised only when necessary and proportionate fully 
addressed? Does the draft Bill adequately explain the types of activity that could be 
undertaken under these powers? What ability will Parliament and the public have to 
check and raise concerns about the use of these powers? Does the draft Bill allow the 
appropriate organisations, and people within those organisations, access to 
communications data? 
 

13. Despite its very significant human rights implications, there is little to no proper 
reference to intelligence sharing with overseas authorities in the Draft Bill (outside 
of MLATs). That is particularly surprising in light of the attention given to this subject 
ς particularly to the sharing of the product of bulk interception - in the recent IPT 
litigation, brought by Amnesty International and other NGOs, referred to above. 
Amnesty International believes that any international sharing of material obtained 
through communications surveillance, solicited or otherwise, must occur in 
accordance with a human rights compliant framework ς the first step being to have 
a clear statutory framework. That framework must further ensure that human rights 
abuses do not result from any such sharing. 
 

14. Without this, such activity cannot be human rights compatible. In particular, it 
cannot be said to have a proper legal basis and be necessary and proportionate. If 
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ǘƘŜǊŜ ƛǎ ƴƻ ŎƭŜŀǊ ǎǘŀǘǳǘƻǊȅ ŦǊŀƳŜǿƻǊƪ ǘƘŜƴ ǘƘŜ /ƻƳƳƛǘǘŜŜΩǎ ǉǳŜǎǘƛƻƴǎ ŀǎ ǘƻ ǿƘŜǘƘŜǊ 
parliament and the public will have the ability to check and to raise concerns about 
these activities and powers can only be answered in the negative. Nor can it be said 
that the draft Bill allows the appropriate organisations to have access to 
communications material, since we will not know how this works at all outside the 
UK.  

 
15. In respect of sharing material that is obtained by the UK with overseas authorities, 
ŎƭŀǳǎŜ оф όŜƴǘƛǘƭŜŘ άInterception in accordance with overseas requestsά ōǳǘ 
otherwise making little reference to its subject matter) makes very general 
ǇǊƻǾƛǎƛƻƴ ŦƻǊ ƛƴǘŜǊŎŜǇǘƛƻƴ ŎŀǊǊƛŜŘ ƻǳǘ ƛƴ ǊŜǎǇƻƴǎŜ ǘƻ ŀ ǊŜǉǳŜǎǘ άin accordance with a 
relevant international agreementέ ōǳǘ ǿƛǘƘ ƴƻ ŜȄǇƭŀƴŀǘƛƻƴ ŀǎ ǘƻ ǿƘŀǘ ǘƘƻǎŜ 
agreements may be ς presumably secret arrangements which the public (and/or 
parliament) therefore are not aware of. It is an extremely broad enabling provision 
ǘƘŀǘ Ŏŀƴƴƻǘ ōŜƎƛƴ ǘƻ ōŜ ǎǳŦŦƛŎƛŜƴǘƭȅ ŎƭŜŀǊ ǘƻ ǎŀǘƛǎŦȅ ǘƘŜ ¦YΩǎ ƘǳƳŀƴ ǊƛƎƘǘǎ ƻōƭƛƎŀǘƛƻƴǎ 
in this field. It also leaves it open to the Secretary of State to make further 
Regulations as to conditions to be met for such sharing, without indicating what 
those might be. 

 
16. Further, Clause 41 says that ΨŀǊǊŀƴƎŜƳŜƴǘǎΩ must be in force to ensure some limited 

safeguards are put in place for sharing material from a targeted warrant (although 
only if the authorising agency considers that appropriate) ς but primarily to limit the 
extent of any disclosure/copying of the material. There is also similar reference in 
clause 117 to material from bulk interception being handed over to overseas 
ŀǳǘƘƻǊƛǘƛŜǎΣ ǘƻ ǿƘƛŎƘ ǘƘŜ ŎƭŀǳǎŜ мму ΨǎŀŦŜƎǳŀǊŘǎΩ ŀǊŜ ǎŀƛŘ ǘƻ ŀǇǇƭȅΦ ¢ƘƻǎŜ ǎŀŦŜƎǳŀǊŘǎ 
are again extremely limited and seem to relate only to the Secretary of State 
ŜƴǎǳǊƛƴƎ ǘƘŀǘ ǊŜǎǘǊƛŎǘƛƻƴǎ ŀǊŜ ƛƴ ǇƭŀŎŜ ǘƻ ŀǾƻƛŘ ΨǳƴŀǳǘƘƻǊƛǎŜŘ ŘƛǎŎƭƻǎǳǊŜΩ ƛƴ ƭŜƎŀƭ 
proceedings (clause 42). There is simply nothing to ensure human rights violations 
do not occur, such as the sharing of material which may then lead to secret 
detention, torture, unfair trials, or other activity that would be unlawful if it 
occurred in the UK (and perhaps even thus to UK complicity in such activity). Where 
does the chain stop? Furthermore, it appears that these ΨŀǊǊŀƴƎŜƳŜƴǘǎΩ referred to 
in clauses 41 and 117, similarly to other ΨŀǊǊŀƴƎŜƳŜƴǘǎΩ foreseen in the draft Bill 
(see clauses 40 and 117), are to be entirely secret ones, hence kept away from any 
proper parliamentary and public scrutiny and accessibility. 

 
17. Amnesty International UK has not been able to identify any provisions at all in the 

draft Bill (even as limited as those in relation to providing material to overseas 
authorities) dealing with the receipt by the UK of material obtained through 
interception by overseas partners, other than in Schedule 6. Schedule 6 provides at 
2(2) a bare statement that Codes of Practice will cover the process for overseas 
requests and handling data received from them. Not only is this a wholly inadequate 
provision given the scale of what occurs, it makes no mention whatsoever of 
communications material received otherwise than through a specific request. 

 
18. Amnesty International UK recommends that the Draft Bill be amended to provide 

a clear, accessible framework governing intelligence sharing that ensures, inter 
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alia, it is as limited as possible for permissible purposes, and does not include 
receiving or sending the product of bulk surveillance or material obtained through 
human rights abusive methods. 
 

The authorisation process: Are the proposed authorisation processes for such interception 
activities appropriate? Is the proposed process for authorising urgent warrants workable? 
 

19. Amnesty International UK does not consider the proposed authorisation processes 
to be compatible wƛǘƘ ǘƘŜ ¦YΩǎ ƘǳƳŀƴ ǊƛƎƘǘǎ ƻōƭƛƎŀǘƛƻƴǎΦ  
 

20. The so-ŎŀƭƭŜŘ ΨŘƻǳōƭŜ-ƭƻŎƪΩ ǇǊƻŎŜǎǎ Ŧŀƛƭǎ ǘƻ ŜƴǎǳǊŜ ŀ ǇǊƻǇŜǊ ƛƴŘŜǇŜƴŘŜƴǘ 
authorisation process. As is reflected in judgments from both the European Court of 
Human Rights and the Court of Justice of the European Union, the decision as to 
whether to issue a warrant should be made by a judicial authority with sufficient 
independence from the executive77. Otherwise, the prior authorisation cannot 
provide an effective fetter on executive discretion ς it is not a true safeguard against 
abuse. The draft Bill instead vests the power to issue an interception warrant with 
the Secretary of State (see, inter alia, clauses 14, 107). It is the Secretary of State 
who receives the application from the relevant body, considers its content and 
takes the crucial decision as to whether to issue a warrant. The Judicial 
/ƻƳƳƛǎǎƛƻƴŜǊ όΨW/Ωύ ƛǎ ŎƘŀǊƎŜŘ ƳŜǊŜƭȅ ǿƛǘƘ ŀǇǇǊƻǾƛƴƎ ǘƘŀǘ ŘŜŎƛǎƛƻƴ όŎƭŀǳǎŜǎ мфΣ млфύ 
ς ŀ W/ Ƴŀȅ ƻƴƭȅ άǊŜǾƛŜǿ ǘƘŜ ǇŜǊǎƻƴΩǎ ŎƻƴŎƭǳǎƛƻƴǎέΦ  

 
21. That review, by virtue of clauses 19(2) and 109 (2), must be carried out on judicial 

review principles. Such an assessment cannot cure the defect in the allocation of 
decision making power in this process. If, indeed, the intent of the drafters was to 
give the JC the power to conduct a full merits assessment of the warrant that the 
Secretary of State has authorised, as has been suggested in some quarters, then 
there is simply no reason for this limiting provision. Clause 19(2) is thus either a 
restriction on the power of the JC, or unnecessary and unnecessarily complicating 
the question of what the role of the JC is here. 

 
22. Lǘ ŘƻŜǎ ƴƻǘ ƛƴ !ƳƴŜǎǘȅ LƴǘŜǊƴŀǘƛƻƴŀƭ ¦YΩǎ ǾƛŜǿ ǎŀǘƛǎŦȅ ǘƘŜ ǊŜǉǳƛǊŜƳŜƴǘ ǘƘŀǘ ǘƘŜ  

άŀǳǘƘƻǊƛǎŀǘƛƻƴ ŀǳǘƘƻǊƛǘȅ Χ ώōŜϐ ŎŀǇŀōƭŜ ƻŦ ǾŜǊƛŦȅƛƴƎ ǘƘŜ ŜȄƛǎǘŜƴŎŜ ƻŦ ŀ 
reasonable suspicion against the person concerned, in particular, whether 
there are factual indications for suspecting that person of planning, 
committing or having committed criminal acts or other acts that may give rise 
to secret surveillance measures, such as, for example, acts endangering 
national security. It must also ascertain whether the requested interception 
ƳŜŜǘǎ ǘƘŜ ǊŜǉǳƛǊŜƳŜƴǘ ƻŦ άƴŜŎŜǎǎƛǘȅ ƛƴ ŀ ŘŜƳƻŎǊŀǘƛŎ ǎƻŎƛŜǘȅέΣ ŀǎ ǇǊƻǾƛŘŜŘ ōȅ 
Article 8 § 2 of the Convention, including whether it is proportionate to the 
legitimate aims pursued, by verifying, for example whether it is possible to 
achieve the aims by less restrictive meansέ όZakharov at 260) 

 

                                            
77 European Court of Human Rights, Roman Zakharov v Russia, para 233 ; Court of Justice of the European Union, Digital 
Rights Ireland case, C-293/12, Grand Chamber, Judgement of 8 April 2014, para 62. 
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23. It is also unclear whether the JC will have before them the underlying warrant 
application that forms the subject of the SŜŎǊŜǘŀǊȅ ƻŦ {ǘŀǘŜΩǎ ŘŜŎƛǎƛƻƴΣ ƻǊ ƳŜǊŜƭȅ 
some document or other summary of her conclusions, and even if they have the 
warrant application, what level of evidence will be available to them. An express 
requirement that the JC has all the relevant information and documents, and 
certainly no less than what needs to be provided to the Secretary of State, is 
necessary. 

 
24. Crucially, it is also of major concern that the JC is excluded from the process of 

accessing and examining intercepted material obtained under a bulk interception 
warrant in circumstances other than the ones foreseen by clause 14(2) (targeted 
examination warrants). There is no valid reason whatsoever for providing less 
safeguards with regard to the access and examination of such intercepted 
communications, a difference of treatment which is discriminatory 

 
25. ¢ƘŜ ƳƻŘƛŦƛŎŀǘƛƻƴ ǇǊƻŎŜǎǎ ŀŘŘǎ ǘƻ ǘƘŜ ŎƻƴŎŜǊƴǎΦ ΨMajorΩ ƳƻŘƛŦƛŎŀǘƛƻƴǎ ǿƘƛŎƘ ŀŦŦŜŎǘ 

the conduct authorised under targeted warrants may be made under clause 26 
without any involvement whatsoever of a JC. Such a modification may include 
adding the name of a person, organisation or set of premises (clause 26(2)) thus 
fundamentally altering the nature of the warrant in question without any 
independent involvement at all. Similarly, what are deemed by the draft Bill to be 
ΨƳƛƴƻǊΩ modifications, which nevertheless include ΨŀŘŘƛƴƎΣ ǾŀǊȅƛƴƎ ƻǊ ǊŜƳƻǾƛƴƎ ŀƴȅ 
ŦŀŎǘƻǊ ǎǇŜŎƛŦƛŜŘ ƛƴ ǘƘŜ ǿŀǊǊŀƴǘΩ, also do not involve the JC at all. As for bulk 
interception warrants, while the provisions for their modification prescribe that the 
JC must be involved in a similar way as during the original approval process when it 
comes to adding or varying an operational purpose, the JC is not involved when an 
operational purpose is removed (clause 114(6)). What happens, for instance, if a 
purpose is removed and the conduct authorised does change, but not 
commensurately with the more limited purposes of the modified warrant? 
 

26. It is worth noting that not even the Secretary of State is necessarily involved in the 
process leading to certain modifications of bulk interception warrants (see clause  
114(8)), or indeed to modifications of targeted warrants (see clause 26(6) and 
26(11)). Furthermore, clause 114(9) does not sufficiently specify what is meant by Ψŀ 
way which does not affect the condǳŎǘ ŀǳǘƘƻǊƛǎŜŘ ƻǊ ǊŜǉǳƛǊŜŘ ōȅ ώǘƘŜ ǿŀǊǊŀƴǘϐΩΣ 
hence potentially becoming a problematic loophole in the legislation. Finally, no 
ΨŘƻǳōƭŜ-ƭƻŎƪΩ whatsoever is foreseen in cases of certain mutual assistance warrants 
(clause 28). 

 
27. Amnesty International UK is further concerned by the requirement that JCs must 
ƎƛǾŜ ǿǊƛǘǘŜƴ ǊŜŀǎƻƴǎ ŦƻǊ ǊŜŦǳǎƛƴƎ ǘƻ ŀǇǇǊƻǾŜ ǘƘŜ {ŜŎǊŜǘŀǊȅ ƻŦ {ǘŀǘŜΩǎ ŘŜŎƛǎƛƻƴΣ 
although not for approval. This appears to create an assumption of approval. 

 
Secrecy ς the need for a designated person to advocate for human rights during the warrant 
authorisation process 

28. Amnesty International UK remains opposed to secret justice. While the process of 
authorisation of interception warrants (rather than the process of remedying of 
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human rights violations) can legitimately take place without knowledge and 
presence of the person concerned, it remains highly desirable to enhance the 
adversarial nature of such proceedings. This would hope to ensure all angles are 
covered and the human rights implications of the decision are properly and fully 
considered.  
 

29. As such, there should be added to the Bill a requirement for a designated person 
challenging the request and advocating for the protection of human rights and 
fundamental freedoms. This person should be fully involved in the authorisation 
process, as a necessary further safeguard against abuse.  

 
Urgent warrants 

30. ¢ƘŜ ǳǊƎŜƴǘ ǿŀǊǊŀƴǘ ǇǊƻŎŜǎǎΣ ƛƴ !ƳƴŜǎǘȅ LƴǘŜǊƴŀǘƛƻƴŀƭ ¦YΩǎ ǾƛŜǿΣ ƛǎ ŀƭǎƻ 
ƛƴŎƻƳǇŀǘƛōƭŜ ǿƛǘƘ ǘƘŜ ¦YΩǎ ƘǳƳŀƴ ǊƛƎƘǘǎ ƻōƭƛƎŀǘƛƻƴǎΦ LƴǘŜǊŜǎǘƛƴƎƭȅΣ Zakharov 
included a complaint that in urgent situations communications in Russia could be 
intercepted without judicial authorisation for up to 48 hours [para 191] - note that 
the draft bill offers 5 (working) days for un-approved interception, more than 
double what RussƛŀΩǎ ƎƻǾŜǊƴƳŜƴǘ ŘŜƳŀƴŘǎΦ ¢ƘŜǊŜΣ ǘƘŜ /ƻǳǊǘ ŎƻƴŎƭǳŘŜŘ ǘƘŜǊŜ ǿŜǊŜ 
insufficient limits on deciding when such urgent warrants were justified and they 
could thus be abused. The same applies to the process in the Draft Bill.  

 
31. It is difficult to see any limit whatsoever in clause 20 other than that the person who 

issued the urgent targeted warrant (who by virtue of clause 22(4) may be a senior 
ƻŦŦƛŎƛŀƭ ƴƻǘ ǘƘŜ {ŜŎǊŜǘŀǊȅ ƻŦ {ǘŀǘŜύ ŎƻƴǎƛŘŜǊŜŘ άthat there was an urgent needέ ǘƻ Řƻ 
so (clause 20(1)). As such, and noting that the UK judiciary are well used to dealing 
with urgent and complex applications out of hours, there seems little justification 
for the existence of this urgent process, and none at all for such a lengthy period in 
which the executive may operate free of any constraint whatsoever. It is easy to see 
how such a provision may become a loophole ripe for excess and/or abuse. 

 
32. Amnesty International UK recommends that the authorisation process be 

amended so that (i) decisions to authorise warrants are taken by an independent 
judicial body following the application of (or with the interim non-statutory 
approval of the application by) the Secretary of State, or through a similarly full 
judicial authorisation process. (ii) Such a decision would require full disclosure of 
all relevant materials underlying the application. (iii) To the extent the decision to 
authorise the warrant has to be made without the knowledge and presence of the 
person concerned, it should also involve the participation of a designated person 
challenging the request and advocating for the protection of human rights and 
fundamental freedoms. 
 

Oversight: Are the powers sought sufficiently supervised? Will the oversight bodies be 
able adequately to scrutinise their operation? Would the proposed Judicial Commission 
have sufficient powers, resources and independence to perform its role satisfactorily? 
Are the appointment and accountability arrangements for Judicial Commissioners 
appropriate? 
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33. Amnesty International UK does not consider that the oversight proposals will 
provide sufficient independent supervision. In particular, the dual function of the 
small group of JCs raises independence and effectiveness concerns. They will be 
both a part of the surveillance process in authorising warrants, and also part of the 
oversight system in that JCs must review, including by inspection, the exercise by 
public authorities (presumably thus including themselves) of functions relating to 
interception of communications (clause 169 (1)).   
  

34. In the litigation concerning investigations into allegations of article 3 abuse in Iraq 
carried out by the military, the UK High Court referred to the problem highlighted in 
relevant Strasbourg cases where investigating officers (in the instant case being part 
of the Royal MiliǘŀǊȅ tƻƭƛŎŜύ άformed part of the same hierarchy with no provision for 
institutional or individual independenceέΦ Lǘ ŎƻƴŎƭǳŘŜŘ ǘƘŀǘ ǿƘƛƭŜ ǘƘŀǘ ŘƛŘ ƴƻǘ ŀǇǇƭȅ 
ƛƴ ǘƘŜ ŎƛǊŎǳƳǎǘŀƴŎŜǎ ƻŦ ǘƘŜ ŎŀǎŜΣ ǘƘŜ ƪŜȅ ǉǳŜǎǘƛƻƴ ǊŜƳŀƛƴŜŘ άwhether on the facts 
of a given case, the service police is independent of the events or personnel being 
investigatedέ78. Amnesty International UK refers to this simply to highlight that this 
dual function of a small group of Commissioners may raise problems on the facts 
should serious questions arise over the appropriateness of a warrant issued in any 
particular case requiring proper investigation. We consider it would be preferable to 
separate out the authorisation and oversight functions of the judicial commissioners 
to avoid such difficulties arising. 

 
35. The Secretary of State can also ς by way of regulations rather than full primary 

legislation ς ƳƻŘƛŦȅ ǘƘŜ ŦǳƴŎǘƛƻƴǎ ƻŦ ǘƘŜ Lt/ ƻǊ άany otherέ W/ όŎƭŀǳǎŜ мттύΦ ¢Ƙŀǘ ƛǎ 
an extraordinarily wide power to vest in the Secretary of State and raises significant 
independence as well as proper process concerns. That is particularly so given it is 
the Secretary of State and those responsible to them who will be particularly under 
the scrutiny of the Commissioners and who will therefore be deeply affected by the 
way their functions are exercised. Amnesty International UK considers such a power 
should not be simply left to secondary legislation (clause 197 provides that 
ΨwŜƎǳƭŀǘƛƻƴǎΩ ƘŜǊŜ ƳŜŀƴǎ ǎǘŀǘǳǘƻǊȅ ƛƴǎǘǊǳƳŜƴǘǎ Ƴŀȅ ōŜ ǳǎŜŘύ ōǳǘ ƭŀƛŘ ƛƴ ǇǊƛƳŀǊȅ 
legislation and properly debated by Parliament.  

 
36. Further, Amnesty International UK is concerned by the weighty conditions placed on 

what are supposed to be robust, independent investigations by highly experienced 
judicial commissioners in clauses 169 (5) and (6) of the Bill. These include a 
mandatory instruction to ensure a JC does not in the carrying out of their oversight 
ŦǳƴŎǘƛƻƴǎ άjeopardise the success of an intelligence or security operation or a law 
enforcement operationέ  ƻǊ άunduly impede the operational effectiveness of an 
ƛƴǘŜƭƭƛƎŜƴŎŜ ǎŜǊǾƛŎŜΣ ŀ ǇƻƭƛŎŜ ŦƻǊŎŜΣ ŀ ƎƻǾŜǊƴƳŜƴǘ ŘŜǇŀǊǘƳŜƴǘ ƻǊ IŜǊ aŀƧŜǎǘȅΩǎ 
ŦƻǊŎŜǎέ όŎƭŀǳǎŜ мсфόсύύΦ That very broad drafting not only lacks the required clarity of 
the law for such a serious provision affecting oversight, but has the potential to 
jeopardise its effectiveness. An expert authority charged with investigating, inter 
alia, whether such operations and agencies are working lawfully and appropriately, 

                                            
78 R (Ali Zaki Mousa) No.2 [2013] EWHC 1412 (Admin), [2013] HRLR 13 at 111-112 
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should not be constrained in such vague terms ς particularly if the public are to trust 
in their reports. 

 
37. For that trust, it is also necessary that oversight be as transparent as possible. As 

such, the wide discretion afforded to the Prime Minister (see above as to the lack of 
ŎƭŀǊƛǘȅ ƛƴ ǎǳŎƘ ǘŜǊƳǎ ŀǎ Ψƴŀǘƛƻƴŀƭ ǎŜŎǳǊƛǘȅΩύ ƛƴ ŘŜŎƛŘing whether or not to publish any 
additional oversight directions he may make to the IPC (clause 170(4)) is deeply 
ǳƴǎŀǘƛǎŦŀŎǘƻǊȅΦ ¢ƘŜ ǎŀƳŜ ŎƻƴŎŜǊƴǎ ŀǊƛǎŜ ƛƴ ǘƘŜ ŎƻƴǘŜȄǘ ƻŦ ǘƘŜ tǊƛƳŜ aƛƴƛǎǘŜǊΩǎ ǿƛŘŜ 
ŘƛǎŎǊŜǘƛƻƴ ǘƻ ŜȄŎƭǳŘŜ ŀƴȅ ǇŀǊǘ ƻŦ ǘƘŜ Lt/Ωǎ ǊŜǇƻǊǘǎ ŦǊƻƳ publication (clause 174). 

 
38. The system of notification (such as it exists) is also deeply unsatisfactory. Clause 171 
ǇǊƻǾƛŘŜǎ ǘƘŀǘ ǘƘŜ Lt/ Ƴǳǎǘ ƛƴŦƻǊƳ ǇŜǊǎƻƴǎ ƻŦ ŀƴȅ άŜǊǊƻǊέΣ but only in so far as the 
Lt/ ŀƴŘ ǘƘŜ LƴǾŜǎǘƛƎŀǘƻǊȅ tƻǿŜǊǎ ¢Ǌƛōǳƴŀƭ όΨLt¢Ωύ ŎƻƴǎƛŘer it is a serious error (they 
are banned otherwise from reporting it), and that the IPT considers it is in the public 
interest for the person to be so informed. However, it is difficult to understand how 
ǘƘŜ Lt¢ Ŏŀƴ ǇǊƻǇŜǊƭȅ ǳƴŘŜǊǘŀƪŜ ŀƴ ŀǎǎŜǎǎƳŜƴǘ ƻŦ άthe seriousness of the error and 
its effect on the person concernedέ ώŎƭŀǳǎŜ мтмόрύϐ ǿƘŜƴ ƛǘ ǿƛƭƭ ƴƻǘ ƘŀǾŜ ōŜŦƻǊŜ ƛǘ 
any independent evidence as to that effect. It is also difficult to understand the 
reason why there needs to be a joint decision by both the IPC and the IPT before the 
person concerned is notified (clause 171 (2)). Moreover, it is troubling to see a 
ǎǇŜŎƛŦƛŎ ŎƭŀǳǎŜ όǎΦмтмόпύύ ƛƴǎǘǊǳŎǘƛƴƎ ǘƘŜ ŀǎǎŜǎǎƻǊǎ ǘƘŀǘ ŀ ōǊŜŀŎƘ ƻŦ ŀƴ ƛƴŘƛǾƛŘǳŀƭΩǎ 
9/Iw ǊƛƎƘǘǎ άis not sufficient by itself for an error to be a serious errorέΦ 

 
39. This falls far short, first, of the necessary requirement under international human 

rights law to notify all persons that they have been subjected to surveillance (and 
the grounds for it and materials selected, as well as potential remedies) as soon as 
this may be done without jeopardising the legitimate purpose of the surveillance. 
Not only is notification in the Draft Bill confined to an ill-ŘŜŦƛƴŜŘ ŎƻƴŎŜǇǘ ƻŦ ΨŜǊǊƻǊǎΩΣ 
but second, to an unnecessarily onerous test. Such requirements not only fail to 
meet human rights standards but are plainly biased in favour of secrecy 
(encouraging an approach that says secrecy should be the norm) rather than 
transparency wherever possible. 

 
Are the new arrangements for the Investigatory Powers Tribunal including the possibility of 
appeal adequate or are further changes necessary? 

40. The concerns as to the effectiveness of the oversight scheme are enhanced by 
!ƳƴŜǎǘȅΩǎ ƻǿƴ ŜȄǇŜǊƛŜƴŎŜ ƻŦ ǘƘŜ Lt¢Φ ²ƘƛƭŜ ǿŜ ǿŜƭŎƻƳŜ ǘƘŜ ŀŘŘƛǘƛƻƴ ƻŦ ŀ ǊƛƎƘǘ ƻŦ 
appeal on a point of law to the Court of Appeal, that single change does not go far 
enough. 
 

41. Lƴ ƻǊŘŜǊ ǘƻ ŜȄǇƭŀƛƴ !ƳƴŜǎǘȅ LƴǘŜǊƴŀǘƛƻƴŀƭ ¦YΩǎ ǇŀǊǘƛŎǳƭŀǊ ŎƻƴŎŜǊƴǎΣ ƛǘ ƛǎ ƴŜŎŜǎǎŀǊȅ 
for this Committee to have some understanding of our experience of the IPT. The 
Committee will doubtless be aware that Amnesty International Ltd. (the 
International Secretariat) joined with several other NGOs in litigation commenced in 
нлмо ŎƘŀƭƭŜƴƎƛƴƎ ǘƘŜ ƭŀǿŦǳƭƴŜǎǎ ƻŦ ǘƘŜ ¦YΩǎ ¢ŜƳǇƻǊŀ ǊŜƎƛƳŜΣ ŀƴŘ ƻŦ ƛǘǎ ƛƴǘŜƭƭƛƎŜƴŎŜ 
sharing with the US in relation to the US PRISM and Upstream mass surveillance 
programmes. 
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42. With regard to the intelligence sharing issue, while the first judgment (December 

2014) rejected to a large extent the arguments put forward by the claimants, the 
purported lawfulness of the intelligence sharing scheme was heavily predicated 
upon the disclosure during the litigation of a short summary (or similar ς this Note 
was amended more than once after discrepancies were only brought to light 
following requests for clarification by the claimants) of the otherwise secret policies 
in place. A further judgment later (February 2015) declared such intelligence sharing 
prior to this disclosure to have been unlawful. During the proceedings, Amnesty and 
others raised serious concerns as to the processes of the IPT, including the holding 
of closed hearings to determine issues of law. 

 
43. As regards the UK surveillance regime and practices, once the IPT decided in its 

December 2014 ruling that the regime was lawful, it then decided to assess the 
issue of proportionality in closed session. The claimants were not given the 
opportunity to meaningfully contribute to that assessment. That alone was of 
serious concern.  

 
44. On 18 June 2015, we were then provided with a draft judgment. It declared that two 

of thŜ ŎƭŀƛƳŀƴǘ bDhǎΣ ǘƘŜ ƘƛƎƘƭȅ ǊŜǎǇŜŎǘŜŘ [ŜƎŀƭ wŜǎƻǳǊŎŜǎ /ŜƴǘǊŜ όΨ[w/Ωύ ƛƴ {ƻǳǘƘ 
!ŦǊƛŎŀ ŀƴŘ ǘƘŜ 9ƎȅǇǘƛŀƴ LƴƛǘƛŀǘƛǾŜ ŦƻǊ tŜǊǎƻƴŀƭ wƛƎƘǘǎ όΨ9LtwΩύΣ ƘŀŘ ōŜŜƴ ǘƘŜ ǾƛŎǘƛƳ ƻŦ 
Article 8 violations. In respect of the both, the IPT concluded that their 
communications ƘŀŘ ōŜŜƴ ƭŀǿŦǳƭƭȅ ƛƴǘŜǊŎŜǇǘŜŘΦ IƻǿŜǾŜǊΣ ƛǘ ǎŀƛŘ ǘƘŀǘ ǘƘŜ [w/Ωǎ 
ŎƻƳƳǳƴƛŎŀǘƛƻƴǎ ǿƘƛƭŜ ΨǇǊƻǇƻǊǘƛƻƴŀǘŜƭȅΩ ǎŜƭŜŎǘŜŘ ŦƻǊ ŜȄŀƳƛƴŀǘƛƻƴΣ ǿŜǊŜ ƴƻǘ ǎƻ 
ǎŜƭŜŎǘŜŘ ƛƴ ŀŎŎƻǊŘŀƴŎŜ ǿƛǘƘ D/IvΩǎ ΨƛƴǘŜǊƴŀƭ ǇƻƭƛŎƛŜǎΩΦ Lƴ ǊŜǎǇŜŎǘ ƻŦ ǘƘŜ 9LtwΣ ƛǘ ǿŀǎ 
said that their communications had been lawfully accessed, but had been retained 
too long in breach of internal policies (a so-ŎŀƭƭŜŘ ΨǘŜŎƘƴƛŎŀƭΩ ōǊŜŀŎƘύΦ 5ŜǎǇƛǘŜ ƘŀǾƛƴƎ 
ƘŜŀǊŘ ƴƻ ǎǳōƳƛǎǎƛƻƴǎ ƻƴ ǘƘŜ ǘƻǇƛŎΣ ƛǘ ŎƻƴŎƭǳŘŜŘ ǘƘŀǘ ǘƘŜ 9Ltw ƘŀŘ άnot suffered 
material detriment, damage or prejudice as a result of the breachέΦ !ƳƴŜǎǘȅ 
received only a one line ruling that the IPT had not made a determination in its 
favour. 

 
45.  There was no explanation of such matters as (a) the statutory purposes for which 

the communications were intercepted; (b) the nature or content of the internal 
procedures which were breached by GCHQ (for example, whether the procedures 
were automated or manual) and how they were breached; (c) the reasons why 
D/IvΩǎ ƛƴǘŜǊƴŀƭ ǇƻƭƛŎƛŜǎ ǿŜǊŜ ƴƻǘ ŎƻƳǇƭƛŜŘ ǿƛǘƘ ŀƴŘ ǿƘŀǘ ǇǊƻŎŜŘǳǊŜǎ ǿŜre 
supposed (but failed) to secure such compliance; (d) whether the errors were 
isolated mistakes or broader systemic errors which may have affected a larger class 
of people; (e) whether the errors had previously been identified by any internal 
audit, or by the Interception of Communications Commissioner, or whether the 
errors were only identified following these proceedings being brought in the 
Tribunal; (f) whether the communications that were processed in breach of Article 8 
were shared with, or made available to, any other agency or department outside 
GCHQ. The parties were given the opportunity to correct any typographical or other 
errors in the judgment before it was made public, but that was all. 
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46. On 1 July, the IPT then wrote to the Parties notifying us that the finding in relation 
to EIPR in fact related to Amnesty International Ltd, a mistake which the 
government had failed to pick up at the corrections stage, but had now apparently 
identified to the judges. We wrote to the IPT, asking further questions and 
expressing concern as to how it was possible for the Tribunal to have made such an 
error as well as why it was not picked up when the government commented on the 
draft judgment (and requesting an Open Determination explaining this). A very 
limited letter of response was received on 24 July 2015, however it has still not 
satisfactorily been explained how such an error could be made if the IPT did indeed 
make an individualised, detailed analysis of the proportionality of the surveillance of 
each of the applicants.  

 
47. Lǘ ǎƘƻǳƭŘ ŀƭǎƻ ōŜ ƴƻǘŜŘ ǘƘŀǘ !ƳƴŜǎǘȅΩǎ ŎƻƳƳǳƴƛŎŀǘƛƻƴǎ ǿŜǊŜ ǎŀƛŘ ōȅ ǘƘŜ Lt¢ ǘƻ ƘŀǾŜ 

been intercepted and accessed under what is the equivalent of the bulk interception 
warrants provided for in the Draft Bill. Hence the examination of these 
communications would supposedly have happened without objection from the 
Secretary of State nor, subsequently, of the oversight bodies (as well as without any 
identification of the procedural breach) in so far as they were aware of it. The 
Intelligence and {ŜŎǳǊƛǘȅ /ƻƳƳƛǘǘŜŜ ǊŜǇƻǊǘ ƻŦ нлмр ǎǘǊŜǎǎŜŘ ǘƘŀǘ άώo]nly the 
communications of suspected criminals or national security targets are deliberately 
selected for examinationέ όǇŀǊŀ WΣ ǇонύΦ !ǎ ǎǳŎƘΣ ǘƘŜǊŜ ǿŀǎ ŀ ǎƛƎƴƛŦƛŎŀƴǘ ƻƴǳǎ ƻƴ ǘƘŜ 
IPT to explain the governƳŜƴǘΩǎ ƧǳǎǘƛŦƛŎŀǘƛƻƴ ŦƻǊ ǎŜƭŜŎǘƛƴƎ ƻǳǊ ŎƻƳƳǳƴƛŎŀǘƛƻƴǎ ŦƻǊ 
examination, which we did not receive. Despite parliamentary questions on both 
surveillance of Amnesty and whether other human rights charities have also been 
intercepted, Amnesty is in no better position now to understand why we were the 
target of surveillance than when the judgment was released. 

 
48. Lǘ ƛǎ ŀƎŀƛƴǎǘ ǘƘŀǘ ōŀŎƪƎǊƻǳƴŘ ǘƘŀǘ !ƳƴŜǎǘȅ LƴǘŜǊƴŀǘƛƻƴŀƭ ¦YΩǎ ƎŜƴŜǊŀƭ ŎƻƴŎŜǊƴǎ 
ŀōƻǳǘ ǘƘŜ ŜŦŦŜŎǘƛǾŜƴŜǎǎ ƻŦ ǘƘŜ Lt¢Ωǎ ƻǾŜǊǎƛƎƘǘ ŦǳƴŎǘƛƻƴ ǎƘƻǳƭŘ ōŜ ǾƛŜǿŜŘΣ ƛncluding 
the holding of hearings concerning the remedy of human rights violations without 
proper involvement of the alleged victim. The restrictions on fair trial rights in the 
IPT (including the restrictions on disclosure and evidence, secrecy of proceedings 
and limited reasons given to claimants both successful and otherwise) are not 
proportionate, impair the essence of fair trial rights and have been shown to lead, 
inter alia, to errors and unfairness as predicted. It is necessary for the powers and 
rules of the IPT to be revisited, inter alia, to introduce  proper openness and 
transparency. The existing Tribunal is not an effective oversight body. 

 
49. Amnesty International UK recommends that the oversight mechanisms be revisited in 

their entirety to ensure proper safeguards against abuse. 
 

Special protections: !ǊŜ ŎƻƴŎŜǊƴǎ ŀǊƻǳƴŘ ŀŎŎŜǎǎƛƴƎ ƧƻǳǊƴŀƭƛǎǘǎΩΣ ƭŜƎŀƭƭȅ ǇǊƛǾƛƭŜƎŜŘ ŀƴŘ 
MPs' communications sufficiently addressed? 

 
50. Amnesty International UK does not consider that the concerns over interception of 

and access to these communications are sufficiently addressed by the Bill. In 
particular, it is wholly inadequate to provide for protections for legally privileged 
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communications solely in a Code of Practice rather than in the legislation itself. 
Schedule 6 merely provides, as is normal with such codes, that they will be 
ǎƻƳŜǘƘƛƴƎ ǘƘƻǎŜ ŎŀǊǊȅƛƴƎ ƻǳǘ ƛƴǘŜǊŎŜǇǘƛƻƴ Ƴǳǎǘ ΨƘŀǾŜ ǊŜƎŀǊŘ ǘƻΩ ς it does not have 
the same force in domestic law as legislation. Moreover, without sight of that Code, 
the question cannot be taken much further.  
 

51. There is however a further category simply not covered in any way by the draft 
scheme, and that is protection for human rights and similar organisations. The 
ƛƴǘŜƎǊƛǘȅ ƻŦ !ƳƴŜǎǘȅΩǎ ŎƻƳƳǳƴƛŎŀǘƛƻƴǎ ƛǎ ƻŦ ǇŀǊŀƳƻǳƴǘ ƛƳǇƻǊǘŀƴŎŜ ǘƻ ƻǳǊ ǿƻǊƪΦ !ǎ 
an organisation frequently in contact with victims of human rights abuses, human 
rights defenders and other sources, often at risk from their own governments, and 
which intervenes in litigation worldwide to promote human rights, it is essential 
that we are able to communicate freely and confidentially if we are to fulfil our role. 
Where an NGO is involved in matters of public interest it has long been recognised 
that it is exercising a role as public watchdog of similar importance to that of the 
press and warrants similar protections to those afforded to the press79.  

 
52. For the draft bill to comply with articles 8 and 10 ECHR, it must therefore provide 

sufficient indication as to how NGOs in this position will have their confidential 
materials treated just as it does for those of other sensitive professions.  

 
53. Amnesty International UK recommends that provisions for special protection for 

sensitive professions be included in the body of the legislation, and include human 
rights NGOs. 

 

  

                                            
79 see Guseva v Bulgaria application no. 6987/07, 17 Feb 2015, para 38 and the cases  cited. 
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David Anderson Q.C. ñsupplementary written evidence (IPB0152)  

 

Introduction 

 
1. IŀǾƛƴƎ ƘŀŘ ŀ όƭŜƴƎǘƘȅύ ǎŀȅ ƛƴ Ƴȅ WǳƴŜ нлмр ǊŜǇƻǊǘ ά! vǳŜǎǘƛƻƴ ƻŦ ¢Ǌǳǎǘέ ό!vh¢ύΣ ŀƴŘ 

given oral evidence on 2 December 2015, I do not burden the Committee with 

reiteration of my recommendations that were not accepted, or with further 

submissions on the many specific issues thrown up by the draft Bill.   

 
2. Many of the detailed concerns which I did not have a chance to raise orally (for 

example in relation to thematic warrants and their modification,80 error reporting81 

and national security exemptions82) are covered in the impressive written 

submissions recently made to the Committee by IOCCO and by Tom Hickman.  I have 

seen those submissions in draft and do not repeat them here. 

 
3. Nor do I need to elaborate on the features of the proposed Investigatory Powers 

Commission83 which I have previously advised are necessary if it is to fulfil its 

potential as a well-informed, independent and authoritative guarantee that some 

extraordinarily extensive powers are not misused.   These include: 

 
a. the power to issue guidance, with a view to building up a consistent and so 

far as possible public body of principle governing the use of investigatory 

powers (AQOT Recommendation 95) and 

 
b. independent input from standing counsel, technical experts and others 

(AQOT Recommendation 110-111), which would be of particular value when 

considering whether to approve bulk warrants. 

Though neither of those features is specifically provided for in the Bill, it appears at 
least to be intended that the Commission will have the discretion and the funding to 
ensure that they can form part of its work should the Investigatory Powers 
Commissioner so decide. 

 

Need for bulk powers 

4. Lǘ ǿŀǎ Ǉǳǘ ǘƻ 5ŀǾƛŘ 5ŀǾƛǎ at ƻƴ мс 5ŜŎŜƳōŜǊ όvмттύ ƛƴ ǊŜƭŀǘƛƻƴ ǘƻ άbulk 

interception, bulk acquisition of the collection of communications data and bulk 

equipment interferenceέ ǘƘŀǘ L ƘŀŘ ƭƻƻƪŜŘ ŀǘ ǘƘŜƳ ŀƴŘ ǇǊƻƴƻǳƴŎŜŘ ƳȅǎŜƭŦ άsatisfied 

that those powers were necessaryέΦ  ²ƘƛƭŜ ǘƘŜǊŜ ƛǎ ƳǳŎƘ ǘǊǳǘƘ ƛƴ ǘƘŀǘ ŎƻƳƳŜƴǘΣ L 

                                            
80  Hickman, paras 11-23; the draft Bill does not offer the protections envisaged in AQOT 14.62-14.63 and Recommendation 
34. 
81  IOCCO, paras 9-11; Hickman, paras 81-88. 
82  IOCCO, para 17. 
83  Regrettably not constituted as such in the draft Bill: AQOT Recommendation 82; IOCCO, para 8, first bullet. 
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should like to clarify what I did and did not conclude in relation to the need for bulk 

powers. 

 
5. The central point is that the appointed Commissioners and the IPT are best placed to 

judge whether each of these powers is necessary and proportionate.  The 

Commissioners have the advantage of longer and more thorough exposure to the 

exercise of those powers than did I; and the IPT in a number of cases has had the 

additional advantage of detailed and formally-presented argument from both sides. 

 
6. My own detailed briefings however left me in no doubt as to the utility of: 

 
a. bulk data collection, άǇŀǊǘƛŎǳƭŀǊƭȅ ƛƴ ŦƛƎƘǘƛƴƎ ǘŜǊǊƻǊƛǎƳ ƛƴ ǘƘŜ ȅŜŀǊǎ ǎƛƴŎŜ ǘƘŜ 

London bombings of 2005έ ό!vh¢ 14.39-14.45 and Annex 9); and 

 
b. the compulsory retention by CSPs of communications data (AQOT 14.14-

14.22, Annexes 10-14).84 

 
7. Whether those powers are proportionate in law is ultimately for the courts to 

decide, in the light of the conditions and safeguards provided for in the Bill.  The 

relevant decided and pending cases are set out in AQOT chapter 5 and include 

Digital Rights Ireland, to the extent that this judgment is applicable to domestic law 

(AQOT 5.76 and Recommendation 16).  See further Schrems (CJEU, 6 October 2015) 

and the Davis/Watson case, on which I have written twice since AQOT.85 

 
8. My report however contains no independent conclusions on the necessity for or 

proportionality of: 

 
a. the use of bulk personal datasets (AQOT 7.69-7.70), where I noted simply 

that the conclusions of the ISC and of the Intelligence Services Commissioner 

ς who has been reviewing their use for several years ς were consistent with 

the information and demonstrations I was given at all three agencies; 

 
b. the newly-avowed section 94 bulk collection power, which I was not 

authorised to refer to in AQOT, on which IOCCO has not yet reported and of 

which I have remarked that I made no assessment of its necessity or 

ǇǊƻǇƻǊǘƛƻƴŀƭƛǘȅ ŀƴŘ ǘƘŀǘ ǘƘŜ ŀƎŜƴŎƛŜǎ άshould have to defend that power in 

the public space, where people can evaluate the claims they make and 

evaluate the risks as well as the benefitsέΤ86 

 
                                            
84  Indeed the value of this power for criminal investigations has been accepted even by the CJEU, which in other respects 
appears wary of it: AQOT 5.67. 
85  https://terrorismlegislationreviewer.independent.gov.uk/dripa-2014-s1-declared-unlawful/ (17 July 2015); 
https://terrorismlegislationreviewer.independent.gov.uk/daviswatson-appeal/ (20 November 2015). 
86  https://terrorismlegislationreviewer.independent.gov.uk/the-big-reveal/  (7 November 2015).  See further my answer to 
ǘƘŜ /ƻƳƳƛǘǘŜŜΩǎ vссΥ άThere may be a question as to the added value of retaining possibly similar categories of data in a 
single place.  Is this all about speed of access, or are there other advantages that the intelligence agencies glean from it?έ 

https://terrorismlegislationreviewer.independent.gov.uk/dripa-2014-s1-declared-unlawful/
https://terrorismlegislationreviewer.independent.gov.uk/daviswatson-appeal/
https://terrorismlegislationreviewer.independent.gov.uk/the-big-reveal/
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c. internet connection records, which have now been the subject of an 

operational case, but as to which much depends on deliverability (evidence 

of Jesper Lund) and other factors, including the mechanisms for authorising 

access: AQOT 14.323-14.38 and answers to QQ 64 and 74; or 

 
d. bulk equipment interference (formerly CNE), which in view of pending IPT 

litigation and the limited nature of my remit (AQOT 1.10-1.11) I touched 

upon only briefly in my report (AQOT 6.24-6.31, 7.62-7.65).87  The remarkable 

potential for this capability is evident from the Snowden allegations relating 

to the hacking of and implantation of malware into systems operated by 

persons not themselves suspected of wrongdoing: AQOT Annex 7, paras 16-

18.  

 
9. I do not intend to suggest that any of the bulk powers I have referred to are 

unnecessary or disproportionate in the form provided for in the Bill.  Indeed I view 

with a degree of scepticism (because they do not square with my own observations) 

suggestions that such powers are persisted in despite being useless or even counter-

productive in practice.  My point is simply to make clear what I did and did not 

conclude, so that false comfort is not taken from my Report in areas where it is 

incumbent on the Government to justify powers that it seeks to enshrine for the first 

time in clear law. 

 
10. In that respect, I endorse the advice of Jim Killock (Q127) and Eric King (Q207) that 

the Government should do more to make an operational case for the bulk powers 

that it seeks to preserve, as it has for the ICR power that it seeks to introduce.  That 

ŎƻǳǊǎŜ ǎŜŜƳǎ ǘƻ ƳŜΣ ƛƴŘŜŜŘΣ ǘƻ ōŜ ǾŜǊȅ ƳǳŎƘ ƛƴ ǘƘŜ DƻǾŜǊƴƳŜƴǘΩǎ ƻǿƴ ƛƴǘŜǊŜǎǘΥ 

 
a. It is the Government that bears the burden (including the legal burden) of 

demonstrating that inroads into the legal protection afforded to privacy and 

to personal data are necessary and proportionate ς particularly where (as in 

the case of equipment interference) those inroads are active rather than 

passive, and may affect the interests of companies and individuals in friendly 

nations who are not themselves suspected of wrongdoing.88 

 
b. Though there must by now be evidence of the utility of these powers, they 

have not been the subject of parliamentary debate, and each may ultimately 

have to be defended in European courts which ς because of their limited 

                                            
87  {ƛƳƛƭŀǊƭȅΣ ƛƴ ǊŜƭŀǘƛƻƴ ǘƻ ǘŀǊƎŜǘŜŘ ŜǉǳƛǇƳŜƴǘ ƛƴǘŜǊŦŜǊŜƴŎŜ ōȅ ǘƘŜ ǇƻƭƛŎŜΣ L ƴƻǘŜŘ ƻƴƭȅ ǘƘŀǘ άA debate is clearly needed as to 
how law enforcement can best utilise CNE and what safeguards should applyέΥ !vh¢ фΦтр-9.76.  In the course of my own 
review I did not see a detailed operational case from the police on the gaps that are said to exist in their existing property 
interference powers, or on how the power now envisaged in clause 89 of the draft Bill might be used. 
88    The use that it has been suggested can be made of related communications data (written evidence of Graham Smith of 
22 December 2015, paras 117-137, including reference to the Snowden allegations re KARMA POLICE) indicates that this is 
another area where more information is needed. 
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capacity to consider closed material ς will need to be persuaded on the basis 

of evidence in the public domain. 

 
c. If an evidence-based public defence of the powers is not attempted, the 

argument may yet be won at European level by those who ς having never 

been exposed to the evidence ς assert the powers to be either useless89 or 

more sinister in their operation than is in fact the case. 

 
11. More therefore needs to be done, in my opinion, to give effect to AQOT 

Recommendation 122.90  As I said to the Committee (Q63): 

 
άbƻōƻŘȅ ǎƘƻǳƭŘ ŜȄǇŜŎǘ ǘƘŜ DƻǾŜǊƴƳŜƴǘ ǘƻ ƎƛǾŜ ŀǿŀȅ ƻǇŜǊŀǘƛƻƴŀƭ ǎŜŎǊŜǘǎ ƻǊ 
information that is damaging to national security, but it seems to me that we 
need more in the way of information if [bulk powers] are to be truly 
accessible and ŦƻǊŜǎŜŜŀōƭŜΦέ 

I hope, accordingly, that the good start made by GCHQ in sanctioning the publication 
of the anonymised case studies in AQOT Annex 9 will be accompanied by the 
shedding of further light on the utility that is claimed for other bulk powers, not only 
in the secret environment of ISC and IPT closed hearings but, to the maximum extent 
possible, to Parliament and the public.  To my mind, the need for widespread 
acceptance of these powers, including internationally, requires no less. 

 7 January 2016 
  

                                            
89   See, for example, the reports referred to at AQOT 14.44(a). 
90  άtǳōƭƛŎ ŀǳǘƘƻǊƛǘƛŜǎ ǎƘƻǳƭŘ ΦΦ ōŜ ŀǎ ƻǇŜƴ ŀǎ ǇƻǎǎƛōƭŜ όŎŦ L{/ wŜǇƻǊǘΣ wŜŎƻƳƳŜƴŘŀǘƛƻƴ ...ύΦ  ¢ƘŜȅ ǎƘƻǳƭŘ ŎƻƴǎƛŘŜǊ Ƙƻǿ 
they can better inform Parliament and the public about why they need their powers, how they interpret those powers, the 
broad ways in which those powers are used and why any additional capabilities might be required.  They should contribute 
to any consultations on the new law, so as to ensure that policy-ƳŀƪƛƴƎ ƛǎ ƛƴŦƻǊƳŜŘ ōȅ ǘƘŜ ōŜǎǘ ŜǾƛŘŜƴŎŜΦέ 
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Andrews & Arnold Lt dñwritten evidence (DIP0001)  

 
1st December 2015 
Written evidence regarding Investigatory Powers Bill for Joint Committee. 
 
Andrews & Arnold Ltd are a small but technical Internet Service Provider (ISP), and FireBrick 
Ltd are a manufacturer of routers, firewalls, call servers, VPN servers, and related 
equipment. I personally have extensive experience in technical and operational aspects of 
running an ISP for over 18 years, having written the underlying operating code of our core 
routers and equipment. I have previous experience in mobile telephony and landline 
telephones and exchange equipment. 
 
Key points:- 
 

¶ There are a number of privacy issues which cause concern, especially web logs and 
interference 

¶ I feel the bill needs to clarify and limit scope of data retention order to be in line with 
the expectations of the Home Office and so as to minimise misuse by future 
governments 

¶ I feel that the current proposed 100% cost recovery needs to be on the face of the bill 

¶ I feel retentions orders should not be required to be secret, though operators may 
choose not to disclose details 

¶ I feel that the usefulness of Internet Connection Records is over stated and 
misunderstood, and will also have diminishing use over time, so should be considered 
not cost effective now. 

¶ ¢ƘŜǊŜ ƴŜŜŘǎ ǘƻ ōŜ ŎƭŀǊƛŦƛŎŀǘƛƻƴ ƻƴ 5b{ ǘǊŀŦŦƛŎ ōŜƛƴƎ άŎƻƴǘŜƴǘέ 

¶ There needs to be clarification on interaction with Data Protection Act 

¶ Attempts to ban use of end-to-end encryption are a concern 
 
Ethical/Privacy issues 

 
I am quite sure there are a number of issues which are better addressed by organisations 
such as Privacy International, Open Rights Group or similar. However there seem to me to 
be some clear issues with the bill as follows. 
 
1 Web logs 
 
The explanatory notes and discussions with the Home Office make it clear that there is an 
intention for retention notices to require, in some cases, the logging of the web site name 
ǾƛǎƛǘŜŘ ōȅ ŀƴ ƻǇŜǊŀǘƻǊΩǎ ŎǳǎǘƻƳŜǊǎΦ 
 
Whilst telephone call data records do reveal some information about the subject it is clear 
that retention of details of every web site visited reveals much more about a person. It can 
be used to profile them and identify preferences, political views, sexual orientation, 
spending habits, and much more. It is also useful to criminals as it would easily confirm the 
bank used, and the time people leave the house, and so on. 
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This is plainly sensitive personal information, and it is clearly a huge invasion of privacy to 
collect and retain this information on innocent people. 
 
It is also a valuable target for criminals and so a risk for operators to retain this data. 
 
¢ƘŜǊŜ ƘŀǾŜ ōŜŜƴ ŀǊƎǳƳŜƴǘǎ ǘƘŀǘ ǘƘƛǎ ƛǎ ƴƻǘ άƳŀǎǎ ǎǳǊǾŜƛƭƭŀƴŎŜέ ŀǎ ƴƻōƻŘȅ ǿƛƭƭ ƭƻƻƪ ŀǘ ǘƘŜ 
logs unless you are later part of some investigation. However, I am quite sure the same 
argument would not work if, for example, the law required a camera in every room in your 
house. The fact the logs may not be looked at does not mitigate the obvious invasion of 
privacy and mass surveillance by the very collection and retention of these logs. 
 
As this level of logging is a new power over and above existing retention regimes, it deserves 
even more scrutiny. I feel that this level of logging is unjustified and not proportionate or 
ethical and should be specifically excluded from the bill. 
 
2 Equipment Interference 
 
Equipment Interference (or legalised hacking) is one of the most intrusive powers in the bill. 
Lǘ ǘƘŜǊŜŦƻǊŜ ǎŜŜƳǎ ǳƴŎƻƴǎŎƛƻƴŀōƭŜ ǘƘŀǘ άōǳƭƪ ŜǉǳƛǇƳŜƴǘ ƛƴǘŜǊŦŜǊŜƴŎŜέ ƻǊŘŜǊǎ ŀǊŜ ƛƴŎƭǳŘŜŘ 
in the bill. This could literally be pƭŀŎƛƴƎ ŀ ŎŀƳŜǊŀ ƛƴ ǇŜƻǇƭŜΩǎ ƘƻƳŜǎ Ǿƛŀ ǘƘŜȅ t/ǎ ŀƴŘ ǇƘƻƴŜǎ 
without them knowing. Equipment Interference can also impede operation of devices, and 
make it easier for criminals to access devices. Surely such an intrusive power, if allowed at 
all, should only be targeted at the most serious of criminal suspects? I feel that bulk 
equipment interference should be removed from the bill. 
 
It also seems that one of the means by which equipment interference can be carried out is 
by exploitation of a vulnerability in a computer system. Where such a vulnerability is known 
by the intelligence services they have a clear moral obligation to responsibly disclose that 
vulnerability to the manufacturer so that it can be rectified. I feel that use of vulnerability 
in equipment should not be permitted, as allowing them encourages the intelligence 
services to keep vulnerabilities secret, thus exposing everyone to increased risk of criminal 
activity. 
 
Technical/compliance issues 

Data Retention 
 
I was pleased to have the opportunity to discuss data retention with the Home Office 
yesterday thanks to the Internet Service Providers Association. The discussions were 
interesting. The main concerns from the ISPA members present, mostly quite small ISPs, is 
that they could be subject to a ǊŜǘŜƴǘƛƻƴ ƴƻǘƛŎŜΣ ŀƴŘ ǘƘŀǘ ǎǳŎƘ ƴƻǘƛŎŜ ŎƻǳƭŘ ǊŜǉǳƛǊŜ ά5ŜŜǇ 
tŀŎƪŜǘ LƴǎǇŜŎǘƛƻƴέ ǿƘƛŎƘ ǿƻǳƭŘ ƘŀǾŜ ǎƛƎƴƛŦƛŎŀƴǘ Ŏƻǎǘ ƛƳǇƭƛŎŀǘƛƻƴǎΦ 
 
3 Scope of retained data 
It seems clear from the Home Office that they are intending to only serve notices on those 
larger ISPs that are already subject to notices, and with which they have already had 
extensive discussions. They have indicated that they are not intending to target smaller ISPs, 
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and even if they did, that ISPs would not be expected to log and retain data for which they 
ǎƛƳǇƭȅ Řƻ ƴƻǘ ƘŀǾŜ ǎǳŎƘ ŀ ŎŀǇŀōƛƭƛǘȅΣ ŀƴŘ ǘƘŀǘ ǘƘŜȅ ǿƻǳƭŘ ƴƻǘ ŜȄǇŜŎǘ ŀƴȅ ŎƻƭƭŜŎǘƛƻƴ ƻŦ άǘƘƛǊŘ 
ǇŀǊǘȅ Řŀǘŀέ ƻǊ ƛƴŦƻǊƳŀǘƛƻƴ ŦǊƻƳ άƻǾŜǊ ǘƘŜ ǘƻǇ ǎŜǊǾƛŎŜǎέΦ IƻǿŜǾŜǊΣ ǘƘŜ ōƛƭƭΣ ŀǎ ǿƻǊŘŜŘΣ ŘƻŜǎ 
not embody these intentions. We would like so see specific caveats in part 4. Specifically:- 
 

¶ 71(9) should make clear that data is only that which άƛǎ ƎŜƴŜǊŀǘŜŘ ƻǊ ǇǊƻŎŜǎǎŜŘ ōȅ ŀ 
telecommunications operator in the process of supplying the telecommunications 
ǎŜǊǾƛŎŜ ǘƻ ǘƘŜ ǎŜƴŘŜǊ ƻŦ ǘƘŜ ŎƻƳƳǳƴƛŎŀǘƛƻƴ όǿƘŜǘƘŜǊ ƻǊ ƴƻǘ ŀ ǇŜǊǎƻƴύέ. This wording 
ƛǎ ŦǊƻƳ ǘƘŜ ŘŜŦƛƴƛǘƛƻƴ ƻŦ ŀƴ άƛƴǘŜǊƴŜǘ ŎƻƴƴŜŎǘƛƻƴ ǊŜŎƻǊŘέ ƛƴ птόсύ ǎƻ ŎƭŜŀǊƭȅ ǇŀǊǘ ƻŦ 
the intended description. 

¶ That is made clear bȅ ŀ ŘŜŦƛƴƛǘƛƻƴ ǘƘŀǘ άǇǊƻŎŜǎǎέ ƛƴ ǘƘƛǎ ŎƻƴǘŜȄǘ ƳŜŀƴǎ ǘƘŀǘ ǘƘŜ 
operator considers the data and takes some decision on it (such as routing packets) 
and not simply that the data passes through the ISPs network. 

¶ 71 should also contain a restriction that it must ōŜ άǊŜŀǎƻƴŀōƭȅ ǇǊŀŎǘƛŎŀōƭŜ ŦƻǊ ǘƘŜ 
ƻǇŜǊŀǘƻǊ ǘƻ ŎƻƭƭŜŎǘ ŀƴŘ ǊŜǘŀƛƴ ǘƘŜ ŘŀǘŀέΦ 

 
None of these changes should impact the intentions of the Home Office. It would still allow 
the key aspects of logging that seem to be the intention of the Home Office:- 
 

¶ An email provider to log email addresses as these are processed and logged. 

¶ A telephony provider to log call records. 

¶ A mobile operator to log SMS messages. 

¶ !ƴ ƻǇŜǊŀǘƻǊ ǘƘŀǘ ǳǎŜǎ ŀ άǿŜō ǇǊƻȄȅέ ǘƻ ƭƻƎ ǿŜō ǎƛǘŜ ƴŀƳŜǎ ǾƛǎƛǘŜŘΦ 

¶ An operator that uses Carrier Grade NAT (CGNAT) to log NAT sessions (connections). 
 
It would, however, limit the scope of future governments to expand the retention beyond 
current intentions without a change to the legislation. The wording chosen also fits in with 
the cost implications of the bill as they relate to the activities which would significantly 
increase costs for the ISP such as Deep Packet Inspection (DPI). 
 
п ¦ǎŜ ƻŦ ǘƘŜ ǘŜǊƳ άLƴǘŜǊƴŜǘ /ƻƴƴŜŎǘƛƻƴ wŜŎƻǊŘέ 
The explanatory notes, and one of the clauses in the bill, make use of the term άLƴǘŜǊƴŜǘ 
/ƻƴƴŜŎǘƛƻƴ wŜŎƻǊŘέΦ ²Ŝ ŀǊŜ ŎƻƴŎŜǊƴŜŘ ǘƘŀǘ ǘƘƛǎ ŎǊŜŀǘŜǎ ǘƘŜ ƛƳǇǊŜǎǎƛƻƴ ǘƘŀǘ ŀƴ άLƴǘŜǊƴŜǘ 
/ƻƴƴŜŎǘƛƻƴ wŜŎƻǊŘέ ƛǎ ŀ ǊŜŀƭ ǘƘƛƴƎΣ ƭƛƪŜ ŀ ά/ŀƭƭ 5ŀǘŀ wŜŎƻǊŘέ ƛƴ ǘŜƭŜǇƘƻƴȅΦ 
 
An ICR does not exist - it is not a real thing in the Internet. At best it may be the collection 
of, or subset of, communications data that is retained by an operator subject to a retention 
order which has determined on a case by case basis what data the operator shall retain. It 
will not be the same for all operators and could be very different indeed. 
 
We would like to see the term removed, or at least the vague and nondescript nature of 
the term made very clear in the bill and explanatory notes. 
 
5 Gagging 
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77(2) prohibits an operator for revealing the existence or content of a retention order. 
Whilst I can understand operation reasons for not revealing targeted intercept warrants, a 
retention order does not relate to a suspect or a case, and so has no reason to be secret. 
 
The Home Office were quick to confirm that this clause is at the request of the larger 
operators with which they have had discussions, and whom do not wish to reveal the 
existence of notices. 
 
This makes no sense. If an operator wants to keep a notice secret they can simply do so. If 
an operator wants to discuss the notice with equipment vendors, technical working groups 
and forums with other ISPs or even their customers they are prohibited from doing so. Also, 
this clause only prohibits the operator disclosing the notice, and does not prohibit the 
Secretary of State, the Home Office, the Investigatory Powers Commissioner or anyone else 
who may know of the order from doing so, and so it does not even meet the requirement of 
the larger operators. 
 
This clause simply needs removing. 
 
6 Cost recovery 
 
The Home Office also indicated that, as now, that operators would receive 100% cost 
recovery. 
 
It is worth noting that this bill is not an attempt to regulate telecommunications operators 
because they are operating business models that are offensive to society or otherwise 
engaged in activity that needs controlling! This bill is specifically to force operators to 
provide a service to the authorities to help with criminal investigations of other parties, 
where the telecommunications operator is not themselves in any way complicit or liable. It 
is clear, therefore, that the operator should receive at least 100% cost recovery for 
providing this service - indeed, for most services provided a company would expect to be 
able to make a profit. 
 
As this is the current intention it seems sensible that the face of the bill should state clearly 
that at least 100% cost recovery applies, and not the current wording which simply 
ƎǳŀǊŀƴǘŜŜǎ ǘƘŀǘ ƛǘ ƛǎ ƴƻǘ ŀŎǘǳŀƭƭȅ άƴƛƭέΦ ¢ƘŜǊŜ Ŏŀƴ ǎǳǊŜƭȅ ōŜ ƴƻ ƻōƧŜŎǘƛƻƴ ǳƴƭŜǎǎ ǘƘŜ IƻƳŜ 
Office are planning to stitch up operators in future. 
 
We would like to see the bill specifically state that at least 100% cost recovery applies. 
 
7 DNS logs 
 
It is not clear if there would be any logging of DNS requests. I specifically asked the Home 
Office if, under traditional call logging, the content of a call to Directory Enquiries would be 
recorded and logged by the operator. It seems not, and this seems to make clear that the 
ŎƻƴǘŜƴǘ ƻŦ ǎǳŎƘ ŀ Ŏŀƭƭ ƛǎ άŎƻƴǘŜƴǘέ ŀƴŘ ƴƻǘ άŎƻƳƳǳƴƛŎŀǘƛƻƴǎ ŘŀǘŀέΦ !ǎ 5b{ ƛǎ ǘƘŜ ŜǉǳƛǾŀƭŜƴǘ 
service to Directory Enquiries for Internet Access, I feel that the definitions should make 
clear that DNS lookups, or indeed any form database access lookup, is to be considered 
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content and not communications data. The communications data in such cases being simply 
that a connection (request/reply) was made to a DNS server and who made it - not the 
content of what was looked up. 
 
We would like to see clear wording to exclude the content of a DNS request ,or other 
ŘŀǘŀōŀǎŜ ǉǳŜǊȅΣ ŦǊƻƳ άŎƻƳƳǳƴƛŎŀǘƛƻƴǎ ŘŀǘŀέΣ ŀƴŘ ŎƭŜŀǊƭȅ ŘŜŦƛƴŜ ƛǘ ŀǎ άŎƻƴǘŜƴǘέΦ 
 
у WǳǎǘƛŦƛŎŀǘƛƻƴ ŦƻǊ άLƴǘŜǊƴŜǘ ŎƻƴƴŜŎǘƛƻƴ ǊŜŎƻǊŘǎέ 
In the briefing with the Home Office the bill was explained, and we heard a story very similar 
ǘƻ ¢ƘŜǊŜǎŀ aŀȅΩǎ ŎƻƳƳŜƴǘǎ ŀƭƻƴƎ ǘƘŜ ƭƛƴŜǎ ƻŦΥ- 
 
ά/ƻƴǎƛŘŜǊ ǘƘŜ ŎŀǎŜ ƻŦ ŀ ǘeenage girl going missing. At present we can ask her mobile 
provider for call records before she went missing which could be invaluable to finding her. 
But for Internet access, all we get is that the Internet was accessed 300 times. What would 
be useful would be to know she accessed twitter just before she went missing in the same 
ǿŀȅ ŀǎ ǿŜ ŎƻǳƭŘ ǎŜŜ ǎƘŜ ƳŀƪŜ ŀ ǇƘƻƴŜ Ŏŀƭƭέ 
 
Now, I am sure this is a well practiced speech, used many times before. I am sure the 
response has been nodding of heads and agreement ǿƛǘƘ Ƙƻǿ ƛƳǇƻǊǘŀƴǘ άLƴǘŜǊƴŜǘ 
ŎƻƴƴŜŎǘƛƻƴ ǊŜŎƻǊŘǎέ ŀǊŜΣ ƻōǾƛƻǳǎƭȅΦ 
 
IƻǿŜǾŜǊΣ ƛƴ ȅŜǎǘŜǊŘŀȅΩǎ ƳŜŜǘƛƴƎ LΣ ŀƴŘ ƻǘƘŜǊ L{t! ƳŜƳōŜǊǎ ƛƳƳŜŘƛŀǘŜƭȅ ǇƻƛƴǘŜŘ ƻǳǘ ǘƘŜ 
huge flaw in this argument. If the mobile provider was even able to tell that she had used 
twitter at all (which is not as easy as it sounds), it would show that the phone had been 
connected to twitter 24 hours a day, and probably Facebook as well. This is because the very 
nature of messaging and social media applications is that they stay connected so that they 
can quickly alert you to messages, calls, or amusing cat videos, without any delay. 
 
Lǘ ǎƘƻǳƭŘ ōŜ ƴƻǘŜŘ ǘƘŀǘ ƛǘ ƛǎ ǉǳƛǘŜ ǾŀƭƛŘ ŦƻǊ ŀ άŎƻƴƴŜŎǘƛƻƴέ ƻŦ ǎƻƳŜ ǎƻǊǘ ǘƻ ƭŀǎǘ ŀ ƭƻƴƎ ǘƛƳŜΦ 
The main protocol used (TCP) can happily have connections for hours, days, months or even 
years. Some protocols such as SCTP, and MOSH are designed to keep a single connection 
active indefinitely even with changes to IP addresses at each end and changing the means of 
connection (mobile, wifi, etc). Given the increasing use of permanent connections on mobile 
devices, it is easy to see how more and more applications will use such protocols to stay 
connected - ƳŀƪƛƴƎ ƻƴŜ άƛƴǘŜǊƴŜǘ ŎƻƴƴŜŎǘƛƻƴ ǊŜŎƻǊŘέ ǿƘƛŎƘ ŎƻǳƭŘ ŜǾŜƴ ƘŀǾŜ ǇŀǎǎŜŘ ǘƘŜ мн 
month time limit by the time it is logged. 
 
Connections are also typically encrypted and have some data passing all the time, so it 
would not be practical for an ISP, even using deep packet inspection, to indicate that the girl 
άŀŎŎŜǎǎŜŘ ǘǿƛǘǘŜǊέ ǊƛƎƘǘ ōŜŦƻǊŜ ǎƘŜ ǾŀƴƛǎƘŜŘΣ ƻǊ ŜǾŜƴ ŀǘ ŀƭƭ όƧǳǎǘ ǘƘŀǘ ǘhere is a twitter app 
on the phone and logged in). 
 
It seems that even this emotive example is seriously flawed, and any arguments involving 
serious crimes unravel very quickly with the utter simplicity of using Tor, VPNs and secure 
messaging applications on devices these days. Yes, there are some stupid criminals, but it is 
getting harder to avoid using such services even without thinking about is as applications 
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are increasingly moving to secure service provision so as to avoid threat from criminals. It 
has the side effect of also hiding from law enforcement. 
 
Given that the examples given are already somewhat flawed, I feel the whole justification 
ŦƻǊ ǘǊȅƛƴƎ ǘƻ ƭƻƎ άƛƴǘŜǊƴŜǘ ŎƻƴƴŜŎǘƛƻƴ ǊŜŎƻǊŘǎέ ŀǘ ŀƭƭ ƴŜŜŘǎ ǘƻ ōŜ ǎŜǊƛƻǳǎƭȅ ǊŜŎƻƴǎƛŘŜǊŜŘΦ 
 
9 Use of web proxies 
It seems that one of the main sources of Internet Connection Records, i.e. those which 
provide web site names, are likely to be from operators that use a web proxy. This is the 
case with many mobile providers. A web proxy was a useful tool in the days of dial-up 
Internet and slow connections in to the Internet - it provided a faster access for web sites 
and reduced transit costs. Mobile operators still use them to some extent, and some even 
rescale images to load faster on mobile devices. 
 
However, with the advent of 4G and faster networking they are not only becoming obsolete, 
but actually a costly inconvenience. As such, it seems highly likely that operators will phase 
these out and hence stop providing this level of logging. 
 
Again, this calls in to qǳŜǎǘƛƻƴ ǘƘŜ ǿƘƻƭŜ ƧǳǎǘƛŦƛŎŀǘƛƻƴ ŦƻǊ ƭƻƎƎƛƴƎ άƛƴǘŜǊƴŜǘ ŎƻƴƴŜŎǘƛƻƴ 
ǊŜŎƻǊŘǎέΦ 
 
10 Carrier Grade NAT logs 
Another obvious source of Internet Connection Records is the Carrier Grade NAT (Network 
Address Translation) boxes that are very common in mobile providers and starting to be 
used by some of the larger operators. 
 
Basically these boxes allow for the sharing of IP addresses. As IP version 4 has run out, this is 
becoming necessary in many larger networks. They have the side effect that they may log 
many types ƻŦ άǎŜǎǎƛƻƴέ ƻǊ άŎƻƴƴŜŎǘƛƻƴέ ƳŀŘŜ ŀŎǊƻǎǎ ǘƘŜ ƴŜǘǿƻǊƪΣ ŀƴŘ ǘƘŜǎŜ ƭƻƎǎ Ŏŀƴ ōŜ 
ǊŜǘŀƛƴŜŘ ŀǎ ŀƴ άƛƴǘŜǊƴŜǘ ŎƻƴƴŜŎǘƛƻƴ ǊŜŎƻǊŘέΦ 
 
Whilst this does not offer web site names, it does provide IP addresses, and could perhaps 
be used to find that a phone has been connected to twitter 24 hours a day, for example. 
 
However, CGNAT is relatively expensive, and deployment of IP version 6 makes it obsolete. 
With major services like google and Facebook already using IPv6, it will soon be the case 
that this source of connection logs will also disappear. 
 
!ƎŀƛƴΣ ǘƘƛǎ Ŏŀƭƭǎ ƛƴ ǘƻ ǉǳŜǎǘƛƻƴ ǘƘŜ ǿƘƻƭŜ ƧǳǎǘƛŦƛŎŀǘƛƻƴ ŦƻǊ ƭƻƎƎƛƴƎ άƛƴǘŜǊƴŜǘ ŎƻƴƴŜŎǘƛƻƴ 
ǊŜŎƻǊŘǎέΦ 
 
11 Use of https 
There is also an increasing trend within the industry to encrypt everything. Once confined to 
on-line banking, secure web sites are now being used for normal everyday business web 
pages. https is already extensively used by Facebook and google and many others, and over 
the next few years it is likely to become quite rare for a web site to be unencrypted. 
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At present some level of deep packet inspection can find the web site name of an encrypted 
web site from the initial negotiation, but this loophole is being plugged in the more modern 
protocols. 
 
Again, this calls in to question the whole justification for logging άƛƴǘŜǊƴŜǘ ŎƻƴƴŜŎǘƛƻƴ 
ǊŜŎƻǊŘǎέΦ 
 
12 The future of data retention 
Lǘ ǎŜŜƳǎ ŎƭŜŀǊ ǘƘŀǘ ǘƘŜ ǊŜǘŜƴǘƛƻƴ ƻŦ ŀƴȅ ǎƻǊǘ ƻŦ άLƴǘŜǊƴŜǘ ŎƻƴƴŜŎǘƛƻƴ ǊŜŎƻǊŘέ ƛǎ ƻŦ ǾŜǊȅ 
limited use at present. The current proponents of this logging do not understand how the 
Internet works. Experience of Denmark for 10 years suggests that it is not useful. It is also 
clear that over time the availability of such logs and usefulness of the logs will diminish. 
 
I feel that retaining data on web page and Internet services access is therefore not viable 
in the long term, of limited use now, and not proportionate in terms of costs or privacy, so 
should be excluded from the bill. 
 
In the long term I suspect that even call data records for telephone calls will become useless 
as people use more messaging applications and secure voice and video calling. 
 
13 Data Protection 
It is not clear if retained data is subject to a Data Protection Act Subject Access request, or 
related requests to correct such data. 
 
This needs clarifying. 
 
14 Encryption 
189(4)(c) is a concern as it appears to effectively ban a provider from offering a service that 
has proper end-to-end encryption. As the government have acknowledged on many 
occasions, encryption is important, and any service offered must have the trust of its users. 
If it is possible for a service provider to even be capable of removing encryption from there 
service, let alone that they may be compelled to do so, then that undermines the trust in 
the service. 
 
It is worth noting that there will always be way to encrypt data end to end, whether using 
pen and paper dice (which is simple to make a totally uncrackable encrypted message, see 
https://youtu.be/3G8dPAdmyss), or using popular open source software. Criminals will be 
capable of using end-to-end encryption that a communications provider cannot break. 
 
However, it remains convenient for users to use service providers that offer such services, 
like iTunes offer iMessage, which have end-to-end encryption. Such services can be, and are, 
easily hosted outside of the UK. It is also possible for such services to have software 
provision and service provision as distinct functions (separate companies), where the 
communications provider cannot decrypt the message (they are not the operator that 
applied the protection, so cannot be ordered to remove it) and the software provider is not 
subject to RIPA or the new bill (as they are not a communications provider). Again, this 

https://youtu.be/3G8dPAdmyss
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makes it possible to totally bypass these flawed requirements in the bill by the companies 
wanting to provide end-to-end encryption. 
 
The big issue here is that if providers refrain from using end-to-end encryption for fear of 
such an order, or if they build in capabilities to remove encryption, then the users of such 
services will not be as safe from the very real threats of cyber crimes. The other issue is that 
such laws cannot fail to drive software and service providers out of the UK for such services, 
as anyone in the UK will simply not be trusted to offer an end-to-end encryption services. 
 
Any requirements which aim to undermine provision of encryption services should be 
removed from the bill. 
 
2 December 2015 
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Internet Connection Records 
 
This document is submitted as additional written evidence following oral evidence given on 
фǘƘ 5ŜŎΦ ¢ƘŜ ǇǳǊǇƻǎŜ ƛǘ ǘƻ ǘǊȅ ŀƴŘ ŎƭŀǊƛŦȅ ǘƘŜ ƳŜŀƴƛƴƎ ƻŦ άLƴǘŜǊƴŜǘ /ƻƴƴŜŎǘƛƻƴ wŜŎƻǊŘǎέ ŀƴŘ 
provide an easy to understand technical background on the challenges facing any 
communications provider in creating and retaining such records. I appreciate the members 
time in reading this document. 
 
Adrian Kennard 

1. History 

Once upon a time telephone companies were the only real providers of any sort of 
electronic communicŀǘƛƻƴǎΣ ŀƴŘ ǘƘŜ άǘŜƭŜǇƘƻƴŜ Ŏŀƭƭέ ǿŀǎ ǘƘŜ ōŀǎƛŎ ōǳƛƭŘƛƴƎ ōƭƻŎƪ ƻŦ ǘƘŀǘ 
service. The telephone companies did not originally have any sort of logs of telephone calls 
made, but as telephone exchange equipment become more sophisticated they were able to 
create itemised telephone bills by recording the details of each call made. These logs are 
called CDRs (Call Data Records). 
 
The concept of a telephone call is very simple, and the idea of a CDR is simple too. There are 
some possible complications with diverted calls and three way calls, but even so, the basic 
log of what number made a call to what number is easy to understand. Logs can also include 
Ŏŀƭƭǎ ǘƘŀǘ ŀǊŜ ōŜƛƴƎ ǊŜŎŜƛǾŜŘ ŀǘ ŀ άƭƛƴŜέΣ ŀƴŘ Ŏŀƴ ŜǾŜƴ ƛƴŎƭǳŘŜ Ŏŀƭƭǎ ǘƘŀǘ ǿŜǊŜ ƴƻǘ ŀŎǘǳŀƭƭȅ 
answered. 
 
Obviously police access to such records was invaluable in helping criminal investigations. 
Eventually this became part of RIPA and the Data Retention Directive and then DRIPA. 
 
It is worth bearing in mind that this started to happen before much was considered on Data 
Protection or privacy, and if such logging was being introduced now it would no doubt be a 
major concern for privacy groups. 
 
With the advent of GSM and digital mobile phones, the logging was extended to include text 
messages. 
 
With the advert of Internet email, the logging was extended to include emails. It is worth 
noting that email logs are not normally necessary for commercial reasons as there is usually 
no per-email charge, so this is the point at which the logging became more of a specific 
service to assist law enforcement rather than simply having access to what data was already 
there for commercial or operational reasons. 
 
Whilst emails are not quite as simple as telephone calls, they are a relatively simple concept 
in terms of logging - with an email having a sender, and one or more recipients which can be 
logged. 
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.ƻǘƘ ŜƳŀƛƭǎ ŀƴŘ ǘŜƭŜǇƘƻƴŜ Ŏŀƭƭǎ ŀǊŜ ǇǊŜǘǘȅ ǘŀƴƎƛōƭŜ ŀǎ ŀ ǎƛƴƎƭŜ άŎƻƳƳǳƴƛŎŀǘƛƻƴέΣ ǿƛǘƘ ŀ ǎǘŀǊǘ 
and an end, and a content and addressing for that communication identifying the parties 
involved. Text messages are, however, an example where this breaks down a little - a logical 
άŎƻƳƳǳƴƛŎŀǘƛƻƴέ Ƴŀȅ ōŜ ŀƴ ƻƴƎƻƛƴƎ ŜȄŎƘŀƴƎŜ ƻŦ Ƴŀƴȅ ƳŜǎǎŀƎŜǎ ƳŀƪƛƴƎ ŦƻǊ ŀ 
conversation over a long period. 

2. Over the top services 

The Internet has become popular ǿƛǘƘ ǎƻƳŜ ƪŜȅ ǎŜǊǾƛŎŜǎΣ ƛƴŘŜŜŘΣ ǎƻƳŜ ǇŜƻǇƭŜ ǘŀƭƪ ƻŦ άǘƘŜ 
²Ŝōέ ŀƴŘ άǘƘŜ LƴǘŜǊƴŜǘέ ƛƴǘŜǊŎƘŀƴƎŜŀōƭȅ ōŜŎŀǳǎŜ άǿŜō ǇŀƎŜǎέ ǿŜǊŜ ǎŜŜƴ ǾŜǊȅ ƳǳŎƘ ŀǎ ǘƘŜ 
only thing that the Internet does (apart from, perhaps, email). Many of the more innovative 
features of modern cƻƳƳǳƴƛŎŀǘƛƻƴǎ Ŏŀƴ ǎŜŜƳ ǘƻ ōƻƛƭ Řƻǿƴ ǘƻ άǿŜō ǇŀƎŜǎέ ƛƴ ǘƘŀǘ ƻƴŜ Ŏŀƴ 
ŀŎŎŜǎǎ CŀŎŜōƻƻƪΣ ŀƴŘ ¢ǿƛǘǘŜǊΣ ŀƴŘ ŜƳŀƛƭ Ǿƛŀ άǿŜō ǇŀƎŜǎέΦ 
 
In light of this, the notion of simply logging web page accesses seems a relatively simple 
concept, and it is easy to see how this is seen as a logical extension of the call, text and 
email logging of the previous data retention regimes. 
 
!ŎŎŜǎǎƛƴƎ ŀ ǿŜō ǇŀƎŜ ƛǎ ŀƭǎƻ ǎŜŜƴ ŀǎ ŀ ǇǊŜǘǘȅ ŎƭŜŀǊ Ŏǳǘ άŎƻƳƳǳƴƛŎŀǘƛƻƴέΣ ŀƎŀƛƴ ǿƛǘƘ ŀ ǘƛƳŜΣ 
and a person involved and an address of a web site where content is fetched or viewed. 
 
However, the problem is that this is not actually how the Internet works. 
 
9ǾŜƴ ƭƻƎƎƛƴƎ ƻŦ ŜƳŀƛƭǎ ƛǎ ƻƴƭȅ ǎŜƴǎƛōƭȅ ŘƻƴŜ ŀǘ ŀ Ǉƻƛƴǘ ǿƘŜǊŜ ŀƴ άŜƳŀƛƭ ǎŜǊǾƛŎŜέ ƛǎ ƘŀƴŘƭŜŘΦ 
¢ƘŜǊŜ ŀǊŜ ōƛǘǎ ƻŦ ŜǉǳƛǇƳŜƴǘ ǘƘŀǘ ǇǊƻǾƛŘŜ άŜƳŀƛƭέ ŀƴŘ ǘƘŜse bits of equipment make use of 
ǘƘŜ ǳƴŘŜǊƭȅƛƴƎ άLƴǘŜǊƴŜǘέ ŎƻƴƴŜŎǘƛǾƛǘȅ ǘƻ Řƻ ǎƻΦ Lǘ ƛǎ ŎǊǳŎƛŀƭ ǘƘŀǘ ǇǊŜǾƛƻǳǎ ǊŜƎǳƭŀǘƛƻƴǎ 
ǊŜŦŜǊǊŜŘ ǘƻ άƎŜƴŜǊŀǘŜŘ ƻǊ ǇǊƻŎŜǎǎŜŘέ ƛƴ ǘŜǊƳǎ ƻŦ ƭƻƎƎƛƴƎ ŘŀǘŀΣ ŀǎ ŜƳŀƛƭ ƛǎ ƻƴƭȅ ǇǊƻŎŜǎǎŜŘ ŀǘ 
ŀƴ άŜƳŀƛƭ ǎŜǊǾŜǊέ ŀƴŘ ƴƻǘ ƛƴ ǘƘŜ ƛƴǘŜǊŎƻƴnecting Internet Service Providers. It used to be 
common for an Internet Service Provider to also provide the email services, but that is much 
less so these days. 
 
9Ƴŀƛƭ ƛǎ ǿƘŀǘ ƛǎ ŎŀƭƭŜŘ ŀƴ άƻǾŜǊ ǘƘŜ ǘƻǇέ ǎŜǊǾƛŎŜΦ Lǘ ƳŜŀƴǎ ǘƘŀǘ ŜƳŀƛƭ ƛǎ ŀ ǎŜǊǾƛŎŜ ǘƘŀǘ ŜȄƛsts 
ƻƴ ǘƻǇ ƻŦ ƻǘƘŜǊ ƳŜŀƴǎ ƻŦ ŎƻƳƳǳƴƛŎŀǘƛƻƴǎΣ ƭƛƪŜ LƴǘŜǊƴŜǘ ŀŎŎŜǎǎΦ ¸ƻǳ Ŏŀƴ ƭƻƎ ŀƴ άƻǾŜǊ ǘƘŜ 
ǘƻǇέ ǎŜǊǾƛŎŜ ǿƘŜǊŜ ǘƘŜǊŜ ƛǎ ǎƻƳŜ ǎŜǊǾƛŎŜ ǇǊƻǾƛŘŜǊ ǿƘƻ Ƙŀǎ ǎƻƳŜ ǇǊƻŎŜǎǎƛƴƎ ŦǳƴŎǘƛƻƴ ǎǳŎƘ ŀǎ 
ŀƴ άŜƳŀƛƭ ǎŜǊǾŜǊέΦ 
 
!ǎ ŀƴ ŀƴŀƭƻƎȅΣ ƛƴ ǘƘŜ ǘŜƭŜǇƘƻƴŜ ǿƻǊƭŘΣ ŀƴ άƻǾŜǊ ǘƘŜ ǘƻǇ ǎŜǊǾƛŎŜέ ƳƛƎƘǘ ōŜ ǎƻƳŜǘƘƛƴƎ ƭƛƪŜ 
άǇƛȊȊŀ ƻǊŘŜǊƛƴƎέΦ ¸ƻǳ ǿƻǳƭŘ ƴƻǘ ŜȄǇŜŎǘ ǘƘŜ ǇƘƻƴŜ ŎƻƳǇŀƴȅ ǘƻ ƭƻƎ ǿƘŀǘ ǇƛȊȊŀǎ ǇŜƻǇƭŜ ƻǊŘŜǊ 
(by listening in to they calls) even if that is technically possible, but you might expect every 
pizza company to log orders that are placed if that had some benefit to law enforcement. 
The location of the logging relates to the service you are logging. 

3. Building blocks 

Looking back at telephone service, there is a building block to that service which is the 
άǘŜƭŜǇƘƻƴŜ Ŏŀƭƭέ ƛǘǎŜƭŦΦ Telephone calls are logged for commercial and operational reasons. 
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IƻǿŜǾŜǊΣ ǘƘŜ LƴǘŜǊƴŜǘ ŘƻŜǎ ƴƻǘ ǿƻǊƪ ŀǘ ǘƘŀǘ ƭŜǾŜƭΦ 9ǾŜƴ ǘƘŜ ƛŘŜŀ ƻŦ ŀ άŎƻƴƴŜŎǘƛƻƴέ ƻŦ ǎƻƳŜ 
ǎƻǊǘΣ ǎǳŎƘ ŀǎ ŀ άŎƻƴƴŜŎǘƛƻƴ ǘƻ ŀ ǿŜō ǎƛǘŜέ ƛǎ ŀƴ άƻǾŜǊ ǘƘŜ ǘƻǇ ǎŜǊǾƛŎŜέ ŎǊŜŀǘŜŘ ōȅ ǘƘŜ 
equipment ŀǘ ŜŀŎƘ ŜƴŘΦ ¢ƘŜ ǳƴŘŜǊƭȅƛƴƎ άLƴǘŜǊƴŜǘ ǎŜǊǾƛŎŜέ ǳǎŜǎ ǎƻƳŜǘƘƛƴƎ ŎŀƭƭŜŘ άǇŀŎƪŜǘǎέΦ 
Each packet has a destination address (called an Internet Protocol, or IP, address) which 
works much like a telephone number to identify where the packet is to go. 
 
However, eŀŎƘ ǇŀŎƪŜǘ ƛǎ ƴƻǘ ǊŜŀƭƭȅ ŀ άŎƻƳƳǳƴƛŎŀǘƛƻƴέ ƛƴ ŀ ƳŜŀƴƛƴƎŦǳƭ ǎŜƴǎŜ - it is some 
small fraction of a communication. The Internet service providers do not work in large 
ŎƘǳƴƪǎ ƭƛƪŜ ŀ άǘŜƭŜǇƘƻƴŜ Ŏŀƭƭέ ǘƘŜȅ ǿƻǊƪ ƛƴ ǘƘŜǎŜ ǎƳŀƭƭ άǇŀŎƪŜǘǎέΦ Lǘ ƛǎ ŜǾŜƴ ǇƻǎǎƛōƭŜ ŦƻǊ 
some packets to go via one Internet provider and some go via another in the same logical 
άŎƻƳƳǳƴƛŎŀǘƛƻƴέΦ 
 
Also, unlike phone calls, there are a lot of these packets - seriously a lot. Even as a small ISP 
we may pass on literally billions of these packets every minute, and larger ISPs move 
colossal amounts of data. There is no built in logging of these for commercial reasons - there 
is no charge based on what the packets are and where they are going. At best, some totals 
for overall volume of data to/from each customer is recorded. The equipment to make the 
ǇŀŎƪŜǘǎ ƳƻǾŜ ǘƻǿŀǊŘǎ ǘƘŜƛǊ ŘŜǎǘƛƴŀǘƛƻƴ όŎŀƭƭŜŘ ŀ άǊƻǳǘŜǊέύ ƛǎ ŎŀǊŜŦǳƭƭȅ ŜƴƎƛƴŜŜǊŜŘ ǘƻ Ƨǳǎǘ 
look at the destination address of each packet and move that packet one step closer to its 
destination. This is often done in very fast, expensive, and optimised computer hardware 
ǘƘŀǘ ƛǎ ŘŜǎƛƎƴŜŘ ǘƻ Řƻ ǘƘŀǘ ƻƴŜ Ƨƻō ǾŜǊȅ ŦŀǎǘΦ ¢ƘŜ ǇŀŎƪŜǘǎ ŀǊŜ ƴƻǘ ŜǾŜƴ άƭƻƻƪŜŘ ŀǘέ ōȅ ŀ 
άŎƻƳǇǳǘŜǊ ǇǊƻƎǊŀƳέ ŀǎ ǎǳŎƘ ŀǎ ǘƘŀǘ ǿƻǳƭŘ ǘŀƪŜ ǘƻƻ ƭƻƴƎΦ 
 
Some equipment does have some built in ability to collect some basic statistics, and using 
ǎǳŎƘ ŜǉǳƛǇƳŜƴǘ ƛǘ Ƴŀȅ ōŜ ǇƻǎǎƛōƭŜ ǘƻ ƎŜǘ ǎƻƳŜ ƭƻƎǎ ƻŦ ǎƻƳŜ άƭƻƎƛŎŀƭ ŎƻƴƴŜŎǘƛƻƴǎέ ƻǊ 
άŦƭƻǿǎέ ǘƘŀǘ ŀǊŜ ƳŀŘŜ - where lots of packets with the same IP addresses are being sent. 
However not all equipment has this capability, and equipment that does may not be able to 
record everything in detail. 

4. Logging web pages 

The only logical place to log web page accesses is either at the web browser (the browser 
history), or at the web server (web access logs). The place that does not make any sense to 
ƭƻƎ ǿŜō ǇŀƎŜǎ ƛǎ ƛƴ ǘƘŜ LƴǘŜǊƴŜǘ {ŜǊǾƛŎŜ tǊƻǾƛŘŜǊΦ ¢Ƙƛǎ ƛǎ ōŜŎŀǳǎŜΣ ƭƛƪŜ ŀƴȅ άƻǾŜǊ ǘƘŜ ǘƻǇέ 
service, the browser and computer breaks down what it is doing in to packets of data, and 
sends these over the Internet. The final web server reassembles all of the pieces and 
accesses the web page in question. 
 
The same is true for logging emails - the sending machine (PC), the email server in the 
middle, and the receiving machine all see an intact email, and could log it. The ISP sees just 
lots of small packets in-ōŜǘǿŜŜƴΦ ¢Ƙƛǎ ƛǎ ǿƘȅ ŜƳŀƛƭǎ ŀǊŜ ƭƻƎƎŜŘ ŀǘ ŀƴ άŜƳŀƛƭ ǎŜǊǾŜǊέΦ 
 
It is a bit like saying that the postal service have to log letters sent, but they are thwarted 
by the fact that every sender puts the letter through a shredder first and each shredded 
bit of each letter is being delivered, mixed in with every other letter, to a destination 
where it is glued back together. 
 



Andrews & Arnold Ltdñsupplementary written evidence (IPB0028) 

69 

I appreciate that this sounds crazy - but really, that is how the Internet actually works. If you 
want to log anything, you really need to log it where the communication is intact. 

рΦ .ŜȅƻƴŘ άǘƘŜ ǿŜōέ 

However, having explained a bit about web pages and email, even if you can log at web 
servers and email servers, the Internet is changing massively. 
 
Smart phones are the key here, and are used by everyone. Unlike conventional PCs which 
Ƴŀȅ ƻƴƭȅ ƘŀǾŜ ŀ ǿŜō ōǊƻǿǎŜǊ ŀƴŘ ŀƴ ŜƳŀƛƭ ŎƭƛŜƴǘΣ ǎƳŀǊǘ ǇƘƻƴŜǎ ƘŀǾŜ άŀǇǇǎέ όŀǇǇƭƛŎŀǘƛƻƴ 
programmes). These talk to services over the Internet. 
 
When a web browser communications with a web site, or an email client communications 
with an email server, it follows a well documented standard. If you picked up all of the 
shredded paper (the packets) and reassembled it, you could make sense of what was going 
on, technically, with a lot of work (and cost). 
 
IƻǿŜǾŜǊΣ ǿƘŜƴ ŀ ǎƳŀǊǘ ǇƘƻƴŜ άŀǇǇέ ŎƻƳƳǳƴƛŎŀǘƛƻƴǎ ǿƛǘƘ ŀ ǎŜǊǾŜǊΣ ƛǘ ŘƻŜǎ ƴƻǘ ƘŀǾŜ ǘƻ 
follow any such standard. It simply has to be something understood by both ends. So there 
is no way to know what is going on. Each app can be, and is, different. 
 
¢ƘŜȅ ŀƭǎƻ Řƻ ƴƻǘ ŎƻƳƳǳƴƛŎŀǘŜ ƛƴ ǎƳŀƭƭ ōǳǎǘǎ ƭƛƪŜ άǎŜƴŘƛƴƎ ŀƴ ŜƳŀƛƭέ ƻǊ άŀŎŎŜǎǎƛƴƎ ŀ ǿŜō 
ǎƛǘŜέΣ ōǳǘ ƛƴǎǘŜŀŘ ǘƘŜȅ ƪŜŜǇ ŀ ŎƻƴƴŜŎǘƛƻƴ όƻǊ Ƴŀƴȅ ŎƻƴƴŜŎǘƛƻƴǎύ ƻǇŜƴ ŀƭƭ ƻŦ ǘƘŜ ǘƛƳŜ - 
especially social media and messaging apps. That one, on-going connection, can logically be 
ƛƴǾƻƭǾŜŘ ƛƴ ƭƻǘǎ ƻŦ ŘƛŦŦŜǊŜƴǘ άŎƻƳƳǳƴƛŎŀǘƛƻƴǎέ ǿƛǘƘ ƭƻǘǎ ƻŦ ǇŜƻǇƭŜΣ ƴƻƴŜ ƻŦ ǿƘƛŎƘ ƛǎ άǎŜŜƴέ 
ōȅ ǘƘŜ L{tΦ aǳŎƘ ƭƛƪŜ ƭƻƎƎƛƴƎ ŜƳŀƛƭ ŀǘ ŀ Ƴŀƛƭ ǎŜǊǾŜǊΣ ǘƘŜ ƻƴƭȅ ǎŜƴǎƛōƭŜ ǇƭŀŎŜ ǘƻ ƭƻƎ άǎƻŎƛŀƭ 
ƳŜŘƛŀέ ƛǎ ŀǘ ǘƘŜ άǎƻŎƛŀƭ ƳŜŘƛŀ ŎƻƳǇŀƴȅέΣ ƴƻǘ ǘƘŜ L{tΦ 
 
9ǾŜƴ ǿƘŜƴ ȅƻǳ ƛƎƴƻǊŜ ƳƻōƛƭŜ ǇƘƻƴŜǎ ȅƻǳ ƘŀǾŜ ǘƻ ŎƻƴǎƛŘŜǊ άƎŀƳŜǎ ŎƻƴǎƻƭŜǎέ ǿƘƛŎƘ ŀƎŀƛƴ 
do not follow standards and just need both ends to understand what is communicated. That 
ƛǎ ŀ ƳŀǎǎƛǾŜ ŀǊŜŀ ǿƘŜǊŜ ǇŜƻǇƭŜ Ŏŀƴ άŎƻƳƳǳƴƛŎŀǘŜέ ƛƴ-game. Again, meaningful logging at 
the ISP is mostly impossible. 
 
¦ƴŦƻǊǘǳƴŀǘŜƭȅΣ ǿƛǘƘ ŀƴȅ άƻǾŜǊ ǘƘŜ ǘƻǇέ ǎŜǊǾƛŎŜΣ ǘƘŜ ǇǊƻǾƛŘŜǊ Ƴŀȅ ƴƻǘ ōŜ ƛƴ ǘƘŜ ¦Y ŀƴŘ 
subject to UK law, making logging even harder. 
 
But it gets worse - ǿŜ ƴƻǿ ǎŜŜ άǘƘŜ LƴǘŜǊƴŜǘ ƻŦ ¢ƘƛƴƎǎέ ōŜŎƻƳƛƴƎ ƳƻǊŜ ŀƴŘ ƳƻǊŜ ƻŦ ŀ 
reality with the rise of smart phones and intelligent devices, smart thermostats, smart 
ŦǊƛŘƎŜǎΣ ŀƭƭ ǎƻǊǘǎ ƻŦ ǘƘƛƴƎǎ ƛƴ ǇŜƻǇƭŜΩǎ ƘƻƳŜǎΦ ¢Ƙƛǎ ƳŜŀƴǎ ǘƘŀǘ ƳƻǊŜ ŀƴŘ ƳƻǊŜ ƻŦ ǘƘŜ 
ŎƻƳƳǳƴƛŎŀǘƛƻƴ ǘƘŀǘ ȅƻǳ ǎŜŜ ƛǎ ƴƻǘ ŀ ƳŀǘǘŜǊ ƻŦ άŀ ǇŜǊǎƻƴ ŀŎŎŜǎǎƛƴƎ ŀ ǎŜǊǾƛŎŜέΦ Lǘ ƳŜŀƴs that 
ǘƘŜǊŜ ƛǎ ŀ ƘŜƭƭ ƻŦ ŀ ƭƻǘ ƳƻǊŜ άŎƘŀǘǘŜǊέ ƎƻƛƴƎ ƻƴ ŦǊƻƳ ŘŜǾƛŎŜǎΣ ŀƭƭ ƻŦ ǘƘŜ ǘƛƳŜΦ 

6. Encryption 

There is one more complication. I have likened the way the Internet works to shredding the 
letter you are sending, and sending all of the bits of paper from the shredder separately. 
This is quite a good analogy as you can see that, with a lot of work, you could put the bits of 



Andrews & Arnold Ltdñsupplementary written evidence (IPB0028) 

70 

paper back together and see what is going on. After all, the far end does so. It is very much 
like the bits of paper are each addressed and numbered to make that a bit easier. 
 
However, encryption is essential to maintaining privacy and security, and this means you 
cannot see what is on the bits of paper any more. Yes, the addressing is there, but nothing 
else. 
 
This means that any atteƳǇǘ ǘƻ ŎǊŜŀǘŜ ŀƴȅ ǎƻǊǘ ƻŦ ƭƻƎǎ ƻŦ ǿƘŀǘ ƛǎ ƎƻƛƴƎ ƻƴ ǿƛǘƘ ŀƴ άƻǾŜǊ ǘƘŜ 
ǘƻǇέ ǎŜǊǾƛŎŜ ƛǎ ǘƘǿŀǊǘŜŘΦ ¸ƻǳ Ŏŀƴƴƻǘ ǎŜŜ ƛƴ ǘƻ ǘƘŜ ƳŜǎǎŀƎŜǎ ōŜƛƴƎ ǇŀǎǎŜŘ ǘƻ ǳƴŘŜǊǎǘŀƴŘ 
what is happening. At best you can see the sender and recipient of those packets of data. 
 
Even the final addressing can be misleading as there are many services that re-route traffic 
(VPN and Tor and others) to hide the real source and destination of the packets. Even where 
ȅƻǳ Ŏŀƴ ǎŜŜ ǘƘŜ ŘŜǎǘƛƴŀǘƛƻƴ ƛǘ Ŏŀƴ ǎƛƳǇƭȅ ōŜ ǎƻƳŜ ŎƻƳƳƻƴ άƻǾŜǊ ǘƘŜ ǘƻǇέ ǎŜǊǾƛŎŜ like 
ƛaŜǎǎŀƎŜ ǿƘƛŎƘ ƎƛǾŜǎ ƴƻ ŎƭǳŜ ǘƻ ǘƘŜ ǊŜŀƭ άŎƻƳƳǳƴƛŎŀǘƛƻƴέ ǘƘŀǘ ƛǎ ƎƻƛƴƎ ƻƴ ǳǎƛƴƎ ǘƘŀǘ 
ǎŜǊǾƛŎŜΣ ŀƴŘ ǘƘŜ ǎŜǊǾƛŎŜ ǇǊƻǾƛŘŜǊ ǿƛƭƭ ƴƻǘ ǎŜŜ άƛƴǎƛŘŜέ ǘƘŜ ƳŜǎǎŀƎŜǎ ƛŦ ǘƘŜȅ ŀǊŜ ŘƻƛƴƎ ƛǘ ǊƛƎƘǘΦ 
 
¢ƻ ƳŀƪŜ ƳŀǘǘŜǊǎ ŜǾŜƴ ǿƻǊǎŜ ŀ ƭƻǘ ƻŦ ǎŜǊǾƛŎŜǎ ƳŀƪŜ ǳǎŜ ƻŦ άŎƻƴǘŜƴǘ ŘŜƭƛǾŜǊȅ ƴŜǘǿƻǊƪǎέΦ 
These are separate service providers that specialise in delivery of data all around the world. 
If you see the addresses of packets going to/from one of these you have no real clue what is 
being communicated as the same content delivery network can be hosting data for NASA or 
BBC or Facebook, or even a terrorist organisation (though CDNs are unlikely to do so 
knowingly). 
 
On the matter of encryption, and I cannot stress this enough, the battle against encryption 
is a lost cause. You cannot ban encryption or force encryption to have a back door, side 
door, golden key, escrow key, or weak link. Encryption exists - it is not a secret! It is possible 
to encrypt a message with no more than pen and paper and dice such that it can never be 
decoded by a third party without the keys, no matter how much time or computing power 
they have. It is possible send encrypted communications that are hidden in other data (like 
images and video) so that there is no way to tell there is a secret message, so even making 
encryption illegal does not help. Any attempt to reduce the effectiveness of encryption will 
ultimately have no impact on criminals, even if you make it illegal (they are criminals, 
remember), but will have an impact on the legitimate use of encryption by normal citizens 
and businesses. You can never have a back door that is only available with a court order - 
mathematics does not understand court orders, and any sort of back door makes the 
communications vulnerable to attack by criminals. Please, give up on all attempts to impede 
encryption. Embrace encryption as a crucial tool for security, privacy and the economy. 
Encourage encryption, and digital identities, and value the benefits that this brings to 
society. Find other ways to understand what criminals are saying (getting data at the end 
points or infiltrating the criminal communities and getting inside their networks). 

7. Self service 

I have mentioned logging phone calls and emails, and that you log those at the point the 
service is provided as an άƻǾŜǊ ǘƘŜ ǘƻǇέ ǎŜǊǾƛŎŜΦ 9ǾŜƴ ǇƘƻƴŜ Ŏŀƭƭǎ ƻǾŜǊ ǘƘŜ LƴǘŜǊƴŜǘΣ ǿƘƛƭǎǘ 
almost impossible to log when looking at the packets of data, can be logged at the 
άǘŜƭŜǇƘƻƴŜ ǎŜǊǾƛŎŜ ǇǊƻǾƛŘŜǊέΦ ¢ƘŜ ǎŀƳŜ ƛǎ ǘǊǳŜ ŦƻǊ ŜƳŀƛƭǎΣ ŜǾŜƴ ǿƘŜǊŜ ǘƘŜ ƭƛƴƪǎ ǘƻ ŜƳŀƛƭ 
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servers are routƛƴŜƭȅ ŜƴŎǊȅǇǘŜŘΣ ǘƘŜ ŀŘŘǊŜǎǎƛƴƎ ƻŦ ǘƘŜ ŜƳŀƛƭ Ŏŀƴ ōŜ ƭƻƎƎŜŘ ŀǘ ǘƘŜ άŜƳŀƛƭ 
ǎŜǊǾŜǊǎέΦ 
 
There is, however, an increasing trend for applications and services to exist which do not 
ǊŜƭȅ ƻƴ ŀ άǎŜǊǾƛŎŜ ǇǊƻǾƛŘŜǊέΦ Lǘ ƛǎΣ ŦƻǊ ŜȄŀƳǇƭŜΣ ǇƻǎǎƛōƭŜ ǘƻ Ŏŀƭƭ ƳŜ ǳǎƛƴƎ ŀ άƴǳƳōŜǊέ ǿƘƛŎƘΣ ƛŦ 
you have  suitable phone, connects directly to my equipment under my control, and there is 
ƴƻ άǘŜƭŜǇƘƻƴŜ ǎŜǊǾƛŎŜ ǇǊƻǾƛŘŜǊέ ǘƻ ǎŜŜ ǘƘŜ ŎŀƭƭΣ ƻǊ ƭƻƎ ǘƘŀǘ ƛǘ ƘŀǇǇŜƴŜŘΦ ¢ƘŜ ǎŀƳŜ Ŏŀƴ Ŝŀǎƛƭȅ 
be done with emails where end users can operate their own email servers. 
 
Whilst running your own email or telephone server is more rare, at the moment, 
applications on phones are more and more working directly, end to end, by themselves 
without relying on an intermediate service provider. The use of an intermediate service 
provider is seen as a weakness and point for criminals to attack. They also use encryption 
end to end. This means that the only logging that could be done is of the packets of data 
with no visibility in to that data at all and very likely no idea of what application is being 
used, even. 

8. What does the Draft Investigatory Powers Bill say? 

"Internet Connection Record" is not a defined thing - in the bill or in industry! 
 
In the oral evidence session David Hanson MP seemed adamant that an "Internet 
Connection Record" was "defined in the bill". He referred to page 25 and asked us to work 
out costs based on that definition. Page 25 is in the "explanatory notes" and not the bill, and 
itself is massively unclear. It basically says "It is a record of the services that they have 
connected to". 
 
I fully understand that to someone not technical, saying "It is a record of the services that 
they have connected to" seems reasonably clear. Sadly it really is not, and if you look at the 
actual wording of the bill, and not just the explanatory notes, it is less clear still. Remember, 
ŀƭƭ ŀƴ L{t ǎŜŜǎ ƛǎ άǇŀŎƪŜǘǎέ - those shredded bits of communications passing through the 
network. I hope much of the above explanation makes that more obvious. 
 
Unlike a telephone call, or even just sending an email, even the definition of the term 
"connected" is complicated, as is defining the term "service". Actually what happens is 
packets of data are sent between devices, and as an ISP we send those packets on towards 
their destination. We don't "see" any sort of "connection" or "service", all was see is 
άǇŀŎƪŜǘǎέΦ ¢ƘŜ ƛŘŜŀ ƻŦ άŎƻƴƴŜŎǘƛƻƴέ ƛǎ ŀōǎǘǊŀŎǘ ŀƴŘ ŘŜŦƛƴŜŘ ōȅ ǘƘŜ ŜƴŘ ŘŜǾƛŎŜǎΦ 
 
Ideally what this means is that web sites log any access, and email servers log any emails, 
and ǘŜƭŜǇƘƻƴŜ ǎŜǊǾŜǊǎ ƭƻƎ ŀƴȅ ǘŜƭŜǇƘƻƴŜ ŎŀƭƭǎΦ 9ŀŎƘ ƛǎ ŀƴ άƻǾŜǊ ǘƘŜ ǘƻǇ ǎŜǊǾƛŎŜέ ŀƴŘ ƴƻǘ 
ǎƻƳŜǘƘƛƴƎ ǘƘŜ L{t ǘǊƛŜǎ ǘƻ άμƻƎέ ƻǊ άǊŜǘŀƛƴέΦ ¢Ƙƛǎ ƛǎ ǿƘŜǊŜ ǎǳŎƘ ƭƻƎƎƛƴƎ ƳŀƪŜǎ ǎŜƴǎŜ ŀƴŘ ƛǎ 
comparatively simple - though the concerns over storing such data securely still exist. The 
problem here is that many of these services are not in the UK. If you expect a foreign web 
site to log web accesses for you and provide data to the UK, they would expect to also 
provide to any other government too, such as US, or France, or China, or North Korea or 
Syria. I think most providers are less than keen to do that. 
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One possible meaning could be that we log the destination IP address of each packet. Sadly 
this is neither easy nor cheap as there are literally billions of such packets whizzing through 
our network every minute, and we are a small ISP. I do not see that being useful to law 
enforcement in any way. Remember may IP addresses are not the real final destination or 
may be some content delivery network shared by many services. 
 
There is a protocol for a type of "connection" used in the Internet, called TCP. This is only 
one of many types of connection that can be made but is the most common and is used by 
email and web pages. It is a standard, which helps a little. So the meaning could be to log 
each such logical TCP connection. This would mean making something of a jigsaw puzzle of 
the meta data (the destination and source addresses) in each of those billions of packets as 
they pass and tracking millions of simultaneous logical "connections" that are happening at 
any one time, then logging these. Again, this is neither easy nor cheap, and even more work 
than above. There are also many types of "connection" - an "Internet phone call" using a 
protocol calls SIP does not normally even use TCP but a "connectionless" protocol called 
UDP, so somehow that would need to be tracked and logged too. There is no rule that 
applications have to use these common protocols such as TCP and UDP either, they can 
make stuff up and use what they like as long as both ends understand it. 
 
Of course, it could be that what we must log is more a matter of logging each "web page" 
ŀŎŎŜǎǎŜŘ ǿƛǘƘ ǘƘŜ ƴŀƳŜ ƻŦ ǘƘŜ ǿŜō ǎƛǘŜΣ ŀƴŘ ǎƛƳƛƭŀǊƭȅ ŦƻǊ ƻǘƘŜǊ άservices" that are not 
ŀŎǘǳŀƭƭȅ άǿŜō ǇŀƎŜǎέΦ LƴŘŜŜŘΣ ǎƻƳŜ ŎƻƳƳŜƴǘǎ made by the Secretary of State suggested 
this may be what was meant. This means not only the jigsaw puzzle to construct those TCP 
connections, but actually looking in to the data that passes on those connections, 
connecting the data from many packets together, and looking for a part of the information 
sent called a Host: header. This is yet more complexity and work and cost. Again, web pages 
are just one type of communication that uses a "connection". There are many other types of 
"connection" that could be made, and new types will come along every day or even every 
few hours as new applications are developed and new innovations made. Each of these is 
not published - we know how "web pages" work because they follow a published standard, 
but mobile phone apps do not have to follow any such standard, they do not even have to 
use TCP to communicate. So we'd have to constantly research each and every new 
application and protocol that people invent anywhere in the world, work out what part of 
that data counts as "Relevant Communications Data" and record it in some format that the 
police know to ask for and understand. We would not have the help of the developers in 
this. Indeed, we'd have to buy and test every app ever published and reverse engineer it 
to work out what to log. That would be a huge on-going undertaking at huge cost, made 
massively worse by the fact that each ISP is on their own not allowed to tell anyone else 
what they are doing with data retention. 
 
As worded the bill does not define what is to be logged, and nothing stops an order to log 
ŀƴŘ ǊŜǘŀƛƴ άŀƭƭ ǊŜƭŜǾŀƴǘ ŎƻƳƳǳƴƛŎŀǘƛƻƴǎ Řŀǘŀέ ǿƛǘƘ ƴƻ ŘŜǘŀƛƭǎ ōŜƛƴƎ ƛƳǇƻǎŜŘ ƻƴ ŀƭƭ L{tǎΣ 
schools, offices, or even home networks. 
 
So the meaning of recording "what services you connect to" is really very very unclear, and 
the cost involved in making such logs is not something one can sensibly estimate without 
actual details. 
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9. Future 

The ways that these things work is constantly changing, with new trends in technology, 
changes in usage by real people and devices, and innovation. This can only mean less useful 
information and more noise and useless data over time. 
 
Whilst some information is still likely to be obtainable, it is obtainable only in certain places - 
such as email addresses logged at the mail servers. Trying to extract information from 
packets of data as they pass through an ISP is pretty futile now, and will become more so 
over time. 
 
It makes sense for service providers to try and keep some logs and try and help law 
enforcement where it is proportionate to do so considering costs and privacy. Indeed, one 
would hope that the likes of Facebook would be keen to help with any serious criminal 
investigation. Over the top service provides is an obvious target for logging and retention, 
up to the point that they can - but any sensible provider has end to end encryption and no 
logging for good security reasons. 
 
ISPs will have some operational data, and will more than likely be able to trace an IP address 
to a customer for a short period of time - this is often needed in some way for operational 
ǊŜŀǎƻƴǎΣ ŀƴŘ ŦƻǊ ǎƻƳŜ L{tǎ ǿƛǘƘ άŦƛȄŜŘ Lt ŀŘŘǊŜǎǎŜǎέ ƛǘ ǿƛƭƭ ōŜ Ŝŀǎȅ ǘƻ Řƻ ǎƻΦ ¢ƘŜ ƴŜǿ 
protocol - IP version 6 - will help with this, but still not track an address to an individual 
device at a premises. 
 
Sadly, even normal phone calls and text messaging and emailing, for which logging is 
comparatively simple, are disappearing and making way for social media and new ways to 
communicate. Trying to log these new services in the ISP is increasingly pointless - they need 
logging at the service providers, where that is possible, if the (non UK) service provider co-
operates. 
 
²Ƙƛƭǎǘ ǘƘƛǎ ƛǎ ŀ ǎƘŀƳŜ ŦƻǊ ƭŀǿ ŜƴŦƻǊŎŜƳŜƴǘΣ ŀƴŘ ŦƻǊŎŜǎ ƳƻǊŜ ǊŜƭƛŀƴŎŜ ƻƴ άǘǊŀŘƛǘƛƻƴŀƭ ǇƻƭƛŎŜ 
ŜƴǉǳƛǊƛŜǎέΣ ǘƘŜ ƛƴŎǊŜŀǎƛƴƎ ǘǊŜƴŘǎ ƛƴ ǳǎŜ ƻŦ ǎƻŎƛŀƭ ƳŜŘƛŀ ŀƴŘ ŦǊŜely sharing information with 
friends should help those traditional methods find leads - especially when considering 
examples like a missing child as often touted as a reason for needing data retention at all. 
 
Indeed, simple cases like a missing child - if the phone is on - it is way simpler for the parent 
ǘƻ ǳǎŜ ŀƴ ŀǇǇ ƭƛƪŜ άCƛƴŘ Ƴȅ ƛtƘƻƴŜέ ƻƴ !ǇǇƭŜ ǿƛǘƘ ŦŀƳƛƭȅ ǎƘŀǊƛƴƎ ǘƻ ƭƻŎŀǘŜ ǘƘŜ ŎƘƛƭŘΩǎ ǇƘƻƴŜ 
within meters than for police to make a RIPA request to a mobile operator (with much less 
accuracy and taking much longer). People are more and more sharing personal data in 
smaller family and friend groups (as well as publicly) and this hopefully makes life easier for 
law enforcement not harder! 

10. Helping define the data types 

I repeat my offer to assist in defining clear data types if that would help clarify the bill. I feel 
it is crucial to clearly define what is to be logged and by which parties and in what context. 
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I would also be happy to try and provide more technical training on how the Internet works 
to members if that would be of use, but I recognise the extremely limited time available to 
the committee to consider this bill. 
 
I hope this submission has been useful, and welcome any questions or requests for 
clarification. 
 
17 December 2015 
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Apple Inc. a nd Apple Distribution International ñwritten evidence 

(IPB0093)  

 
1. The world today faces security threats from criminals and terrorists who threaten our 
shared commitment to a peaceful and productive future. Apple has a long history of 
cooperating with the UK government on a wide range of important issues, and in that 
tradition, thanks the Committee for the opportunity to share our views on this topic. 

 
2. !ǇǇƭŜ ƛǎ ŘŜŜǇƭȅ ŎƻƳƳƛǘǘŜŘ ǘƻ ǇǊƻǘŜŎǘƛƴƎ ǇǳōƭƛŎ ǎŀŦŜǘȅ ŀƴŘ ǎƘŀǊŜǎ ǘƘŜ DƻǾŜǊƴƳŜƴǘΩǎ 
determination to combat terrorism and other violent crimes. Strong encryption is vital to 
protecting innocent people from malicious actors. While the Government has said it does 
ƴƻǘ ƛƴǘŜƴŘ ǘƻ ǿŜŀƪŜƴ ŜƴŎǊȅǇǘƛƻƴΣ ƛǘǎ ǊŜǇǊŜǎŜƴǘŀǘƛǾŜǎ ƘŀǾŜ ƳŀŘŜ ŎƭŜŀǊ ƛŦΣ άǘƘŜ {ŜŎǊŜǘŀǊȅ ƻŦ 
State and a judicial commissioner think there is necessity and proportionality in order to be 
able to provide that information, those companies should be required to provide that 
ƛƴŦƻǊƳŀǘƛƻƴ ƛƴ ǘƘŜ ŎƭŜŀǊΦέ   
 
3. ¢ƘŜ ŦŀŎǘ ƛǎ ǘƻ ŎƻƳǇƭȅ ǿƛǘƘ ǘƘŜ DƻǾŜǊƴƳŜƴǘΩǎ ǇǊƻǇƻǎŀl, the personal data of millions of 
law-abiding citizens would be less secure. 
 
Summary 
 
4. IǳƴŘǊŜŘǎ ƻŦ Ƴƛƭƭƛƻƴǎ ƻŦ ǇŜƻǇƭŜ ŘŜǇŜƴŘ ƻƴ !ǇǇƭŜΩǎ ǇǊƻŘǳŎǘǎ ŀƴŘ ǎŜǊǾƛŎŜǎΦ hǳǊ 
customers trust Apple and their Apple devices with some of their most personal information 
τ their financial data, health data, family photos, videos and messages.  
 
5. Two things have changed in a short period of time: 1) the amount of sensitive 
information innocent individuals put on their devices; and 2) the sophistication and 
determination of malicious cyber-attackers. Governments, businesses, and individuals have 
ŀƭƭ ōŜŜƴ ǾƛŎǘƛƳǎΣ ŀƴŘ ǿŜΩǾŜ ŀƭƭ ōŜŜƴ ǎǳǊǇǊƛǎŜŘ ōȅ ǘƘŜ ǎǳŎŎŜǎǎŦǳƭ ƛƳǇƭŜƳŜƴǘŀǘƛƻƴ ƻŦ ŜȄǇƭƻƛǘǎ 
the experts viewed as still merely theoretical.  
 
6. Increasingly sophisticated hacking schemes and cyber-attacks have become the new 
normal as individuals live more of their lives on their devices and online. Without strong 
defense, these attacks have the potential to impose chaos, and threaten our way of life, 
economic stability and infrastructure.  
 
7. We owe it to our customers to protect their personal data to the best of our ability. 
Increasingly stronger τ not weaker τ encryption is the best way to protect against these 
threats.  
 
8. The bill threatens to hurt law-abiding citizens in its effort to combat the few bad 
actors who have a variety of ways to carry out their attacks. The creation of backdoors and 
intercept capabilities would weaken the protections built into Apple products and endanger 
all our customers. A key left under the doormat would not just be there for the good guys. 
The bad guys would find it too. 
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9. Encryption today is as ubiquitous as computing itself and we are all the better for it. 
There are hundreds of products that use encryption to protect user data, many of them 
open-source and beyond the regulation of any one government. By mandating weakened 
encryption in Apple products, this bill will put law-abiding citizens at risk, not the criminals, 
hackers and terrorists who will continue having access to encryption. 
 
10. Some would portray this as an all-or-nothing proposition for law enforcement. 
Nothing could be further from the truth. Law enforcement today has access to more data τ 
data which they can use to prevent terrorist attacks, solve crimes and help bring 
perpetrators to justice τ than ever before in the history of our world. 
 
11. LŦ ǘƘŜ ¦Y DƻǾŜǊƴƳŜƴǘ ŦƻǊŎŜǎ ǘƘŜǎŜ ŎŀǇŀōƛƭƛǘƛŜǎΣ ǘƘŜǊŜΩǎ ƴƻ ŀǎǎǳǊŀƴŎŜ ǘƘŜȅ ǿƛƭƭ ƴƻǘ ōŜ 
imposed in other places where protections are absent.  
 
12. On the pages that follow, our submission will also take exception to the fact the bill 
would attempt to force non-UK companies to take actions that violate the laws of their 
home countries.  This would immobilize substantial portions of the tech sector and spark 
serious international conflicts. It would also likely be the catalyst for other countries to 
enact similar laws, paralyzing multinational corporations under the weight of what could be 
dozens or hundreds of contradictory country-specific laws. 
 
13. Finally, the bill would also force companies to expend considerable resources hacking 
ǘƘŜƛǊ ƻǿƴ ǎȅǎǘŜƳǎ ŀǘ ǘƘŜ DƻǾŜǊƴƳŜƴǘΩǎ ŘƛǊŜŎǘƛƻƴΦ ¢Ƙƛǎ ƳŀƴŘŀǘŜ ǿƻǳƭŘ ǊŜǉǳƛǊŜ !ǇǇƭŜ ǘƻ 
alter the design of our systems and could endanger the privacy and security of users in the 
UK and elsewhere. 
 
14. We are committed to doing everything in our power to create a safer and more secure 
world for our customers. But it is our belief this world cannot come by sacrificing personal 
security. 

 
Encryption 
  
15. Every day, over a trillion transactions occur safely over the Internet as a result of 
encrypted communications. These range from online banking and credit card transactions to 
the exchange of healthcare records, ideas that will change the world for the better, and 
communications between loved ones. Governments like the United States fund 
sophisticated encryption technology including some of the best end-to-end encryption apps. 
Encryption, in short, protects people. 

 
16. Protecting our customers and earning their trust is fundamental to our business 
model. At AppƭŜΣ ǿŜΩǾŜ ōŜŜƴ ǇǊƻǾƛŘƛƴƎ ŎǳǎǘƻƳŜǊǎ Ŝŀǎȅ ǿŀȅǎ ǘƻ ǇǊƻǘŜŎǘ ǘƘŜƛǊ Řŀǘŀ ǿƛǘƘ 
strong encryption in our products and services for well over 10 years. In 2003, we launched 
CƛƭŜ±ŀǳƭǘ ǘƻ ǇǊƻǘŜŎǘ Řŀǘŀ ƻƴ ŀ ǳǎŜǊΩǎ aŀŎΦ Lƴ нлмлΣ ǿƛǘƘ ƛh{ пΣ ǿŜ ōŜƎŀƴ ǘƻ ŜƴŎǊȅǇǘ Řŀǘŀ ƻƴ 
ƛh{ ŘŜǾƛŎŜǎ ǘƻ ƪŜȅǎ ŘŜǊƛǾŜŘ ŦǊƻƳ ŀ ǳǎŜǊΩǎ ǇŀǎǎŎƻŘŜΦ ²Ŝ ƭŀǳƴŎƘŜŘ CŀŎŜ¢ƛƳŜ ƛƴ нлмл ŀƴŘ 
iMessage in 2011, both with end-to-end encryption. As users increasingly entrust Apple and 
their devices with sensitive information, we will continue to deploy strong encryption 
ƳŜǘƘƻŘǎ ōŜŎŀǳǎŜ ǿŜ ŦƛǊƳƭȅ ōŜƭƛŜǾŜ ǘƘŜȅΩǊŜ ƛƴ ƻǳǊ ŎǳǎǘƻƳŜǊǎϥ ōŜǎǘ ƛƴǘŜǊŜǎǘǎΣ ŀƴŘ ǳƭǘƛƳŀǘŜƭȅ 
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in the best interests of humanity. Our job is to constantly stay 10 steps ahead of the bad 
guys. 
 
17. Some have asserted that, given the expertise of technology companies, they should be 
able to construct a system that keeps the data of nearly all users secure but still allows the 
data of very few users to be read covertly when a proper warrant is served.  But the 
Government does not know in advance which individuals will become targets of 
investigation, so the encryption system necessarily would need to be compromised for 
everyone. 
 
18. The best minds in the world cannot rewrite the laws of mathematics.  Any process that 
weakens the mathematical models that protect user data will by extension weaken the 
protection.  And recent history is littered with cases of attackers successfully implementing 
exploits that nearly all experts either remained unaware of or viewed as merely theoretical.  
Every day that companies ƘƻƭŘ ǘƘŜ ŀōƛƭƛǘȅ ǘƻ ŘŜŎǊȅǇǘ ǘƘŜƛǊ ŎǳǎǘƻƳŜǊǎΩ Řŀǘŀ ƛǎ ƳƻǊŜ ǘƛƳŜ 
criminals have to gain that ability.  All the while, hacking technology grows more 
sophisticated.  What might have been adequate security for customers two years ago no 
ƭƻƴƎŜǊ ƛǎ ŀƴŘ ǘƘŀǘΩǎ ǿƘȅ ǿŜΩǾŜ ǎǘǊŜƴƎǘƘŜƴŜŘ ƻǳǊ ŜƴŎǊȅǇǘƛƻƴ ǇǊƻǘŜŎǘƛƻƴǎΦ 
 
19. {ǘǊƻƴƎ ŜƴŎǊȅǇǘƛƻƴ ŘƻŜǎ ƴƻǘ ŜƭƛƳƛƴŀǘŜ !ǇǇƭŜΩǎ ŀōƛƭƛǘȅ ǘƻ ƎƛǾŜ ƭŀǿ ŜƴŦƻǊŎŜƳŜƴǘ 
metadata or other categories of data, as outlined in our Law Enforcement Guidelines. The 
information Apple and other companies provide helps catch criminals and save lives. It is for 
this reason that UK law enforcement still requests this data from us routinely. Information 
about our assistance can be found at http://www.apple.com/privacy/government-
information-requests/ 
 
20. We believe it would be wrong to weaken security for hundreds of millions of law-
abiding customers so that it will also be weaker for the very few who pose a threat.  In this 
rapidly-evolving cyber-threat environment, companies should remain free to implement 
strong encryption to protect customers. 

 
Extraterritoriality 
 
21. Apple has been established in Europe for more than 35 years.  With the exception of 
certain limited retail and human resources data, Apple is not established in the UK. 
 
22. Under European data protection law, Apple Distribution International established in 
Cork, Ireland and iTunes S.à.r.l. established in Luxembourg have data controller 
responsibility for Apple and iTunes user personal data of users located in the EEA and 
Switzerland. 
 
23. We take this responsibility very seriously and face sanction from data protection 
authorities and/or user litigation if we fail to meet those requirements.  Additionally, user 
content is stored in the United States, and US law controls access to that data by law 
enforcement.  Failure on the part of any relevant US entity to follow those requirements 
gives rise to criminal and civil liability.  Most relevant, Title III of the US Omnibus Crime 
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Control and Safe Streets Act would subject Apple to criminal sanctions for any unauthorized 
interception of content in transit. 
 
24. As defined in relevant EU Telecommunications Law, Apple is not an electronic 
communications service provider.  The Investigatory Powers Bill seeks to extend definitions 
in this area to an extent beyond that provided for in relevant EU law. 
 
25. The draft bill makes explicit its reach beyond UK borders to, in effect, any service 
provider with a connection to UK consumers. In short, we believe this will lead to major 
issues for businesses and could ultimately put UK users at greater risk. 
 
26. The first problem with asserting such extraterritorial powers is that there will remain a 
proportion of service providers which will never assist British law enforcement regardless of 
threatened sanction because they are underground or in jurisdictions unfriendly to British 
interests. It is to these providers that dangerous people will gravitate. 
 
27. Even leaving that aside, the implications for companies such as Apple who do assist 
law enforcement will be profound. As well as complying with local law in the countries 
where we are established for the provision of our services, we will have to attempt to 
overlay compliance with UK law.  On their face, those laws would not be in harmony.  
Further, we know that the IP bill process is being watched closely by other countries. If the 
UK asserts jurisdiction over Irish or American businesses, other states will too. 
 
28. Those businesses affected will have to cope with a set of overlapping foreign and 
domestic laws. When these laws inevitably conflict, the businesses will be left having to 
arbitrate between them, knowing that in doing so they might risk sanctions. That is an 
unreasonable position to be placed in. 
 
29. The Government has partly addressed this by providing a defense for businesses who 
cannot comply with a warrant because of local laws (although not in all parts of the bill - see 
below).  However, once a third jurisdiction is overlaid (home country, UK and one other), 
the situation soon becomes very difficult for businesses to negotiate. 
 
30. This will not just be an issue for companies like Apple: any British business with 
customers overseas might be faced with having to comply with a warrant from a foreign 
jurisdiction which poses it ethical problems, or impinges on the privacy of British consumers.  
 
31. Clearly this situation could arise regardless of whatever legislation is passed in the UK. 
But Parliament will be leading the way with this bill and needs to carefully consider the 
precedent it sets. 
 
Equipment Interference 
 
32. We believe the UK is the first national Government to attempt to provide a legislative 
basis for equipment interference.  Consumer trust in the public and private sectors can 
benefit from a more concrete understanding of the framework in which these activities can 
take place.  However, it could at the same time be undermined by a blurring of the 
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boundaries of responsibilities, and the bill as it stands seems to threaten to extend 
responsibility for hacking from Government to the private sector. 
 
33. It would place businesses like Apple - whose relationship with customers is in part 
built on a sense of trust about how data will be handled - in a very difficult position.  For the 
consumer in, say, Germany, this might represent hacking of their data by an Irish business 
on behalf of the UK state under a bulk warrant - activity which the provider is not even 
allowed to confirm or deny.  Maintaining trust in such circumstances will be extremely 
difficult. 
 
34. For these reasons, we believe there is a need for much greater clarity as to how the 
powers in the bill will be applied, not least because, once again, the extension of the powers 
to overseas providers will set a precedent which, if followed by other countries, could 
endanger the privacy and security of users in the UK and elsewhere. 
 
Specific Comments on Clauses 
 
Clauses 189, 190 and 191 
 
35. These clauses govern the Secretary of State's ability to require businesses to establish 
a technical capability to comply with warrants. 
 
36. Paragraphs (1) to (5) of Clause 189 would authorize the Secretary of State to make 
regulations imposing specified obligations on an operator.  Paragraph (4) states that those 
ƻōƭƛƎŀǘƛƻƴǎ ŎƻǳƭŘ ƛƴŎƭǳŘŜ ƻƴŜǎ άǊŜƭŀǘƛƴƎ ǘƻ ǘƘŜ ǊŜƳƻǾŀƭ ƻŦ ŜƭŜŎǘǊƻƴƛŎ ǇǊotection applied by a 
ǊŜƭŜǾŀƴǘ ƻǇŜǊŀǘƻǊ ǘƻ ŀƴȅ ŎƻƳƳǳƴƛŎŀǘƛƻƴǎ ƻǊ Řŀǘŀέ ƛƴ ƻǘƘŜǊ ǿƻǊŘǎΣ ǘƘŜ ǊŜƳƻǾŀƭ ƻŦ 
encryption. 
 
37. As set out above, we believe there are significant risks to applying this power to 
encryption and to extending this power to overseas providers.  We therefore do not believe 
the clause should be retained in its current form and certainly should not extend outside the 
UK. 
 
38. However, this power could have a very profound effect on any business to whom the 
clauses apply, and the details are worth examining.  
 
39. First, the oversight seems less rigorous than other parts of the bill.  There is no judicial 
authorization of the requirements placed on businesses. There is no protection for 
businesses who cannot comply because of local laws. 
 
40. Second, the system does not allow for a full weighing of the costs of compliance.  
While the clauses require some assessment of compliance cost, it is not clear how this 
would be calculated.  Even if a consensus could be reached on the number of working hours 
and computing power needed to comply, a proper consideration would need to include the 
opportunity cost as other projects were put on hold, the knock-on effects for other services 
and the change in the customer relationship. 
 



Apple Inc. and Apple Distribution Internationalñwritten evidence (IPB0093) 

80 

41. Third, because (as we explain above) any reduction in encryption in the UK will be 
exploited by regimes and bad actors not subject to the same privacy and civil liberties 
protections as UK law enforcement, the implications of a Notice under these clauses would 
go way beyond either the UK or the affected business.  The bill at present does not require 
any consideration of this. 
 
42. Fourth, there is no explicit obligation for the requirements on a business to be 
proportionate.  Our reading of the bill is that although the Secretary of State might be 
required to take into account the benefits, costs and technical feasibility of the notice, and 
consult the Technical Advisory Board and (in the case of review) the Investigatory Powers 
Commissioner, it is at best implicit that she must only impose requirements that are 
proportionate. If there is a review, the bill requires that the Investigatory Powers 
Commissioner must consider whether the notice is proportionate, but the Secretary of State 
could still reject this advice. 
 
43. The overall effect is a wide ranging power for the Secretary of State to demand a 
business remove encryption based on an insufficiently robust process and without regard to 
the full effects, leaving the business with no effective means of appeal. 
 
44. Suggested amendments: 

 
1. The steps required of a business by a Notice should not include removal of 

electronic protection. 
2. These powers should not extend to overseas businesses; a conflict of laws 

exemption should be added. 
3. A notice under s189 should require judicial authorization. 
4. There should be clear and concise definitions for the following terms: "removal of 
ŜƭŜŎǘǊƻƴƛŎ ǇǊƻǘŜŎǘƛƻƴέΣ ϦǘŜŎƘƴƛŎŀƭ ŦŜŀǎƛōƛƭƛǘȅέ ŀƴŘ ϦǊŜŀǎƻƴŀōƭȅ ǇǊŀŎǘƛŎŀōƭŜέΦ  ¢ƘŜǎŜ 
are key terms that should not be left in the first instance for argument in court.  
Parliament should define and agree what their intent is. 

5. The criteria by which the assessment is made by the Secretary of State should be 
made much more explicit. 

6. The Technical Advisory Board advice should be made available to the affected 
business, and in the case of a review under clause 191, the Interception 
Commissioner's advice as well. 

7. Before imposing any requirement under s189, the Secretary of State should 
consider whether the time spent in complying, cost (including opportunity cost), 
knock-on effects and change in customer relationships are reasonable and 
proportionate to the expected benefits. 

8. The Secretary of State should also be obliged to consider the impact of a notice on 
human rights, in the UK and globally. 

9. The Secretary of State should be required only to apply notices that are 
proportionate as advised by the Commissioner. 

 
Clause 188 
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45. Paragraph (1) of Clause 188 would authorize the Secretary of State to give any 
telecommunications operator in the UK a national security notice directing the operator to 
take such steps as the Secretary of State considers necessary in the interests of national 
security.  188(4) precludes the powers under this clause being used as a shortcut if powers 
exist elsewhere in the bill. 
 
46. While we take the strong view that this bill should not be used to demand the removal 
of encryption, we would not want to see that clarified only for a catch-all Clause 188 to 
allow the Secretary of State to demand it unilaterally. 
 
47. Suggested amendment: 

 
5. The Clause should be amended to clarify that it cannot be used to require 

businesses to remove electronic protection from their products or services. 
 

Clause 31 
 
48. This clause places a duty on an operator to comply with a warrant.  Again, in line with 
our argument above, we continue to believe the duty should not be applied to overseas 
businesses, but have some more general comments on the clause. 
 
49. Clause 31 would require a relevant operator to take all reasonably practicable steps 
for giving effect to a warrant.  Although this is not explicit in the draft bill, our understanding 
ƻŦ ǘƘŜ ƎƻǾŜǊƴƳŜƴǘΩǎ ƛƴǘŜƴǘƛƻƴ ƛǎ ǘƘŀǘ ǘƘƛǎ ǿƻǳƭŘ ǊŜǉǳƛǊŜ ǳǎ ǘƻ ǊŜƳƻǾŜ ŜƴŘ ǘƻ ŜƴŘ ŜƴŎǊȅǇǘƛƻƴ 
if that was necessary to give effect to the warrant and considered proportionate.  The Home 
Office indicated exactly this in the evidence to your committee we quoted above. 
 
50. In other words, the bill as it stands means that whether or not the Secretary of State 
has served a business with a Clause189 order requiring it to remove electronic protection, a 
fresh warrant could be served on a business requiring them to provide data in the clear, 
backed up by the threat of imprisonment.  This seems to represent a short cut for the 
Secretary of State to insist on removal of encryption - but of course compliance with a 
warrant in the timescale required by a criminal investigation is likely to be impossible. 
 
51. Suggested amendments: 

 
8. This Clause should not apply to overseas providers. 
9. ¢ƘŜ /ƭŀǳǎŜ ǎƘƻǳƭŘ ōŜ ŀƳŜƴŘŜŘ ǘƻ ƳŀƪŜ ŎƭŜŀǊ ǘƘŀǘ ΨǊŜŀǎƻƴŀōƭȅ ǇǊŀŎǘƛŎŀōƭŜ ǎǘŜǇǎΩ 

cannot include removal of electronic protection unless dealt with separately under 
a Notice under Clause 189, subject to the amendments to that Clause we suggest 
above. 

10. ¢ƘŜ ŘŜŦƛƴƛǘƛƻƴ ƻŦ ΨǊŜŀǎƻƴŀōƭȅ ǇǊŀŎǘƛŎŀōƭŜ ǎǘŜǇǎΩ ǎƘƻǳƭŘ ōŜ ŎƭŀǊƛŦƛŜŘ as we set out 
ŀōƻǾŜ ǘƻ ŘƛǎǘƛƴƎǳƛǎƘ ƛǘ ŦǊƻƳ ΨǘŜŎƘƴƛŎŀƭ ŦŜŀǎƛōƛƭƛǘȅΦΩ 

 
Clauses 81 and 135 
 
52. These clauses deal with targeted and bulk equipment interference warrants. 
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53. We are concerned about the way in which the bill could make private companies 
implicated in the hacking of their customers.  
 
54. Clause 81(2) provides that a warrant can be served on a person to require them to 
assist in hacking. 
 
55. Is the intention that persons receiving a warrant would knowingly let the security 
services break into their equipment or services or allow them to use that equipment to 
break into equipment used by a third party?  Or does the envisaged power go even further 
and require persons in receipt of a warrant to actively assist in the interference of their own 
equipment and services? 
 
56. These questions become even more pressing when applied to bulk equipment 
interference warrants.  It is extremely difficult to imagine circumstances in which this could 
be justified, so we believe the bill must spell out in more detail the types of activities 
required of communications providers and the circumstances in which they are expected to 
carry them out.   Additionally and in line with earlier comments, these clauses should not 
have extra-territorial effect. 
 
57. Suggested amendments: 

 
11. The powers in this part of the bill need to be fully understood as to their 

intent.  The bill should set out in much more detail what the requirement on a 
person served with a warrant will be. 

12. The clauses should not apply to overseas providers who would be put in an 
impossible conflict of laws position. 

 
21 December 2015 
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ARTICLE 19ñwritten evidence (IPB0052)  

 
Executive summary 
 
1. These are the submissions of ARTICLE 19: Global Campaign for Free Expression 
όΨ!w¢L/[9 мфΩύΣ ŀƴ ƛƴŘŜǇŜƴŘŜƴǘ ƘǳƳŀƴ Ǌƛghts organisation that works around the world 
to protect and promote the right to freedom of expression and the right to freedom of 
ƛƴŦƻǊƳŀǘƛƻƴ όΨŦǊŜŜŘƻƳ ƻŦ ŜȄǇǊŜǎǎƛƻƴΩύΦ !w¢L/[9 мф ƳƻƴƛǘƻǊǎ ǘƘǊŜŀǘǎ ǘƻ ŦǊŜŜŘƻƳ ƻŦ 
expression in different regions of the world, as well as national and global trends and 
develops long-term strategies to address them and advocates for the implementation 
of the highest standards of freedom of expression, nationally and globally. 
 

2. ARTICLE 19 welcomes the opportunity to submit evidence to the Joint Committee on 
ǘƘŜ 5ǊŀŦǘ LƴǾŜǎǘƛƎŀǘƻǊȅ tƻǿŜǊǎ .ƛƭƭ όΨŘǊŀŦǘ .ƛƭƭΩύΦ ¢ƘŜ ŘǊŀŦǘ .ƛƭƭ ƛǎ ŀ ƻƴŎŜ-in-a-generation 
opportunity to set a blueprint for the world in the protection of privacy and freedom of 
expression in the context of surveillance. At the outset, however, we note that the Joint 
Committee has only been offered a limited opportunity to scrutinise the draft Bill as a 
result of the fast-tracked timetable. We are therefore concerned that insufficient time 
ǿƛƭƭ ōŜ ŘŜǾƻǘŜŘ ǘƻ ǘƘŜ ŘǊŀŦǘ .ƛƭƭΩs implications for the protection of the rights to privacy 
and freedom of expression. Given the length of the draft Bill and the potential for 
loopholes, this is a serious concern. 
 

3. In summary, we consider that the draft Bill represents a significant improvement over 
ǘƘŜ wŜƎǳƭŀǘƛƻƴ ƻŦ LƴǾŜǎǘƛƎŀǘƻǊȅ tƻǿŜǊǎ !Ŏǘ нллл όΨwLt!Ωύ ƛƴ ǘŜǊƳǎ ƻŦ ǘǊŀƴǎǇŀǊŜƴŎȅ ŀƴŘ 
ƻǾŜǊǎƛƎƘǘΦ IƻǿŜǾŜǊΣ ǿŜ ŀƭǎƻ ŎƻƴǎƛŘŜǊ ǘƘŀǘ ƛǘ ƴƻƴŜǘƘŜƭŜǎǎ Ŧŀƛƭǎ ǘƻ ŘŜƭƛǾŜǊ ǘƘŜ άǎǘǊƛƴƎŜƴǘ 
ǎŀŦŜƎǳŀǊŘǎέ ŀƴŘ άǿƻǊƭŘ-ƭŜŀŘƛƴƎ ƻǾŜǊǎƛƎƘǘ ǊŜƎƛƳŜέ ǘƘŀǘ ǿŜǊŜ ǇǊƻƳƛǎŜŘ ōy the Home 
Secretary, Theresa May, when the draft Bill was first introduced by the government on 
4 November 2015. In particular, we are concerned that:91  

 
(a) the bulk warrantry powers contained in Part 6 of the draft Bill are intrinsically 

disproportionate in their scope and will have a significant chilling effect on freedom 
of expression worldwide; 
 

(b) clause 61 of the draft Bill fails adequately to protect the confidentiality of 
journalistic sources (including those of non-governmental organisations) and 
providŜǎ ƴƻ ǇǊƻǘŜŎǘƛƻƴ ǿƘŀǘǎƻŜǾŜǊ ǘƻ ŀ ǇŜǊǎƻƴΩǎ ŎƻƴŦƛŘŜƴǘƛŀƭ ŎƻƳƳǳƴƛŎŀǘƛƻƴǎ ǿƛǘƘ 
doctors and ministers of religion, or the privileged communications of MPs and 
lawyers;  
 

(c) the double-lock authorisation procedure provided throughout the draft Bill is too 
weak to protect the rights to freedom of expression and privacy.  Moreover, it does 
not apply in any event to the acquisition of communications data, the analysis of 

                                            
91 Lƴ ƭƛƎƘǘ ƻŦ ǘƘŜ /ƻƳƳƛǘǘŜŜΩǎ ǎǘŀǘŜŘ ǇǊŜŦŜǊŜƴŎŜ ǘƻ ǊŜŎŜƛǾŜ ǎƘƻǊǘ ǎǳōƳƛǎǎƛƻƴǎΣ !w¢L/[9 мф Ƙŀǎ ŎƻƴŦƛƴŜŘ ƛǘǎ ŜǾƛŘŜƴŎŜ ǘƻ ǘƘƻǎŜ 
issues that we regard as being of particular importance. However, the fact that we have not commented on a particular 
provision cannot be taken as an indication that we agree with it. Rather, this simply reflects the fact that the draft Bill is 
extremely long whereas we have endeavoured to keep our submissions short. 
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ǿƘƛŎƘ Ƴŀȅ ōŜ ŜǾŜǊȅ ōƛǘ ŀǎ ƛƴǘǊǳǎƛǾŜ ŀǎ ŜȄŀƳƛƴƛƴƎ ǘƘŜ ŎƻƴǘŜƴǘ ƻŦ ŀ ǇŜǊǎƻƴΩǎ 
communications; and 
 

(d) the draft Bill contains several provisions of considerable breadth and which lack 
effective safeguards. In particular, the provisions for equipment interference under 
Part 5 go beyond mere surveillance and, indeed, are highly intrusive, while clause 
189(4)(c) appears to grant the Secretary of State the power to weaken or ban 
encryption. 

 
 
The Bulk warrantry powers contained in Part 6 of the draft Bill are intrinsically 
disproportionate and will have a significant chilling effect on freedom of expression 
worldwide 
 
4. Part 6 of the draft Bill provides for three different types of bulk warrants: (i) the bulk 

interception of communications, (ii) the bulk acquisition of communications data; and 
(iii) the bulk interference with equipment (including personal computers or mobile 
phone). In each case, the warrants provide for interception, acquisition or interference 
of an unlimited number of communications, data or devices. 
 

5. There is no requirement whatsoever that the Secretary of State reasonably suspect that 
those affected are involved in serious crime or threats to national security. Nor is there 
any requirement that the interference be targeted at a particular person or premises 
(as is required in the case of warrants issued under clause 13(1)).  
 

6. Nothing in Part 6 or, indeed, elsewhere in the draft Bill imposes any kind of upper limit 
on what might be obtained by way of a bulk warrant, subject only to the requirement 
ǘƘŀǘ ǘƘŜ {ŜŎǊŜǘŀǊȅ ƻŦ {ǘŀǘŜ ŎƻƴǎƛŘŜǊǎ ǘƘŀǘ ƛǘ ƛǎ άƴŜŎŜǎǎŀǊȅέ ƛƴ ǘƘŜ ƛƴǘŜǊŜǎǘǎ ƻŦ ƴŀǘƛƻƴŀƭ 
security or certain other specified interests (clauses 107(1)(b)), 122(1)(a), and 
137(1)(b)). 
 

7. In other words, it is open to the Secretary of State to issue bulk warrants to obtain 
potentially billions of emails or phone calls, the data relating to billions of 
communications, or ς indeed ς release a computer virus by way of a bulk equipment 
interference warrant that affects billions of computers or mobile phones without any 
requirement that s/he believes that those affected may be involved in criminal activity 
(including terrorism). 
 

8. Although the bulk interception and equipment interference warrants may only be 
issued where the main purpose of the activity is to acquire intelligence relating to 
individuals outside the UK (clauses 107(3) and 137(3)), this does not prevent potentially 
millions of persons (and their devices) being affected within the UK. Nor is there any 
corresponding constraint on the ability to obtain bulk communications under Chapter 2 
of Part 6 in respect of persons within the UK. 
 

9. The government does not deny that these warrants would involve an interference with 
the fundamental rights of millions of people who have not been suspected of any 
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ŎǊƛƳƛƴŀƭ ŀŎǘƛǾƛǘȅ ƻŦ ŀƴȅ ƪƛƴŘΦ LƴǎǘŜŀŘΣ ƛǘǎ ŀǊƎǳƳŜƴǘ ƛǎ ǘƘŀǘ ǘƘŜ ƳŀǘŜǊƛŀƭ ƎŀǘƘŜǊŜŘ ƛǎ άƭƛƪŜƭȅ 
to include communicaǘƛƻƴǎ ƻǊ ƻǘƘŜǊ Řŀǘŀ ǊŜƭŀǘƛƴƎ ǘƻ ǘŜǊǊƻǊƛǎǘǎ ŀƴŘ ǎŜǊƛƻǳǎ ŎǊƛƳƛƴŀƭǎέ 
όǇŀǊŀ оо ƻŦ ǘƘŜ DƻǾŜǊƴƳŜƴǘΩǎ DǳƛŘŜ ǘƻ tƻǿŜǊǎ ŀƴŘ {ŀŦŜƎǳŀǊŘǎύΦ 
 

10. !w¢L/[9 мф ǎǳōƳƛǘǎΣ ƘƻǿŜǾŜǊΣ ǘƘŀǘ ǘƘŜ ŦǳƴŘŀƳŜƴǘŀƭ ōŀǎƛǎ ƻŦ ǘƘŜ ƎƻǾŜǊƴƳŜƴǘΩǎ 
approach is profoundly flawed. The rights to freedom of expression and privacy are 
simply too important to justify the government collecting the private communications 
of millions of people it does not suspect of involvement in criminal or terrorist activity. 
As the Grand Chamber of the European Court of Human Rights held in its recent 
judgment in Zakharov v Russia (47143/06, 4 December 2015), any authorisation for the 
use of surveillance powers: 

 
[M]ust be capable of verifying the existence of a reasonable suspicion against 
the person concerned, in particular, whether there are factual indications for 
suspecting that person of planning, committing or having committed criminal 
acts or other acts that may give rise to secret surveillance measures, such as, 
for example, acts endangering national security (para 260). 

 
11. The fact that bulk interception and acquisition of private communications and the data 

relating to those communications may be forensically useful is beside the point. In S 
and Marper v United Kingdom [2009] EHRR 50, for instance, the UK government had 
argued that the retention of DNA samples belonging to people who had not been 
convicted of any criminal offence was of άƛƴŜǎǘƛƳŀōƭŜ ǾŀƭǳŜ ƛƴ ǘƘŜ ŦƛƎƘǘ ŀƎŀƛƴǎǘ ŎǊƛƳŜ 
ŀƴŘ ǘŜǊǊƻǊƛǎƳ ŀƴŘ ǘƘŜ ŘŜǘŜŎǘƛƻƴ ƻŦ ǘƘŜ Ǝǳƛƭǘȅέ όǇŀǊŀ фмύΦ ¢ƘŜ DǊŀƴŘ /ƘŀƳōŜǊ ƻŦ ǘƘŜ 
European Court of Human Rights in Marper did not ŘƛǎǇǳǘŜ ǘƘŜ ¦Y ƎƻǾŜǊƴƳŜƴǘΩǎ 
ŀǊƎǳƳŜƴǘǎ ǘƘŀǘ ǘƘŜ 5b! ƳŀǘŜǊƛŀƭ ǿŀǎ ƻŦ άƛƴŜǎǘƛƳŀōƭŜ ǾŀƭǳŜέΦ hƴ ǘƘŜ ŎƻƴǘǊŀǊȅΣ ƛǘ 
ŜȄǇƭƛŎƛǘƭȅ ǊŜŎƻƎƴƛǎŜŘ άǘƘŜ ƛƳǇƻǊǘŀƴŎŜ ƻŦ ǎǳŎƘ ƛƴŦƻǊƳŀǘƛƻƴ ƛƴ ǘƘŜ ŘŜǘŜŎǘƛƻƴ ƻŦ ŎǊƛƳŜέ 
όǇŀǊŀ млсύΦ .ǳǘ ǘƘŜ DǊŀƴŘ /ƘŀƳōŜǊ ƛƴ ǘƘŀǘ ŎŀǎŜ ƘŜƭŘ ǘƘŀǘ ǘƘŜ άōƭŀƴƪŜǘ ŀƴŘ 
ƛƴŘƛǎŎǊƛƳƛƴŀǘŜ ƴŀǘǳǊŜ ƻŦ ǘƘŜ ǇƻǿŜǊ ƻŦ ǊŜǘŜƴǘƛƻƴέ ǿŀǎ ŀ ŘƛǎǇǊƻǇƻǊǘƛonate interference 
ǿƛǘƘ ǘƘŜ ǊƛƎƘǘ ǘƻ ǇǊƛǾŀŎȅ ǳƴŘŜǊ !ǊǘƛŎƭŜ у 9ǳǊƻǇŜŀƴ /ƻƴǾŜƴǘƛƻƴ ƻƴ IǳƳŀƴ wƛƎƘǘǎ όΨ9/IwΩύ 
ƻŦ ǘƘƻǎŜ ǇŜǊǎƻƴǎ ǿƘƻ ƘŀŘ ƴƻǘ ōŜŜƴ ŎƻƴǾƛŎǘŜŘ ƻŦ ŀƴȅ ŎǊƛƳƛƴŀƭ ƻŦŦŜƴŎŜΦ ά.ƭŀƴƪŜǘ ŀƴŘ 
ƛƴŘƛǎŎǊƛƳƛƴŀǘŜέ ǊŜǘŜƴǘƛƻƴΣ ǘƘŜ DǊŀƴŘ /ƘŀƳōŜǊ ƘŜƭŘΣ ŎƻǳƭŘ ƴƻǘ ǘƘŜǊŜŦƻre be said to be 
άƴŜŎŜǎǎŀǊȅ ƛƴ ŀ ŘŜƳƻŎǊŀǘƛŎ ǎƻŎƛŜǘȅέ όǇŀǊŀ мнрύΦ 

 
12. Similarly in Case C-293/12 Digital Rights Ireland, the Grand Chamber of the Court of 
WǳǎǘƛŎŜ ƻŦ ǘƘŜ 9ǳǊƻǇŜŀƴ ¦ƴƛƻƴ όΨ/W9¦Ωύ ƘŜƭŘ ǘƘŀǘ ǘƘŜ ōƭŀƴƪŜǘ ǊŜǘŜƴǘƛƻƴ ƻŦ 
communications data was a disproportionate interference with the rights to privacy and 
data protection under Articles 7 and 8 of the EU Charter of Fundamental Rights, 
ƛƴǾƻƭǾƛƴƎ ŀǎ ƛǘ ŘƛŘ ŀƴ άƛƴǘŜǊŦŜǊŜƴŎŜ ǿƛǘƘ ǘƘŜ ŦǳƴŘŀƳŜƴǘŀƭ ǊƛƎƘǘǎ ƻŦ ǇǊŀŎǘƛŎŀƭƭȅ ǘƘŜ ŜƴǘƛǊŜ 
9ǳǊƻǇŜŀƴ ǇƻǇǳƭŀǘƛƻƴέ όǇŀǊŀ мп). 
 

13. For these reasons, ARTICLE 19 maintains that the bulk warrantry powers set out in Part 
6 of the draft Bill are intrinsically disproportionate. There is no requirement on the 
Secretary of State to target the interception or acquisition or interference to those 
individuals she believes may be involved in serious crime or terrorism. There is no upper 
limit on the number of people whose private communications may be intercepted or 
their data gathered. Although Part 6 purports to set restrictions on the circumstances in 
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which intercepted communications or data may be examined, there is no recognition 
ǘƘŀǘ ǘƘŜ ǾŜǊȅ ŀŎǘ ƻŦ ƛƴǘŜǊŎŜǇǘƛƴƎ ŀ ǇŜǊǎƻƴΩǎ ǇǊƛǾŀǘŜ ŎƻƳƳǳƴƛŎŀǘƛƻƴǎ ƛǎ ŀƴ ƛƴǘŜǊŦŜǊŜƴŎŜ 
with their privacy, even if it is not read ς just as the Grand Chamber in Marper found 
ǘƘŀǘ ǘƘŜǊŜ ǿŀǎ ŀƴ ƛƴǘŜǊŦŜǊŜƴŎŜ ǿƛǘƘ ŀ ǇŜǊǎƻƴΩǎ ǇǊƛǾŀŎȅ ƳŜǊŜƭȅ ōȅ ƘŀǾƛƴƎ ǘƘŜƛǊ 5b! 
stored in a database, even if it is never accessed or analysed. 
 

14. As a result, ARTICLE 19 believes that the proposed bulk warrantry powers contained in 
Part 6 will have a profound chilling effect on freedom of expression. Since the Snowden 
revelations, for instance, organisations such as ourselves have been obliged to upgrade 
the security of our communications in order to ensure the confidentiality that our 
partners, i.e. human rights defenders, journalists and activists, need in order to carry 
out their work. These concerns are not just theoretical. In Liberty and others v GCHQ 
[2015] UKIPTTrib 13_77-H2, for instance, the Investigatory Powers Tribunal found that 
GCHQ had intercepted and unlawfully retained the private communications of Amnesty 
International and the Legal Resources Centre, a South African NGO. Despite the 
ŀǎǎǳǊŀƴŎŜǎ ƻŦ ǘƘŜ LƴǘŜǊŎŜǇǘƛƻƴ ƻŦ /ƻƳƳǳƴƛŎŀǘƛƻƴǎ /ƻƳƳƛǎǎƛƻƴŜǊ ǘƘŀǘ άǘƘŜ ƛƴǘŜǊŎŜǇǘƛƻƴ 
agencies do ƴƻǘ ŜƴƎŀƎŜ ƛƴ ƛƴŘƛǎŎǊƛƳƛƴŀǘŜ ǊŀƴŘƻƳ Ƴŀǎǎ ƛƴǘǊǳǎƛƻƴέ όǇŀǊŀ сΦсΦн ƻŦ ǘƘŜ 
2013 report), it has now become clear that NGOs communications worldwide are liable 
to be intercepted by the intelligence agencies. We cannot understate the risks that this 
poses to human rights organisations around the world, who rely on the willingness of 
ordinary men and women to pass them information in confidence, sometimes at their 
risk to their very lives. The knowledge that the UK intelligences services may intercept 
those emails ς not to mention pass on their contents to a foreign government - is bound 
to diminish that willingness of people in other countries will have to communicate with 
NGOs.  
 

15. In July 2014, for instance, Human Rights Watch and Pen International published a 
report in which it detailed the impact of surveillance on lawyers and journalists in the 
US.92 They were told by journalists that government officials were substantially less 
willing to be in contact with the press.93 Similarly, lawyers were concerned about their 
ability to defend their clients in cases in which the intelligence agencies might have an 
interest.94 By maintaining a bulk interception and acquisition capability without any 
requirement of targeting and without adequate safeguards, the UK government is 
contributing to a global chilling of free expression, including among those NGOs who 
are working worldwide under dangerous conditions to protect and promote 
fundamental rights. 

 
16. More generally, the knowledge that our communications might be intercepted, read, 

analysed by government officials makes individuals more cautious about what they say 
and how they behave online. It breeds conformity and discourages the most vulnerable 
to come forward or expression controversial viewpoints. To enshrine mass surveillance 
ǇǊƻƎǊŀƳƳŜǎ ƛƴǘƻ ƭŀǿ ƛǎ ƭƛƪŜƭȅ ǘƻ ǊŜǎǳƭǘ ƛƴ ǘƘŜ ǇǳōƭƛŎΩǎ ŘƛƳƛƴƛǎƘŜŘ ŀōƛƭƛǘȅ ǘƻ ƻōǘŀƛƴ 

                                            
92 See Human Rights Watch and Pen International, With Liberty to Monitor All: How Large-Scale US Surveillance is Harming 
Journalism, Law and American Democracy, July 2014: 
https://www.hrw.org/sites/default/files/reports/usnsa0714_ForUPload_0.pdf 
93 Ibid. page 3. 
94 Ibid. page 4. 
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information and erosion of our fundamental values as a democratic society. For all 
these reasons, we believe that the bulk warrantry provisions contained in the draft Bill 
are simply incompatible with the fundamental values of a democratic society. 

 
The draft Bill fails to provide sufficient protection for confidential information, including 
journalistic sources and privileged material 
 
17. The importance of protection of journalistic sources as a one of the basic conditions for 

media freedom cannot be overstated.95  Media routinely depend on contacts for the 
supply of information on issues of public interest. Individuals sometimes come forward 
with secret or sensitive information, relying upon the reporter to convey it to a wide 
audience in order to stimulate public debate. In many instances, anonymity is the 
precondition upon which the information is conveyed from the source to the journalist; 
this may be motivated by fear of repercussions which might adversely affect their 
physical safety or job security. Journalists would never be able to gain access to places 
and situations where they can report on matters of general concern if they cannot give 
a strong and genuine undertaking of confidentiality. If they cannot promise sources 
anonymity, then they often cannot report at all. When sources are unsure whether they 
will be protected, they keep silent and the public loses its right to know critical 
information.96 
 

18. Lord Denning recognised the consequences of weak source protection early on. He said 
άώI]f [newspapers] were compelled to disclose their sources, they would soon be bereft of 
information which they ought to have. Their sources would dry up. Wrongdoing would 
not be disclosed. Charlatans could not be exposed. Unfairness would go unremedied. 
Misdeeds in the corridors of power, in companies or in government departments would 
never be knownΦέ97 
 

19. Up until recent revelations that police had used RIPA to obtain the phone records of 
reporters to identify sources,98 journalists could reasonably expect to benefit from 
ǎǘǊƻƴƎ ǇǊƻǘŜŎǘƛƻƴǎ ǳƴŘŜǊ ǘƘŜ tƻƭƛŎŜ ŀƴŘ /ǊƛƳƛƴŀƭ 9ǾƛŘŜƴŎŜ !Ŏǘ мфуп όΨt!/9ΩύΦ99 In 
general, under PACE, access to journalistic material or confidential sources requires 
judicial authorisation under Schedule 1 of that Act. We note, however, the report of the 
inquiry of the Interception of Communications Commissioner in February 2015, in 
which he found that police forces had used their power to obtain communications data 
under Part 1 of RIPA in an effort to identify the sources of confidential information 
received by journalists. Noting that the existing legal framework and practice lacked 
sufficient procedural safeguards, the Commissioner recommended that access to 

                                            
95 See, among leading authorities, Goodwin v. the United Kingdom, judgment of 27 March 1996, § 39. For further 
references, see the European Court of Human Rights factsheet on the protection of journalistic sources: 
http://echr.coe.int/Documents/FS_Journalistic_sources_ENG.pdf  
96 CƻǊ ƳƻǊŜ ŘŜǘŀƛƭǎ ŀōƻǳǘ ǘƘŜ ǇǊƻǘŜŎǘƛƻƴ ƻŦ ƧƻǳǊƴŀƭƛǎǘƛŎ ǎƻǳǊŎŜǎ ŀƴŘ ǿƘƛǎǘƭŜōƭƻǿŜǊǎΣ ǎŜŜ !w¢L/[9 мфΩǎ ǊŜǎǇƻƴǎŜ ǘƻ ǘƘŜ ¦b 
Special Rapporteur on Freedom ƻŦ 9ȄǇǊŜǎǎƛƻƴ Ŏƻƴǎǳƭǘŀǘƛƻƴ ƻƴ ǇǊƻǘŜŎǘƛƻƴ ƻŦ ƧƻǳǊƴŀƭƛǎǘǎΩ ǎƻǳǊŎŜǎ ŀƴŘ ǿƘƛǎǘƭŜōƭƻǿŜǊǎΣ Wǳƭȅ 
2015: https://www.article19.org/data/files/medialibrary/38082/A19--Protection-of-Sources-and-WBs-Consultation-
final.pdf  
97 British Steel Corpn v Granada Television Ltd, [1981] 1 All ER 417.  
98 See next para. 
99 See particularly Part 2 (search warrants) and Schedule 1 (special procedure) 
http://www.legislation.gov.uk/ukpga/1984/60/part/II/crossheading/search-warrants 

http://echr.coe.int/Documents/FS_Journalistic_sources_ENG.pdf
https://www.article19.org/data/files/medialibrary/38082/A19--Protection-of-Sources-and-WBs-Consultation-final.pdf
https://www.article19.org/data/files/medialibrary/38082/A19--Protection-of-Sources-and-WBs-Consultation-final.pdf
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communications data for the purpose of identifying journalistic sources should be 
authorised by a judge. 

 
20. Lƴ !w¢L/[9 мфΩǎ ǾƛŜǿΣ ƘƻǿŜǾŜǊΣ ǘƘŜ ǊŜǉǳƛǊŜƳŜƴǘ ŦƻǊ ƧǳŘƛŎƛŀƭ ŀǳǘƘƻǊƛǎŀǘƛƻƴ ƛƴ ŎƭŀǳǎŜ см ƻŦ 

the draft Bill in relation to the acquisition of communications data άŦƻǊ ǘƘŜ ǇǳǊǇƻǎŜ ƻŦ 
ƛŘŜƴǘƛŦȅƛƴƎ ƻǊ ŎƻƴŦƛǊƳƛƴƎ ŀ ǎƻǳǊŎŜ ƻŦ ƧƻǳǊƴŀƭƛǎǘƛŎ ƛƴŦƻǊƳŀǘƛƻƴέ όŎƭŀǳǎŜ смόмύόŀύύ Ŧŀƛƭǎ ǘƻ 
provide sufficient protection for the confidentiality of journalistic sources (including 
those of non-governmental organisations). More generally, we consider that the draft 
Bill fails to provide adequate protection for other well-established grounds for 
confidentiality, i.e. doctor-patient, ministers of religion, communications with MPs and 
legal professional privilege. 
 

21. First, the judicial commissioner is not required under clause 61 to satisfy himself or 
herself that the access which is sought to the communications data is either necessary 
or proportionate, having due regard to the need to protect the confidentiality of 
journalistic sources. Instead, clause 61(5)(a) requires no more than that the judicial 
ŎƻƳƳƛǎǎƛƻƴŜǊ ŎƻƴǎƛŘŜǊǎ ǘƘŀǘ ǘƘŜǊŜ ǿŜǊŜ άǊŜŀǎƻƴŀōƭŜ ƎǊƻǳƴŘǎ ŦƻǊ ŎƻƴǎƛŘŜǊƛƴƎ ǘƘŀǘ ǘƘŜ 
ǊŜǉǳƛǊŜƳŜƴǘǎ ƻŦ ώtŀǊǘ оϐ ǿŜǊŜ ǎŀǘƛǎŦƛŜŘ ƛƴ ǊŜƭŀǘƛƻƴ ǘƻ ǘƘŜ ŀǳǘƘƻǊƛǎŀǘƛƻƴέΦ Lƴ !w¢L/[9 мфΩǎ 
view, this is an inadequate safeguard and one that is markedly weaker than that 
provided under Schedule 1 of PACE in respect of journalistic material. Accordingly, 
clause 61 creates a perverse incentive for public authorities to rely on the powers under 
Part 3 of the draft Bill to identify journalistic sources, rather than those under PACE, 
because the relevant threshold under Part 3 is lower. 
 

22. Secondly, there is no requirement under Part 3 of the draft Bill for an inter partes 
hearing on notice to the journalist concerned. By contrast, any application under 
Schedule 1 of PACE must be made on an inter partes basis (see paragraph 7). There is 
no obvious reason why ς ƛŦ ǇƻƭƛŎŜ ǿƛǎƘ ǘƻ ǎŜŜƪ ǘƻ ƛŘŜƴǘƛŦȅ ŀ ƧƻǳǊƴŀƭƛǎǘΩǎ ǎƻǳǊŎŜ ōȅ ƳŜŀƴǎ 
of communications data rather than by way of PACE ς the application to obtain the 
relevant data should be made without giving the journalist an opportunity to be heard. 
Again, it creates a perverse incentive for public authorities to rely on the powers under 
Part 3 instead of PACE, since they know that their case will not be vulnerable to any 
effective challenge. 
 

23. Thirdly, these problems are compounded by the fact that the draft Bill only seeks to 
ǇǊƻǘŜŎǘ ǘƘŜ ΨǎƻǳǊŎŜ ƻŦ ƧƻǳǊƴŀƭƛǎǘƛŎ ƳŀǘŜǊƛŀƭΩΣ ǿƘƛŎƘ ƛǎ ƴŀǊǊƻǿƭȅ ŘŜŦƛƴŜŘΦ ¦ƴŘŜǊ ŎƭŀǳǎŜ см 
όтύΣ ΨǎƻǳǊŎŜ ƻŦ ƧƻǳǊƴŀƭƛǎǘƛŎ ƛƴŦƻǊƳŀǘƛƻƴΩ ƳŜŀƴǎ άan individual who provides material 
intending the recipient to use it for the purposes of journalism or knowing that it is likely 
to be so usedέΦ Lƴ ƻǘƘŜǊ ǿƻǊŘǎΣ ŎƭŀǳǎŜ см ƳŜǊŜƭȅ ǎŜŜƪǎ ǘƻ ǇǊƻǘŜŎǘ ǘƘŜ ǎƻǳǊŎŜΣ ƛΦŜΦ ŀ 
person, from being identified. By contrast, no provision is made in the Bill for the 
ǇǊƻǘŜŎǘƛƻƴ ƻŦ ǘƘŜ ΨƧƻǳǊƴŀƭƛǎǘƛŎ ƳŀǘŜǊƛŀƭΩ ƛǘǎŜƭŦΦ LƴŘŜŜŘΣ ǘƘŜ ŘǊŀŦǘ .ƛƭƭ ŘƻŜǎ ƴƻǘ ŀǘǘŜƳǇǘ ǘƻ 
ŘŜŦƛƴŜ ǿƘŀǘ ΨǘƘŜ ǇǳǊǇƻǎŜǎ ƻŦ ƧƻǳǊƴŀƭƛǎƳΩ ƳƛƎƘǘ ƛƴǾƻƭǾŜΦ Lǘ ƛǎ ǘƘŜǊŜŦƻǊŜ ǳƴŎƭŜŀǊ ǿƘŜǘƘŜǊ 
a blogger, civil society organisation or activist could benefit from the limited protections 
of clause 61. In particular, there is no recognition of the fact that the protection for 
journalistic sources under Article 10 ECHR extends to NGOs as well as journalists.100 

                                            
100 See e.g. the European Court of Human Rights, Gusova v Bulgaria App. 6987/07, 17 February 2015), at paragraph 38. 
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²ƘƛƭŜ ǘƘŜ LƴŦƻǊƳŀǘƛƻƴ /ƻƳƳƛǎǎƛƻƴŜǊΩǎ hŦŦƛŎŜ Ƙŀǎ ǇǊƻǾƛŘŜŘ ƎǳƛŘŀƴŎŜ ŀǎ ǘƻ ǿƘŀǘ Ƴŀȅ 
amount to journalistic activity,101 it is clearly unsatisfactory that the draft Bill fails 
adequately to make clear the scope of the protection afforded. 

 
24. Fourthly, although provision is made for the protection of journalistic sources, there is 

no corresponding protection given under clause 61 in respect of communications data 
that might identify, for instance, details of a person seeking medical advice, religious 
counselling, or obtaining legal advice. It is simply false to assume that communications 
data cannot reveal details of such confidential or privileged material. On the contrary, 
details of a telephone number or website may readily reveal sensitive personal 
information of this kind, e.g. an AIDS hotline, a website for abortion services, or the 
time and date that a person contacted a solicitor. The very fact that a person has sought 
legal advice, for instance, is itself privileged information and yet clause 61 offers no 
safeguards in this respect. 
 

25. More generally, the draft Bill contains no explicit protection for these categories of 
confidential information, save that afforded to Members of Parliament under clauses 16 
and 85 in respect of warrants for interception and equipment interference. Instead, the 
government proposes to deal with these categories by way of its Codes of Practice but 
no draft Codes have yet been published. As it stands, therefore, the draft Bill provides 
no additional protection for confidential information contained in communications with 
doctors, ministers of religion, or lawyers. 

 
The double-lock authorisation provides insufficient protection for fundamental rights 
 
26. It is well-established that surveillance powers must be independently authorised, ideally 

by a judge: see for example the judgment of the European Court of Human Rights 
(ECtHR) in Klass v Germany (1980) 2 EHRR 214: 

 
The rule of law implies, inter alia, that an interference by the executive 
ŀǳǘƘƻǊƛǘƛŜǎ ǿƛǘƘ ŀƴ ƛƴŘƛǾƛŘǳŀƭΩǎ ǊƛƎƘǘǎ ǎƘƻǳƭŘ ōŜ ǎǳōƧŜŎǘ ǘƻ ŀƴ ŜŦŦŜŎǘƛǾŜ ŎƻƴǘǊƻƭ 
which should normally be assured by the judiciary, at least in the last resort, 
judicial control offering the best guarantees of independence, impartiality and 
a proper procedure (paragraph 55). 

 
27. Similarly, in Digital Rights Ireland, the CJEU stressed the importance of: 

 
[P]rior review by a court or an independent administrative body whose 
decision seeks to limit access to the data and their use to what is strictly 
necessary for the purpose of attaining the objective pursued and which 
intervenes following a reasoned request of those authorities submitted within 
the framework of procedures of prevention, detection or criminal 
prosecutions 

 

                                            
101 https://ico.org.uk/media/for-organisations/documents/1552/data-protection-and-journalism-media-guidance.pdf 
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28. In both Klass and Digital Rights Ireland, it is clear that the decision should be made by a 
judge and not by a member of the executive who lacks independence from the agencies 
seeking to carry out interceptions or equipment interference. By contrast, the so-called 
άŘƻǳōƭŜ-ƭƻŎƪέ ǇǊƻŎŜŘǳǊŜ ŦŜŀǘǳǊŜŘ ǘƘǊƻǳƎƘƻǳǘ ǘƘŜ ŘǊŀŦǘ .ƛƭƭ όǎŜŜ ŎƭŀǳǎŜǎ мфΣ флΣ млфΣ 
123, 138 and 155) does not confer decision-making power on the judge. Instead, the 
ƧǳŘƛŎƛŀƭ ŎƻƳƳƛǎǎƛƻƴŜǊ ƛǎ ŎƘŀǊƎŜŘ ƻƴƭȅ ǿƛǘƘ ǊŜǾƛŜǿƛƴƎ ǘƘŜ {ŜŎǊŜǘŀǊȅ ƻŦ {ǘŀǘŜΩǎ 
ŎƻƴŎƭǳǎƛƻƴǎ ŀǎ ǘƻ ƴŜŎŜǎǎƛǘȅ ŀƴŘ ǇǊƻǇƻǊǘƛƻƴŀƭƛǘȅΣ ŀǇǇƭȅƛƴƎ άǘƘŜ ǎŀƳŜ ǇǊƛƴŎƛǇƭŜǎ ŀǎ ǿƻǳƭŘ 
be applied by a coǳǊǘ ƻƴ ŀƴ ŀǇǇƭƛŎŀǘƛƻƴ ŦƻǊ ƧǳŘƛŎƛŀƭ ǊŜǾƛŜǿέΦ 
 

29. Lƴ !w¢L/[9 мфΩǎ ǾƛŜǿΣ ƘƻǿŜǾŜǊΣ ŎƻƴǾŜƴǘƛƻƴŀƭ ƧǳŘƛŎƛŀƭ ǊŜǾƛŜǿ ǇǊƛƴŎƛǇƭŜǎ ŀǊŜ ƴƻǘ ŀŘŜǉǳŀǘŜ 
to protect fundamental rights in this manner. First, the usual standard applied is 
Wednesbury unreasonableness, which means that the judge cannot disturb the 
{ŜŎǊŜǘŀǊȅ ƻŦ {ǘŀǘŜΩǎ ŎƻƴŎƭǳǎƛƻƴǎ ŀǎ ǘƻ ƴŜŎŜǎǎƛǘȅ ŀƴŘ ǇǊƻǇƻǊǘƛƻƴŀƭƛǘȅ ǳƴƭŜǎǎ ƘŜ ƻǊ ǎƘŜ ƛǎ 
satisfied that the decision was so unreasonable that no reasonable person could have 
arrived at such a decision. This is an extraordinarily low threshold for the Secretary of 
State to have to meet, meaning that it is highly unlikely that a judge would ever reverse 
ǘƘŜ {ŜŎǊŜǘŀǊȅ ƻŦ {ǘŀǘŜΩǎ ŘŜŎƛǎƛƻƴΦ  
 

30. Secondly, the limitations of judicial review are well-ŜǎǘŀōƭƛǎƘŜŘΥ ŀ ƧǳŘƎŜ άƳŀȅ ƴƻǘ Ƴŀke 
fresh findings of fact and must accept apparently tenable conclusions on credibility 
ƳŀŘŜ ƻƴ ōŜƘŀƭŦ ƻŦ ǘƘŜ ŀǳǘƘƻǊƛǘƛŜǎΦέ102 Indeed, a court applying judicial review principles 
Ƙŀǎ άƴƻ ƧǳǊƛǎŘƛŎǘƛƻƴ ǘƻ ǊŜŀŎƘ ƛǘǎ ƻǿƴ ŎƻƴŎƭǳǎƛƻƴ ƻƴ ǘƘŜ ǇǊƛƳŀǊȅ ŦŀŎǘǎΤ ǎǘƛƭƭ ƭŜss any power 
ǘƻ ǿŜƛƎƘ ǘƘŜ ŜǾƛŘŜƴŎŜέ όR(Bewry) v Norwich City Council [2001] EWHC Admin 657. 
Indeed, it is for this reason that the European Court of Human Rights has repeatedly 
found the mere availability of judicial review to be an insufficient safeguard: see e.g. 
Tsfayo v United Kingdom (60860/00, 14 November 2006), in which the Strasbourg Court 
held that the applicant had not had the benefit of a fair hearing before an independent 
and impartial tribunal contrary to Article 6 ECHR, notwithstanding that she had had the 
ōŜƴŜŦƛǘ ƻŦ ƧǳŘƛŎƛŀƭ ǊŜǾƛŜǿ ōȅ ǘƘŜ IƛƎƘ /ƻǳǊǘΣ ōŜŎŀǳǎŜ ǘƘŜ IƛƎƘ /ƻǳǊǘ άŘƛŘ ƴƻǘ ƘŀǾŜ 
jurisdiction to rehear the evidence or substitute its own views as to the applicant's 
ŎǊŜŘƛōƛƭƛǘȅέ όǇŀǊŀ пуύΦ 

 
31. Thirdly, judicial review principles are an inadequate standard because there is no 

possibility of an inter partes hearing. We are aware of the views expressed by Lord 
Pannick QC in a recent article in which he expressed the view that judicial review 
principles provided an adequate basis for the judicial ŎƻƳƳƛǎǎƛƻƴŜǊΩǎ ǊŜǾƛŜǿ ōŜŎŀǳǎŜ ƛǘ 
ǿŀǎ ŀ άŦƭŜȄƛōƭŜέ ǊŜƳŜŘȅΦ ²Ƙŀǘ [ƻǊŘ tŀƴƴƛŎƪΩǎ ŀǊǘƛŎƭŜ ƛƎƴƻǊŜǎΣ ƘƻǿŜǾŜǊΣ ƛǎ ǘƘŀǘ ǘƘŜ ƳƻǊŜ 
intense, non-standard forms of judicial review have only emerged as a result of inter 
partes argument as to the appropriate threshold or intensity of review to be applied in 
the particular case. In immigration proceedings, for instance, it will be possible for an 
applicant to argue that the court should apply a higher threshold than the usual 
Wednesbury standard because of the particular subject matter of the case. In the case 
of warrants under the draft Bill, by contrast, there is absolutely no prospect of an inter 
partes hearing because to do so would undermine the secret nature of surveillance. 
There is, therefore, no realistic prospect that a judicial commissioner would conclude 

                                            
102 Runa Begum v London Borough of Tower Hamlets [2003] UKHL 5. 
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that a higher level of review than Wednesbury-unreasonableness should apply, 
especially as the judicial commissioner would have no opportunity to hear oral 
argument on the issue. More to the point, there is absolutely nothing in the draft Bill 
that would permit a judicial commissioner to apply a higher standard. In other words, 
the so-called double lock is in reality a single lock, and it is the Secretary of State who 
has the key. 
 

32. We note, in any event, that even the weakened judicial approval mechanism contained 
in the draft Bill does not apply to the acquisition of communications data, save as 
provided by clause 61 or where it is sought by way of a bulk warrant under Chapter 2 of 
Part 6. Given the obvious sensitivity of communications data and its ability to disclose 
ƘƛƎƘƭȅ ǎŜƴǎƛǘƛǾŜ ŘŜǘŀƛƭǎ ƻŦ ŀ ǇŜǊǎƻƴΩǎ ǇǊƛǾŀǘŜ ƭƛŦŜΣ 103 we regard this as entirely 
unsatisfactory. 
 

33. Lastly, ARTICLE 19 notes that many other countries around the world, such as Canada 
and the United States, have judicial authorisation of interception, in which the judge 
takes the relevant decision alone, and yet there is no evidence of any lack of 
effectiveness of surveillance in those jurisdictions. More generally, we are concerned 
that ς by establishing an unduly weak model of judicial oversight ς the United Kingdom 
is liable to set a poor example to other countries who are likely to be influenced by the 
ƳƻŘŜƭ ŀŘƻǇǘŜŘ ƘŜǊŜΦ LŦ ǘƘŜ IƻƳŜ {ŜŎǊŜǘŀǊȅΩǎ ŎƭŀƛƳ ǘƻ ŘŜƭƛǾŜǊ άǿƻǊƭŘ-ƭŜŀŘƛƴƎέ ƻǾŜǊǎƛƎƘǘ 
is to have any substance, the draft Bill must contain actual judicial authorisation rather 
than just mere judicial review. 

 
The draft Bill grants powers of undefined scope without sufficient safeguards 
34. In addition to our concerns outlined above, ARTICLE 19 notes that the draft Bill contains 

a number of provisions of considerable breadth and which lack effective safeguards. 
These include the use of warrants for equipment interference under Part 5 and Chapter 
3 of Part 6, the provision for national security notices under clause 188 and for the 
maintenance of technical capabilities under clause 189. 
 

35. Firstly, ARTICLE 19 notes that the new equipment interference powers under parts 5 
and 6 of the draft Bill present significant challenges for investigative journalism. 
Equipment interference (i.e. hacking), whether carried out by a government or private 
ŀŎǘƻǊΣ ƛǎ ǇŜǊƘŀǇǎ ǘƘŜ Ƴƻǎǘ ǎŜǊƛƻǳǎ ŦƻǊƳ ƻŦ ƛƴǘǊǳǎƛƻƴ ƛƴǘƻ ǎƻƳŜƻƴŜΩǎ ǇǊƛǾŀǘŜ ƭƛŦŜΣ ƎƛǾŜƴ 
that it involves access to private information without permission or notification. It also 
ŦǳƴŘŀƳŜƴǘŀƭƭȅ ōǊŜŀŎƘŜǎ ǘƘŜ ƛƴǘŜƎǊƛǘȅ ƻŦ ǘƘŜ ǘŀǊƎŜǘΩǎ ƻǿƴ ǎŜŎǳǊƛǘȅ ƳŜŀǎǳǊŜǎΦ ¦ƴƭƛƪŜ 
search warrants where the individual would at least be notified that their home or 
ƻŦŦƛŎŜ ǿŀǎ ōŜƛƴƎ ǎŜŀǊŎƘŜŘΣ ƘŀŎƪƛƴƎ ƎŜƴŜǊŀƭƭȅ ǘŀƪŜǎ ǇƭŀŎŜ ǿƛǘƘƻǳǘ ŀ ǇŜǊǎƻƴΩǎ ƪƴƻǿƭŜŘƎŜ. 
Lǘ ƛǎ ǘƘŜ ŜǉǳƛǾŀƭŜƴǘ ƻŦ ǘƘŜ ǇƻƭƛŎŜ ōǊŜŀƪƛƴƎ ƛƴǘƻ ǎƻƳŜƻƴŜΩǎ ƘƻƳŜΦ ¢ƘŜ ΨƛƴǘŜǊŦŜǊŜƴŎŜΩ ǿƛǘƘ 
equipment takes on different forms, from logging keystrokes on a computer to identify 
ŀ ǇŀǎǎǿƻǊŘ ǘƻ ǘŀƪƛƴƎ ŎƻƴǘǊƻƭ ƻŦ ǎƻƳŜƻƴŜΩǎ ǎƳŀǊǘǇƘƻƴŜ ŎƻǾŜǊǘƭȅ ǘƻ ǘŀƪŜ ǇƘƻǘƻƎǊŀǇhs or 
ǊŜŎƻǊŘ ǾƛŘŜƻ ƻǊ ǎƻǳƴŘ ǿƛǘƘƻǳǘ ǘƘŜ ǳǎŜǊ ƻǊ ƻǿƴŜǊΩǎ ƪƴƻǿƭŜŘƎŜΦ  

                                            
103 See NSA General Counsel Stewart Baker "metadata absolutely tells you everything about somebody's life. If you have 
enough metadata, you don't really need content." as quoted in Techdirt, Michael Hayden Gleefully Admits: We Kill People 
Based on Metadata, 12 May 2014, available at: https://www.techdirt.com/articles/20140511/06390427191/michael-
hayden-gleefully-admits-we-kill-people-based-metadata.shtml  

https://www.techdirt.com/articles/20140511/06390427191/michael-hayden-gleefully-admits-we-kill-people-based-metadata.shtml
https://www.techdirt.com/articles/20140511/06390427191/michael-hayden-gleefully-admits-we-kill-people-based-metadata.shtml
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36. Given the obvious intrusiveness of such a measure, it should only be authorised by a 

judge in the most exceptional circumstances and must be subject to strict conditions. In 
particular, hacking should only be available for the most serious offences and as a last 
resort, once other, less intrusive methods have already been exhausted.  However, 
ǳƴŘŜǊ ǘƘŜ ŘǊŀŦǘ .ƛƭƭΣ ǘƘŜǎŜ ǇƻǿŜǊǎ ŀǊŜ ƳŜǊŜƭȅ ǎǳōƧŜŎǘ ǘƻ ǘƘŜ ΨŘƻǳōƭŜ ƭƻŎƪΩ ǇǊƻǾƛǎƛƻƴ 
mechanism whose weaknesses have already been referred to. 

 
37. Secondly, clauses 188 and 190-191 make fresh provision for the Secretary of State to 

issue national security notices in secret to telecommunications providers, replacing the 
existing power under section 94 of the Telecommunications Act 1984. We note that the 
power under section 94 was so broad that it was used by intelligence services to obtain 
stored communications in bulk. The Explanatory Notes state that bulk acquisition 
ǿŀǊǊŀƴǘǎ ƛƴ tŀǊǘ с άǊŜǇƭŀŎŜǎ ǘƘŜ ǇǊƻǾision at section 94 of the Telecommunications Act 
1984 which will be repealedέΦ ²Ƙŀǘ ǘƘŜ 9ȄǇƭŀƴŀǘƻǊȅ bƻǘŜǎ Řƻ ƴƻǘ ǎŀȅΣ ƘƻǿŜǾŜǊΣ ƛǎ ǘƘŀǘ 
ς although the power in the 1984 Act will be repealed ς it is effectively replicated by 
clauses 188 and 190-191. In ARTI/[9 мфΩǎ ǾƛŜǿΣ ǘƘŜ ǾŜǊȅ ŦŀŎǘ ǘƘŀǘ ǘƘŜ ǾŀƎǳŜƭȅ-worded 
power contained in section 94 could be used by the intelligence services to secretly 
obtain sensitive personal data on an industrial scale is the best argument against its 
reinstatement in the draft Bill. Despite this, we note that the draft Bill contains very 
little in the way of safeguards to prevent similar abuse in future. 
 

38. Thirdly, we have similar concerns about the proposed power of the Secretary of State 
under clause 189 to make regulations imposinƎ άǎǇŜŎƛŦƛŜŘ ƻōƭƛƎŀǘƛƻƴǎ ƻƴ ǊŜƭŜǾŀƴǘ 
ƻǇŜǊŀǘƻǊǎέΣ ƛƴŎƭǳŘƛƴƎ άobligations relating to the removal of electronic protections 
applied by a relevant operator to any communications or dataέ ǳƴŘŜǊ ŎƭŀǳǎŜ муфόпύόŎύΦ 
5ŜǎǇƛǘŜ  ǘƘŜ DƻǾŜǊƴƳŜƴǘΩǎ ŀǎǎǳǊŀƴŎŜǎ ǘƘŀǘ ǘƘŜ ŘǊŀŦǘ .ƛƭƭ ǿƻǳƭŘ ƴƻǘ ƛƴŎƭǳŘŜ ΨōŀŎƪŘƻƻǊǎΩ 
and that encryption would continue to be protected, it is apparent that the vires of 
clause 189(4)(c) are sufficiently broad to enable the Secretary of State to make 
regulations requiring operators either to remove encryption services upon request, or 
to reduce the effectiveness of encryption. This would fundamentally undermine the use 
of end-to-end encryption and therefore the security of our online communications and 
transactions. In practice, it is equivalent to a gƻǾŜǊƴƳŜƴǘ ΨōŀŎƪŘƻƻǊΩΦ  
 

39. Lƴ !w¢L/[9 мфΩǎ ǾƛŜǿΣ ǘƘŜ ŎƻƴǘƛƴǳƛƴƎ ŀǾŀƛƭŀōƛƭƛǘȅ ƻŦ ǎǘǊƻƴƎΣ ŜƴŘ-to-end encryption is 
essential to the protection of privacy and free expression in the digital era. As the UN 
Special Rapporteur on Freedom of Expression recommended in his May 2015 report: 

 
59. States should promote strong encryption and anonymity. National laws 
should recognize that individuals are free to protect the privacy of their digital 
communications by using encryption technology and tools that allow 
anonymity online. Legislation and regulations protecting human rights 
defenders and journalists should also include provisions enabling access and 
providing support to use the technologies to secure their communications.  

 
60. States should not restrict encryption and anonymity, which facilitate 
and often enable the rights to freedom of opinion and expression. Blanket 
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prohibitions fail to be necessary and proportionate. States should avoid all 
measures that weaken the security that individuals may enjoy online, such 
as backdoors, weak encryption standards and key escrows. 

 
40. The breadth of the powers afforded to the Secretary of State under clauses 188 and 189 

are compounded, in our view, by equally vague definitions under chapter 2 of Part 9. 
Although the Home SecretaǊȅ Ƙŀǎ ǊŜŦŜǊǊŜŘ ǘƻ ǘƘŜ ŘǊŀŦǘ .ƛƭƭ ŎƻƴǘŀƛƴƛƴƎ άǎǘǊƛƴƎŜƴǘ 
ǎŀŦŜƎǳŀǊŘǎέΣ ǘƘŜǊŜ ŀǊŜ ŦŜǿ ŀǇǇŀǊŜƴǘ ǊŜǎǘǊƛŎǘƛƻƴǎ ƻƴ ǘƘŜ ǇƻǿŜǊ ƻŦ ǘƘŜ {ŜŎǊŜǘŀǊȅ ƻŦ {ǘŀǘŜ 
under Part 9 to issue directions in secret or make regulations that would weaken or 
undermine the use of strong end-to-end encryption in the UK.  

 
 
18 December 2015 
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Bar Council ñsupplementary written evidence (IPB0134)  

 
1.  This is the response of the General Council of the Bar of England and Wales (the Bar 
Council) to the questions posed by the Joint Parliamentary Committee on the Draft 
LƴǾŜǎǘƛƎŀǘƻǊȅ tƻǿŜǊǎ .ƛƭƭΦ ¢Ƙƛǎ ǇŀǇŜǊ ǎŜǊǾŜǎ ŀǎ ǘƘŜ .ŀǊ /ƻǳƴŎƛƭΩǎ ǎǳōƳƛǎǎƛƻƴ ƻŦ ǿǊƛǘǘŜƴ 
evidence to the Joint Committee. 
2.   The Bar Council represents over 15,000 barristers in England and Wales. It promotes 
ǘƘŜ .ŀǊΩǎ high quality specialist advocacy and advisory services; fair access to justice for all; 
the highest standards of ethics, equality and diversity across the profession; and the 
development of business opportunities for barristers at home and abroad.  
 
3.   A strong and independent Bar exists to serve the public and is crucial to the 
administration of justice. As specialist, independent advocates, barristers enable people to 
uphold their legal rights and duties, often acting on behalf of the most vulnerable members 
of society. The Bar makes a vital contribution to the efficient operation of criminal and civil 
courts. It provides a pool of talented men and women from increasingly diverse 
backgrounds from which a significant proportion of the judiciary is drawn, on whose 
independence the Rule of Law and our democratic way of life depend. The Bar Council is the 
Approved Regulator for the Bar of England and Wales. It discharges its regulatory functions 
through the independent Bar Standards Board 
 
Contents and summary 
 
 
Introduction          Para 4-7 
Legal professional privilege        Para 8-15 
Question 1: Internet connection records     Para 16 
vǳŜǎǘƛƻƴ нΥ aŜŀƴƛƴƎ ƻŦ ΨƧǳŘƛŎƛŀƭ ǊŜǾƛŜǿΩ     Para 17 
Question 3: Five day warrant authorisation     Para 18 
Question 4: Cultural independence of Judicial Commissioners  Para 19 
Question 5: Terms of appointment for Judicial Commissioners  Para 20 
Question 6: Powers of the Secretary of State     Para 21 
Question 7: Independence of Judicial Commissioners   Para 22 
Question 8: Article 8 of the European Convention on Human Rights Para 23 
Question 9: Protections for legal professional privilege   Para 24 
Question 10: Legal status and content of Codes of Practice   Para 25 
Question 11: Right of appeal from the Investigatory Powers Tribunal Para 29 
Question 12: Holding Investigatory Powers Tribunals in public  Para 30 
Question 13: Use of evidence in legal proceedings    Para 31 
Question 14: Retention of data      Para 32 
Question 15: Detail required for surveillance warrants   Para 33-34 
Question 16: Bulk interception warrants     Para 35 
Appendix 1: Draft Investigatory Powers Bill initial draft New Clauses Proposed by the Bar 
Council for the protection of Legal Professional Privilege 
Appendix 2: Supplementary written evidence to the Joint Parliamentary Committee on the 
Draft Investigatory Powers Bill 
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Introduction 
4. The Bar Council considers that the Bill will provide a much-needed opportunity to 
provide a clear legislative basis for intrusive investigations into the activities of persons in 
this country. When the state engages in such investigations, it must do so under the cover of 
law, clearly set out in statute, clearly understood by investigators and the public, and clearly 
and transparently enforced by the courts. Any failure to achieve these conditions creates a 
sense that the authorities and the security services in particular are immune from lawful 
constraint. That cannot be allowed to exist in a democratic state, which depends upon trust 
and co-operation from its citizens.  
 
5. No government can be allowed to interfere with the privacy of its citizens at will. 
Only authoritarian states employ arbitrary arrest, restrictions on freedom of expression or 
of communication. Unless authorised by law, and subject to a transparent process of 
confirmation of the legitimacy of the action, the powers contained in this Bill would be 
arbitrary and undemocratic. 
  
6. One of the essential rights in a democracy is the right of a citizen to consult with a 
lawyer. For that right to have any meaning, especially when it so often occurs in 
circumstances when the citizen is in some form of legal dispute with the state, the citizen 
Ƴǳǎǘ ƘŀǾŜ ǇǊƛǾŀǘŜ ŀŎŎŜǎǎ ǘƻ ŜŦŦŜŎǘƛǾŜ ƛƴŘŜǇŜƴŘŜƴǘ ƭŜƎŀƭ ŀŘǾƛŎŜΦ ¢ƘŜ ŜȄǇǊŜǎǎƛƻƴ ά[ŜƎŀƭ 
tǊƻŦŜǎǎƛƻƴŀƭ tǊƛǾƛƭŜƎŜέ ƛǎ ǳǎŜŘ ǘƻ describe this right. It is not the right of lawyers ς lawyers 
are its servants not its owners. The privilege is that of the client, and failure to protect that 
right against the state amounts to a significant inroad into a long-standing principle, which 
has formed an important foundation of our rule of law.  
 
7. The Bill contains some wide-ranging powers. Some of these powers raise questions 
about practicality, namely, whether the information gathered can be kept secure from 
access by malign individuals and organisations. These are essentially practical matters which 
ƻǘƘŜǊǎ ŀǊŜ ōŜǘǘŜǊ ǇƭŀŎŜŘ ǘƻ ŀŘŘǊŜǎǎΦ CŀƛƭǳǊŜ ǘƻ ŀŘŘǊŜǎǎ ǘƘŜƳ ǿƛƭƭ Ǌƛǎƪ ƛƴǘǊǳǎƛƻƴ ƛƴ ǘƻ ǇŜƻǇƭŜΩǎ 
privacy to an extent which Parliament would not sanction. 
 
Legal Professional Privilege (LPP) 
8. Legally privileged communications are those between a client and their lawyer which 
come into existence for the dominant purpose of being used for legal advice or in 
connection with actual or pending litigation.  
 
9. When the law allows the state to eavesdrop on privileged communications to gather 
intelligence, clients feel unable to speak openly with their lawyers.  The result is that 
defence teams may not know about perfectly proper defences open to a defendant and will 
therefore not advance them at trial. Breaching privilege also carries the risk that those guilty 
of offences are not successfully prosecuted because of the risks to the integrity and fairness 
of criminal and civil trials.  
 
10. Legal privilege does not apply where communications between a lawyer and client 
are made for the furtherance of criminal activity.  
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11. The Bar Council recognises that the antiquity of LPP is not by itself a sufficient reason 
why it should be given protected status. So why is it important? It is a cornerstone of civil 
society, governed by the rule of law, that persons are able to consult a legal adviser in 
absolute confidence, knowing there is no risk that information exchanged will become 
ƪƴƻǿƴ ǘƻ ǘƘƛǊŘ ǇŀǊǘƛŜǎ ǿƛǘƘƻǳǘ ǘƘŜ ŎƭƛŜƴǘΩǎ ŎƭŜŀǊ ŀǳǘƘƻǊƛǘȅΦ ¢ƘŜ ƎƻǾŜǊƴƳŜƴǘ ŀŎƪƴowledged 
the importance of LPP in Belhadj [2015] UKIPTrib 13_132_H @ [13].  
 

Ψ¢ƘŜǊŜ ǿŀǎ ƴƻ ŘƛǎǇǳǘŜ ōŜǘǿŜŜƴ ǘƘŜ ǇŀǊǘƛŜǎ ŀǎ ǘƻ ǘƘŜ ƛƳǇƻǊǘŀƴŎŜ ƻŦ ǇǊƻǘŜŎǘƛƴƎ ŀƴŘ 
preserving the concept of legal and professional privilege, as clarified or enunciated 
particularly in R v Derby Justices ex p B [1996] AC 487 at 507, R (Morgan Grenfell) v 
Special Commissioners [2003] 1 AC 563 at paragraph 39 and R v Grant [2006] QB 60 
ŀǘ ǇŀǊŀƎǊŀǇƘǎ рн ŀƴŘ рпΦΩ 

12. When privilege is breached, so are our fundamental rights. The Security Services 
admitted in 2015 to having spied on legally privileged communications. This was permitted 
ǳƴŘŜǊ wŜƎǳƭŀǘƛƻƴ ƻŦ LƴǾŜǎǘƛƎŀǘƻǊȅ tƻǿŜǊǎ όάwLt!έύ ŀƴŘ ǘƘŜ IƻǳǎŜ ƻŦ [ƻǊŘǎ ǊǳƭƛƴƎ Re McE 
[2009] UKHL 15 but, as the security services later admitted, such surveillance activities were 
also unlawful. It is not sufficient that, if it becomes known that LPP material has been 
obtained by the state, such material is inadmissible. As is obvious, the individual whose 
privileged material is intercepted or accessed will not know about it. Even if it comes to light 
during litigation, an unfair advantage is likely to have been obtained by the state. Worse, if it 
is passed on to foreign states, it might be used for purposes of which we disapprove.  
13. In the case of McE in the House of Lords, Lord Phillips (who dissented from the 
ƳŀƧƻǊƛǘȅ ƧǳŘƎƳŜƴǘύ ŘŜǎŎǊƛōŜŘ ǘƘŜ άŎƘƛƭƭƛƴƎέ ŜŦŦŜŎǘ ƻƴ ǘƘŜ ŀŘƳƛƴƛǎǘǊŀǘƛƻƴ ƻŦ ƧǳǎǘƛŎŜ ƛŦ [tt ƛǎ 
not protected. Those of us who have appeared in cases involving allegations of terrorism 
offences have experienced this effect. The administration of justice requires independent 
judges who in turn rely on independent lawyers who are able to give robust advice to their 
clients. Such advice will not be possible when clients fear ς as they do ς that everything they 
say to their lawyers goes straight to the Security Services or the police.  
14. There was nothing in RIPA expressly to sanction access to LPP material. The fact that 
this Bill employs identical wording (e.g. in section 5 and 65 ς άƭŀǿŦǳƭ ŦƻǊ ŀƭƭ ǇǳǊǇƻǎŜǎέύ ǘƻ 
that in section 27 of RIPA, and which the House of Lords in Re McE decided was sufficient to 
ŘŜƳƻƴǎǘǊŀǘŜ tŀǊƭƛŀƳŜƴǘΩǎ ƛƴǘŜƴǘƛƻƴ ǘƻ ŘƛǎǇƭŀŎŜ [tt ŀǎ ŀƴ ŜȄŎŜǇǘƛƻƴΣ ƳŜŀƴǎ ǘƘŀǘ ǘƘe Home 
Office intends that this Bill will have the same effect. If that is their intent, it should be 
stopped. The best way to achieve that is to include express protection in the Bill as in the 
statutes referred to below. Why is the Home Office unwilling to put into the body of this Bill 
protection for LPP which has featured in many other statutes ς e.g. The Police and Criminal 
Evidence Act 1984, The Terrorism Act 2000, the Police Act 1997, the Criminal Justice and 
Police Act 2001 and the Proceeds of Crime Act 2002? Attached as an Appendix is a draft set 
of amendments to correct this omission. 
15.  The Bill contains added protection for MPs and for journalistic material to some 
extent. There is nothing in the body of the Bill to protect LPP which, in international and 
domestic law, has always been regarded as deserving greater protection from the state. The 
Home Office offers the consolation that LPP will be protected in the Codes of Practice. They 
have the force of law, but not to the same extent as primary legislation.  
 
Response to questions  
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Question 1: Aside from the new powers on the retention of Internet connection records, 
does the draft Bill consolidate existing powers or does it extend them? 

 
16. The ability to obtain bulk warrants is an extension. These warrants may be non-
specific as to individuals or locations or equipment. The question will be whether 
applications for such warrants can satisfy the tests of necessity and proportionality. Bulk 
search warrants or bulk arrest warrants would not. A high level of justification should be 
required for these bulk warrants to determine why focused warrants with the power to 
amend and extend in the light of information gathered would not be sufficient in order to 
satisfy the tests of necessity and proportionality.  
 
vǳŜǎǘƛƻƴ нΥ ²Ƙŀǘ ǘŜǎǘ Řƻ ȅƻǳ ǘƘƛƴƪ ƛǎ ƳŜŀƴǘ ōȅ ŀǇǇƭȅƛƴƎ άǘƘŜ ǎŀƳŜ ǇǊƛƴŎƛǇƭŜǎ ŀǎ ǿƻǳƭŘ ōŜ 
ŀǇǇƭƛŜŘ ōȅ ŀ ŎƻǳǊǘ ƻƴ ŀƴ ŀǇǇƭƛŎŀǘƛƻƴ ŦƻǊ ƧǳŘƛŎƛŀƭ ǊŜǾƛŜǿέΚ Lǎ ǘƘƛǎ ǎǳŦŦƛŎƛŜƴǘƭȅ ŎƭŜŀǊ ƛƴ ǘƘƛǎ 
context for consistent decision-making? Would you describe the application of this test as 
ŀ άŘƻǳōƭŜ-ƭƻŎƪέΚ  
 
17. Lawyers generally agree that the test to be applied when dealing with activity which 
ƛƴǘǊǳŘŜǎ ǳǇƻƴ ŀ ǇŜǊǎƻƴΩǎ /ƻƴǾŜƴǘƛƻƴ ǊƛƎƘǘǎΣ ŀǎ ǘƘŜǎŜ ǇƻǿŜǊǎ ŘƻΣ ƛǎ ƻne of a re-assessment 
on the merits. This involves more than a review of whether the Secretary of State has made 
an illogical decision or one beyond her/his powers. If that is the intention, then the 
reference to judicial review is superfluous and should be deleted to avoid possible 
misconstruction. If the words mean something else, then they should be deleted as being an 
ǳƴŘŜǎƛǊŀōƭŜ ŦŜǘǘŜǊ ƻƴ ǘƘŜ WǳŘƛŎƛŀƭ /ƻƳƳƛǎǎƛƻƴŜǊΩǎ ǊƻƭŜΦ  
 
Question 3: Is five days a proportionate amount of time for the Secretary of State to seek 
the approval of a Judicial Commissioner under the urgent application procedure?  
 
18. The Bar Council can see no justification for allowing an unauthorised warrant to exist 
for up to five days. High Court Judges frequently listen to and grant orders made on urgent 
application. Provided sufficient Commissioners are appointed there is no reason why they 
would not be at least as available to make a decision as the Secretary of State.  
 
Question 4: How can Judicial Commissioners ensure they retain their cultural 
independence?  
 
19. The Bar Council is confident that any Commissioner appointed from the High Court 
or above would retain independence. It is desirable that a number of Judicial Commissioners 
are appointed in order for them to create a collegiate body of experience.  
 
Question 5: Do the terms of appointment for Judicial Commissioners sufficiently 
guarantee their independence from the executive?  
 
20. The Bar Council suggests that these judicial appointments should be made by the by 
the Judicial Appointments Commission, in consultation with the Lord Chief Justice.  
Question 6: How do you anticipate the power of the Secretary of State to modify the 
άŦǳƴŎǘƛƻƴǎέ ƻŦ ǘƘŜ WǳŘƛŎƛŀƭ /ƻƳƳƛǎǎƛƻƴŜǊǎ ǿƻǳƭŘ ōŜ ǳǎŜŘΚ  
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21. These powers (which would include the power to add to the remit of the 
/ƻƳƳƛǎǎƛƻƴŜǊǎΩ ŦǳƴŎǘƛƻƴǎ ǎƘƻǳƭŘ ǘƘŜǊŜ ōŜ ŀƴȅ ŦǳǘǳǊŜ ǎǘŀǘǳǘƻǊȅ ǇǊƻǾƛǎƛƻƴǎ ǊŜǉǳƛǊƛƴƎ ǘƘŜƛǊ 
attention) should be confined to sections 169, 173 and 174. There should be no power in 
the Secretary of State to amend the CommisǎƛƻƴŜǊǎΩ Ƴŀƛƴ ŦǳƴŎǘƛƻƴǎΦ ¢Ƙŀǘ ǎƘƻǳƭŘ ōŜ ŦƻǊ 
Parliament to consider by primary and not subordinate legislation. 
 
Question 7: What would be the best way to fund the Judicial Commissioners to ensure 
their independence, both real and perceived, from the Government?   
 
22.  The Commissioners should retain their judicial salary or the equivalent in the case of 
ǊŜǘƛǊŜŘ ƧǳŘƎŜǎΦ ¢ƘŜ ŦǳƴŘƛƴƎ ŦƻǊ ǘƘŜ ŜǎǘŀōƭƛǎƘƳŜƴǘ ƻŦ ǘƘŜ /ƻƳƳƛǎǎƛƻƴŜǊǎΩ ƳƛƎƘǘ ōŜ ŀ ƳŀǘǘŜǊ 
for the Home Office to propose and a Parliamentary Committee to approve. No doubt the 
Investigatory Powers Commissioner will include in an annual report any problems caused by 
lack of funding.  
 
Question 8: Do the oversight mechanisms in the draft Bill satisfy the requirements of 
Article 8 of the European Convention on Human Rights?  
 
23. There are two areas in which the Bill might fail an Article 8 test.  

23.1 The first is the failure to protect LPP. The jurisprudence in Strasbourg does 
not go as far as the common law in treating LPP as an absolute right (subject to an 
express restriction by Parliament). However, the importance of LPP as an adjunct to 
the right to legal advice is recognised. LPP engages Article 6 as well as Article 8. In 
the context of the circumstances in which the powers under this Bill will be 
exercised, there is likely to be a consequential conflict with either or both Article 8 
and Article 6 in that the results of the execution of the warrants might be arrest and 
ǇǊƻǎŜŎǳǘƛƻƴ ƻǊ ǘƘŜ ǳǎŜ ƻŦ ǊŜǎǘǊƛŎǘƛǾŜ ǇƻǿŜǊǎ ƻǾŜǊ ŀ ǇŜǊǎƻƴΩǎ ƳƻǾŜƳŜƴǘǎ ŀƴŘ 
contacts.  
 
23.2 The second is the potential width of bulk warrants, and whether they will 
satisfy the test of legal certainty required under both Articles. 
 

Question 9: Does the draft Bill address concerns about legal professional privilege and 
investigatory powers? Does it create any new issues in relation to LPP? How would you 
address any outstanding concerns? 
 
24. As set out above, the Bar Council is concerned at the absence of express protection 
for LPP in the Bill. Bulk interception warrants require careful assessment as they might 
capture LPP material. Communications data, although confined to data not content, will also 
capture LPP material. The contact details of the person a lawyer contacts immediately after 
speaking to his/her client will indicate the identity of a witness and possibly the subject-
matter of the conversation. We propose that express provision be made in the Bill along the 
lines of those provisions in PACE and TACT and the Police Act 1997 as in the Appendix to this 
Response.  
Question 10: What is the legal status of the Codes of Practice under RIPA? What do you 
expect to be contained in the Codes of Practice issued under this Bill?  
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25. The Codes do have the force of law, but not the same force as primary legislation. 
Primary legislation governs what is permissible in codes of practice. The Codes did not 
prevent the unlawful acts identified in Belhadj. The Home Office has said that it intends to 
place protection of LPP in a Code, as it has in the current draft RIPA code. However, that 
protection does not adequately protect LPP. In fact it does not treat LPP as immune from 
authorised examination. Previous legislation (as above) requires the state to avoid accessing 
LPP material, or, if it is unavoidably mixed in with material which is the legitimate subject of 
investigation, then provision is made to isolate it and make it subject to independent legal 
examination to confirm whether or not it is protected by LPP. If it is, then it is not accessible 
by investigators and must be destroyed or deleted.  
 
26. Primary legislation should make clear the distinction between deliberate access to 
LPP material (including obtaining access when it is known to be likely that the 
communication is subject to LPP) and inadvertently accessing it as part of an otherwise 
legitimate execution of a warrant. Schedule 6 contains the sole reference in the Bill to 
material subject to LPP. Paragraph 4(1)(b) provides ς  
 

(1) A code of practice about the obtaining or holding of communications data 
by virtue of Part 3 must includeτ  

 
(b) provision about particular considerations applicable to any data which relates to 
ŀ ƳŜƳōŜǊ ƻŦ ŀ ǇǊƻŦŜǎǎƛƻƴ ǿƘƛŎƘ ǊƻǳǘƛƴŜƭȅ ƘƻƭŘǎ ƭŜƎŀƭƭȅ ǇǊƛǾƛƭŜƎŜŘ ƛƴŦƻǊƳŀǘƛƻƴ Χ 

 
27. This indicates (as is known from proceedings before the Investigatory Powers 
Tribunal) that the Security and Intelligence Services are able to identify who is likely to be in 
possession of LPP.  
 
28. Why is this restriction on access in the Codes restricted to communications data? 
Why is there not to be a similar provision for intercepts? The words particular 
considerations Řƻ ƴƻǘ ŘŜƳƻƴǎǘǊŀǘŜ ŀ ŘŜǎƛǊŜ ƛƴ ǘƘŜ IƻƳŜ hŦŦƛŎŜ ǘƻ ǊŜǎǇŜŎǘ ǘƘŜ ƎƻǾŜǊƴƳŜƴǘΩǎ 
agreement in Belhadj [paragraph 12 above] about the importance of LPP. 
 
Question 11: What practical effect is the introduction of a right of appeal from the 
Investigatory Powers Tribunal likely to have?  
 
29. The Bar Council supports the right of appeal. It will enable the development of a 
body of jurisprudence concerning the exercise of these exceptional procedures to build on 
the reasoned decisions of the Tribunal. A right of appeal may also enable the IPT do deal 
more summarily with cases it regards as frivolous.  
 
Question 12: Why is it important that the Investigatory Powers Tribunal is able to hold as 
much of its proceedings in public as possible?   
 
 30. Justice which is partly secret justice is occasionally necessary to protect the safety of 
others, and sometimes for reasons of national security. When it is not essential, open justice 
which can be subject to rational (and sometimes irrational) scrutiny is an essential part of 
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ensuring that the public have confidence in the process of what is otherwise a closed 
system. 
 
Question 13: Is it appropriate that material acquired from targeted equipment 
interference warrants may be used as evidence in legal proceedings? Is it desirable? 
 
31. The Bar Council understands the arguments deployed by the Home Office about the 
difficulties of routine use of such material in evidence. However, the Bill allows such 
material to be used in the tribunals set out in Schedule 3 (see section 42(1)), namely the IPT, 
SIAC, etc. If the intercept material can be used in those tribunals, presumably predominantly 
ǘƻ ǎǳǇǇƻǊǘ ǘƘŜ ƎƻǾŜǊƴƳŜƴǘΩǎ ŎŀǎŜΣ ƛǘ ƛǎ ŘƛŦŦƛŎǳƭǘ ǘƻ ǎŜŜ ǿƘȅ ƛǘ Ŏŀƴƴƻǘ ōŜ ǳǎŜŘ ƛƴ ƴƻƴ-closed 
proceedings, even if the process by which it has been obtained is not in evidence nor 
disclosed to the accused. There have now been numerous reports on this matter, and the 
use of it in closed proceedings only is unsatisfactory.  The absolute prohibition on use of this 
material in certain cases of serious crime risks failure to do justice to victims and potential 
victims of e.g. modern slavery offences.  
 
Question 14: Is the retention of data for 12 months a proportionate balance between the 
needs of the security services and law enforcement and the rights of the individual?  
 
32. Subject to there being adequate safeguards about unauthorised access to that 
retained material, 12 months seems a proportionate period. In the absence of evidence 
about what will and what will not be achieved by such a period as distinct from any other 
period, it is difficult to express a concluded view.  
 
Question 15: Does clause 13(2) meet common law and ECHR requirements as to the detail 
to be included in warrants and is it sufficiently clear in its terms, for example in explaining 
what is meant by group etc. or does it require significant amendment if it is to remain in 
the Bill? 
 
33. Provided that the group, organisation or premises are identified with sufficient 
precision, clause 13(2) should satisfy the ECHR requirements of certainty. A warrant 
ŜȄǇǊŜǎǎŜŘ ƛƴ ƎŜƴŜǊŀƭ ǘŜǊƳǎ ŜΦƎΦ άŀƴȅƻƴŜ ǎǳǎǇŜŎǘŜŘ ƻŦ ƛƴǾƻƭǾŜƳŜƴǘ ƛƴ ƳƻƴŜȅ ƭŀǳƴŘŜǊƛƴƎ ƛƴ 
[ƻƴŘƻƴέ ǿƻǳƭŘ ƴƻǘ ōŜ ŎƻƳǇƭƛŀƴǘΦ 
 
34. It is at this stage that the role of the Judicial Commissioner becomes critical. (S)he 
must ensure that the warrant is confined in time, location, persons and subject-matter to 
ŀǾƻƛŘ ǘƘŜ ǿŀǊǊŀƴǘ ōŜŎƻƳƛƴƎ ǿƘŀǘ ƳƛƎƘǘ ōŜ ŘŜǎŎǊƛōŜŘ ŀǎ ŀ άǿƛƭƭȅ-ƴƛƭƭȅέ ǿŀǊǊŀƴǘΦ Unless 
precision is contained within the warrant, it should not satisfy the dual tests of necessity and 
proportionality which the Judicial Commissioner is to apply by clause 19(1). Unless the 
warrant is sufficiently precise, it will be impossible to monitor whether it has been lawfully 
executed. In the light of the immunity created by clauses 5 and 65 for acts covered by a 
ǿŀǊǊŀƴǘ όάƭŀǿŦǳƭ ŦƻǊ ŀƭƭ ΦΦΦ ǇǳǊǇƻǎŜǎέύΣ ƛǘ ƛǎ ŜǎǎŜƴǘƛŀƭ ǘƘŀǘ ǘƘŜ ǇŜǊǎƻƴǎ ŜȄŜŎǳǘƛƴƎ ǘƘŜ ǿŀǊǊŀƴǘΣ 
the Judicial Commissioner, and, in hindsight a court or tribunal, is able to ascertain the 
precise limits of authority set out in the warrant. Unless its legality can be tested by 
monitoring, the use of this power will fail the test of necessity and proportionality. That 
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conclusion should guide the Judicial Commissioners in the exercise of their function under 
clause 19.  
 
Question 16: Should the present powers relating to bulk interception warrants be 
replicated in the draft Bill or should warrants be more narrowly focused as to their 
purpose and permitted search criteria? 
 
35. Part 6 of the Bill will regulate the power to issue bulk interception warrants. By 
clause 106 such warrants are confined to communication from or to an individual who is 
outside the British Islands. This necessarily implies that the other or others involved in the 
communication are located within the British Isles and therefore entitled to the protection 
of English (or Scottish or Northern Irish) law, including the Convention rights in the Human 
Rights Act.  
 
36. Clause 107 authorises the Secretary of State to issue such a warrant if satisfied that 
ǘƘŜ άƳŀƛƴέ ǇǳǊǇƻǎŜ ƻŦ ǘƘŜ ƛƴǘŜǊŎŜǇǘƛƻƴ ƛǎ ǘƻ ƛƴǘŜǊŎŜǇǘ άƻǾŜǊǎŜŀǎ-ǊŜƭŀǘŜŘ ŎƻƳƳǳƴƛŎŀǘƛƻƴǎέ 
and to obtain related communications data from such communications. This is a very wide 
pƻǿŜǊΣ ŜǎǇŜŎƛŀƭƭȅ ƎƛǾŜƴ ǘƘŜ ǇǊƻǘŜŀƴ ŘŜŦƛƴƛǘƛƻƴ ƻŦ άŘŀǘŀέ ƛƴ ŎƭŀǳǎŜ мфрόмύΦ ¢ƘŜ ŀƳōƛǘ ƻŦ ǘƘŜ 
warrant is however narrowed by clause 107(2)-(5). These sub-clauses include a condition 
that the warrant must be directed to obtain information about the acts or intentions of a 
person outside the British Islands.  
 
37. Lƴ ǿƘŀǘ ŀǇǇŜŀǊǎ ǘƻ ōŜ ŀ ǘȅǇŜ ƻŦ άǎƴŀƪŜǎ ŀƴŘ ƭŀŘŘŜǊǎέ ŜȄŜǊŎƛǎŜ ƛƴ ƭŜƎƛǎƭŀǘƛǾŜ ŘǊŀŦǘƛƴƎΣ 
clause 107(1)(d), (2) and (6) require that the Secretary of State must consider that 
examination of the material oǊ Řŀǘŀ ƛǎ ƴŜŎŜǎǎŀǊȅ ŦƻǊ ŀ έǎǇŜŎƛŦƛŜŘ ƻǇŜǊŀǘƛƻƴŀƭ ǇǳǊǇƻǎŜέ 
concerned with preventing or detecting serious crime or in the interests of the economic 
well-being of the United Kingdom. Clause 111 further requires that the operational 
purposes must be specified, and that it is not sufficient to use the generic mantra 
άǇǊŜǾŜƴǘƛƴƎ ƻǊ ŘŜǘŜŎǘƛƴƎ ǎŜǊƛƻǳǎ ŎǊƛƳŜ ƻǊ ƛƴ ǘƘŜ ƛƴǘŜǊŜǎǘǎ ƻŦ ǘƘŜ ŜŎƻƴƻƳƛŎ ǿŜƭƭ-being of the 
¦ƴƛǘŜŘ YƛƴƎŘƻƳέΦ .ǳǘ ǘƘŜƴ ŎƭŀǳǎŜ мммόпύ ǎŀȅǎ ǘƘŀǘ ƻǘƘŜǊ ƎŜƴŜǊŀƭ ǇǳǊǇƻǎŜǎ will suffice.  
 
38. Similar considerations about the dangers of failing to specify the targets and the 
subject-matter identified in the answer to Question 15 apply to bulk interception warrants. 
 
Appendix 1:  Draft Investigatory Powers Bill initial draft New Clauses Proposed by the Bar 
Council for the protection of Legal Professional Privilege.  

Targeted and bulk interception of Communications: New Clause after Clause 17 

 

`Matters subject to legal privilege 
 

(1) A warrant under this Chapter, or under Chapter 1 of Part 6, may not authorise conduct 
undertaken for the purpose of doing anything in relation toτ 

(a) a communication, insofar as the communication consists of matters subject to 
legal privilege; 
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(b) related communications data, insofar as the data relate to the communication of 
matters subject to legal privilege. 

 
(2) Lƴ ǎǳōǎŜŎǘƛƻƴ όмύΣ άƳŀǘǘŜǊǎ ǎǳōƧŜŎǘ ǘƻ ƭŜƎŀƭ ǇǊƛǾƛƭŜƎŜέ ƳŜŀƴǎ ƳŀǘǘŜǊǎ ǘƻ ǿƘƛŎƘ ǎŜŎǘƛƻƴ 
98(2), (3) or (4) of the Police Act 1997 applies, but does not include a communication made with 
the intention of furthering a criminal purpose. 

 
(3) For the purposes of subsection (2)τ 

(a)  a communication is not to be treated as made with the intention of furthering a 
criminal purpose unless there is compelling evidence to that effect; 

(b)  the Secretary of State may by regulations make provision for the determination 
by a Judicial Commissioner, on an application for a warrant or otherwise, of the 
question whether in any case a communication is made with the intention of 
furthering a criminal purpose. 

 
(4) A code of practice issued under Schedule 6 must contain provision aboutτ 

(a) the steps to be taken to minimise the risk of conduct undertaken pursuant to a 
warrant to which this section applies resulting in accidental acquisition of a 
communication, or communications data, falling within subsection (1); 

(b) the steps to be taken if it appears that such conduct has accidentally resulted in 
ŀŎǉǳƛǎƛǘƛƻƴ ƻŦ ǎǳŎƘ ŀ ŎƻƳƳǳƴƛŎŀǘƛƻƴ ƻǊ ŘŀǘŀΦΩ 

 

 

Targeted and bulk acquisition of communications data: New Clause after Clause 65 

 
Matters subject to legal privilege 

 
(1) An authorisation under this Part, or under Chapter 2 of Part 6, may not authorise or 
require anything to be done for the purpose of obtaining or disclosing communications data 
relating to the communication of matters subject to legal privilege. 

 
(2) Lƴ ǎǳōǎŜŎǘƛƻƴ όмύΣ άƳŀǘǘŜǊǎ ǎǳōƧŜŎǘ ǘƻ ƭŜƎŀƭ ǇǊƛǾƛƭŜƎŜέ ƳŜŀƴǎ ƳŀǘǘŜǊǎ ǘƻ ǿƘƛŎƘ ǎŜŎǘƛƻƴ 
98(2), (3) or (4) of the Police Act 1997 applies, but does not include a communication made with 
the intention of furthering a criminal purpose. 

 
(3) For the purposes of subsection (2)τ 

(a) a communication is not to be treated as made with the intention of furthering a 
criminal purpose unless there is compelling evidence to that effect; 

(b) the Secretary of State may by regulations make provision for the determination 
by a Judicial Commissioner, on an application for authorisation or otherwise, of 
the question whether in any case a communication is made with the intention of 
furthering a criminal purpose. 
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(4) A code of practice issued under Schedule 6 must contain provision aboutτ 
(a) the steps to be taken to minimise the risk of conduct undertaken pursuant to an 

authorisation to which this section applies resulting in accidental acquisition of 
communications data, falling within subsection (1); 

(b)      the steps to be taken if it appears that such conduct has accidentally resulted in 
ŀŎǉǳƛǎƛǘƛƻƴ ƻŦ ǎǳŎƘ ŘŀǘŀΦΩ 

 
 

Equipment interference: New Clause after Clause 103 

 
`Matters subject to legal privilege 
 

(1) A warrant under this Part, or under Chapter 3 of Part 6, may not authorise or require 
anything to be done for the purpose of intercepting, obtaining communications data about, 
selecting for examination, or disclosing, any communication of matters subject to legal 
privilege. 

 
(2) Lƴ ǎǳōǎŜŎǘƛƻƴ όмύΣ άƳŀǘǘŜǊǎ ǎǳōƧŜŎǘ ǘƻ ƭŜƎŀƭ ǇǊƛǾƛƭŜƎŜέ ƳŜŀƴǎ ƳŀǘǘŜǊǎ ǘƻ ǿƘƛŎƘ ǎŜŎǘƛƻƴ 
98(2), (3) or (4) of the Police Act 1997 applies, but does not include a communication made with 
the intention of furthering a criminal purpose. 

 
(3) For the purposes of subsection (2)τ 

(a) a communication is not to be treated as made with the intention of furthering a 
criminal purpose unless there is compelling evidence to that effect; 

(b) the Secretary of State may by regulations make provision for the determination 
by a Judicial Commissioner, on an application for authorisation or otherwise, of 
the question whether in any case a communication is made with the intention of 
furthering a criminal purpose. 

 
(4) A code of practice issued under Schedule 6 must contain provision aboutτ 

(a) the steps to be taken to minimise the risk of conduct undertaken pursuant to a 
warrant to which this section applies resulting in the accidental intercepting, 
obtaining communications data about, selecting for examination, or disclosing, any 
communication falling within subsection 

(b) the steps to be taken if it appears that such conduct has accidentally resulted in 
ŀƴȅ ƻŦ ǘƘƻǎŜ ǘƘƛƴƎǎΦΩ 

 
 
 
 

Surveillance and covert human intelligence sources: New Clause after Clause 192 
 
`Surveillance and covert human intelligence sources: 
legal privilege 
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Amendment of Regulation of Investigatory Powers Act 2000 
 

In section 27 of the Regulation of Investigatory Powers Act 2000 (authorised surveillance and 
human intelligence sources), after subsection (4) insertτ 

 
(5) An authorisation under section 28 or 32 may not authorise surveillance for the purpose 
of obtaining information aboutτ 

(a) anything taking place on so much of any premises as is in use for the purpose of 
legal consultations, or 

(b) matters subject to legal privilege. 
  

(6) An authorisation under section 29 does not authorise any activities involving conduct of 
a covert human intelligence source, or the use of such a source, for the purpose ofτ 

(a) obtaining matters subject to legal privilege, 
(b) providing access to any matters subject to legal privilege to another person, or 
(c) disclosing matters subject to legal privilege. 

 
(7) Lƴ ǎǳōǎŜŎǘƛƻƴ όрύΣ άƭŜƎŀƭ Ŏƻƴǎǳƭǘŀǘƛƻƴέ ƳŜŀƴǎ - 

(a) a consultation between a professional legal adviser and his client or any person 
representing his client, or 

(b) a consultation between a professional legal adviser or his client or any such 
representative and any other person made in connection with or in 
contemplation of legal proceedings and for the purpose of such proceedings, 
except in so far as the consultation consists of anything done with the intention 
of furthering a criminal purpose. 

 
(8) Lƴ ǎǳōǎŜŎǘƛƻƴǎ όрύ ŀƴŘ όсύΣ άƳŀǘǘŜǊǎ ǎǳōƧŜŎǘ ǘƻ ƭŜƎŀƭ ǇǊƛǾƛƭŜƎŜέ ƳŜŀƴǎ ƳŀǘǘŜǊǎ ǘƻ ǿƘƛŎƘ 
section 98(2), (3) or (4) of the Police Act 1997 applies, but does not include anything done with 
the intention of furthering a criminal purpose. 

 
(9) For the purposes of subsection (8)τ 

(a) a communication is not to be treated as made with the intention of furthering a 
criminal purpose unless there is compelling evidence to that effect; 

(b) the Secretary of State may by regulations make provision for the determination 
by a Judicial Commissioner (within the meaning of the Investigatory Powers Act 
2016), on an application for authorisation or otherwise, of the question whether 
anything referred to in subsection (7) or (8) is done with the intention of 
furthering a criminal purpose. 

 
(10.) A code of practice issued under section 71 may in particular contain provision aboutτ 

(a) the steps to be taken to minimise the risk of conduct undertaken in reliance on 
this Part accidentally resulting in information of a kind mentioned in subsection 
(5) being obtained or in any of the things mentioned in subsection (6)(a), (b) or 
(c) being done; 

(b) the steps to be taken if it appears that such conduct has accidentally resulted in 
ǎǳŎƘ ƛƴŦƻǊƳŀǘƛƻƴ ōŜƛƴƎ ƻōǘŀƛƴŜŘ ƻǊ ǎǳŎƘ ǘƘƛƴƎǎ ōŜƛƴƎ ŘƻƴŜΦέΩ 

 



Bar Councilñsupplementary written evidence (IPB0134) 

105 

Explanatory note on the wording of the New Clauses 
1.  These new provisions would operate by preventing the targeting of legally 
privileged material.  It would be impermissible for a warrant or authorisation to enable any 
actions for the purpose of obtaining privileged information. 

 
2.  The obtaining of privileged information cannot be removed entirely from the 
scope of authorisation because, as pointed out by the Lords in Re McE, it may only become 
apparent to the authorities that privileged information has been obtained once they have 
received the fruits of the operation. Instead, the new Clauses deploy the Codes of Practice 
issued under the draft Bill, and under RIPA section 71, as a source of guidance on 
minimising the risk of accidently obtaining legally privileged material and dealing with the 
consequences of having obtained it. 
 
3.  ¢ƘŜ ǇǊƻǾƛǎƛƻƴǎ ŀƭƭ ŘŜŦƛƴŜ άƳŀǘǘŜǊǎ ǎǳōƧŜŎǘ ǘƻ ƭŜƎŀƭ ǇǊƛǾƛƭŜƎŜέ ōȅ ŎǊƻǎǎ-referring to 
Police Act 1997 section 98(2), (3) and (4). That was the approach taken by the Government 
in the Covert Human Intelligence Sources: Matters Subject to Legal Privilege Order 2010. 
 
4.  ¢ƘŜ мффт !ŎǘΩǎ ŜȄŎŜǇǘƛƻƴǎ ŦǊƻƳ [tt ƘŀǾŜ ōŜŜƴ ŀŘƧǳǎǘŜŘ ŦƻǊ ǘƘŜ ǇǳǊǇƻǎŜ ƻŦ ǘƘŜǎŜ 
New Clauses. Section 98(5) of that Act takes matters out of LPP if the item or 
ŎƻƳƳǳƴƛŎŀǘƛƻƴ ƛƴ ǉǳŜǎǘƛƻƴ ƛǎ όŀύ άƛƴ ǘƘŜ ǇƻǎǎŜǎǎƛƻƴ ƻŦ ŀ ǇŜǊǎƻƴ ǿƘƻ ƛǎ ƴƻǘ ŜƴǘƛǘƭŜŘ ǘƻ 
ǘƘŜƳέ ƻǊ όōύ άƘŜƭŘΣ ƻǊΧ ƳŀŘŜΣ ǿƛǘƘ ǘƘŜ ƛƴǘŜƴǘƛƻƴ ƻŦ ŦǳǊǘƘŜǊƛƴƎ ŀ ŎǊƛƳƛƴŀƭ ǇǳǊǇƻǎŜΦέ ¢Ƙŀǘ 
would be counter -productive in relation to privileged material accessed by a CHIS, because 
a person such as an undercover police officer is plainly not entitled to the privileged 
information, yet it is precisely in this situation that LPP needs to be preserved. So the 
Clauses focus on of criminal intention. 
 
5.  Included in the Clauses is provision enabling the Secretary of State to make 
regulations to determine the application of the iniquity exception. That question would 
most likely arise on an application for authorisation, where the authorities have grounds to 
suspect that privilege is being abused. But it might also arise later in an investigation when 
the fruits of the covert operation are found to include lawyer-client communications which 
it appears might attract the ƛƴƛǉǳƛǘȅ ŜȄŎŜǇǘƛƻƴΦ IŜƴŎŜ ǘƘŜ άƻǊ ƻǘƘŜǊǿƛǎŜέ ǿƻǊŘƛƴƎΦ ¢ƘƻǎŜ 
subsections expressly confine the regulations to providing for determinations for the 
purposes of the relevant sections of the Bill or RIPA. So a decision about the iniquity 
exception under these provisions could not bind the person deciding any equivalent issue 
arising in, for example, a criminal trial. 
 
Bar Council104 

 
Appendix 2: Supplementary written evidence to the Joint Parliamentary Committee on 
the Draft Investigatory Powers Bill 

 
Further supplementary written evidence  
 

                                            
104 Prepared by the Surveillance and Privacy Working Group on behalf of the Bar Council 
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1. This is the response of the General Council of the Bar of England and Wales (the Bar 
Council) to the additional questions posed by the Joint Parliamentary Committee on the 
Draft Investigatory Powers Bill as set out in the document sent by email on 17th December 
2015 to Peter Carter QC by Hannah Stewart, Legal Specialist, Scrutiny Unit, House of 
/ƻƳƳƻƴǎΦ ¢Ƙƛǎ ǇŀǇŜǊ ǎŜǊǾŜǎ ŀǎ ǘƘŜ .ŀǊ /ƻǳƴŎƛƭΩǎ ǎǳǇǇƭŜƳŜƴǘŀǊȅ ǎǳōƳƛǎǎƛƻƴ ƻŦ ǿǊƛǘǘŜƴ 
evidence to the Joint Committee. 

 
2. Question 1: Do the oversight mechanisms in the draft Bill satisfy the requirements of 
Article 8 of the European Convention on Human Rights? 
 
3. ¢Ƙƛǎ ƛǎ ǘƘŜ ǎŀƳŜ ŀǎ ǘƘŜ ƻǊƛƎƛƴŀƭ ǉǳŜǎǘƛƻƴ у ŀƴŘ ƛǎ ŎƻƴǘŀƛƴŜŘ ǿƛǘƘƛƴ ǘƘŜ .ŀǊ /ƻǳƴŎƛƭΩǎ 
previous submission.  
 
4. Question 2: What is the legal status of the Codes of Practice under RIPA? What do 
you expect to be contained in the Codes of Practice issued under this Bill? 
 
5. ¢Ƙƛǎ ƛǎ ǘƘŜ ǎŀƳŜ ŀǎ ǘƘŜ ƻǊƛƎƛƴŀƭ ǉǳŜǎǘƛƻƴ мл ŀƴŘ ƛǎ ŎƻƴǘŀƛƴŜŘ ǿƛǘƘƛƴ ǘƘŜ .ŀǊ /ƻǳƴŎƛƭΩǎ 
previous submission.  
 
6. Question 3: What practical effect is the introduction of a right of appeal from the 
Investigatory Powers Tribunal likely to have? 
 
7. ¢Ƙƛǎ ƛǎ ǘƘŜ ǎŀƳŜ ŀǎ ǘƘŜ ƻǊƛƎƛƴŀƭ ǉǳŜǎǘƛƻƴ мм ŀƴŘ ƛǎ ŎƻƴǘŀƛƴŜŘ ǿƛǘƘƛƴ ǘƘŜ .ŀǊ /ƻǳƴŎƛƭΩǎ 
previous submission.  

 
8. Question 4: Why is it important that the Investigatory Powers Tribunal is able to hold 
as much of its proceedings in public as possible? 
 
9. ¢Ƙƛǎ ƛǎ ǘƘŜ ǎŀƳŜ ŀǎ ǘƘŜ ƻǊƛƎƛƴŀƭ ǉǳŜǎǘƛƻƴ мн ŀƴŘ ƛǎ ŎƻƴǘŀƛƴŜŘ ǿƛǘƘƛƴ ǘƘŜ .ŀǊ /ƻǳƴŎƛƭΩǎ 
previous submission.  

 
10. Question 5: Is it appropriate that material acquired from targeted equipment 
interference warrants may be used as evidence in legal proceedings? Is it desirable? 
 
11. Question 6: Is there an on-going justification for intercept material remaining 
inadmissible in legal proceedings? 
 
12. Questions 5 and 6 raise similar issues to those in the original Q 13 and which are 
ŎƻƴǘŀƛƴŜŘ ǿƛǘƘƛƴ ǘƘŜ .ŀǊ /ƻǳƴŎƛƭΩǎ ǇǊŜǾƛƻǳǎ ǎǳōƳƛǎǎƛƻƴΦ  
 
13. Question 7: The Bill creates a new offence of disclosing the fact that warrants for 
equipment interference have been authorised and that such activities have taken place 
(Clause 102). Will this have any impact on legal proceedings in your view? 
 
14. This raises similar issues to those considered in response to questions 5 and 6. It also 
raises issues which are the subject of Additional questions 11 and 12 which are answered 
below.  
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15. Question 8: Is the retention of data for 12 months a proportionate balance between 
the needs of the security services and law enforcement and the rights of the individual? 
 
16. ¢Ƙƛǎ ƛǎ ǘƘŜ ǎŀƳŜ ŀǎ ǘƘŜ ƻǊƛƎƛƴŀƭ ǉǳŜǎǘƛƻƴ мп ŀƴŘ ƛǎ ŎƻƴǘŀƛƴŜŘ ǿƛǘƘƛƴ ǘƘŜ .ŀǊ /ƻǳƴŎƛƭΩǎ 
previous submission.  
 
17. Question 9: Does clause 13(2) meet common law and ECHR requirements as to the 
detail to be included in warrants and is it sufficiently clear in its terms, for example in 
explaining what is meant by group etc. or does it require significant amendment if it is to 
remain in the Bill?   
 
18.  This is the sŀƳŜ ŀǎ ǘƘŜ ƻǊƛƎƛƴŀƭ ǉǳŜǎǘƛƻƴ мр ŀƴŘ ƛǎ ŎƻƴǘŀƛƴŜŘ ǿƛǘƘƛƴ ǘƘŜ .ŀǊ /ƻǳƴŎƛƭΩǎ 
previous submission.  

 
19. Question 10: Should the present powers relating to bulk interception warrants be 
replicated in the draft Bill or should warrants be more narrowly focused as to their purpose 
and permitted search criteria? 
 
20. ¢Ƙƛǎ ƛǎ ǘƘŜ ǎŀƳŜ ŀǎ ǘƘŜ ƻǊƛƎƛƴŀƭ ǉǳŜǎǘƛƻƴ мс ŀƴŘ ƛǎ ŎƻƴǘŀƛƴŜŘ ǿƛǘƘƛƴ ǘƘŜ .ŀǊ /ƻǳƴŎƛƭΩǎ 
previous submission.  

 
21. Question 7: The Bill creates a new offence of disclosing the fact that warrants for 
equipment interference have been authorised and that such activities have taken place 
(Clause 102). Will this have any impact on legal proceedings in your view? 
 
22. Question 12: Section 102 creates an offence of unauthorised disclosure of 
equipment interference warrants.  What impact could this have to the disclosure obligations 
under the Criminal Procedure and Investigations Act 1996?  What is your opinion of the 
hypothesis that defendants will routinely allege hostile equipment interference on their 
computers and smart phones by law enforcement and that defence lawyers will then seek 
to have such evidence excluded for unreliability and potential contamination under s 78 
PACE? 
 
23. Clause 102 creates an offence of disclosing anything about equipment interference 
warrants. The offence is confined to disclosure by the relevant telecommunications 
provider. This must be seen in conjunction with clause 42 which prohibits any evidence to 
be adduced or question asked by anyone in legal proceedings (except those in closed 
sessions in SIAC, the IPT etc) about warrants for lawful interceptions or the associated data. 
Clause 42 is the subject of our previous submission on original Q 13. There is however an 
additional factor involved in equipment interference, namely the possibility that the process 
of interference might affect the integrity of the equipment and of the data obtained from it. 
Technical experts will need to explain how warranted interference ς targeted or bulk ς can 
avoid affecting the integrity of any particular device which is subsequently seized, imaged 
for investigation purposes and then placed in evidence. If it becomes critical to a criminal 
prosecution to proved that D deliberately accessed a particular site, can the fact that a 
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warranted interference was taking place simultaneously exclude the possibility that the 
interference itself contributed to the download of material from that site?  

 
24. If this is not a realistic possibility, the fact remains that some defendants might allege 
it. If that occurs the point will inevitably engage the courts in disputes about disclosure and 
Ƴŀȅ ǊŜǉǳƛǊŜ ŘŜǘŀƛƭŜŘ ŜȄǇŜǊǘ ŜǾƛŘŜƴŎŜΦ ¢ƘŜ ƎƻǾŜǊƴƳŜƴǘΩǎ ŎǳǎǘƻƳŀǊȅ ǎǘŀƴŎŜ ƻŦ άƴŜƛǘƘŜǊ 
ŀŘƳƛǘ ƴƻǊ ŘŜƴȅέ ǿƛƭƭ ŜƴŎƻǳǊŀƎŜ ǘƘŜ ōŜƭƛŜŦ ƛƴ ǎƻƳŜ ŘŜŦŜƴŘŀƴǘǎ ǘƘŀǘ ƛƴǘŜǊŦŜǊŜƴŎŜ ǿŀǎ ƴƻǘ 
confined to acquiring information communications and data as identified in clause 81, 
namely  

a. communications (see section 105), 
b. private information (see section 105), and  
c. equipment data (see section 82). 

but also extended to remote control of the equipment. 
 

25. Many of the items of equipments which are subject to interference warrants will be 
in multiple use. Disentangling who is responsible for which communication is often a 
problem. This will again give rise to disclosure issues; contiguous communications can 
identify a particular user, who may not be the defendant. The material obtained by warrant 
might include such exculpatory details.  

 
26. Question 11: Are the proposals in the Draft Bill at s 89 and following adequate to 
deal with the range of intrusions that are possible?  Are you concerned about the current 
lack of an associated draft Code of Practice? 
 
27. In the absence of a draft Code of Practice it is difficult for Parliament to assess the 
extent to which the interference permitted is proportionate to the legitimate need. The Bar 
Council has already identified in its earlier submission concerns that the Bill contains no 
express protection for material which is subject to legal professional privilege (LPP), and no 
process by which such access would be identified. Such a failure is not proportionate, and it 
is doubtful whether inclusion of protection for LPP material in a Code of Practice would 
suffice, in particular if it mirrors the current draft RIPA Code which allows targeted 
interception of LPP communications. Unless Parliament can be satisfied that the Bill itself 
contains provisions which ensure that warrants will be proportionate to legitimate security 
or investigative needs, the burden will be placed on Judicial Commissioners to interpret 
what they think Parliament must have intended.  

 
Bar Council 
21st December 2015  
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Ian Batten ñwritten evidence (IPB0090)  

1. I am Ian Batten, now a lecturer in computer security at the University of 
Birmingham.  I was formerly Head of Information Assurance at Fujitsu Telecommunications 
Europe, in which role I amongst other things was responsible for security and lawful 
ƛƴǘŜǊŎŜǇǘƛƻƴ ŦŀŎƛƭƛǘƛŜǎ ƛƴ CǳƧƛǘǎǳΩǎ 5{[!a ŀƴŘ a{!b ǇǊƻŘǳŎǘǎΦ  ¢ƘŜǎŜ ǇǊƻŘǳŎǘǎ ǎǘƛƭƭ ŦƻǊƳ ŀ 
substantial portion of the broadband infrastructure of the UK.  I now teach network security 
ŀƴŘ ƴŜǘǿƻǊƪƛƴƎ ǘŜŎƘƴƻƭƻƎȅΤ ƛƴ ǘƘƛǎ L ŘǊŀǿ ƻƴ Ƴȅ ǘƘƛǊǘȅ ȅŜŀǊǎΩ ŜȄǇŜǊƛŜƴŎŜ ǿƛǘƘ ƛƳǇƭŜƳŜƴǘƛƴƎ 
ŀƴŘ ǎŜŎǳǊƛƴƎ ƴŜǘǿƻǊƪǎ ŀƴŘ ǎŜǊǾƛŎŜǎ ǳǎƛƴƎ ǘƘŜ LƴǘŜǊƴŜǘΩǎ ¢/tκLt ǇǊƻǘƻŎƻƭ ǎǳƛǘŜΦ 

2. I am writing to address the Communications Data and Data Retention sections of the 
consultation. 

3. Internet Connection Records are described on p.25 of the draft bill, in the 
explanatory material.  They are however defined for legislative purposes in S.47(6) of the 
draft bill.  For reference, the wording is: 

In this section άƛƴǘŜǊƴŜǘ ŎƻƴƴŜŎǘƛƻƴ ǊŜŎƻǊŘέ ƳŜŀƴǎ Řŀǘŀ ǿƘƛŎƘτ 

(a) may be used to identify a telecommunications service to which a communication is 
transmitted through a telecommunication system for the purpose of obtaining access to, or 
running, a computer file or computer program, and 

(b) is generated or processed by a telecommunications operator in the process of supplying 
the telecommunications service to the sender of the communication (whether or not a 
person). 

4. Data is transmitted over the Internet in the form of packets.  To take the example of 
the transmission of a file (perhaps a photograph or video), it is split into units of 
approximately 1500 bytes, which are sent from sender to recipient.  A photograph might be 
perhaps one thousand such packets; a film could be several million. 

5. Each packet is numbered.  It is the responsibility of the receiver to reassemble the 
file from the packets it receives, and to request the retransmission of any that have either 
gone astray or been damaged in transit.  It is as though a book were to be sent by putting 
each page in a separate envelope, and the receiver checks they have all the pages and uses 
the page numbers to request fresh copies of any that are missing or illegible.  

6. It is, however, no concern of the Internet Service Provider as to whether any 
individual packet forms part of a photograph, or a book, or something entirely different.  It 
is also no concern of the ISP as to whether a particular packet is part of one file or another. 

7. This is because the InternŜǘΩǎ ŎƻǊŜ ǇǊƻǘƻŎƻƭ ǎǳƛǘŜΣ ŎƻƳƳƻƴƭȅ ŎŀƭƭŜŘ TCP/IP consists of 
what is known as a stack of protocols.  Each protocol draws on the services of protocols 
lower down the stack, and provides services to those above it. 

Application protocols, such as HTTP and FTP, used for specific purposes, ǳǎŜΧ 

Χ¢ǊŀƴǎǇƻǊǘ protocols such as TCP, which provide reliable transfer of data and rely ƻƴΧ 
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ΧbŜǘǿƻǊƪ protocols such as IP, which allow units of data to be moved between systems and rely 
ƻƴΧ 

Χ[ƛƴƪ layer protocols such as Ethernet which allow data to be moved between adjacent 
computers 

8. Typically, files (and other forms of bulk data such as streaming video) are 
transmitted using a protocol called TCP, the Transmission Control Protocol.  On the sending 
side, this provides a standard mechanism for the process of splitting a stream of data into 
packets, numbering them, marking them as being a part of one stream and not any other 
stream, and handing them to a lower layer to be transmitted.  The receiver then follows the 
reverse process by taking the packets from a lower layer, putting the packets back into 
sequence and give them to the appropriate application. 

9. The lower layer in this case is IP, the Internet Protocol.   In paragraph 5 I used the 
analogy of the individual numbered pages of a book each being placed in an envelope.  IP 
cannot see the page numbers, or indeed whether or not the envelopes contain pages at all: 
it simply looks at the address on the front of the envelope and routes the packet to its 
destination. 

10. In physical terms each protocol is encapsulated by the protocol below it.  HTTP, used 
by web browsers, is placed into TCP packets, which are in turn placed inside IP packets, 
which are in turn placed inside (often) Ethernet packets (known, for historical reasons, as 

frames). 

11. So a particular packet will usually consist of an ethernet header, used to route the 
packet locally between machines on the same physical network, followed by an IP header, 
used to route the packet over the Internet more widely, followed by a TCP header, which is 

Portion of 
packet 
examined by 
ISP in order to 
route it to its 
destination 

Portion of 
packet used by 
sender and 
receiver to 
identify 
ǇŀŎƪŜǘΩǎ 
purpose and 
position in 
stream 










































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































